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Security and privacy are crucial in several emviron-
ments, but their role can hardly be underestimated in
the health care sector. Regardless of the policy model
and the application environment, once a policy has been
defined, it is very important to be able to verify that it
really meets the security requirements and prevenis any
undesired situations. This means that it would be auspi-
cable to have tools that, besides allowing the definition
of the policy, permit to define and verify properties that
the policy must exhibit.

INTRODUCTION

While the Internet and the Web offer powerful solutions
10 the ever growing need to grasp information wherever
it is located, with beneficial results both for medical and
research purposes, they are potential sources of security
vulnerabilitics,

The general goal of information security management is
to guarantee against the impact of security accidents:
this should be achieved by providing reliable mecha-
nisms for information sharing, at the same time ensuring
confidentiality, integrity and availability.

Laws have been established in both Europe and US to
regulate the safe handling of medical records by health-
care personnel. Accordingly, computer science is evolv-
ing to provide technical solutions: mechanisms for user
identification and authentication, access control, protec-
tion of communication have been proposed, and the
design and validation of security policies is being ad-
dressed.

SECURITY POLICIES

A security policy defines how an organisation manages
and protects its information and computing resources to
achieve security objectives. It has to express rules to
describe users’ authorisations upon the objects and the
resources to be protected, and to use a set of security
mechanisms to guarantee that the access requests match
the rules. Defining a security policy means to provide a
suitable security model able to prove the properties of
~ the system, that really meets the security requirements.
The most important security models in literature belong
to the mandatory access control (MAC), discretionary
access control (DAC) and role-based access control
(RBAC) families.

AN EXAMPLE

The aim of this work was to show how the administrator
of a healthcare organisation can handle (define, verify,
modify) its security policy. After investigating available
security policy models, we have chosen an RBAC ap-
proach because of its suitability for a health care envi-
ronment {indeed, it seems to be more general, since it
altows for easier updates to the policy and can be later
expanded inte mandatory or discretionary, as meces-
sary). Furthermore, we have specified the model in a
logical form handled by a logic database management
system. Thus, the model specification becomes executa-
ble, allowing for exercising the policy on examples
(prototyping) and verifying the correctness of the policy
and its properties by means of deductive rules and integ-
rity constraints. According to this approach, a security
policy has been defined, modeled and verified for the
Radiological department of the “Lotti” Hospital in
Pontedera, Pisa.

CONCLUSIONS

With this work we have realized a tool suitable for de-
fining and managing the security policy of a radiologi-
cal department. The characteristics of the model and the
flexibility of the implementation allow for adopting the
tool into health care organizations with greater dimen-
sions and more complex structure.
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