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i the field of real-time control systems, some attempis are in
sourse to apply basic concepts of networking, data-base and
ransaction processing in order to provide a robust and efficient
ervironment,

This paper presents a simple implemnentation of a concurren-
oy control mechanism in a computer network for real-time ap-
slications. This mechanism insures data-base integrity and con-
sigtency and provides a better performance with respect to logk-
g in particular situations.

The proposed mechanism is based on the detection of ex-
wting conflicts and their resolution before the beginning of the
committing phase. Each transaction must verify its commit right
nefore committing by performing a control on the statuses of
snared objects. Fast transactions which update few objects are
serwerally privileged over slow transactions which update many
smects. Adding additional features to the basic mechanism,

</ transactions are guaranteed 1o commit also in presence of
weurrent fast transactions.

“evwords: transaction processing, stomic actions, intention

sets ocking, optimistic policy.

i. Introduction

in the field of concurrency control design, a great
<2t of policies has been defined to solve the basic
problem of common accesses of transactions to
‘rared data objects, This problem is generally solv-
<o detecting and handling possible conflicts among
iransactions. One of possible policies is the two-
phase locking method, but other methods have
been studied, such as optimistic policy [5]. By this
policy, transactions never wait, and conflicting
transactions race to the finish: given a set of con-
flicting transactions, the transaction that first re-

quested commii completes, and the conflicting
transactions are forced to restart, Optimistic policy
is more efficient than two-phase locking with
respect to the system throughput, if the effect of
restarting a transaction after a conflict is negligi-
ble, while waiting for a locked object is expensive.

Other important properties of optimistic policy
has been discussed with regard fo the application of
transaction processing to real-time systems: that is
for those process control systems where system
load is not constant, but some situations of conges-
tion oceur, followed by situations of relative inac-
tivity. In correspondence of congestion, many fast
transactions access few objects, s¢ presenting a low
degree of conflictuality among themselves, com-
peting with slow transactions accessing many ob-
jects. In these cases, it is convenient to allow com-
mitting of fast transactions, while siow transac-
tions are delayed and executed when the load of the
system is small. Optimistic policy is used here not
to achieve a higher throughput by the system, but
to minimize the mean time for executing =z
transaction.

In this paper optimistic policy is reconsidered, a
typical case where its application is useful is show-
ed, then a simple implementation in a distributed
environment is cutlined.

2. Optimistic Policy

Concurrency control problem in a distributed data-
base can be solved using two basic mechanisms:
scheduling and aborting transactions. A locking
based policy uses the mechanism of scheduling
transactions as a function of their accessed objects.

The optimistic policy is based on aborting and
automatic restarting of transactions which con-
flicted with concurrent transactions.
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Fig. 1. Concurrent Transactions Using Locking Mechanism.

This latter policy could be-very efficient in a
distributed environment where most transactions
are fast and have a small degree of conflictuality
among themselves, while the other transactions are
long and address a large set of objects. In fact, us-
ing @ locking mechanism for concurrency control
has some drawbacks in this case: the execution of
a long transaction which locks many objects may

seriously delay many short transactions attempting
to access the same objects. More precisely, op-
timistic policy in the specificated case is more effi-
cient than locking based policy in terms of mean
time to commit (i.e., mean time between starting
and committing of a transaction) in a system where
situations of congestion frequently occur and are
followed by temporary absence of transactions. In
these cases the system is as more efficient as more
transactions commit in a given time interval.

In order to model such a situation, we consider
for simplicity the occurrence of a set of contem-
porary transactions followed by permanent system
inactivity.

A typical case is showed in Fig. 1, where a long
transaction T1 which operates on objects A, B, C,
D locked these objects, while transactions T2, T3,
T4, TS5 starting immediately after T! and attemp-
ting to access respectively objects A, B, C, D rust
wait committing of transaction T1. If transaction
T1 lasts t1 seconds, and transacitions T2, T3, T4,
TS lasts t0 seconds each, the mean time {0 exgcute
transactions is approximately

[1,+4(t, + t))/5 =t +4/5L,.

In the case of optimistic policy, the situation is
showed in Fig. 2. Here transaction T1 must restart
because the objects A, B, C, D have been updated

A,B,C,D

Fig. 2. Concurent Transactions Using Optimistic Policy.



 Mita ‘Manna, L. Simonciriit{;’i_Opiimistic” ‘Policy for Concurrency Control -

NODAL’ NODAL
MEMORIES PERIPHERAL
- Ram INTERFACES
- Rom ~Slave
~Master
~Interrupt NODE

J )

CONTROLLER

-Bus Arbiter

NODAL BUS

-Interprocessor
Interrupt

—
N

-Nodal Resource
Protection
..winstrumentation,

- Local Resource
Protection

LOCAL CONTROLLER

J

LOCAL BUS
i U J
LOCAL MEMORIES LOCAL
PROCESSOR PERIPHERAL
A Ram INTERFACES
-~ Rom - Slave
- Master
-~ Interrupt

Fig. 3. Structure of 3 M.A.R.A. Node.

bv transactions T2, T3, T4, TS. So transaction T1
lasts globally (¢, +¢,”) seconds, where ¢,” <¢; and
7" =1, while the other transactions lasts each ¢,
seconds. The mean time to execute transactions is
then approximately

(6 1, ALy S5 = (1) 4 1,7)/ 5 + 4751,

which is less with respect to the previous case. The
time ¢,” depends on the mechanism used to restart
a transaction after discovering a conflicting situa-
tion on objects accessed by the transaction itself. In
the worst case, transaction T1, after the updating
of objects A, B, C, D made by transactions T2, T3,
T4, TS, proceeds to operate and discovers the con-
flicting situation only when attempting to commit:

in this case ¢, would be =¢,, while generally
1<t

The time ¢,”” depends on the capacity of a tran-
saction to store some useful informations about the
transaction itself in its local memory, so that the
time to commit after a restart is generally less than
the time to commit without restart. So in the worst
case after a restart t,”” =1,, while generally £,"" < 1,.

3. Basic Mechanism Implementation
The basic mechanism is implemented on a

distributed environment constituted by a local net-
work of MARA nodes. MARA is an architecture
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developed by Selenia for applications in the process
control field.

The structure of a single node is showed in the
block diagram in Fig. 3. A high speed nodal bus
connects up to 16 microcomputers to nodal
I memories and peripheral units. Each microcom-
, puter also has a local bus on which may be placed
§ BN memory and I/0 resources.

T oEnNCTioNs T Tt MARA software is organized as z set of func-
tions. A function represents a capacity to perform
a particular type of service, and may be supported
i on a single microcomputer of anode orona certain
’ e number of microcomputers.

FUNCTIONS ) T Functions are organized into a hierarchy as in-
dicated in Fig. 4. The functions at the top of the
diagram have the highest privilege, while those at
i e e : the bottom have the lowest privilege. In a typical
' RKER transactional application, user worker functions

BASIC HARDWARE SUPERVISOR

EXECUTIVE KERNEL

R T e RS S T

| FuNcTioNs perform logical and mathematical operations: they
é: P L e will be called ‘‘agent” functions, while user service
: Fig. 4. Organization of M.A.R.A. Software. functions control data-base and peripherals, im-
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they will be called “‘server” functions. Functions
are assigned to physical nodes at the time of system
inizialization. We assume, for simplicity, that two
different types of nodes are present in the network:
agent nodes containing agent functions, which
carry out transactions, and server nodes containing
server functions. Server functions which control
the accesses to objects such as files, peripherals and
communication devices will be named “Object
Managers®’.

Such an envxronment has been concexv d‘ for
ont
where requirements of availability and survivabili-
ty are particularly important.

We assume that user transactions manipulate ob-
jects by means of Read and Write procedures. The
creation and deletion of objects are rather infre-
guent and are made through special requests to the
operating system.

Copies of the needed objects are accessed and
updated by transactions. The operating system
transforms updating of those copies into intention
lists for the objects (Fig. 5). At the end of each
transaction, the user issues a Commit request to the
operating system, in order to confirm all the ac-
tions contained in the intention lists. Transaction
management is performed by system functions
which are resident on server nodes, and if a tran-
saction accesses objects on different server nodes,

the first addressed object manager is also the coor-

\ﬂ‘\s *‘!O n

Fig. 6. Outline of Transaction Management.
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'dinator during the Commit phase (Fig. 6). When a
transaction begins, the user sends a request to the
system for the assignment of a transaction iden-
tifier. This action is performed by the system in a
simple manner, by allowing this assignment to be
made by one of the possible servers (for example
the coordinator). This assignment has to provide a
unique identifier for whatever transaction in the
network. Each server gives a number composed of
two parts: the first one being a unique identifier of
the server and the second one being the contents of
a counter increased every time the server 1tself
assign a transactlon xdentxﬁer.;

When an object manager is requested to provide
a service for a given transaction for the first time,
it communicates to the coordinator of the transac-
tion that it is cooperating to the transaction,
through an ““Add Server’’ procedure. By this pro-
cedure, the coordinator records the server function
in the list of the servers involved in the transaction.
Servers never communicate with each other, but
only with agent functions and with the coor-
dinator. The requests issued by the agent functions
during the body of each transaction are registered
in temporary lists, called intention lists, each
associated to the proper object manager. As an ex-
ample, an intention list may contain the updating
done during the execution of the transaction on the
data-base. This updating is explicitly confirmed at
commit time. If a transaction has to update several
objects, that is more then one object manager is in-
volved in the transaction, the coordinator as a con-
sequence of the Add Server requests maintains a
list of the involved object managers.

At commit time, the coordinator scans this list
and asks the object managers to confirm their in-
tention lists. When all servers have confirmed their
intention lists, the coordinator asks to erase them.
When all servers have erased all intention lists, the
coordinator erases its list of servers.

4. Implementation of Optimistic Policy

The implementation of optimistic policy is based
on the association to each object (for exampie a
file) of an object status (Fig. 7). When a transac-
tion updates an object, the object status is
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Fig. 7. Outline of the Implementation.

substituted by the identifier of the transaction up-
dating the object. So at every time the status of ob-
ject O; is the identifier of the last transaction up-
dating O;. Object statuses have a default value at
system inizialization.

When an agent function executing a transaction
performs a Read operation on an object O, it
reads also the object status and stores the status in
its local memory until the end of the transaction. If
a transaction reads an object more than once, the
status is that one read on the first access to the ob-
ject. Each transaction, during its execution, builds
an intention list on each object it intends to update.

- Beforet committing, a transaction’ controls the ac-

tual statuses of shared’ obJects. If all stat uses are
equal to the ones stored previously, the transaction
can commit, else it must restart. To insure correct-
ness of the algorithm, the control on the actual
statuses of shared objects must be an atomic action
and therefore must not be interrupted by another
transaction until the first transaction has commit-
ted. In other words, when transaction Tj begins
this control on a set of objects {O;}, it must lock
{O;}, mantaining locks until the end of the commit
Pphase.: To avoid deadlock of transactions which

perform concurrently this .control, lockmg of ob-

jects must be made following a predefined serial
order.

The committing phase is executed using a two-
phase commit algorithm [6), with one of the object
managers as a coordinator. One of the actions per-
formed in the committing phase is to change the
statuses of updated objects with the identifier of
the committing transaction.

Application of optimistic policy automatically
removes deadlock problem, as it makes no use of
locks, except in the control of the statuses of shared
objects. This phase is managed by server functions,
thus the problem of deadlocks is solved by
operating system. The given implementation is effi-
cient as shown in Section 2 and solves the problem
of deadlock, but the problem of starvation of a
transaction indefinitely waiting for objects has to
be addressed.

5. Adding Priorities to the Basic Mechanism

The problem of starvation of a long transaction ac-
cessing many objects can be solved adding to the
basic mechanism a set of priorities, in order to
allow commit of transactions which restarted after
conflicts with other transactions.

Priorities are not assigned to transactions, but to
committing of transactions actions on objects. So
the system can also support a higher level of
priorities assigned directly to transactions. Restar-
ting of a transaction has not the effect of changing
its whole identifier, but only a part of it, so to in-
dicate a new version of the same transaction. After
restarting, all the intention lists belonging to the
old version are updated during the execution of the
new version. ~

When a transaction restarts as a consequence of
changing of a set {S(0))} of object statuses during
its execution, on each O; the transaction gains one
level of priority (at inizialization, obviously, all
transactions have O priority on all objects).

A transaction may be restarted many times, if
many fast transactions accessing the same objects
occur contemporarily. When a transaction has
reached the maximum level of priority on one ob-
ject at least (this event should rarely occur), it must
lock all xts shared ob]ects to be sure. to arrive to

,ﬁ,,,comxmt P e R DO
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6. Counclusions

In this paper a possible implementation of a con-
currency control mechanism is presented, for ap-
plications in real-time processing. The im-
plemented mechanism doesn’t use locks and
privileges transactions which first require commit,
restarting all conflicting transactions. The use of
the proposed mechanism should be very conve-
nient for solving rapidly situations of congestion,
where the mean time to commit of a transaction
must be minimized.
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