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Introduction

This paper describes Lhe fault tolerance concept {and
in particular the error recovery scheme) used in the
APEmille computer. The APEmille development
project is & physicists-driven effort to produce a ver-
satile parallel processor optimized for heavy duly
(e.g. Lattice Gauge Theory) numerical applications.
Erom the user’s view APEmilie is a paraiie] compuler
consisting of processing  clements oplimized for
floating-point arithmetic. The processors are arranged
in a Lhree-dimensional mesh topology with wrapped-
around wroidal connections. Each processor executes
the sume instruction stream but has a private memory
bank, so different nodes can operate on arbitrary data.
1n other words, APEmille has a Single Instruction
Multiple Data (SIMD) architecture [t

On the hardware level the architecture is more com-
plicated. It has three main components: in addition 1©
the already mentioned application processors (also
called Janes), there are central processing units called
Tarzan performing flow-control and coordinating
tasks, and communication controllers called Cheerah
functioning as interfaces belween Janes, Tarzan, and
the rest of the system. Thesc devices are implemented
as custom designed integrated circuits.

The APEmille architecture s hierarchically struc-
wred. The smallest functional unit is a Processing
Board (PB) or cluster, containing eight Tane proces-
sors, one Tarzan conirol processor and one Cheetah
commuter. The eight Jane processors are logically
placed in the vertices of a cube. Tarzan suppiies each
Jare with a uniform instruction flow and global ad-
dresses. Data exchange and contral information is
delivered by the Cheelah commuter. A synchronous
natwork provides the interconnection among PBs.
The next hierarchy level is called APE Unit. 1t 18 built
up of four PBs connected o a stand-alone computer
called Local Hest (LH). The LH supervises the al-
tached PBs and provides local disk storage. It can
aceess the memory and registers of the Tarzan and
Jane processors Over a dedicated PCI bus. On the
ather hand, Tarzan units can trigger interrupts inLH
1o signify exceptions, service requests, or local con-
ditions. The four boards and their host are connected
1o a custom backplane.

A configuration of four APE Units housed in a stan-
dard rack is called a crare (see Figure 1). The hosts of
& crate are Cooperating over a general-purpose. high
performance Controt Network. Also attached is a
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special computer acting as the Global Hosr (GH) of
the entire APEmille machine, The GH manages the
olobal disk storage and collects global signals, like
halt requests, exceptions, if conditions, etc. Further
crates can be added until the system reaches iis
maximum configuraiion of 2048 {24»8«R) process-
ing elements.

Figure 1. The structure of an APEmille crate

Maotivation

APEmille is the third generation of the APE Tamily of
SUPETCOMpUIErs {the previous machines were called
APE and APEIGO), but the first one 10 include built-
in support for fault tolerance. The reasons that led to
the consideration of teliability issnes from the early
stages of system design come in a large part from the
experiences with the previous generations. The APE
supercompuiers are number-crunching engines aimed
at solving complex scientific problems. The typicil
duration of such a computation ranges from several
days to several weeks. Due t0 the large number of
components built into an APEmille configuration, the
expected MTTF may fall inro the same range without
fault tolerance. Thus, a long-running COMmMputation can
be invalidated by a system failure, and there is no
guarantee that the resulis of a successfully terminated
program: are nol corrupted by an undetected error.

To improve on ihis situation the designers of APE-
mille decided 10 incorporate fault tolerance mto the
system, They chose the error removal based ap-



proach, composed of the following main steps: error
detection, system-level faulf diagnosis, system repair
{or reconfiguration}, and backward error recovery.
APEmille includes several additions to the SIMD
paradigm, like local addressing and ilexible message
routing that make recenfiguration theoretically possi-
bla, although its implementation is not planned yel.

Recovery in APEmille

Before presenting the error recovery pracedure itseif,
we take a look at the decisions behind it. These deci-
sions were influenced by three main factors: system
architecture, spplied testing methods, and component
failure semantics. The architecturs has already been
introduced, Table 1 gives an averview of the tesling

and failure characteristics of the system components:

APEmille 15 periodicully switched to system mode,
every LI performs diagnosis on the corresponding
four PBs, and if the whole APE Unit 1s fauki-free it
successively saves the local states of each processing
element. Checkpoints are stored on the local disk of
the LH. In order to ensure data inegrity in the pres-
ence of host tailures, checkpoint files are replicated
on multiple hosts. {Replication doss Dot decreuse
performance, 43 it may rake place in the buckgreund
while APEmille is in run mode.) Checkpoint consis-
{ency i§ 0oL an issue due to the “all or nothing” prop-
erty of the communication: simple point-fo-point
transfer is performed by Cheetah with high speed,
whereas flexible routing takes place in system mode.
The only concern is checkpoint latency: a large
amount of daga must be transferred and saved, there-
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Tabie 1. Failure modei of APEmille components

The most notable peculiaricy of APEmille is its "two-
sided” nature. The hardware i 2 combination of a
SIMTY processing part formed of PBs, and loosely-
coupled supervisor part consisting of host computers.
Furthermore, system Operation can also be divided
into two distinet stages. In system mode only the su-
pervisor part functions (fulfiils service requests ar
performs diagnosis), the processing patt is frozen. In
run made e processing part is active, and while it is
running the apphication program the supervisor part
waits for iocal/global signals.

The processing clemsnts of a PB are tested by com-
parators built-in the Cheetah commuier. The memory
and network devices are protected by errof detecting
and correcting eodes (EDAC). A detected error raises
an exception in the LH, which swilches APEmille to
sysiem mode and starts a speeial diagnostic session to
locate the oceurred faults [2).

The Glebal and Local Hosts are PC compalible com-
puters complying the Compact PCI standard. They
run a custom version of the Linux operaling system.
The hosts include only the usual PC-specific error
detection techniques: memory is tested using parity,
disk and network devices are guarded by EDAC and
checksums. Ciean shutdown is ensured by a (soft-
ware) watchdog timer, Furthermore, the hosts employ
a distributed system-level diagnosis procedure.

We propose different recovery mechanisms for the
processing and supervisor parts {31, The processing
part is best suited for checkpointing. For this purpose,

fore checipoinis cannot be taken arbitrarily oft.
Beyond supervision the main purpase of host com-
pulcrs i serving requests, handling exceptions, and
execuiing RPC calls of the 08, These are a relatively
fow, well-defined operations, initiated by messages
and similar events. Reliably logging the occurred
events af the process interfaces ensures the possibility
of restoring the complete local state of a host casier,
than taking a checkpoint of each process and enfore-
ing the cansistency of the resulting checkpoim set.
Consequently, for the supervising part ;essage log-
ging is proposed. The logging and replication tech-
niques are determined by the reliability of the host
computers. We assume that mubtipte simulianeous
nost failures have a smail probability. it this holds,
sender-based message logging and available copy
replication are the most efficient methods. Other-
wisc, a fnily-based logging protocol 18 suggested.
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