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The MuTEAM is a prototype system, supported that is monitoring of subsystems correctness. This
by the National Computer Science Program of the is a basic function of a survivable system, as it
Italian National Research Council (C.N.R.), whose ig the first step to the organization of available
implementation is in progress in Pisa, and it is modules to accomplish normal tasks. System dia-
scheduled to be operative at the end of 1981. gnosis is assigned to a peculiar kind of proces-

The aim of the prototype is the development
of integrated design methodologies for distributed

multimicroprocessor systems for real time applica-

ses, diagnostic processes, which form the next

layer in the abstract level hierarchy.

In the structuring of diagnostic processes

tions. The main goals are modularity, expandibi- it was recognized that any centralized element
lity, error confinement and robustness: such goals would be a single point of catastrophic failure;
have been approached by the definition of a system therefore it was decided not to implement such a

organizaticn that unifies hardware configuration,

vital function on centralized structures, whether

fault tolerance and operating system kernel requi- logical or physical one. Theoretical foundations
rements. for distributed self-diagnostic systems have been

The system 1s conceived as a hierarchical established in the literature. The problems ari-
structure, composed of several virtual levels, sing in the implementation of theoretical models
Starting from the higher level specifications, the are exposed in /1/ together with the proposed
next lower level functionalities have to be ex— solutions, which will be experienced in the MuTEAM
cerpted, without any previous binding of specific design. Using self-diagnostic techniques avoids
functions to specific levels. This means, for exam- the need of a central hard-core to assure the

ple, that fault treatment needs not to be delegat- correctness of diagnostic decisions.
ed only to hardware level. We decided that, in the Major features of these techniques are:
first phase, a major concern should be survivabi- a) each unit, having a logic identity in the sys-—

lity. So, as the very first hypothesis, we have to tem, is locally responsible of its decision for
think of a system where the presence of faulty the system diagnosis, which is globally validat-
subsystems is normal. Then, the fault treatment ed by the cooperation among the units;
strategy is to be integrated in all the system b) the behaviour of units is ‘'non-aggressive':
levels. that 1is, no one in the system is given means
The higher level is composed by active enti- to, for example, disconnect some other unit
ties, processes, characterized, in our conception, from the power bus. Malfunctioning units are
by being mutually suspicious. Processes do coope- simply ignored by closing communication chan-—
rate to accomplish system objectives, exchanging nels connected to them.

informations among them, Owing to the suspicious The next virtual level, i.e. the operating system
attitude, no information is trusted as "a priori" kernel, 1is responsible for managing the logical
reliable: it must be controlled and validated at communication channels. The interprocess communi-

each exchange.

Owing to the’ system layered structure, "un-

derground" interferences must be avoided. To pre-

vent uncontrolled interferences, protective rings

cation structure best suited to support explicit

information exchange is one based on message-pas—
the shared

proach lends itself to uncontrolled,

sing techniques, since variables ap-

"underground"

must be inserted inside the structure which sup- information passing if not very carefully used.

ports the functionalities at higher level, one for A message-passing approach permits, instead,

each higher level 'user'. a neat encapsulation of each environment, since
Neat separation between entities is a fun- only explicit interactions are possible. The natu-

damental requirement to execute system diagnosis,
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ral characteristics of the adopted approach are
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stressed by the model of the programming language
adopted: each interaction is subject to the mutual

control of the communicating processes; moreover,
and this 1s a mechanism to
The MuTEAM kernel

run-time support for the men-

messages are typed,

implement message validation.
may be seen as the
All
grammed in this language.
MuTEAM kernel is in /2/.
The

configuration.

tioned language. system software will be pro-

The description of the
level is

next constituted by hardware

to Dbe
figures,

taken into ac-
e.g.

interprocess data rate,

The first parameters

count are performance throughput,

response time, etc.
the

there

Among
initial specifications of the MuTEAM project
was the need for a high communication rate,
attainable only through a commmunication structure
based on a parallel bus. It was recognized that

high speed information exchange is required only
limited of

inter~group communications occur

inside groups composed of a number

processes, while
at
was so based on a cluster structure /3/. The first
the the

design of the cluster structure. To each Computer

lower rates. The overall system architecture

step in project development has been
Element of the cluster a fixed set of processes is
assigned and the virtual machine supporting their
by  the

communications are based on a

executions 1is given operating system

kernel. Interprocess
single structure, composed by the parallel bus and

the shared memory. As discussed before, protective
rings must be inserted in the basic elements.

At the processor element level there is the
need of a ring for each process, as well as for
the kernel.

Protective rings in the communication struc-—
ture give rise to a major architectural influence,
since the shared memory space cannot be conceived
It must be

relying on a

as a uniform, freely accessible space.

given instead a logical structure,

rigid physical implementation, which can be conve-
niently pictured by the segmentation concept. The
global address space (or virtual address space),
i.e. the set of addresses of all cluster shared
memory locations, is to be partitioned into {lo-
gical) segments. Each segment has to be given

communication channel
established by
giving to both subjects some access rights for a

access control mechanisms. A

between two logical subjects is
single segment.

The management of access rights is physically and
logically distributed. The shared memory is orga-

nized in blocks, one block per Computer Element.
The access to each memory block is controlled by a
which,

be managed only by the associated processor.

can
With
single entity is allowed to

specific protection mechanism, in turn,

this organization, no

access any shared space without the granted permis-

The
protection mechanism is local and a

of the
malfunction in

sion of a ‘Ycontroller'. management

one processor can only influence the memory banks

which are phisically associated to it.

The insertion of an intelligent communica-

tion controller for the managing of interprocessor
interrupts, allows to cope with those failures
which cause continuous interrupts coming from a

failed processor.
The protection mechanism and the use of the
intelligent communication controller allows us to

operate a logical reconfiguration inside a
cluster.A failed Computer Element is logically dis-
connected by associating to each shared segment it
can access a NoRight access right and refusing any

attention it may request.

The next phase in the development of the
MuTEAM Project will be the evaluation of the pro-
posed solutions for the operating system and for
the distributed diagnostics. Moreover logical

reconfiguration will be implemented on the first
version of the prototype.

insertion of
fault detection,

modification of the common bus communication struc-

Problems related to the

hardware monitoring for on-line

ture, to avoid singularities and a global approach
to the

research arguments in the next years.

recovery of the system will be the main
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