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ABSTRACT

Determination of diagnosability with re-
pair of a digital system, composed by n subu-
nits, is considered. The class of systems con
sidered is that in which each subunit alone
is capable of testing another. Some particu-
lar graphs (boundary graphs) are defined, and
on their basig results are presented that im—
prove the sufficient conditiong about the
t-fault diagnosability with repair, which are
in the literature. Moreover, necessary and
sufficient conditions for particular values

of t and n are stated.

INTRODUCTION

Several papers [1-6] have been concerned
with the problem of system level fault diagno
sis, with the aim of determining the condi-
tions for the diagnosability of systems, when

multiple hardware failure occur,

Interest in this topic is motivated by
the need of highly available digital systems,
wvhich can continue their operation, even
though at reduced capacity, when faults are

present.

Any approach to this problem requires the
detection and the location of the malfuntion-

ing elements, or, in other words, the system

* .
This work has been sponsored by the Conven-
tion between the National Council of Re-
searches (C.N.R.) and the SELENIA Co.

must be diagnosable.

In this paper attention is focused on the
diagnostic model which was introduced by Pre-

0.

A large system S is partitioned into n

parata et alt.

subunits.

The sets F = f1,62,...,fnl of the n
faults which can occur, and T = {pT,pz.....pm
of the m tests which are applied, are defined,
relatively to the system S. Any subunit vy is
either faulty or fault free. Any subunit vy
is able to test all the subunits to which it
is connected, and to monitor the outcome of
those subunits on the application of the
tests. The outcome is binary (faulty or Ffault
free) and is the judgement of the testing
subunit on the tested one. All the test out-
comes represent the condition of the system
at the same point in time. The outcome of the

gubunit vy is reliable only if v, is fault

free. No subunit tests itself. Tie test which
vy applies to the other subunits is complete
relatively to the class of faults, which are
considered for those subunits, in the sense
of [4]. It is possible to represent this model
as a directed graph G = G{V,E): the diagnostic
graph. The node Vi€ V corresponds to the subu-

nit v, of the system S; a directed edge

i
(Vi’vj) from the node vy to the node vj, reprg
sents a diagnostic connection from vy to vj.
(vi,vj) is labelled by Py the complete test

which the subunit Vs apply to the subunit Vj'
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in [3]- [4] two types of diagnosability
are defined; the diagnosability without repair

and the diagnosability with repair.

A system § is t-fault diagnosable without
repair if and only if one application of the
test set T is sufficient to identify precise-
ly which faults are present in §, provided
the number of faults present does not exceed

t.

A system S is t-fault diagnosable with re-
pair if and only if there exists a sequence of
applications of the test set T and repairs of
faults that allows all the faults originally
present to be identified, provided the number
of faults originally present does not exceed

t.

In the following, tM means the maximal
value of t for which the definitions given are

valid in a system S,

The problem of the t-fault diagnosability
without repair is completely solved by Russell

and Xime 3]~ 4].

The problem of the t-fault diagnosability

with repair is not yet solved.

About this topic in 3]~ [4] the necessary
and sufficient conditions are given in the
case of t = 1,2 and 3, and some sufficient con

ditions for t >»4.

In our paper the sufficient conditions
given in [3] - [4], are improved, and the neces
sary and sufficient conditions for particular

values of t and n are given,

1. T-FAULT DIAGNOSABILITY WITH REPAIR
OF CONNECTED GRAPHS

Let us consider a system S of n subunits
and its diagnostic graph G = G(V,E). Let G be
a connected graph.

In {71 is shown that G can be outlined,

pointing out all the Maximal Strongly Connecte

ed (M.S.C.)" subgraphs present in G. The
M.§8.C. subgraphs are mutually disjoint and are

connected by link subgraphs.

Let us now consider the subset of all the
M.S5.C. subgraphs, so that no link subgraph is
Gk be
be the

in-connected with them. Let G1,G2,...,

such subgraphs, and let tM1,tM2,...,th

value t  of their t-fault diagnosability with

M
repair. Let:
tMi = min tM1'tM2"°"th

Theorem 1.1: Let S be a system and let

G = G(V,E) be its n-node connected diagnostic
graph; a) if qu_ev exists such that

(Vj'vi) ¢E for j = 1,2,...,n, then S is not
diagnosable; b) if no such 4 exists, then S
is tM-fault diagnosable with repair, where

tM = tMi.

Proof:

a) If 2 is faulty it cannot be diagnosed by

any other subunit.

b) The system S cannot be tj—fault diagnosable

with repair if tj:>t . If this is the case,

Mi

let us suppose that the tj:>t faulty subu-

Mi
nits are present in the M.S.C. subgraph Gi‘ As
Gi is M.S.C. and no edge of G is directed to-
ward Gi' it is not possible to identify and

locate the tj:>t faulty subunits. So tM<th

Mi
Let us now show that tM = tMi' 1f the tMi
faulty subunits are shared in G1,G2,...,Gk,
these M,S.C. subgraphs are completely diagnos-
ed, that is after some repair it is possible

G, fault free.

to make G1,G2,,.., X

Moreover the set of the paths from every

node vy e G, ,G covers all the nodes

4t 2,...,Gk

A maximal strongly connected subgraph is a
strongly connected subgraph that includes

all the possible nodes which are strongly

connected with each other.
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of G, If this is not the case, let V1 be the

set of nodes which are not covered by the set

of paths from every node v, € G .G2,...,G

1 k *
and V2 be the set of nodes covered by those
paths. The connection between V2 and V1 can be

only from V, to V 50 V. must contailn at

1 2’

least one M.S.C. subgraph G ¢ G iGhresesGy

with no edge of G directed toward G_. But as

G1'G2""'Gk

graphs of that type, this is not possible.

contains all the M.S.C. sube-

Then every node of G is covered by at least
one path which has as initial node a fault
free subunit and it can be diagnosed.

0.E.D.

Therefore, in the following, the t-=fault
diagnosability with repair of strongly connect

ed graphs will be considered,

2. T=FAULT DIAGNOSABILITY WITH REPAIR
OF STRONGLY CONNECTED GRAPHS

A direct consequence of the results
given in [1]1 and 4] is the following: any
n-node strongly connected dgraph is tM—Eault
diagnosable with repair, with tr<tu<tyrax -
where tMax =[Y-‘;é'1—J and n =[(Hngf—2-) 2J+1 .

[¥] means the greatest integer not more than x.
[x] means the smallest integer not less than x.
Let G = G(V,E) be a strongly connected graph
that is tM—fault diagnosable with repair. The
following theorem makes clear why G is not

(tM-+1)-fau1t diagnosable with repair.

A fault pattern F o= tf1,f2,...,fj is a
subset of F.
In G, Fl corresponds to the subset
vfi = {V1!V2""'vji of faulty nodes of the
set V. IF%1 is the cardinality of the fault
pattern F'. P and FY are indistinguishable if
the system outcome, on the application of the
test T, can be the same when Fi or Fj are pres

ent,

Theorem 2.1: Let S be a gystem and let
G = G(V,E) be its n-node strongly connected

diagnostic graph.

If s is tM—fault diagnosable with repair,
. . . . 1,2
p indistinguishable fault patterns F ,F ,..
..,Fp must exist (or p subsets of nodes

Vf1'vf2""'vfp in G) such that:

=t +1;

a) IVgy ¢ Vgl = g+

B) (V3|3 # D) ¢ [Vl v

c) ﬂi =g

=1 y00esP Vfi
DU Ve T

Proof:

The points a),b),c) are necessary direct-

ly from the definition of t ~fault diagnosa-

M
bility with repair.
If the point d) is not valid, it exists a

nct empty subset V'c V such that ij vy v,

Ve
vj ¢ Ui=1,...,p £i
I1f this is the case, (Vj'vk) ¢ E, where

v as the outcome relative

x € Uizt ...,p Vri’
to these testing edges would distinguish the
fault patterns to which Vi belongs from the
others. As this holds for ng eV', then from
every vj it is not reachable Vier contradict-
ing the hypothesis that G is strongly connect
ed.

Q.E.D.

The following corollaries are direct cone
sequences of the theorem 2.1. The proofs are

given in {81,

Corollary 2,1: If t, < B=1!  then p>3.

H e e h
Corollary 2.2: Let Vf1,vf2,. 'pr be the
indigtinguishable subsets of nodes of the

strongly connected graph G = G(V,E). If

tM<lQ§J—J' FOr i,j = 1,ee0,p must be:

Vei 0 Vey A B



Corollary 2,3: 1If vje Vf1'V£2""'me and

Vi® Uiamir,...,p Vgir then

ni=m+1,m+2,...,p Vfi # 0

oll 2.4: coe
Cor ary 4 Let Vf1,Vf2, ,pr, be the
subgsets of nodes of G = G(V,E), which fulfill
the conditions of the theorem 2,1, and let
vf1'vf2’°"'vfk be the minimal set of k<p
subsets of nodes, such that:

MNicr,2, 00,6 Vey =9
Then:
<1 H L=
a) (3 vfit 1<1<k) |Vf1| f+1

) (VIla=t v e VPP

c) U v

i=1, 000,k VFi T

It is now possible to collect all the condi-
tions given, ina theorem, which is a necessary
condition for the tM—fault diagnosability with

repair of a system S§.

Theorem 2,2: Let S be a system and let
G = G(V,E) be its n-node strongly connected

diagnostic graph.

If 5 is tM-fault diagnosable with repair,

where tM<{f§lJ » k indistinguishable subsets

of nodes Vf1'vf2"'°'vfk exist such that:

a) k23

b) 3V, ¢ |Vfi| =ty +1

) (V3 [3AL) Vel <ty
D Ny, 00k Vei=P

©) Uier,2,..0,x Vei=V

EY(Vi|i=1,2,.0,k): By, o5, a1, e VEi# B
A direct consequence of the theorem 2.2, is a
relation between the number n of nodes of any
graph G and the value te getting the same re-~

sult given in the thecrem 4.4.,1 in [4}.,

The minimal number fpin of nodes which
cannot be covered by the k indistinguishable

subsets of nodes Vpq,Veo,eeasVey, Where at

least lvfi] =t » is given by the following

relation:

nmin=ktm—k(k-2)+1 (1)

In (1) vfi = tm Por i=1,...,k, and from the
value k gnis subtracted the minimal number of
nodes, that is k, which was considered (k-2)

times more,

Any graph for which (1) is valid, is at
least tm—fault diagnosable with repair.

Maximizing (1), we get:
_ tm+2 2
Yin < [( 2 ) J +1

The maximal number n
max

of nodes, which can
be covered by the k indistinguishable subsets
of nodes Vf1'vf2”“'vfk’ where at least

lvfi[ =t +1, is given by the following rela
tion:

r%a(=kﬁm+1)-uku2) (2)

Maximizing (2), as before, we get:

n F- l( mﬂfJ
max 2
Therefore any n-node strongly connected graph

is at least tm-fault diagnosable with repair
if:

(2] erene|fm2)?) )

2.1 Boundary dgraphs

Reversing the arguments which have brought
to the theorem 2,2, given h nodes and the val-

ue t it is possible to cover the n nodes

M'

with k subsets V so that the con

£1'Vear e Vey
ditions a) to £) of the theorem 2.2 are veri-

Fied,

If the n nodes are connected with edges,
accordingly to one of the following proce-
dures, we make the k subsets indistinguisha-
ble. Every node Vj partitions the set
v

£

in two blocks V. and V"

Ve oVepreeerVeoy £ £



such that:

. ;o . %
(Vi |i=1,...,k) if VJ.EVfi then Vs € Ve

Vi ji=1,,.. i . . .
(Vi |i=1, ,k)u’vJthAUmn\%levf

without loss of generality let us consider

that:

f
Ve = IVE‘I $VppreeerVey l

2]

and

= {Vf(hﬂ ) Ve(nez) oo Vex l

P31

Procedure 1 (outdegree of a node): The edge

(v.,v_) is drawn, if:
i"'p

) VoeN o Ve

By) VeV Uik Ve

Procedure 2 (indegree of a node): The edge

(Vp'vj) is drawn if:

e N,

ay) V5 imhl, 0e.,k V£L

by) v, € Nicr,.0on Ve
In I8} is shown that these two procedures are
equivalent, or in other words, the same graph

is drawn, using one or the other.

Theorem 2.1.2: The graph G, drawn with one of
the two procedures, is not (tM4-1)-£ault diag

nosable with repair.

Proof:

As the k subsets Vf1'VE2""'ka

the conditions a) to £) of the theorem 2.2, it

verify

is shown that the edges, drawn with the proce

dure 1 or the procedure 2, make Vf1,vf2,..

eV indistinguishable. Let us consider the

£k
procedure 1.

Let vj € ni and

=1y s00s 1 Vfi
vp € ni=h+1,...,k Vp;+ The edge (Vj'vp) is la
belled with 1 {that is Vj is fault free and
diagnoses Vp faulty) when h+1< i <k. (vj,vp)

is labelled with X (the outcome of vj is not

meaningful, as vj is faulty) when 1< i <h.
Let vj €r1i=1,...,h Vfi

€ .
V€V Uimner, oou,x Vei

labelled with O (vj is fault free and diag-

and

. The edge (v.,Vv is
g(JP)

gnoses vp fault free) when h+1 < i <k, (vj,vp)

ig labelled with X when 1 <i<h.

Therefore the test outcomes are compatible

and Vv are indistinguishable,

£1°VporeeerVpy
Q.E.D.

In [B] it is shown that the graph drawn with
one of the given procedures are the maximal
graphs which make indistinguishable the k sube

sets on which they are drawn.

Let now G' = G'(V,E') and G = G(V,E) be
two graphs drawn respectively on the p subsets
of nodes Vf1'vf2""'vfp and on the k subsets
of nodes Vf1,Vf2,..,ka, where k <p.

In £8] it is shown that the following theo
rem holds:
Theorem 2,1,3: The graphs G' = G*(V,E') and
G = G(V,E) are such that:

E'CE,

We define boundary graphs those n-node graphs,

drawn on all the possible minimal subgets of k
@6 e i h i

elements Vf1,vf2, ,ka, which verify the con

ditions a) to £) of the theorem 2,.2.

In the following a boundary graph will be
indicated with B, = Bi(V,Ei).

We can nov conclude:

Theorem 2.1.4: Let S be a gystem and let

G, aGT(V,E1) be its n-node strongly connected
diagnostic graph. If S ig tM-fault diagnosable
with repalr it must exist at least one bound-
ary graph Bi==Bi(V,Ei) relative to those val-

ues of n and tM, such thats

E1 E,Ei .

It is now given a procedure to determine the

value t  of diagnosability with repair of a

M



system S, whose diagnostichaph(% is strongly
connected,

Procedure 3:

Step 1) Set t=t ., go to step 2).

Step 2) Draw all the boundary graphs relative

to t and n, Let B= B B2,...,B be
s

17
the set of boundary graphs. Compare
G, =G1(V,ET) with every B, =Bi(v’Ei)’

If 3B, :E. € E.
1 1 1

go to step 3).

stop (tM =t)¢ othervise

Step 3) Set t=t+1, go to step 2),

Generally, several B, =Bi(v,Ei) can be re-
moved when, drawing them, itis found that it

exists B, =B.(V,E.) such that:
3773 'J)

A direct consequence of what has been said

till now, is that every system S of n subue
nits, with 3<n<8 or n=10, and wvhose diag-
nostic graph is strongly connected, can have
only one value tM' as for those values of n,

=1 °
tm Max

Example 1: Let 5 be a system composed byn=9
subunits; S can be either 3 or 4-fault diag-
nosable with repair. Let us drav the boundary

graphs.

The only arrangement of k subsets of nodes,
for n=9 and t =3, which verify the conditions

a) to f) of the theorem 2,2 is showninFig, 1.

T ]
The boundary graph, drawn with one of the

given procedures, is outlined in Fig. 2, Each
block in Fig, 2 represents a 3-node complete
subgraph, and the arrow outcoming from one
node of the block represents the fact that that

node has outdegree toward all the other nodes,

The particular structure of the boundary

graph, shown in example 1 in the case ofn=9g,

3-3-6

2

can be generalized when n =szil)%j .

2
In 8] it is shown that when n BK—E——)J

t

FIG. 2
tm+3

n is odd, only one boundary graph exists.

and

This grapn can be outlined, as in Fig. 3, ink

blocks P_,P

see0y Py g Where fPJ =Xk,

1772

k

By

FiG.3

2 .
If n= [(E%;g)‘J and tm is even, only two

boundary graphs exist. They can be outlined

as in Fig. 4;

the former has k blocks P1,P

pree

«+sP with IPi' = k+¢1, the latter has k +1

blocks PT'P

preeesPy . with }pi] =k,

FiG. 4



It follows directly:

Theorem 2,1.5: Let S be a system and let
G, =G1(V,Ej) be its n-node strongly connected

) . 2
diagnostic graph, where n = L(E%;z) J;

S is tM—Eault diagnosable with repair, and
1t holds tM==tm, if and only if there exists
at least one partition of the n nodes in k
hlocks P1,P2,...,Pk with lPi| =k, such that
eacn block has ocutdegree to the others from
only one node of it, when tm is odd; or there
exists at least one partition of the n nodes

in k blocks PT,PQ,..G,P with |Pif =k+1, or

k

blocks PT,P2,.Q.,PK+1

such that each block has out-

one partition in k +1

with [P.| =k,
i

degree to the others from only one node of it,

when tm is even,
1

When the number of boundary graphs is high
it is difficult to apply the procedure 3; how-
ever the approach based on the boundary graphs
allows to state some sufficient conditions a-
bout the t-fault diagnosability with repair

which improve those given in [41,

2.2 sufficient conditions for the t=fault

diagnosability with repair or strongly

connected graphs

Let us consider all the boundary graphs,

for n and t. Let vj € ”1 and

Vj ¢ Ui=p+1
ind Vj’ from procedure 2 is:

=12, 000,P Vei
.. The i .
,p+2, ...,k 'pi+ The indegree of v,

tnd vy =05 o, Vesl t

(4)
. V. =1

* [n1=p+1,p+2,e..,k fl’

Let us outline the n nodes in Fig. 5.

7

P
v
@crcicisec ® @ ee oo ® @ enereiei ® [ PP
k Cek+2 t-ke2 n-(2t-ked)
o
o
Ak
Bi0. 8

In Fig. 5, the k nodes, which are common to
the (k ~1)-uples of subsets, are pointed out,
Mici,2,.00,p Ve 2 Dyoni,pe2, ook Ved
could each cover t-k+ 2 nodes of the remain-

ing n-k.

If this is the case, the k subsets could
not cover all the n nodes., Infact they would
cover 2t -k + 4 nodes and 2t -k +4<n, as

t < Q:lJ
73

Therefore:
ind v < 2t -k + 3 (5)

In order to find the real maximal value of

ind vj the following theorem is useful,

Theorem 2,2.1: The maximal indegree of a node
Vj' considering all the boundary graphs for n

and t, is that one of a node Vj which is cover
ed by one and only one subset Vfi'

The proof is given in 18].

Theorem 2.2.2: Any node vj of any boundary

graph, for n and t, is such that:

ind v, <ind v., vhere
J max J
i =D ~2.hn- [ n=2(ts+1)
lndmaxvj 2(t+1) =2 ﬁr1 2(t+1i] {
fjvn~2(t+1)

Proof:

Let vj evfje It follows from the procedure
2:

[=1 (6)

ind vi= |V |+ Ini=1,..,j-1,j+1, o Vel

The maximal value of the (6) is when Ivfj[=t+1
and 0y gtk Ve = By = (k1)

where hmax is the maximal number of nodes COfi=

kel o Voo . . ve
mon to the (k-1)-uple £ 'Vf(J-ﬂ'Vf(J+n'
,,,ka, and k=1 is the minimal number of
nodes, covered by the (k-1)-uples, which are cov

ered by V?j' In {8} 1s shown:

kgti1}—nJ

Brax = l X=2

Therefore:



ind v,=t+1-k+ [k L 'nJ
j Ko (7)

Maximizing (7), with respect to X, as shown in
{8}, we get:
ind  v.=2(t+1) -2~ [Vhla(te1)] o n=2(ts1)
a s
max-J M2 (er1) ]|

Q.E.D.
It is possible now to state:

Theorem 2.2,3: Let § be a system and let
G1 = G1(V,E1) be its n-node strongly connected

diagnostic graph;

S 1is tM—Eault diagnosable with repair,

where tM;>t, if a node vje V exists such that:

i“d"'”t“‘[\@?ﬂ‘{%] (8)
’ [Va-at |

The proof follows obviously from the theo-

rem 2,2.2, replacing t+1 with t.

In a similar wvay it is possible to state
some other sufficient conditions about the num
ber of distinct predecessor nodes of a couple
of nodes vj,vle V in the diagnostic graph

G, = G1(V,E1) of a system S,

The proof of the following theorem is given
in [g].

Theorem 2,2.4: Let S be a system and let

G1 = G1(V,E1) be its n-node strongly connected
diagnostic graph;

S is tM—fault diagnosable with repair, with
tM >t, if two nodes vj,v1 €V exist such that

the number ind Ivj,vl] of distinct predecessor

nodes is:

ind [vj,vl} >2t-kmin+1 (9)

where kmin is the smallest value of the number
k of subsets of nodes vf1,vf2,...,vfk, given n

and t.

The sufficient conditions given in the theo
rem 4.4.4 of [4] are:
A system 8 is t-fault diagnoszable with repair

if:

a) ind v, >2t-1; the worst case of (8) is
when t = [EElJ « If n is odd the (8) has

the value ind vj 22t =3, If n is even the

(8) has the value ind vj>2t—4.

b) ind [vj,vl]> 2t for any coupile Vj'vl;

) S o . )
¢c) ind Ivj,v 22t =1 if either (vj,vl)¢ E,

1}
or (Vl'vj)¢E1;

i 2 - i .
d) ind {vj,vl] 2t -2 if (VJ'Vl) ¢E1 and

(Vl'vj) ¢ E .
As kmin> 3, in the worst case the (9) is equal
to d), but improves points b) and ¢). When

k., 3 all b),c)

and d) are improved,
mi

Example 2: Let G, = G1(V,E1) be the graph with

n=16, shown in Fig, 6

1

FiG.6
Any strongly connected graph with n=16 has
t.=5.
As ind (1) =7, From (8) we can conclude
that tM;>6, while using point d) of the theo-
rem 4.4.,4 of [4], as ind |1,8] =8, it is only

possible to say that tM;>5.

3. CONCLUDING REMARKS

In this paper the boundary graph approach
is introduced to study the t-fault diagnosabi-

lity with repair of digital systems,

Many problems are not yet solved and the

study is in progress,

First of all a formal characterization of
the elimination rules among the boundary

9-3-8



graphs would allow the drawing up of a cata-
log, so that the procedure 3 could be more ef-
ficiently used. Moreover, it is opinion of the
authors, by a first draft, that the boundary
graph approach is very interesting Ffor what
concerns the optimal design of systems, that
is those designs which use the minimal number
of connections among the subunits, given n and

t Some results for particular values of n

Me
and tM have been just found, but they are not
yet completely formalized and generalized to

any value of n and tM'

These topics will be the object of a next

report.,
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