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Abstract—The ZigBee standard defines a service-oriented
framework for the implementation of Wireless Sensor
Networks (WSNs). In the recent years ZigBee has eeived the
attraction of many research studies focused on théesign and
the implementation of network gateways able to aces and to
interact with ZigBee sensors from heterogeneous neorks.

To address the interoperable challenge, this paperrgsents
ZB40OSGi, an OSGi-based ZigBee gateway able to expdhe
ZigBee network services in the OSGi execution endinment
without requiring any prior knowledge about the ZigBee
protocol. ZB4OSGi exploits a 3-layered architectureenabling
the access, abstraction and integration of ZigBeeedices to
different channels like UPnP or SOAP-REST Web Service

The paper faces with a concrete implementation of
ZB40OSGi, by highlighting the features with respecto already
existing ZigBee gateways.

Index Terms—ZigBee gateway, context-aware services,
Middleware, Wireless Sensor Networks.

delivered a new industrial standard called ZigB2e3][

ZigBee is built on the IEEE 802.15.4 stack (whipledfies

physical and MAC layer of low-power WSN) and defire
service-oriented framework for the realization ofSW/
applications. ZigBee provides multi-hop communicati
mechanisms and basic strategies for the realizatibn
service-oriented WSN applications. Its main appida
fields are home and factory automation, consurrestinic

and healthcare.

|l. INTRODUCTION

that should be taken into account:

1) seamless integration: ZigBee nodes become accessibl
from outside, without any prior knowledge about the
specific technology (message format, hardware
features, interaction paradigm, network topology)et
Interoperability: services exposed by the ZigBedawo
cooperate by adopting a service-oriented model. The
services can be integrated within existing architess,
drawing the so-called mash-up services [24].

Several ZigBee gateways have been already propbeed,

some important limitations still are present: (ipshof the

gateways only rely on specific ZigBee hardware houit
providing any abstraction layer able to generafipen the

ZigBee node, (ii) most of the gateways convert ZigBee

frames to only one specific target technology anty dew

of them aim at the generalization of the targetvoek, and,.

finally, (iii) not all the ZigBee gateways recogeiZigBee

devices adhering to the ZigBee standard profileslebr
custom ZigBee devices be accessed from the gatieseddy
This paper presents an OSGi-based ZigBee gateway

2)

N the recent past a consortium of major industrieghereafter called ZB4OSGi), that takes into accotie
interested in Wireless Sensor Networks (WSNs) [lhreviously described aspects and limitations ofekisting

solutions. ZB4OSGi exports the ZigBee network smrsi
via different channels by exploiting a 3-layeredhétecture.

In our approach, the gateway exports an abstraet of the
ZigBee network, in which only the services providedthe
ZigBee nodes are mapped into some OSGi servigeturn,
exploiting the potentials of the OSGi execution
environment, such services can be dynamically eégddoy
means of different application-level technologiefor (
instance UPnP protocol, SOAP/REST-based servicels an

Interacting with a ZigBee network requires priorothers).

knowledge about the ZigBee protocol, in particuthe
messages (frames) format, the interaction paradigu,the
ZigBee clusters and profiles. The possibility ofegsing to
the ZigBee network without such prior-knowledge dron
heterogeneous networks, represents a challengiig ta
Such kind of interaction requires to design and
implement ZigBee gateways able to ease the acoeshd
ZigBee nodes and simultaneously able to exporZihBee
services to different target networks. More gergraghe
design of a ZigBee gateway gives rise to two majpeats
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ZB40OSGi fully integrates ZigBee nodes adheringhe t
standard ZigBee Home Automation Profile, but furthe
extensions to the set of profiles can be easilyliegp
Moreover ZB4OSGi implements a hardware abstraction
layer that lets heterogeneous ZigBee hardware bd as
taetwork entry-point.

ZB40OSGi has been released under open source ligense
[22] as project of the AALOA open association [2i]d a
development team currently maintains the projecth wi
periodical updates, news and bug fixes.

The rest of the paper is organized as follows. iSedt
introduces the OSGi platform and the ZigBee stask a
preliminary concepts; section Il presents theestsdtthe-art
for the ZigBee gateways with a comparison table regrtbe
reviewed ZigBee gateways. Section |V introduces the
ZB40SGi solution; section V describes every laykthe
ZB40OSGi architecture. Section VI provides a caselst
description, while section VII draws some concluasio



[I. PRELIMINARY CONCEPTS implement a ZigBee application (or at least subjoonent
of a distributed ZigBee application). The ZDO puars

o . services that allow the APOs to organize themseiviesa
The Open Source Gateway initiative specificatioB@) igyiputed application. The APS provides data and

[9] defines a service oriented, component baseifiopha for management services to the APOs and ZDO.
Java developers, and it offers a standardized wayanage  gach APO is associated to an EndPoint (EP) of the
the software life cycle. The OSGi implementationg aAppIication Framework, and it is univocally idefgidl by

containers running on top of a Java virtual machime he network address of the hosting network-leveicteand

which componems can be iqstalled, removed, Staa'?d by the EP number (that ranges from 0 to 240, iniqdar
stopped at run time. An OSGi component (called BBJN8  £p i reserved to the ZDO). An application frameucan
a JAR file that contains Java classes, resouradsnetadata host up to 240 APOs.

describing the dependencies with other bundles. mhm
features that OSGi offers are:

A. OSGi model

To enable interoperability of nodes from different
' o manufacturers, the ZigBee alliance defines the eptscof
1) aservice model where every application compon@nt C o ,sters and application profiles. A cluster isagplication

be reglster-ed as gerwce Into a service reg|stry. .. message containing one or more attributes. Clusiees
2) An execution environment where_ multiple application yafined in a separate specification of the ZigBliarge,

can run on the same virtual machine. _ the ZigBee Cluster Library (ZCL). In general, an @P
3) Asetof API for the control of the bundles lifects. supports a collection of clusters. The applicapoofile is a
4) A secure environment where multiple applications ca.qjiection of device descriptions that form a caaige

coexist without affecting each other. application. For example the Heating Applicatiorofite

5) A cooperative, distributed environment where busdleprovides the description for the Thermostat dewind the

can discover each other independently of theirihgst £ nace device. Hereafter we will refer to ZigBezdes

platorm. _ only as hardware devices, while we refer to ZigBeeices
The bundles wishing to detect the presence of &CpBI 5o "hardware devices hosting the full ZigBee staok a
service configure a service listener (with appraferifilters) ZigBee applications.

and, as soon as the specified service becomesblgithe The ZDO provides to the APOs device and service

OSGi frgmework notifies all the listeners with arvee discovery. Device discovery allows an APO to obttis
handler mstance.. L network address of other network nodes. The routers
Although OSGi was initially thought as a platformegnqng 1o the device discovery by returning theiresses
supporting gateways, it became popular also inrdiblls.  ,hq the addresses of all their associated endevithe
For example, OSGi also meets the requirements fQL.ice discovery exploits cluster descriptors mhaster
pervasive spaces and smart environments as obs@Vedgenyifiers to determine the capabilities offereg & given
[10]. APO. An APO can inquiry about the capabilities pded
B. ZigBee by a specific APO or use a matching mechanism tectle

The zigBee specification defines the network an{1® Presence of APOs providing a given capability.
application layer of low-power wireless networkséea on _ Zi9Bee also defines a binding mechanism among APOs.
the IEEE 802.15.4 [2, 3] standard. By means of the binding, two or more APOs can be

The network layer provides support to star, tree, peer- connected with each-other. In this way wheneveARO

to-peer multi-hop network topologies. At this layeach

Application Layer

node (o.r ZigBee node) is a physical component itledtby . Application Framework
a 16 bits network address. The network layer pesid
services for the initialization of the network, msd AP AP AP —

. . . . Object Object | --- Object T
addressing, multi-hop routing, packet forwardingdan I ) 240 i e s

. . . 1, ce evice

management of connections and disconnections gkt — s E Ogject (ZDS)
the network layer the nodes can be either end-devar 4k 3 B =
routers. End-devic_es_ do not have any routing cdifiabj applicatisn Sublayer (APS)
rather, when they join the network they conneca tmuter
and rely on it for all their communications. Oneteracts as ES ES
network coordinator and takes the address 0. I&sisto T
create the network and to define the address spaca. 2
typical configuration, the network has a tree togglrooted 4t
in the coordinator. An overview of the ZigBee prib IEEE 802.15.4 (MAC Layer)

stack is shown in Figure 1.

The application layer provides a framework to suppo
configure and manage distributed applications. The
application layer comprises the Application Framekyshe €Mits a message with a specific cluster identifigne
ZigBee Device Object (ZDO) and the Application Sopgp Message is automatically routed to a set of AP@srding
Sublayer (APS), which offers functionalities ofrartsport t0 the binding table.
layer. The Application Framework contains a numbér  The ZDO provides mechanisms for the management of

Application Objects (APO), i.e. user defined apmlion the binding table; such mechanisms simplify the viay
modules (also called application-level devices) t thavhich the devices address themselves and it carsée to

Fig.1. The ZigBee stack



TABLE |

COMPARISON AMONG THEZIGBEE GATEWAYS

Criteria [12] [13] [14] [15] [16] [17] [18]
Gateway Component  Component Component Component Component Mixed Service
architecture.
Integration Knx-ZigBee  UPnP UPnP Protocol Web-server Web-server, OSGi service
mechanisms integration integration integration translation integration Mobile app integration
ZigBee - Web-service
Ethernet integration
Hardware The gateway No specific ~ The gateway The gateway  The gateway  The solution The solution
abstraction. relies on hardware relies on Texas relies on relies on relies on relies on
RadioPulse  adopted. No Instruments®  custom custom XBee® nodes. custom
® stack. No  hardware Evaluation hardware. No  hardware. No  No hardware hardware. No
hardware abstraction  board. No hardware hardware abstraction hardware
abstraction  provided. hardware abstraction abstraction provided. abstraction
provided. abstraction provided. provided. provided.
provided.
Device Support for ~ Support for ~ Support for No ZigBee No ZigBee No ZigBee Support for
abstraction.  Zigbee HA ZigBee HA  ZigBee HA profile profile profile ZigBee HA
profile profile profile supported supported supported profile
Extension No support ~ Support for ~ No support for No support for No support for No support for  Support for
mechanisms for custom custom custom cluster. custom cluster. custom cluster. custom cluster. device
cluster. cluster only implementing

mentioned as

custom cluster.

future work.

enable automatic eventing mechanisms. For exanime tdefine such a mapping, but it does not provide garyeral
ZCL exploits the binding to implement attribute oefing, integration solution for the node interaction oe thardware
the notification of alarms and more generally aflification  abstraction.

capabilities. The solutions provided in [13, 14] are both focusadhe
implementation of UPnP and DLNA — ZigBee gateway. |
[13] is proposed a solution aimed at the integrataf
ZigBee into DLNA networks by means of gateways. ©he
the components of the gateway is responsible featorg

Il.  RELATED WORKS

The initial ZigBee specification did not define angtion
of gateway for the ZigBee networks, only in latel@dhe i | -
ZigBee alliance delivered the specification for tigBee Virtual UPnP devices as soon as it acquires retevan
gateway [8]. This specification defines a gateway the Information on the ZigBee network. In a similar way
interconnection of ZigBee and IP based networkse TIfréates virtual ZigBee application objects for gvelPnP
approach used in this specification is to exposeved device found. This approach has the limitation tﬂ_m
service (based on SOAP/REST or, alternatively, adop 92téway must be the ZigBee network coordinator.
GRIP protocol), through which applications in the | Furthermore, to our understanding, it does not esidrs
network can inject queries into the ZigBee netwarkd _abstractlon of _ZlgBee nodgs. Similarly, in [14]e tauthors
receive responses. In addition, the gateway exposg¥plement an internetworking gateway between UPné a
functions to access all the layers and componehttie ZigBee focusing on the discovery mechanisms. Thiaas
Network layer and Application framework (includirige Present a gateway based on two main components? UPn
ZDO and APS) of the ZigBee-side of the gateway hwtiis Zi9Bee gateway (UZG) and the ZigBee network topglog
approach the queries to the ZigBee network areesepd in Manager. The UZG is made of the Application Object
terms of XML schemas, and they are translated theo Manager, the ZigBee Device Manager (ZDM) and the
appropriate cluster by the ZigBee gateway. As glrtua}l UPnP Proxy- Manager (VUPM). The ZDM controls
consequence, the applications wishing to interath e the ZigBee nodes, it reflects a}ll the relevapt gmnto_ the
ZigBee devices should be aware of the detailsefigBee VUPM. The VUPM is responsible for creating or renmgy
protocol (including address of the node, fieldshaf cluster Virtual UPnP Proxy (VUP) as soon as some eventarong
etc.). This approach is rather different from the eove used the ZigBee network. The authors provide a mapping
to design ZB4OSGi, since in our proposal the gaj,l_:‘\,\,‘.jpetween_the meta-data of the ZlgB(_ee_dev!ces andrtes of
exposes refined services for each ZigBee devidisipvers, YUP. With respect to [13], here it is discussed hihe
Hence, the applications do not have to discoveBgigy Zi9Bee devices are abstracted by the VUPs, howbwtr

nodes and consequently they do not need to knovotie of the solutions ([13, 14]) strictly rely on spéciZigBee
level protocol details. hardware without introducing any hardware abstoacti

Gateways of ZigBee have also been subject of intens 12Yer- _ .
independent studies in the recent past [12-18]. eSain A different approach is adopted in [15], where tegay

these works are mainly addressed to the design aled prptocol translation is described. The authmvjges a
implementation of gateways for protocol translatisits in Mapping for all the 802.15.4/ZigBee protocol layasthe
this case the work presented in [12] where a g@tev\,go_rrespondlng Ethernet ones. D!fferently than cpmaach,
between Konnex (KNX) and ZigBee is presented. Wik this work does not_ focus on Z|gBee device ab_stmorbr
proposes a solution where the gateway translatex KN'@rdware abstraction mechanisms. In fact, this cempr
telegrams into ZigBee frames and vice-versa. THEduires the users to implement their own software
implementation relies on a multi-component gatewalg to  aPPlication in order to exploit the protocol trat&in and



interact with the ZigBee nodes. A web-oriented 8oluis

described in [16]. The paper proposes a web-segateway
able to let the ZigBee network be accessible bynnied a
standard HTML browser. Similarly to [15], the gatew
provides a protocol translation from ZigBee to Eitlet. The
author describes also a web-server able to gengyatemic

web pages reflecting the ZigBee network. This sotut
requires that the users own a topological persgeatf the

ZigBee network, addressing each individual nodeghim
sensor network.

In [17] a vertical solution based on SmartBee i

presented. The SmartBee specification lets the &gibdes
be accessible via multi-channel solutions, e.gmsans of
regular web interface, mobile application or webvee
standard specification. The work presents some bieta
aspects, however the whole solution relies on tnarSee
specification build on top of the MAC layer of ZigBand
being adherent to the SmarBee specification reptesa
non-negligible requirement for a general-purposkeitim.
Neither this work addresses on hardware abstraction

The approach proposed in [18] caught our atterginoe
it goes in the direction of representing ZigBee ides as
OSGi services. In this work the gateway acts aZigBee
coordinator, and it assumes that the nodes in éteank
periodically announce their presence by sendingthi®
coordinator, their ID and profile. As the ZigBeeocdinator
detects the presence of a new node in the netwibrk,
downloads a software service for that ZigBee devi
(wrapped within an OSGi bundle) and registers #wise
in OSGi. With respect to this work, our approachkesaa
further step of abstraction for the ZigBee devicgébe

ZB40SGi gateway exposes the ZigBee devices on one 0

more access technologies available on the OSGioptat
Furthermore we remove the assumptions that thengste
acts also as the ZigBee coordinator and that thlesbave
to periodically announce themselves (currently ridi as
optional feature). Finally, with our solution, weoduce a
different level of abstraction of the ZigBee dewicd-or
example we can further refine the ZigBee deviceth wi

OSGi services that aggregate data produced from the
ZigBee network, compose multiple ZigBee nodes as of

single virtual node, hide the ZigBee network topyletc.
The result of the analysis of the state-of-the-@rt

summarized with Table I. The Table reports on thesra

list of important features that characterize theiewed

solutions. Currently we identify the following feags:

1)

component of the gateway, mixed solutions.

2)
be accessed from outside network and whic
technologies can be integrated.

3) ZigBee hardware abstraction: how the gatewa
abstracts from specific ZigBee hardware.

4)
ZigBee devices adhering to the standard ZigBe
profiles.

5)

extendibility of the ZigBee clusters for

C

Gateway architecture: service-oriented approacrrea'vheOI
the ZigBee devices are modeled in terms of exporté
services, multi-component approach where the ZigBéﬁrj
devices are accessed interacting with a specifr@

custom

behavior of the ZigBee Devices.

IV. ZB40OSQG GATEWAY

A. Architecture Guidelines

The main purpose of the ZB4OSGi gateway is to plevi
a simplified access to the functionalities offetsdZigBee
devices. We aim at offering intuitive interfacesattHink
between those functionalities and external apptioat

The ZB40OSGi gateway has been designed keeping in
gnind the following guidelines:

Dynamic discovery of ZigBee nodes. ZB4OSGi exploits
the discovery mechanisms of ZigBee. As soon as new
ZigBee nodes join the network, ZB4OSGi reacts testh
events by registering new OSGi services reflectthg
implemented APOs.

Abstraction of ZigBee devicess ZB4OSGi not only
recognizes ZigBee devices adhering to the ZigBediles
(e.g. On/Off Switch device, Remote Control devicght
Sensor device), but it also abstracts them. Th@wal the
high-level applications to ignore the notion of stkr and
message format (deeply connected with ZigBee
terminology), and to focus only on data gathereanfrthe
nodes with the adoption of more intuitive APIs. §hi
approach is rather different from the solution addpy the
ZigBee alliance (see section lll), where the gatewa
specification offers an interface that enablesetadsclusters
within the ZigBee network. Although such interfaca
exposed in terms of web services (SOAP or REST®, th
external applications should be aware of the imatern
protocols of ZigBee and use the clusters according|
Extension mechanisms for ZigBee devices. the ZigBee
Cluster Library specification defines an extended sf
clusters to be used with the ZigBee devices. Howetee
meet additional requirements, it includes also @haaism
that enables the development of custom clustershivg
parties. ZB40OSGi fulfills to this feature by offeg a
mechanism that enables its extension, in ordemé¢tude
custom clusters in the abstraction of the ZigBegads.
Integration mechanisms. ZB4OSGi maps the ZigBee
evices with several OSGi services that exportdigBee
applications with high-level protocols (in the amt
implementation the UPnP and PERSONA exporters are
available, see section V-c). The advantage is ¢xégrnal
applications may access to the ZigBee devices anmef
the mechanisms offered by high-level protocolsnef¢hey
iffer from those used in the ZigBee network. Frarmaple
e standard Temperature Sensor device only suptoet
Il access method (i.e. the applications shoulpligiy
guest for the value when they need it), and banseof
the UPnP exporter such device can be extendedantish

Integration mechanisms: how the ZigBee network caf>Sess method (i.e. it may provide periodic reaiogthe

Wterested recipients).
Management of different applications in the same ZigBee
etwork: ZB4OSGi has been implemented on top of the
SGi platform to exploit its flexible service modéh this

ZigBee device abstraction: how the gateway managl@y £B40SGi can represent any APO or any ZigBedcdev

(in accordance to the Abstraction Layer) in ternisan
OSGi service. Such service can be easily controbigd

Extension mechanisms: how the gateway manages geploiting the life cycle primitives provided by GSitself.

In this way APOs from different ZigBee applicationan



cohexist simultaneously within the OSGi

environment.

B. Architectural Design
Figure 3 depicts the service-oriented model defimethe

executiomegistration of profile-based ZigBee services. Asrsas a

new event occurs, such exporters will act as podtoc
translator by injecting the ZigBee devices into the
appropriate network. For example, in a UPnP netwhek
ZigBee devices can appear as virtual UPnP dedcésey

ZB40OSGi architecture. All of the 3 layers are hergg, appear as brand new SOAP end-point.

represented: Access, Abstraction, and Integratiayerl
together with the underlying OSGi platform.

]_

UPnP

/ UPnP Service "
Integration layer

Profile-Based
ZigBee Service

\

OsaGl

Abstract layer

Cluster-Neutral
ZigBee service

Access layer

L
JBALIp 8SBeg  JOALP JUBWaUleY

/

Fig.3. The ZigBee service model

The Access Layer directly communicates with theBéig

network by means of a network adapter (called US

dongle), or by RS232 dongles or other kind of aeliagpt

According to the OSGi Device Access Specificatibh [
the component implementing the Access Layer isedall

Base Driver (in this work ZigBee Base Driver), vehihe

components of the upper layers are called Refiném

Drivers. The services registered by the Accessetaye
gradually refined and further abstracted by meahshe
upper layers. In particular, the Access Layer tegssa

ZigBee service that isluster neutral: it provides semantic-
free methods that accept as formal parameter a e&gB
frame (represented as a sequence of byte) andt itijec

frame into the ZigBee network.

The Abstraction Layer introduces more semantichi t

OSGi services, by refining them with new ones. Ehesw
OSGi services are dynamically registered accordinthe
ZigBee profile implemented by the ZigBee devices:. this
reason the Abstraction Layer registers ZigBee serihat is
profile based.

Note that, although the Abstraction Layer is destyas a
generic layer, it should include a specific driier each
ZigBee profile in use in the ZigBee network. Siratethe
time of writing this paper, the most establishedstdr
library is that of the Home Automation profile, thihe
current implementation of ZB4OSGi only relies oe guch
profile. However, the development of further driveralso
planned for other profiles as soon as their spatifins will
become public.

The Integration Layer, finally, maps the profilesed
ZigBee services to an application-level protocbk(figure
only reports the UPnP service). The way the Intimna
Layer reacts to the services registered by the rAbisbn

en

The next section describes in more details the #gce
Layer (namely ZigBee Base Driver), the Abstracti@ayer
and the Integration Layer (by only considering thEnP
exporter).

V. ZB40OSQ LAYERS

A. Access Layer

The Access Layer is implemented by means of the
ZigBee Base Driver (ZBD). Its role is to introduae initial
abstraction of the ZigBee hardware by relying on a
Hardware Abstraction Layer (HAL). The HAL aims at
integrate heterogeneous ZigBee stack implementtion
freeing ZB40OSGi from any industry-driven solution.
Together with such hardware abstraction, the Acteser
also provides a raw OSGi service for each ZigBEOA

Figure 4 provides an overall view of the Accesydra
here the ZBD provides the ZigBee Device API (usgdhe
Abstraction Layer) and it uses the Simple Driverl A®
abstract from a specific ZigBee hardware.

The ZigBee Device API models the notion of ZigBee

ode in terms of network attributes like IEEE addie

etwork address, node type, pan ID etc and theomaif
End Point in terms of ZigBee attributes like prefiD, input
cluster ID, output cluster ID, endpoint ID, devicategory
etc. Moreover the ZigBee Device APl also models the
notion of ZigBee Cluster described in terms of ®udD

i ZigBee Device API ’

A

’ ZigBee Base Driver ‘

AV

’ Simple Driver API ‘
N2

‘ ZigBee network Drivers }

Access Layer

S T

\/\/

S

Fig. 4. The Access Layer

and the cluster message. The ZBD instantiates thBeg
Device API as soon as it discovers one EP provigethe
ZigBee network (the EP discovery mechanism is also
described along this paragraph).

For each EP, it creates and registers an OSGicservi
called ZigBeeDevice. The ZigBeeDevice service acts as
proxy for the EPs. In particular, when an applmati
interacts with &igBeeDevice service, the ZBD forwards the
messages to the corresponding EP on the ZigBeeorletw
On the other hand, messages coming from the EPs are
forwarded to the applications waiting for them ¢ar case
ZBD forwards the message to the Abstraction Lalat, tin
turns, forwards the message to the high-level agptin by
means of the Integration Layer).

Layer, follows the standard OSGi event mechanisee (s The Simple Driver API (which is also a contributiof

section Il). This layer runs a set of exporterg thetect the

this work) defines a hardware interface industry-
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independent that includes most of the common mesimen
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Fig. 5b. Example of ZigBee device discovery

consolidate the current network topology. The nexo

needed to interact with a ZigBee network. The Sémplsubsections describe the first and second phase.
Driver APIs are implemented by the ZigBee networlDiscovery of ZigBee nodes

Drivers that directly interact with the ZigBee netk
(section VI reports our case study, with some imigtion
about the CC2480 network driver). The Simple Drixét
has been designed by taking into account a seigbflavel
primitives for the interaction with the network:

In ZigBee the mechanisms for browsing and monitprin
the network are often not proactive (proactive fieation
mechanisms are only optional). For this reasorZ®e can
discover the ZigBee nodes with two different styade:
periodical browsing and continuous browsing. The

1) Createl/join the network: this includes operatiohatt periodical browsing exploits only the ZigBee clust¢hat
configure the dongle in the ZigBee network byare mandatory for the ZigBee compliant devices.sThi

specifying the channel to use, the security key thed
network identifier (pan ID). Moreover it is pos®bio
interact with the dongle, to create a new netwarkoo
join an existing one.

ensures the compatibility of ZB40OSGi gateway with a
ZigBee networks. The periodical browsing exploitse t
addressing-tree defined bythe ZigBee standardraivs a
logical tree (see Figure 5a) rooted on the cootdmef the

2) Inspect the ZigBee node: by means of these opegtio network, where the intermediate nodes act as reated the
the ZigBee Base Driver obtains the IEEE addreshe@f leaves as end-devices or routers. The addresEngiy

node, the list of EPs available on the node and th®owsed

description of each EP.

by means of thelEEE addr req and
IEEE_addr_rsp messages (mandatory in the IEEE standard).

3) Binding to an EP: this enables the ZigBee Baseddriv The former message requests for the IEEE addressiofle
to bind the dongle with one or more EPs and viasare together with the network address list of all thedes
or to bind two remote EPs with each other withdw# t “connected” to it. The second message carries tisever.

enrollment of the dongle.

The periodical browsing starts form the networkrcirator

4) Receive/send messages from/to an EP: these operatibwhose address is always 0x0000). The result iy v
enable the ZigBee Base Driver to send messages toaccurate topological perspective of the networkt hu
EP or to receive messages from the EP (the messagesoduces a non-negligible network overhead. Asosable

are here represented always as array of bytes). Toenfiguration is

to execute the periodic browsing

communication with an EP may follow a synchronousinfrequently (for example every hour).

or asynchronous pattern. In the first case the aijmer

The continuous browsing uses optional ZigBee cigste

(either send or receive) is implemented by meana ofoffering an automatic notification mechanism fore th
conventional synchronous Java method invocatiopnnection of new nodes in the network, and fas teason

while in the latter case the communication is mdra

more complex communication flow implemented bySpecifically, this method

means of events and listeners pattern.
5) Inspect the status of the dongle:

it may result more efficient than the periodic bsing.
relies on th®evice annce

message, which is only optional in the standardis T

these operationsessage is broadcasted from a ZigBee node as sodn a

provide methods to access the configurations of theins the network.

dongle, like the assigned IEEE network address, th@iscovery of EPsand ZigBee devices

channel in use etc. Such configurations exploit the When the ZBD detects a new ZigBee node, it further
management and monitoring interface of the ZigBeimspects it by fetching all the relevant informatiazBD

stack.

Discovery mechanisms
In order to expose the EPs to the upper layersZBi@

exploits two pair of mandatory messagéstive EP req,
Active EP rsp and Smple Desc req, Smple _Desc rsp.
The first pair of messages is used to retrieve ligteof

should be able to browse and to monitor the ZigBegigBee EP available on the node. The second pair of

network. The discovery algorithm used by the ZDBsists
of two phases. The first phase collects the lighefZigBee
nodes available on the network; the second phagmedts
the available EPs on the ZigBee nodes. Furtherntioee
ZBD should periodically run the first phase, in erdo

messages retrieves the list of the clusters availap a
specific EP. Once the inspection of a ZigBee nosle i
completed, the ZBD registers an OSGi service fargEPs
found. Figure 5b shows an example in which the ZBD
browses a ZigBee network made of 6 nodes. Except th



coordinator, these nodes implement On/Off Light an
On/Off Switch. Note that the solid lines in theuig define
the network links among the nodes on the routiag,twhile
the dotted lines represent the sequence in whiehZBD
queries the nodes.

B. Abstraction Layer

The role of the Abstraction Layer is to executedhgers
for each ZigBee profile in use in the ZigBee netwdfFhe
Abstraction layer provides two features that diptiish
ZB40OSGi from the existing solutions described ilEd:

1) provides an extensible mechanism for the integnaio
standard and custom ZigBee devices.

tdeen accordingly factorized with the Attribute hfidee in
order to be defined only once and used by all thster
definition.

The design of ZB40OSGi makes easy the interactigh wi
the ZigBee devices by hiding the internal detaifstioe
ZigBee protocol. For this reason, the HA Profileivier
bundle also implementglue code that redefines the
mandatory clusters with simpler versions. For examiet
us consider a high-level application willing to hetified of
the status change of the On/Off Light Device. Bypatthg
the clusters defined in the ZCL (namely rOff cluster),
the application should be aware and should managgy m

2) Reduces the complexity of accessing the ZigBegspects of the ZigBee frames, like the ZigBee fréonmat

devices by offering easy-to-use APIs to the higlele
applications.

Figure 6 depicts an overall view of the Abstracti@yer.
The HA Profile Driver defines a set of hierarchicklva
classes modeling the Home Automation devices haitecc
Refinement Drivers. Examples of such drivers are/Cof
Switch, Remote Control, Door Lock, On/Off Light, ght
Sensor. The HA drivers inspect all thégBeeDevice,
registered by the Access Layer (more preciselyspécts
the ProfilelD, DevicelD and ClusterID-List of the

or know the specific EP to which send the reporssage.
All this complexity can be avoided by using a siifigd
version of the cluster where the caller has onlggecify a
listener objectsubscribe(OnOffLister listener). As soon as
the value changes, the listener, specified as pagmis
called back. The current implementation of ZB408érs
simplified version of clusters for a large numbéstandard
ZigBee clusters.

C. Integration Layer

ZigBeeDevice) in order to select the proper Device FactoryThe role of the Integration Layer is to export thigBee

The role of the Factory is to create an independe
mechanism for the selection and instantiation @f thost
suitable Refinement Driver for a raZigBeeDevice service.
The Factory further verifies that theZigBeeDevice

Abstraction Layer

HA Profile Driver

"

1
:E Custom HA
Driver Extensions (.dyrx)

S 7

]
L Custom Cluster Libraries

U

ZigBee Cluster Library
S
ZigBee Device API

Access Layer

Fig. 6. The Abstraction Layer

implements all the mandatory clusters defined bg tr
ZigBee profile. These mechanism enable ZB40OSGiet@ab
suitable platform not only for ZigBee devices adhgrto a
set of standard profiles, but also for those deviteat
implement a custom behavior. In fact, third-pargyelopers
may only provide their own implementation of thevize
Factory together with the custom Refinement Drivaand
then they may exploit the internal mechanisms o tr
Abstraction Layer for the dynamic instantiation tife
proper driver.

The HA Profile Driver uses the ZCL bundle, thal
implements all the mandatory ZigBee clusters defiby
the ZigBee profiles. Note that each cluster defiaeset of
attributes and a set of commands to update thes\@flthe
attributes. The clusters can inherit common comraghet
provide general-purpose operations; such commaass h

devices into different networks. ZB4OSGi provides
general-purpose solution, without introducing amgdfic
constraint to the target network. This goes beydnel
existing solutions reported in Table I, where ttategvays
embrace basically one exporting technology

The OSGi bundles implementing the business logic fo
the exporting procedure are callegorters. Currently, we
have implemented two different exporters: UPnP ebgpoo
and PERSONA exporter [7] but other kinds of expmrtean
be easily integrated, e.g. Bluetooth network exgrort
SOAP/REST exporter or Konnex exporter.

Since the Integration Layer is designed without
considering a specific target technology, the mfsthis
section only focuses on the UPnP exporter as mghanin
example of the integration between the ZigBee amhRJ
network.

J UPRP
. Y 3

i
| UPnP Base Driver

‘ Integration Layer

UPnP device ‘

UPnP Exporter

| UPnP Listener ‘

HA Profile Driver ‘

Abstraction Layer

Access Layer

.

Fig. 7. The Integration Layer

Figure 7 depicts the UPnP exporter design. It impmsed



of two core OSGi bundles: the UPnP Listener andtRaeP
Base Driver. The UPnP Listener waits for newly ségjied
Refinement Drivers and instantiates, for every ehiva
UPNP Device Service. The UPNnP Device Service wraps the
Refinement Driver with an OSGi service implementthg
standard UPnP interfaces (refer tmg.osgi.service.upnp
official UPnP APIs). More precisely, the role okettuPnP

profile.
3) The USB dongle can play the role of network
coordinator or network end-point.
The ZigBee nodes have been configured in orderuto r
ZigBee devices adhering to the Home Automation iferof
For this purpose we have compiled the Home Autamati
samples shipped with the ZStack© from Texas Instmis

Listener is to map all the commands provided by th@ve choose On/Off Light Device and On/Off Light $ohi

cluster’'s Refinement Driver as UPnP actions andjlaily,
to map all the ZigBee attributes as UPnP stateall@s. In
order to better clarify this mapping, Table Il reggothe

devices). By adopting third-party ZigBee devicehijst
experiment certifies the adherence of ZB4OSGi te th
ZigBee profile definition.

association between UPnP state variable and ZigBeeThe ZigBee devices are repeatedly queried by asrrmeit

Attributes,

TABLE Il -A
MAPPING BETWEENUPNP STATE VARIABLES AND ZIGBEE ATTRIBUTES

UPnP State Variable ZigBee Attribute
Target OnOff
Status -

TABLE Il -B

MAPPING BETWEENUPNP ACTIONS AND ZIGBEE COMMANDS

UPNP Action ZigBee Command
SetTarget(0) Off

SetTarget(1) On

GetTarget Read attribute command
GetStatus

commands for the standard On/Off Light Device.
The UPnP Base Driver listens for theUPnP Device

and between UPnP actions and ZigBe&pplication (also running on the host PC) by meafnthe

ZB40OSGi gateway. The requests issued to the ZigBee
network vary in order to test different functionigé of the
ZB40SGi. The tests also give some results in teois
responsiveness of the whole system. From these test
resulted that the system bottleneck is, by far, BEE&F430-
CC2480 dongle. In particular, Figure 8 shows therage
requests per second that the application of thé feocgives
for different frequencies of the queries injectioFhese
average refer to a set of tests in which, for egien
frequency, 100 requests are issued by the appicati
according to that frequency. The figure shows tjetrat,
for very low injection frequencies, the number efjuests
served per second scales linearly. However, théesys
reaches soon the saturation.

requests served per second

//

Services and injects them into the UPnP network. As soon

the UPnP Base Driver exports a new UPnP device, the

announce procedure of the UPnP protocol starts.thél
existing UPnP control points can discover the braed
devices and start interacting with them in a stathday.

VI. CASESTUDY

This section describes the experiments that weopeed
to test ZB4OSGi gateway with a real ZigBee appiorat
We have adopted Texas Instruments hardware incpkati
the EZ430-RF2480 demonstrator Kit. The kit religs @
USB dongle acting as network entry point, more Bipadly

the CC2480 System on Chip (SoC). We configured allsm
star-connected ZigBee network composed by two ZégBe

nodes and the dongle acting as network coordindtbe.
dongle is connected to the ZB4OSGi stack runningpprof
a 3Ghz Windows XP PC.

It is important to remark that:

Fig. 8. Average number of requests served pemskeco

This is due to the limits of the dongle that cansutain
even moderate frequencies of messages. In faot, &raore
detailed analysis, it resulted that the delay invieg a
request is due only to less than 1% to the ZB4OSGi
gateway, while the dongle accounts for almost 55%he
delay and the remaining part is due to delays dhiced in
the ZigBee network.

VII.

The ZB4OSGi gateway enables the interconnection of
ZigBee devices with external applications. Diffahgrthan
the design of other ZigBee gateways, ZB4OSGi maises
of abstraction mechanisms that enable the applitatio

CONCLUSION

1) changes to the ZigBee hardware only requires fQeract with the ZigBee network at high level, hatit any
implement a new network driver implementing th&ior knowledge of the low level protocols and nees
Simple Driver API, without affecting the design oftymats of ZzigBee. Furthermore ZB4OSGi has been

ZB4OSGi.

designed considering an efficient extension meamarfor

2) Adopting ZigBee profiles that differ from the Homey, o ZigBee devices not adhering to any speciiiB&e

Automation can be accomplished by implementing

Brofile.

new Factory and the Refined Drivers adhering to the



At the current status, ZB4OSGi defines a driver tfoe
Home Automation Profile of ZigBee, which is the sfir
profile delivered and the most established one,evawvthe [24]
implementation of drivers for new profiles is plaainfor the
future. Further works are also scheduled for theresion of
the supported ZigBee network drivers, more spedific
support for the new CC2531 USB dongle and suppmort f
embe® ZigBee stack. It is intention of the ZB4OSGi team
to enable the gateway to interact simultaneousth wiore
than one single ZigBee dongle.

The overall architecture of ZB4OSGi demonstrates a
mature degree of stability, currently it has beeopied
within the framework of some European projects [29]
with remarkable results.
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