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Edge computing is a promising solution to enable low-latency Internet of Things (IoT) applications, by shifting
computation from remote data centers to local devices, less powerful but closer to the end user devices. However,
this creates the challenge on how to best assign clients to edge nodes offering compute capabilities. So far, two
antithetical architectures are proposed: centralized resource orchestration or distributed overlay. In this work
we explore a third way, called uncoordinated access, which consists in letting every device exploring multiple
opportunities, to opportunistically embrace the heterogeneity of network and load conditions towards diverse
edge nodes. In particular, our contribution is intended for emerging serverless IoT applications, which do not
have a state on the edge nodes executing tasks. We model the proposed system as a set of M/M/1 queues and
show that it achieves a smaller delay than single edge node allocation. Furthermore, we compare uncoordinated
access with state-of-the-art centralized and distributed alternatives in testbed experiments under more realistic
conditions. Based on the results, our proposed approach, which requires a tiny fraction of the complexity of the
alternatives in both the device and network components, is very effective in using the network resources, while

incurring only a small penalty in terms of increased compute load and high percentiles of delay.

1. Introduction

Nowadays edge computing is a trending architecture where appli-
cations on user devices are provided with computational capabilities
made available in the access networks. Compared with traditional Mo-
bile Cloud Computing (MCC), edge systems enjoy lower latencies and
reduced Internet traffic. These advantages make them desirable in sev-
eral vertical market segments, including mobile Augmented Reality
(AR)/Virtual Reality (VR) [1], connected car [2], and IoT [3]

Meanwhile, a new paradigm, called serverless computing or Function
as a Service (FaaS), is also revolutionizing IoT frameworks [4]. In server-
less computing, processing is offloaded from the user device by means
of tasks similar to remote function calls, often called lambda functions,
which are processed by remote executors in a stateless manner [5].
Serverless computing was born as a cloud computing technology to al-
low an easier up/down scaling of the executors in a data center since
there is no server-side state to be handled. However, this paradigm fits
very well many IoT applications that natively consist of event-driven or
periodic execution of processing jobs on data acquired in real-time for
monitoring purposes [6].

In this paper we consider a system for IoT applications that combines
the advantages of edge systems and serverless computing. Our target
scenario is illustrated by means of the example in Fig. 1, which shows an
edge domain consisting of: (i) access points, which provide the client de-
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vices with access to the edge network; (ii) lambda executors, co-located
with network devices, which are equipped with spare/extra compute ca-
pabilities to respond to function execution requests from the clients; (iii)
clients, which offload their computation by means of lambda requests
towards the executors; (iv) a logically centralized entity, indicated as
controller / orchestrator, which manages the lifecycle of the lambda im-
ages on the executors and dispatches the lambda requests from clients.
In the literature there are two alternative approaches for this scenario,
which will be analyzed in Section 3.2: centralized, where the associa-
tion between clients and executors is decided by the orchestrator, and
distributed, where the edge nodes cooperate to dispatch lambda func-
tions from clients to executors without a central coordination. Both ap-
proaches require that a network-wide infrastructure is created and main-
tained, which may incur a significant overhead and prove inflexible to
fast changing conditions, especially if the capabilities of the lambda ex-
ecutors are limited, which is a use case of interest for IoT applications
on low-power gateways in the network.

Therefore, to overcome the limitations of these existing approaches,
we propose to provide the clients with uncoordinated access: a light
orchestration assigns every client a pool of possible lambda executors,
but the final choice on where to send each and every request is made by
the client. We discuss this solution in Section 3, where we also propose
a practical decision mechanism based on probing of the response time
from different executors, which is simple enough to be implemented
even in IoT devices with very limited computation resources on board.
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Fig. 1. Target scenario.

Furthermore, we show that our proposed solution is compatible with the
European Telecommunications Standards Institute (ETSI) Multi-access
Edge Computing (MEC) standard [7], which is attracting a growing in-
terest from the edge computing industry, especially in the mobile telco
domain. We provide the reader with a tutorial introduction to the stan-
dard in Section 2.2.

Furthermore, in Section 4 we model the proposed system under sim-
plifying assumptions, which allows us to perform a numerical analysis
of our proposed solution in the same section. Finally, in Section 5 we
validate the conclusions obtained via analysis of experimental results
obtained with a proof-of-concept implementation. Experiments are car-
ried out in an emulated network, configured with realistic topology and
traffic conditions, also comparing our uncoordinated access to central-
ized and distributed solutions from the literature.

2. State of the art

The goal of this section is two-fold. On the one hand, in
Section 2.1 we provide the reader with an overview of the recent stud-
ies in the scientific literature that are most relevant to this work We
note that, to the best of our knowledge, there are no works in the liter-
ature that address specifically the topic of serverless computing in edge
systems for 1oT; thus, we survey a selection of works that, in our opin-
ion, provide an adequate technical background or ancillary solutions in
preparation of addressing the challenges ahead. On the other hand, in
Section 2.2 we introduce the ETSI MEC standard, which is relevant in
its possible role as a leading technology to deploy interoperable edge
systems and applications.

2.1. Distributed computing in edge systems

The amount of literature that could be ascribed to IoT is titanic. After
the outburst of works on Wireless Sensor Networks (WSNs) more than
20 years ago, our research community has produced architectures, pro-
tocols, and algorithms for all possible requirements, some of which have
made it into standards and products in the market. However, conclusive
solutions have yet to be found regarding some crucial aspects that still
hinder the full potential of mass applications to be unlocked, which is
expected to pass through edge systems thanks to the advantages they of-
fer compared to both on-device execution and pure cloud offloading, as
already discussed in the introduction. These aspects include scalable and
sustainable strategies for the operation and continuous optimization of
resources under realistic assumptions, for which we illustrate the recent
state of the art in the following. The interested reader may find further
sources of inspiration in the recent survey papers [8,9].
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The authors in [10] focus on the server-side implementation chal-
lenge if having multiple services on an edge node with compute ca-
pabilities, requiring isolation and low overhead, especially lower than
that imposed by full-fledged virtualization systems intended for high-
end servers. To this aim, they propose to use WebAssembly, which is a
binary instruction format intended for applications to be executed with
native speed within web browser, but could equally be used as a form of
extremely down-scaled virtualization for IoT services, with similar goals
as Unikernels [11]. An even more further looking solution is proposed
in [12], where the micro-services are assumed to be dynamically dis-
tributed and executed based on peer-to-peer monetary incentives, which
is a direction already pursued in the market, e.g., in the Golem network
project https://golem.network/, though in the context of High Perfor-
mance Computing (HPC). In any case, our work builds on top of any
such approach that allows edge nodes to provide FaaS micro-services
that respond to requests from clients: we aim at optimizing their access
in the short-term (seconds to minutes), while long-term optimizations
will be done regularly as part of the system’s house-keeping activities.

Fault tolerance is the subject of some works, including [13], where
distributed computing is realized by means of so-called tasklets. The un-
derlying assumption there is that executors are inherently error-prone,
because they are hosted on devices owned by (cooperative) end users.
While this assumption may not apply to typical IoT scenarios, where
failure of an edge node is expected to be a sporadic event, we note that
our proposed uncoordinated serverless access goes exactly into the same
direction, since it embeds reliability by using a pool of executors rather
than a single one. Another problem that has attracted some interest re-
cently is deciding on the user device whether a given task should be
offloaded to edge/fog/cloud nodes or it would be better executed on
the local compute resources. As in [14], this problem usually creates
trade-offs between execution time and energy consumption, which fits
very well the use cases where the clients are smart phones. On the other
hand, a basic assumption of this work is that the IoT user devices have
very limited computation capabilities for taking sophisticated decisions,
and even more so for executing tasks by themselves. However, we in-
spire from that work for the definition of the mathematical system model
in Section 4. An alternative solution has been also proposed in [15] for
the same problem, where a near-optimal decision algorithm based on
Q-learning is proposed.

Finally, we cite here the two alternative architectures mentioned
briefly in the introduction, which will be studied in more details in
Section 3.2: centralized vs. distributed. A centralized solution, where
a single logical entity implements load-balancing on the client requests
towards a pool of executors, is the standard approach in all cloud-based
serverless environments, which have been evaluated, e.g., in [16] (open
source) and [17] (commercial). On the other hand, in our previous
work [18], we have proposed to distribute load balancing on the edge
nodes themselves to overcome the limitations of a centralized structure
in an irregular edge network. However, our previous solution was not
intended for IoT scenarios, where both edge nodes and clients may have
limited capabilities. In Section 5 we compare in a large-scale scenario
the access scheme proposed in this paper to both such approaches.

2.2. ETSI MEC

The MEC industry study group was founded in ETSI in 2014 to
create an open environment for the deployment of interoperable ap-
plications from all the actors in the edge ecosystem: vendors, service
providers, third parties. As a matter of fact, most scientific works fo-
cus on specific aspects of the standard. In [19] the authors show how
a real-time video streaming application may benefit form radio-level

! The original name of the committee was Mobile Edge Computing, later
changed to Multi-access Edge Computing in accordance with the paradigm shift
towards a technology-agnostic set of specifications, intended for not only mobile
wireless networks.
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Fig. 2. Simplified blueprint of the ETSI MEC reference architecture.

information provided through the ETSI MEC interfaces, thus allowing
a service provider to improve the Quality of Experience (QoE) of its
users through the use of open interfaces (today the only option would
be to sign a contract with every mobile network operator, then use dif-
ferent proprietary interfaces to gather information from each). In the
core network of a mobile operator Software Defined Networking (SDN)
and Network Function Virtualization (NFV) are the state-of-the-art solu-
tions for the deployment and operation of services; in [20] the authors
explore their relationship with ETSI MEC, which is a key aspect in a
production network. The same problem is also addressed in [21], with
a specific focus on redirecting traffic from a mobile user to its edge node
in a transparent manner during roaming. However, it is yet to be under-
stood whether SDN/NFV are also relevant for 0T systems where the
devices for both connectivity and computation are expected to be more
heterogeneous and with limited capabilities.

In the following we provide a short introduction to the standard,
with a focus on the aspects that are more relevant to this work. In Fig. 2
we show the reference architecture of ETSI MEC, as of release 2.1.2
(in draft at the time of writing), with some simplifications regarding
interfaces and components that are not relevant to the discussion in
this paper. The interested reader is referred to [22], which provides a
complete overview of the standard, or directly to the ETSI MEC speci-
fications, which are all available to the public from the group website
https://www.etsi.org/committee/1425-mec.

In the upper part of the figure we show the client and device apps.
The client app is ETSI MEC agnostic and it interacts on the data plane
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with a user app that physically resides on a MEC host. The interface
between the client and user app is application-dependent; generally,
serverless computing is carried out by means of micro-services, hence
the client only needs to know the Uniform Resource Locator (URL) or
end-point of the lambda executor to offload computation tasks to it.

On the other hand, the device app is an ETSI MEC aware component
of the application running on the user device, which interacts with the
MEC platform on the management plane through the User Application
Life Cycle Management (LCM) Proxy using the Mx2 Application Pro-
gramming Interface (API). The latter, as all the other ETSI MEC inter-
faces, is a vendor-neutral RESTful interface, whose commands and data
structures are specified to facilitate interoperability between application
and platform software, intended to be developed by different players in
the ecosystem. The workflow expected from an application wishing to
use an ETSI MEC service is the following:

1. the client app invokes computation offloading via a proprietary in-
terface on its device app; note that the client and device app may
reside in different devices, e.g., in an IoT system the client app may
be in the smart object and the device app on a concentrator or gate-
way;

2. the device app checks the availability of the application requested
and initiates the creation of an application context;

3. the MEC Orchestrator (MEO) checks the availability of resources
and, if the new application is accepted, it allocates the necessary re-
sources via the MEC Platform Manager (MEPM) and Virtualization
Infrastructure Manager (VIM) using the Mm3 and Mm4 interfaces,
respectively; the algorithms and criteria used by the MEO are volun-
tarily left open by the standard to foster market differentiation;

4. these requests, in turn, reflects on the MEC hosts via the Mm5 and
Mm7 interfaces, respectively for computation and connectivity re-
sources;

5. once this flow on the management plane is completed, the device
app is notified on the Mx2 interfaces and the client and user app can
start data plane interactions.

At any time the MEO can change the MEC host serving the client
app for optimization reasons by means of a push notification to the de-
vice app, e.g., if the mobile device roams to another area of the wire-
less network or if the computation/network conditions change due to
other applications. With non-serverless applications, this also incurs a
state migrations, which in general is a complex and costly operation. In
Section 3.4 we will describe how to implement serverless uncoordinated
access in ETSI MEC.

3. Uncoordinated serverless access

In this section we describe our proposed architecture for uncoordi-
nated access of IoT clients to serverless micro-services in an edge sys-
tem. We start by defining the key requirements of IoT architectures, in
general, in Section 3.1, based on which we propose our so-called unco-
ordinated access in Section 3.2. We then illustrate in Section 3.3 a simple
stateless algorithm that can be used by the clients in this architecture,
intended as a baseline for constrained devices. Depending on the avail-
ability of extra computational resources on the client devices, one can
think of more sophisticated solutions, which are the subject of our cur-
rent investigations. We believe that our contribution is general enough
to be suitable to several edge technologies and target deployments; to
confirm our statement, in Section 3.4 we show how to realize the frame-
work with the ETSI MEC.

3.1. Requirements

Before delving into the illustration of our contribution, we elaborate
a moment on the following four fundamental requirements that any
architecture should meet to be an effective solution in our context:
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A. It should be easy to implement on the user side: IoT devices often have
very limited CPU/memory capabilities.

B. It should be lean on edge compute resources: in an IoT scenario the net-
work infrastructure usually consists of WiFi Access Points (APs) or
other System on Chip (SoC) / low-power devices, which are equipped
with specialized hardware, e.g., FPGAs or GPUs, that makes them
suitable as servers for specific applications, but whose processing
capabilities available for control / management activities is limited.

C. It should adapt well to fast changing conditions: in many use cases of
practical interest the user devices are mobile and the application
patterns are not known a priori, thus it is not possible to optimize
once and for all the allocation of clients to edge nodes.

D. It should be lean on backhaul resources: the connectivity of the edge
nodes, both between themselves and with core network components,
called backhaul in telco terminology, may be scarce and heteroge-
neous.

E. It should be cheap to maintain: due to the sheer numbers of devices
expected to be connected for future IoT applications, we argue that
any sustainable business model must severely limit the expenses for
operating and monitoring a deployed infrastructure, which in most
cases will grow over time and remain in place for much longer than,
e.g., mobile wireless access infrastructures, which have to catch up
every few years with constantly advancing technologies.

3.2. Proposed architecture

Let us consider first centralized solutions, which are the base-
line approach in cloud-based serverless solutions, such as Knative
https://knative.dev or Apache OpenWhisk https://openwhisk.apache.
org, and telco-native architectures, including the ETSI MEC as illustrated
in Section 2.2. With this paradigm, illustrated in the top part of Fig. 3,
the applications on the user devices merely obey to a logically central-
ized orchestrator, which instructs them to which end-point or URL to
address their lambda requests. Since the entire decision making is done
by the orchestrator alone, requirements A and B above are automatically
covered. Also, since the orchestrator has a system view, we can expect
that it can follow very well the changing conditions, possibly even an-
ticipating such changes if prediction algorithms are used, which meets
requirement C. For the same reason, requirement E is also addressed:
the orchestrator is the only complex component of the system that needs
be monitored and maintained. However, centralized solutions fall short
in covering requirement D: making appropriate decisions require that
the orchestrator is updated by all edge nodes on the real-time status of
its resources. This may be reasonable in cloud-based solutions, where all
the executors are powerful and well connected and in close proximity
to one another in a data center, but it certainly poses limits to the
growth of the edge system as the backhaul gradually becomes a choke
point.

For this reason, in the literature some distributed solutions have
been proposed (see Section 2.1). As illustrated in the middle part of
Fig. 3, the basic concept of these approaches is that an overlay exists
between the user devices and the executors, made by edge nodes that
take local decision in a distributed manner to optimize the execution of
services, which greatly reduces the internal traffic thus meeting require-
ment D. The user devices remain unaware of the underlying complexity,
hence requirement A is met, as well. Adaptation to changing conditions
(requirement C) is addressed, as long as the distributed system can reach
near-optimum working point despite the decision makers have a lim-
ited view of the system. However, distributed solutions cannot address
adequately requirements B and E. On the one hand, taking informed
decisions in a fully distributed manner requires that the edge nodes co-
ordinate among themselves and dedicate part of their computational
capabilities to the process of maintaining a synchronized state for this
purpose; therefore requirement B may be difficult to achieve, especially
with a high number of edge nodes in the system. On the other hand, the
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Fig. 3. Comparison of the proposed architecture for uncoordinated access to
serverless functions (bottom) with traditional centralized (top) and distributed
(middle) approaches.

edge system operator would have to maintain a potentially large number
of active components in the system, including monitoring, supervision,
and software upgrades phases, also addressing heterogeneous hardware
and software characteristics, which makes it challenging to achieve re-
quirement E.
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Table 1

Computer Networks 172 (2020) 107184

Qualitative comparison of the proposed architecture (uncoordinated) with classical centralized
and distributed approaches from the literature, in terms of meeting five fundamental require-

ments (see Section 3.1).

Requirement Centralized Distributed Uncoordinated
A. Easy to implement on the user side ++ ++ +

B. Lean on edge compute resources ++ - ++

C. Adaptation to changing conditions ++ + +

D. Lean on backhaul resources —— + ++

E. Cheap to maintain ++ —_— ++

In this work we propose a solution, called here uncoordinated ac-
cess, that overcomes the respective limitations of centralized / dis-
tributed approaches and addresses all the requirements. We start with
an observation: slow-changing conditions in the system are easily de-
tectable by a centralized entity, i.e., the orchestrator, with a low over-
head since this merely requires aggregate measures from the executors
and it is not a real-time task. Thus, let us assume that the lifecycle of
the micro-service images on the executors is somehow optimized so as
to follow macroscopic slow trends in the system. The real challenge is
following the microscopic fast changes: if, for instance, an executor is in-
stalled in a SoC device, such as a Raspberry Pi, then very few concurrent
executions of a lambda function can easily overload the executor, thus
increasing the response times of clients and possibly degrading the ap-
plication. Following these variations in a system with no reservation of
resources nor a priori knowledge on the arrival of lambda execution jobs
is extremely challenging, and in fact leads to their respective key short-
comings of the centralized and distribution solutions discussed above.
On the other hand, rather than complicating the system to beat this vari-
ability, we propose to embrace it: we propose that the orchestrator allo-
cates a pool of end-points / URLs to every client, which the latter can
use to exploit opportunistically to its own advantage taking internal de-
cisions. This is illustrated in the bottom part of Fig. 3, where solid lines
represent the current choice of destination of clients and dashed lines
are the (currently) unused alternatives they have been informed about
by the central entity; the latter is called here repository to stress that it
merely communicates a pool of executors to every client without run-
ning a real-time optimization process, as in a centralized architecture.

We call this solution uncoordinated because the clients do not inter-
act with other components to take decisions on a per request basis. In
an environment that evolves with fast dynamics, relying on the statisti-
cal multiplexing of uncoordinated agents taking myopic “good enough”
decisions may result beneficial compared to a system trying to achieve
“optimal” goals, which however fails because it is either fed outdated
information or it consumes too many resources (computation, traffic) in
the process. On the other hand, system-wide optimization can be added
on top of the proposed solution, working at a much slower time scale (in
the order of minutes and above). This can be done along at least the fol-
lowing two directions: modifying the set of executors deployed on edge
nodes (e.g., an algorithm based on popularity of functions requested was
proposed in [23]); advertising different pools of executors to the clients,
based on long-term estimates of networking and computation statistics,
which can be seen as a service placement problem (see [24]).

It is straightforward to see that the proposed uncoordinated solution
meets all the requirements in Section 3.1, with the following two minor
notes. First, this design only makes sense if the clients can decide which
executor to use in a simple manner (requirement A), as we explain below
in Section 3.3. Second, as for distributed solutions, we have to abandon
the goal of achieving a global optimum, since this would require either a
system-wide view or an extremely complex/expensive synchronization
across the clients; however, we argue that “good” performance levels
in a practical solution are way more preferable than reaching optimum
performance under unfeasible conditions.

The above discussion is summarized for the readers’ convenience in
Table 1.

Secondary executor Client Primary executor

6()1 = N1 +Tcl { >
—
|
.

\ I,
.

Fig. 4. Sequence diagram of the execution of lambda functions from a client
towards its primary executor and, once every y requests on average, to the
secondary executor, as well, for probing purposes. In the figure § is the overall
delay, consisting of processing component  and network component z; the full
notation is introduced in Section 4 and summarized in Table 2.

3.3. Client algorithm

To complete our proposition we now describe how the clients select
over time the executor to be used from the pool of those available. The
pool of executors must be communicated to clients by a component with
system-level view, indicated as a repository in Fig. 3, which in a real sys-
tem would interact with the orchestrator in charge of managing the life
cycle of executors on edge nodes. The algorithm that is used by (e.g.)
the orchestrator to decide which pool of executors has to be notified to
which client may be subject to optimization too, and is a research issue
per se. However, since this happens at a time scale greater than that of
interest for the scheduling of lambda functions, we consider this specific
issue out of the scope of this work, and subject to future investigations.
In the performance evaluation in Section 5, we select the pool of ex-
ecutors that minimize the number of network hops for a client to reach
them, also limiting the pool size to 2 or 3.

To keep the client very simple, consistently with requirement A
above, we propose that it keeps one of the possible destinations are
the current one, then at every execution of the lambda function it se-
lects also another destination for probing with a given probability y,
which is a system parameter. The lambda function is then issued both
to the primary executor and to the secondary one selected: after measur-
ing the relative latencies, the client may then promote the secondary to
primary. An example sequence diagram is shown in Fig. 4. The primary
executor (1) is depicted on the right of the client c, which issues lambda
function requests to 1 only with probability 1 — y. Sporadically, i.e., on
average every 1/ y, one request will be issued towards both the primary
executor (1) and the secondary executor (2), depicted on the left of c. In
the example, the overall response time from 2 is greater than than from
1, hence the process continues at the client side as before.

In fact, the main reason for a network or service operator to use edge
computing is because the applications have latency constraints. If this is
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Table 2
Notation used.
Symbol Domain Meaning
c {1,...,C} Set of clients, |C|=C
£ {1,...,E} Set of executors, |€] = E
S {1,....2¢} Set of states, |S| =2¢
T REXE Network delays
X RC Task processor utilization
y) RC Task arrival rate
u RE Task dispatch rate
s {1,...,E}>S Primary executor per client per state
s (1,...,E}&S Secondary executor per client per state
T @, j, ky —» {0, 1} Primary indicator function
Tk i, j, ky - {0, 1} Secondary indicator function
8 REXS Average delay with primary executor per client per state
H RE*S Average delay with secondary executor per client per state
X 0, 1) Probability that the secondary executor is probed
A cs Set of states reachable by state k
P [0, 1]5%5 Transition matrix of the associated DTMC
P3 [0, 1]° Stationary distribution

not the case, then cloud computing is bound to be a cheaper and easier
alternative for economy of scale reasons. We note that the latency of a
lambda transaction consists of several components, including the time
to transmit the messages and the responses, network queuing delays be-
tween any two hops, and the lambda execution time plus any additional
waiting due to the application/OS scheduler. However, from the point of
view of the application on the user device, such decomposition is irrele-
vant: what counts is only the time between when the lambda function is
issued and when a response is received, which can be easily measured
locally.

Finally, the reader may wonder at this point why the lambda func-
tion is executed towards both destination instead of only the one under
probing: this is to make sure in the most simple manner that the latency
measurements are comparable. In fact, not all tasks of the same lambda
type may be the same, e.g., the input may have a different size or con-
tain data that are more or less complex to process on the edge node side;
furthermore, environmental conditions may change from one lambda
execution to the next one, e.g., the access link of the client may suffer
from wireless impairments temporarily reducing the bit-rate.

3.4. ETSI MEC implementation

We now describe how to implement the proposed uncoordi-
nated serverless scheme with ETSI MEC The reader is referred to
Section 2.2 for a tutorial introduction to this standard.

As mentioned already, with serverless computing the executors do
not hold a state for every active client application. This property can
be exploited by the MEO to load the lambda images, e.g., Virtual
Machine (VM) or containers, on the MEC hosts, according to slow-
changing estimations / predictions of their utilization, which is outside
the scope of this work. This way, all the interfaces from Mm3 to Mm7 (see
Fig. 2 above) are not used either for execution of lambda transactions
or for creation of new application contexts from device apps. The man-
agement plane, as such, is greatly simplified compared to traditional
(stateful) applications, and in fact the MEO merely acts a repository of
the end-points of the available lambda images on all the MEC hosts,
grouped per lambda function type. Simplification also translates into a
better scalability as the rate of context creation increases, which is a
very desirable property in IoT scenarios where we can expect that some
applications will have a short-lived duration.

As an application context creation from the device app is requested
on the Mx2 interface, via the LCM proxy, the MEO selects a number of
executors and includes their end-points in the response to the device
app.

The algorithm by which the MEO determines both the y and which
executors are to be selected for every new context is beyond the goal of

this paper and part of our on-going research activities, fostered by the
model illustrated in Section 4 below as a building block for the design
of such an optimized algorithm in a production system.

4. System model and analysis

In this section we present a mathematical model of the uncoordi-
nated serverless access system put forward in Section 3, under simpli-
fying assumptions to make it tractable (Section 4.1). To facilitate the
reader visualizing the model, we then study the simple case of 2 clients
served by 3 executors (Section 4.2). Finally, we provide numerical re-
sults to compare a static allocation to our proposed solution and derive
some system properties (Section 4.3). The conclusions found will be val-
idated against experimental results in the next section Section 5.

4.1. System model

Despite the simplicity of implementation in both the client and the
orchestrator, the proposed system is still too complex to be formalized
in mathematical terms in general conditions. Therefore, we now make
the following simplifying assumptions. We assume to have a set of C
clients, each issuing lambda function requests of the same type towards
a pool & of executors. For simplicity, we assume that both the arrival
rate of tasks at every client and the serving rate at the executors are
Poisson distributed, with average 4; for client i and y; for executor j. We
assume that the network delay 7;; between any client i and executor j is
constant and independent of the state of the system. Finally, we assume
that the orchestrator provides every client with exactly two possible
choices, which we call primary and secondary depending on which one
is currently selected.

For consistency and better readability we adopt the following rules
in the notation: the indices i and h always refer to clients, the index j
to executors, the index k to states; vectors and matrices are indicated
in bold (e.g., x) and their corresponding elements use the same letter
in regular font (e.g., x;). A summary of the notation used is reported in
Table 2.

Because of our assumptions above, we can consider the client and
executors as a set of Markov M/M/1 queue systems. Without loss of
generality we assume that the executors follow a Processor Sharing (PS)
policy, which we believe to best approximate how a real edge node
behaves under typical working conditions. Thus, for each client i we also
define its processor share x;. The equivalent M/M/1 system is illustrated
by means of the example in Fig. 5 in the specific case where client 1 has
executor 1 as primary and 2 as secondary, while the opposite applies to
client 2. We call the set of these conditions a state, because it captures
one of the possible combinations in which our system can be. If, for
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Fig. 5. System model, illustrated by means of an example with two clients and
two executors, with © = x = 0; the equivalent M/M/1 model is on the right.

instance, the executor 2 becomes primary for client 1, then the system
will be in a different state. The set of the possible states S is given by
the binary enumerations of clients, because there are only two possible
options (primary vs. secondary), thus |S| = 2€. In any specific state k,
such as that depicted in Fig. 5, we can identify the average delay 6; of
any client i towards its primary executor, as well as the same quantity
towards its secondary executor, called §;. It is important to note that for
every executor the inbound tasks are both those generated by the tasks
that have it as the primary destination and those generated for probing
reasons by the tasks that have it as the secondary destination. The latter
follow the same Poisson distribution, but are only a fraction y of the
former.

According to basic queuing theory (e.g., [25]) the average delay in
an M/M/1 PS system, including both queuing and processing times, is:

XM

(S T @
where Jj, is the arrival rate of any client h served by the executor, which
only holds if u > X 4, i.e., if the system is stable. In our model we must
take into account that, in any state s, an executor serves only the clients
having it as a primary or secondary destination in that state. To capture
this property, we define the following two indicator functions. First, I is
1 only if client i has primary executor j in state k, i.e., s;;, = j, otherwise
it is 0. Likewise, I;;, is 1 only if 5,; = j, otherwise it is 0. We can now
express the average delay of client i towards its primary executor when
the system is in state k as follows, based on Eq. (1):
5ik _ X;ﬂsik + Tis,k’ (2)

Hs, — i — Z Ap [Ihs,kk + 215k
hECh

and, similarly, the average delay of client i towards its secondary execu-
tor when the system is in state k:

XMz,

Mg, — XA — z An [Ihfikk + /thi,kk]
heChti

gik =

+ s, 3)

Both Egs. (2) and (3) assume that the queues are stable, i.e., that the
respective denominator is positive. If this condition is not true, then the
queue length grows over time and the average delay tends to infinity in
theory, while in practice this condition will lead to much higher delays
than usual.

Right up to this point we have shown how to build the two matri-
ces & and §, which give us the average delays experimented by every
client towards its two possible destinations. We now use this informa-
tion to infer the average behavior of the system at a steady state and,
hence, derive the average delay of every client. Let us consider that the
real system is dynamic: every client randomly performs probing on the
primary vs. secondary executor, based on which it decides whether it
should swap their role. If we assume that every client takes decisions
based on the average delay, as expressed in Egs. (2) and (3), we see
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that the next state for a given client i is fully determined: if 5, > 5.,
then i will continue using s;, as its primary executor; otherwise, the new
primary executor will become 5;,. However, this is an uncoordinated
systems where all the clients take their decisions individually, thus the
transition from any state k; to k, is determined by the random times
when all the clients take their swap decisions. In other words, it is a
stochastic process, which we can represent by means of an associated
Discrete-Time Markov Chain (DTMC), where each state is exactly one of
the possible states S of our system, and the transition matrix P is built
as follows. For every state k € S we consider all possible states J) that
can be reached, where state z € J, iff the system can go from k to z with
a combination of clients i changing their primary executor because of
by > by

Te={VzeS.z#kVi: (8y <8 Asip=5:)} “)

To simplify notation, we assume that all the queues are stable, in both
the primary and the secondary executors.? If there is a state k such that
all the delays to the primary executor are smaller than the delays to the
secondary executor (i.e., if 3k : Vi, §;, < §;,), then it is J, = @. In this
case k is an absorbing state; in our system this means that every client sees
the secondary destination as a worse option compared to the primary
destination, thus it does not swap the two, and the system remains stable
indefinitely. In general, the cardinality of this set is given by:

|7, | = 21Vidu>du ] _ %))

It may also happen that state k is unreachable, i.e., Vz : z ¢ J;; an un-
reachable state will not be reached unless the system starts from it.

Once all the J, are determined for each k € S, the transition proba-
bility p, from state k to state z in the matrix P is:

0 ifz¢ J,

Vk,ZGS,pk2={L .
A ifze J,

©6)

Without considering the systems with absorbing states, which are of lit-
tle practical interest to our analysis, and after removing the unreachable
states, we obtain a chain that is irreducible (i.e., it is possible to go from
any state to any other), and whose states are positive recurrent by con-
struction. Thus, the chain has a positive unique stationary distribution
&, which gives the average probability in the long term that the system
will be in any given state. Finally, we can use the latter to derive the
average delays per client as éx, i.e.:

K
E[5]1=Y 87 ©)
k=1
To better visualize the process and system variables we report in the
following a simple numeric example.

4.2. Example

We now report a small numeric example, with the only purpose of
guiding the reader towards an easier understanding of the proposed no-
tation and model. We have two clients (1 and 2) and three executors
(1, 2, and 3), whose arrival and serving rates, and network delays, are
shown in Fig. 6 and given below:

A=[3 453
p=[5 10 15]
x=[1 1]

1 1 2
T=[l ! 2]. ®)

2 In the numeric analysis in Section 4.3 below, we have taken into account
unstable queues as follows: §,, > §,, only if 6 is finite (i.e., stable queue towards
the primary executor), in which case the condition is always true if §,, is infinite
(i.e., unstable queue towards the secondary executor).
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Fig. 6. Toy example of a system with two clients and three servers illustrated
in Section 4.2 to visualize the data structures involved in the model.

As can be seen: client 2 has a heavier load but it can use faster executors;
the fastest executors, i.e., 3, has the highest network delay.

First, we enumerate all possible 4 states, which are illustrated graphi-
cally in the bottom part of Fig. 6 and formally determined in our notation
as:

S L B
12 3 2 3
2 2 1 1
s-[3 . 2]. ©

So far, we have simply defined the structures holding the input of our
problem. Let us now move to the analysis, starting with determining the
average delays in the current vs. probing destination for all clients in all
states, using Egs. (2) and (3), respectively:

29 342 500 342
= [2.92 2.08 2.06 2.06]

8_[3.5 3.50  5.00 2.52]

8= 1303 208 303 2.5 (19)

Based on the 6 and § average delays, we can then write down all the
J, sets of states that can be reached from state k. For instance, .7, = {3}
because, by looking only to the first column of & and 5, we see that for
client 1 in state 1 it is better to move to its secondary executor because
8, > &,,, whereas for the client 2 in state 1 it is better to stick to its
primary executor since it is 8,; < §,;; thus, the only possible transition
is from state 1 to state 3, see also the graphical representation of the
states in Fig. 6. Based on the formal definition of .7, in Egs. (4) and (6),
we can build the transition probability P as:

-1 0 1 0
033 -1 033 033
p= 033 033 -1 033 (an

033 033 033 -1

which is irreducible and with positive recurrent states, and it has the
following stationary distribution:

m=[025 019 037 0.19]. (12)
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Fig. 7. Delay distribution in single vs. dual executor scenarios, with 10 clients
and 6 executors.

Eventually, the average delay per client are determined by multiplying
6 by = which gives:

E[5]=[3.88 3.89], (13)

therefore in this example the two clients have a very similar average
delay.

4.3. Analysis

In this section we report a numeric analysis obtained with the model
described in Section 4.1 above. The tools and scripts used are avail-
able as open source software on GitHub https://github.com/ccicconetti/
markovsim.

In a first batch of results, we compare our uncoordinated serverless
access scheme to the baseline solution of statically allocating clients to
executors. In both cases, the association between the client and its only
executor (or its primary and secondary executors) is random. We mea-
sure the performance in terms of the average delay of clients, which is
given by Eq. (1) for the single executor case and by Eq. (7) with dual ex-
ecutors. We evaluate the performance as the load grows, by increasing
the number of clients from 2 to 14; on the other hand, we consider 4,
6, and 8 executors, respectively, while keeping the overall serving rate
equal to 96 (i.e., with 4 executors each has a 96/4 = 24 serving rate,
etc.). For simplicity, we consider that the network delay is negligible
for every client-executor pair. The value of y is always 0.1. For each
combination of parameters we ran 100 independent runs. In each run
we draw randomly the load of every client from 1 to 3, each with the
same request duration equal to 1.

In Fig. 7 we plot the Cumulative Distribution Function (CDF) of the
delay, in a random but representative combination of 10 clients and
6 executors. We can see that while the median in the two cases is al-
most the same, the dual executors distribution is much less skewed than
that with a single executor: the probing mechanism in the uncoordi-
nated serverless access proposed is very effective in keeping the delay
of clients within a smaller range, even with a random assignment of
clients to executors, which is clearly a worst case. This property is es-
pecially important for those IoT applications that rely on the response
time for the execution of a remote function being upper bounded for
correct/smooth operation.

In Fig. 8 we summarize the results obtained is all the combinations
studied, by reporting only the 95th percentile of the average delay of
the clients. First of all we note that the curves decreases as the number
of executors decreases, for both the single executor and the dual execu-
tors: since the overall serving rate is the same, it is expected that having
a smaller number of executors reduces the probability that a single ex-
ecutor becomes overloaded as a result of an uneven allocation of clients
to executors. Second, as can be seen, the single executor curve always
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Fig. 8. Comparison between single vs. dual executor with 4, 6, and 8 executors and an increasing number of clients, in terms of the 95th percentile of the average
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Fig. 9. Median of average delays with increasing y with different number of
clients.

lies on top of that with dual executors, which confirms the behavior
described for the specific case in Fig. 7 in all the combinations tested.

We now study another scenario, with the goal of assessing the impact
of y on the system dynamics. We keep the number of servers constant
and equal to 6. Also, the client load is equal to 2, whereas the serving
rate of the executors is drawn uniformly between 8 and 16. We increase
the number of clients from 6 to 10, and the value of y from 0.001 to 0.5.
In this case we ran 1000 independent replications for every combination
of the factors.

First, in Fig. 9, we show the median of the average delays of all clients
with increasing y and number of clients. As can be seen, the delay is
not very sensitive to large changes of y in the range under test, which
is positive because we can expect this parameter not to have a crucial
relevance in the overall system configuration. However, especially at
higher loads, we can see that high values of y tend to exhibit a higher
median average delay.

We then show the 95th percentile of the average delays in Fig. 10.
Like the median, the 95th percentile is not affected significantly by
changes of y below 0.01. However, with higher values, and again espe-
cially at higher loads, the 95th percentile of the average delays decreases
as y increases. Intuitively, the reason for this is that at high loads ex-
ploration becomes more important because there is a high chance that,
due to uneven allocation, one of the executors is heavily loaded. In other
words, when increasing y the overall system load also increases, because
the clients do more probing, but, depending on the conditions, the extra
load can be useful as it benefits users that would otherwise spend too
much of their time with an overloaded primary executor. As can be ex-
pected, there is a trade-off: as the value of y becomes too high, then the
delay increases again because overall the system becomes overloaded.
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Fig. 10. 95th percentile of average delays with increasing y with different num-
ber of clients.
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Fig. 11. Ratio of experiments with absorbing states.

Another effect of the value of y being too high is that many states of
the system have unstable queues, thus leading to a much sparser tran-
sition matrix P in our model. This, in turn, fosters the appearance of
absorbing states, which are otherwise extremely rare, as can be seen in
Fig. 11, which shows the ratio of scenarios leading to a transition ma-
trix with an absorbing state over the total number of replications in the
same conditions. With y < 0.2 the ratio is 0, hence it is not shown in the
graph, but it increases steeply (note the y-axis logarithmic scale in this
plot) after y = 0.2, for all the number of clients. We leave as future work
deeper elaborations on predicting the conditions leading to a transition
matrix with an absorbing state and on its system performance impact.



C. Cicconetti, M. Conti and A. Passarella
5. Performance evaluation

In this section we study the performance of the proposed solution for
uncoordinated serverless access with a testbed implementation in an em-
ulated edge network. We first introduce the methodology and tools used
for the evaluation (Section 5.1). Then we discuss the results obtained in
two scenarios aimed at different objectives. In Section 5.2 we validate
the qualitative conclusions from the model analysis in Section 4.3 in a
non-realistic scenario that mimics the system model defined therein. In
Section 5.3 we set up an environment in realistic conditions to assess the
performance of our uncoordinated serverless access scheme, compared
to alternative state-of-the-art solutions.

5.1. Methodology and tools

In this paper we re-use the performance evaluation framework de-
scribed in [18], briefly summarized in the following. Performance eval-
uation of edge systems is a challenging task: full-scale deployments are
most accurate but they require a huge effort for the realization and
may seldom be configured in such a way to run fully repeatable ex-
periments; cloud simulators are very versatile but they focus on model-
ing adequately only one or few aspects of the system (e.g., data place-
ment in [26] or scheduling in [27]); finally, packet-level simulators
(e.g., [28]) include realistic models for the communication but cannot
easily accommodate real applications. We believe that our approach
achieves a good trade-off between accuracy of results under realistic
condition and execution in a controlled and repeatable environment, by
using real applications running in lightweight containers emulating a
real network with mininethttp://mininet.org/. The clients and servers
are written in C+ + and they communicate via REST interfaces, realized
with the popular gRPChttps://grpc.io/ library from Google.

For scalability reasons, lambda executors do not perform computa-
tions based on the input, but instead simply emulate the behavior of
an application running in a VM with given virtual resources assigned,
in terms of number and speed of CPUs and amount of memory avail-
able, processing incoming requests with a pool of pre-allocated work-
ers, where waiting tasks are served with a First Come First Serve (FCFS)
policy. In both scenarios below we have configured the lambda executor
emulators so that a single worker fully using its CPU requires 50 ms pro-
cessing time for a lambda request of size 5,000 bytes. We have carried
out a sensitivity analysis to verify that the conclusions are not affected
by this particular choice, as well as by some others listed in the respec-
tive scenarios (including the lambda request rate and the number of
executors). The results are however not reported in this work because
they do not provide the reader with significant insights on the matters
under study.

We have implemented the following solutions for comparison rea-
sons:

uncoordinated-2/uncoordinated-3: the uncoordinated serverless
access proposed in Section 3, with two and three possible desti-
nations, respectively; based on preliminary results (included in the
supplementary material) additional destinations yield inferior per-
formance in the scenarios we have considered; recall that in our
mathematical model in Section 4 we limited ourselves to just two
destinations to keep it tractable;

static: the allocation of every client to just one executor, as the base-
line approach in edge computing also implicitly assumed by the ETSI
MEC;

centralized: a single node in the network performs load balancing,
using a weighted round-robin policy, where the weight is equal to a
running estimate of the execution latency towards the given desti-
nation; this approach is illustrated at a high level in the example in
the top part of Fig. 3;

probing: same as centralized, but lambda dispatching happens by
first querying all the executors on the processing time required if no
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Fig. 12. Small-scale scenario: network topology.

other task is received, then selecting the one reporting the shortest
duration; this approach is proposed in [29] as a solution for schedul-
ing tasks in an edge-cloud system;

distributed: same as centralized, but there are dispatchers dis-
tributed over the network that perform load balancing purely based
on their local information to limit the communication overhead, as
we proposed in [18].

Every experiment has been repeated with the same configuration,
but different seeds for the initialization of random number generators,
until achieving statistical convergence. In the plots we report 95% confi-
dence intervals where appropriate for the type of experiment and unless
they are negligible compared to the respective mean values. Each exper-
iment lasts for 70 seconds or 310 seconds, respectively in Section 5.2 and
Section 5.3, but the initial 10% is always considered as warm-up and the
measurements in that period are discarded. The value of y in all the ex-
periments reported below is constant and equal to 0.1 as a compromise
between reacting fast to changing conditions (which would require y as
big as possible) and keeping the probing overhead reasonable (overhead
increases with y). The value was found based on a preliminary analysis
whose results are not reported in the paper but available as part of the
supplementary material.

5.2. Small-scale scenario

In this section we aim at validating the conclusions inferred from the
numerical analysis of mathematical model in Section 4.3: uncoordinated
serverless access brings advantages, in terms of the high percentiles of
delays, compared to static allocation of clients to executors, despite it in-
creases the overall system load. Specifically, we set to achieve this goal
in a topology that clearly benefits a centralized or distributed solution
(defined in Section 3.2): as illustrated in Fig. 12, a single access network
separates the clients from the edge nodes, also providing a perfect “nat-
ural” location for a load balancer. As a matter of fact, since both the
centralized and distributed policies here would have a single load bal-
ancer, there is no distinction between them and, thus, they are identified
as a single case in plots. All links have a 100 Mb/s capacity with 1 ps
delay. The clients continuously issue an average of 5 lambda requests
per second following a Poisson distribution. The number of servers is
always 8 while the number of clients is increased from 16 to 32, which
also increases proportionally the overall load. In every experiment we
select randomly the number of CPU cores available per executor. For
the static, uncoordinated-2, and uncoordinated-3 policies, the set of tar-
get destinations per executor is selected randomly in every experiment;
for the others, the load balancing node is located in the access network,
which is the more natural placement providing best results.

In Fig. 13 we show the cumulative distribution of the delay, which
is defined as the time between when a client issues a lambda re-
quest towards the destination (or the load balancer, when present) and
when it fully receives back the response. With uncoordinated-2 and
uncoordinated-3 the multiple lambda requests are fired in parallel and
the delay stops as the first response is received from the executor requir-
ing the least processing + networking time, with further responses being
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lution cannot be implemented in practice because, in general, an execu-
tor does not know beforehand the time required for the execution of a
function. Also, the traffic overhead caused by this approach is signifi-
cant, as will be seen later. Thus, we consider probing merely as an ideal
performance reference.

Load balancing, indicated in the plots as centr./dist., is instead a vi-
able solution, which yields a smooth, but relatively small, increase of the
delay as the load increases from 16 to 32 clients. The attentive reader
may have noticed that centr./dist. achieves even better performance than
probing with only 16 clients: this is because the former is not encum-
bered by having to ask the executors about the future processing time,
as the latter is required to do. The performance of our proposed un-
coordinated scheme is only marginally worse than that of centr./dist.,
which in our opinion is very remarkable because it does not require any
additional architectural element that would add complexity (hence de-
velopment and maintenance costs), hamper the scalability, and become
a single point of failure, as elaborated extensively in Section 3. In this
scenario the difference between uncoordinated-2 and uncoordinated-3
is only slight with 32 clients and negligible at lower loads. Finally, a
static allocation exhibits poorest performance by far: as already evident
from the results of the numerical analysis in Section 4.3 in simplified
conditions, adding just one more destination option greatly improves
the performance in terms of delay, especially at high percentiles, which
are most important in latency-sensitive [oT applications.

In Fig. 14 we show the overall network traffic, defined as the sum of
the average traffic in the unit of time of all the network links. In this
work, the metric is an indirect measure of the overhead incurred by the
various strategies adopted: since there are no other ongoing transmis-
sions between nodes in our experiments, under the same rate of lambda
requests served, if solution A has a higher network traffic than solution B
it means that A required additional data exchanges compared to B. As in-
troduced earlier, we see that probing has a huge network overhead, even
in such a small-scale topology as that considered. On the other hand,
static has the lowest traffic requirement, which is rather obvious since
the clients transmit to a single executor (unlike uncoordinated-2 and -3)
and without the need to maintain an overlay, as with a distributed ap-
proach. The uncoordinated solutions exhibit a slightly higher network

Number of clients

Fig. 14. Small-scale scenario: network traffic.

traffic, which creates the following trade-off: the higher the number of
destinations (and the higher the value of y), the lower are high quantiles
of delay but the higher is the communication overhead. Depending on
the target environment and expected Quality of Service (QoS) require-
ments of the applications, a suitable calibration must be done by the
edge system operator to achieve best performance.

5.3. Large-scale scenario

In this section we use a large scale scenario in a topol-
ogy extracted from a real IoT network: Array of Things
https://arrayofthings.github.io/, a collaborative effort with about
100 nodes installed at intersections in Chicago, IL, US, using the
Waggle platform [30], which is more realistic than both the system
model in Section 4.1 and the environment in the previous experiments
(Section 5.2). Starting from the geographical locations of the real nodes,
we have first collapsed nodes that are too close to one another, then
added bi-directional 100 Mb/s capacity / 1 us latency links between
nodes based on a threshold distance. The resulting network map is illus-
trated in Fig. 15 and it consists of 45 nodes with a diameter of 11 hops.

In this scenario the clients adopt the following traffic pattern: a burst
of lambda requests is generated at the beginning of consecutive periods,
whose duration is drawn from an exponential distribution with mean
10 s. The burst size, expressed in terms of number of lambda requests,
is drawn from a Poisson distribution with mean 25. After receiving the
response, the client backs off for a random amount of time, drawn from
a uniform distribution in [150, 200] ms before issuing the next request,
to model processing on the client side. Like in the previous scenario, the
executor emulators and client applications are configured in such a way
that a single task requires 50 ms to be executed on a given core with no
other concurrent task being processed. Thus, the duty cycle at low loads
is about 0.5 (= 25 x (50 + 150)/103).


https://arrayofthings.github.io/
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Fig. 15. Large-scale scenario: sample network topology showing servers (cir-
cles) and clients (triangles), both also acting as intermediate networking devices.
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Fig. 16. Large-scale scenario: average delay.

In every replication, 8 out of the 45 nodes are selected as executors,
each with two CPU cores and workers. All the nodes may host clients,
which are dropped randomly at the beginning of every experiment. The
number of clients is increased from 40 to 80. In uncoordinated-2 and -3,
the destinations are selected among those having a shortest path from
the client; for instance, with uncoordinated-2 if there is destination A
three hops away and destinations B, C, and D four hops away, then the
rest are farther, we select randomly two destinations out of {A, B, C, D}.
By extension, with static we always select the closest executor, breaking
ties randomly when required. With centralized we select randomly the
node acting as load balancer and all the clients contact the executors
through the latter. With distributed we assume that all the nodes host-
ing an executor also host a distributed dispatcher; clients always contact
the closest dispatcher for the execution of lambda requests. In this sce-
nario, when using a probing policy the system becomes unstable, i.e.,
the traffic consumed by the central load balancer for polling all the ex-
ecutors to determine which one is best suited to serve the next incoming
lambda request is so high that the communication links are saturated,
which leads to ever-growing queues (and delays) of client requests. This
confirms the impossibility to implement the probing policy in a practical
scenario. Results with probing are not shown in plots.

As in the previous section, the key performance index for this
scenario is the delay, which in this section is subtracted a constant
value equal to the minimum processing time of the lambda requests,
i.e., 50 ms, for better readability of plots. As can be seen in Fig. 16,
uncoordinated-2 and -3 achieve intermediate performance in terms of
the average delay, rather close to that of distributed and centralized,
while the static curve lies well above the rest. This behavior is exac-
erbated for the 95th percentile of the delay, reported in Fig. 17. This
confirms that also in a more realistic topology with bursty traffic an un-
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Fig. 18. Large-scale scenario: network traffic.

coordinated serverless access provides a significant advantage, in terms
of delay, compared to a static allocation of clients to executors. Perfor-
mance can be improved further by using more sophisticated policies,
which however require new components and have a higher network
overhead.

The last statement is proved in Fig. 18, which shows the overall net-
work traffic. Unlike the previous scenario, which was very optimistic
for the centralized/distributed policies, the network overhead of both is
significantly higher than that of uncoordinated access. This is because,
without a natural central node in the network, the use of an overlay for
dispatching lambda tasks can be very expensive. Instead, the price to be
paid by uncoordinated-2 and -3 compared to static, in terms of network
traffic, is limited, and deemed to be affordable in most cases because of
the advantages it brings in terms of delay and reliability.

We conclude the analysis with the average utilization of the execu-
tors, defined as the ratio between the time an executor is busy process-
ing at least one task and the experiment duration, in Fig. 19 (confidence
intervals here are omitted because negligible). This is to show that unco-
ordinated access requires an additional price: computational resources
on the executors must be invested to process lambda requests without a
strict necessity to do so. In fact, while distributed, centralized and static
have almost overlapping performance, the utilization becomes higher
with uncoordinated-2 and even more so with uncoordinated-3. We leave
for future studies the design of more sophisticated policies that retain
most advantages of the uncoordinated access techniques, while also re-
ducing their network and computational overhead.

6. Conclusions and future work

In this paper we have investigated the problem of fast changing
connectivity and computational load conditions for serverless IoT ap-
plications running in an edge network. Based on a critical analysis of
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state-of-the-art solutions relying on either centralized dispatching or a
distributed overlay, we have proposed a new approach called uncoor-
dinated serverless access, which does not require complex/costly/fragile
system elements, hence it is practical to implement in fast growing and
fragmented IoT deployments. We have developed a mathematical model
using queuing theory under simplified assumptions, which shows that
the proposed approach reduces the delay of response times compared
to a static allocation of clients to micro-service executors, which is to-
day’s baseline. These numerical results have been confirmed by exper-
iments carried out with a prototype implementation in two emulated
networks, one of which uses a realistic topology and bursty traffic. The
goal achieved is especially important for latency-sensitive applications,
which can be found in many areas of huge practical interest, such as
connected car and industry automation. In the emulation experiments
we have also compared uncoordinated serverless access with centralized
load balancing and distributed dispatching: the results have shown that
our proposed solution, in addition to being simpler and requiring fewer
maintenance, requires much less network traffic (—65% than centralized,
—55% than distributed) while requiring only +10% computational load
on executors. Finally, the uncoordinated access scheme proposed can be
realized within the ETSI MEC.

Even though distributing computing has been extensively studied in
the scientific literature and is a mainstream technology for cloud sys-
tems, very few of the models and technologies apply to IoT systems,
especially when used in edge networks, which are emerging as the most
viable approach to a sustainable deployment in several business areas.
In our opinion, what we have presented in this paper is only the be-
ginning in a new area of research on how to design, operate, optimize,
and maintain complex systems where IoT devices consume services of-
fered by heterogeneous devices close to them with limited compute and
connectivity capabilities.

With specific reference to this work, we believe it could be extended
in at least the following directions: further elaboration on the math-
ematical model to infer actionable properties in some specific condi-
tions (e.g., with homogeneous population of clients); closed-loop sys-
tems to modify at run-time the system parameter configuration (e.g.,
 or the number of destinations per client); more sophisticated stateful
algorithms (e.g., including prediction/estimation) to be used by clients
that are powerful enough; integration with orchestration systems for an
optimized selection of the destinations of each client beyond shortest-
path.
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