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Abstract—In the last years, the increasing number of cyber-
attacks on vehicles has shown the importance to implement
security solutions within the automotive domain. To reduce
the risk that a vehicle or its components get attacked and
compromised, two cybersecurity references have been re-
leased: UNECE WP.29 R155 and ISO/SAE 21434. In March
2021, the United Nations Economic Commission for Europe
(UNECE) published the WP.29 R155 regulation, mandatory
in some countries from July 2022 to homologate vehicles’
cybersecurity. Officially released in August 2021, ISO/SAE
21434 is a cybersecurity standard which aims to be widely
accepted and applied in the engineering of electrical and
electronic (E/E) systems for road vehicles. In this work,
we describe and analyze the two norms, comparing them
to show their points of contact and differences. From our
analysis, the two documents, spanned both along the entire
life-cycle of a vehicle, can be considered overlapped in
some processes, but also complementary to increase the
cybersecurity of the vehicle. Finally, we provide a use case
of application of the regulation and the standard on an E/E
system, reporting the possible limits and implementations.

Index Terms—UNECE WP.29 R155, ISO/SAE 21434, auto-
motive, cybersecurity, standard, regulation.

1. Introduction

Modern vehicles resemble four-wheel smart devices
connected to the Internet. Today, medium-high level cars
have built-in several Advanced Driver-Assistance Systems
(ADAS), and vehicles may quickly reach level 2 of au-
tonomous driving, i.e., “hands off”. Besides, in a few
times, the evolution of ADAS could move vehicles to level
5 “steering wheel optional”. However, this sophisticated
condition of vehicles in which millions of lines of code [1]
are needed to support ADAS, makes vehicles vulnerable
to cyber-attacks at the same level as computers and mobile
devices. Recent automotive security history has shown
several examples of attacks on vehicles. The most relevant
and popular is the attack on the Jeep Cherokee [2], where,
in 2015, two researchers remotely controlled the car by
injecting Controller Area Network (CAN) frames [3] into
the in-vehicle network. In 2018, the Keen Security Lab
published a set of vulnerabilities of cars that make them
prone to remote access [4]. In particular, they were able
to exploit such vulnerabilities to inject Unified Diagnostic
Services (UDS) frames into the CAN network bypassing
the central gateway. More recently, in 2021, Weinmann
and Schmotzle [5] controlled mechanical parts of a Tesla
car through a drone.

As seen in the current automotive scenario and due
to the evolution of vehicles in the next years, the need to
implement cybersecurity solutions into vehicles becomes
a more and more urgent element. So far, automotive car-
makers (OEMs) have used internal cybersecurity policies
when developing vehicles components. To support the car-
makers’ development phase, the AUTOSAR consortium
collects most of the strategies that regulate the automotive
world and cover some security aspects of onboard com-
munications [6]. In March 2021, the United Nations Eco-
nomic Commission for Europe (UNECE) WP.29 members
delivered a new regulation, the R155 [7], for cybersecu-
rity in road vehicles. More recently, in August 2021, a
new standard on automotive cybersecurity, the ISO/SAE
21434 [8], was published to assure that carmakers and
component suppliers (Tiers) apply processes and solutions
to assure cybersecurity during all life-cycle of an E/E
system.

Aiming at improving the knowledge and the adoption
of these emergent norms, in this paper, we present a review
of the regulation UNECE WP.29 R155 and the standard
ISO/SAE 21434 (Section 3). We discuss their similarities
and differences, showing their limitations (Section 4).
Besides, we provide also a possible scenario in which we
apply both norms (Section 5).

2. Related Work and Contribution

Although the recent official releases, some papers
about UNECE R155 and ISO/SAE 21434 have been al-
ready published. Brandt et al. [9] describe the UNECE
R155 and they propose a step-by-step pragmatic and
adaptive approach to achieve compliance at a sustainable
cost. On the other side, Macher et al. [10] review the draft
of ISO/SAE DIS 21434 dated September 2020, describing
the structure of the standard and reviewing the achieved
results and the open questions. Powley [11] analyzed of
ISO/SAE 21434, focusing on Section 8.7. In particular, the
author showed the need for an increase in robustness of
the attack feasibility assessments proposed in the standard.
Concerning the previous works, our study is not focused
on the application methods like [9], but it is a comparison
between the standard and the regulation, while [10] and
[11] are focused only on the standard.

More articles and presentations come from private in-
stitutes and companies. For example, the British Standards
Institution (BSI) in an insights paper [|2] analyses the
general framework where ISO/SAE 21434 will be adopted
and suggests methods to be compliant with the standard.
The company Trend Micro published in September 2021 a
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research paper [13] on UNECE WP.29 R155, where they
identify cybersecurity areas and study in deep the attack
vectors defined in the regulation.

In Section 5, we report an application example of the
regulation and the standard on a Tire Pressure Monitor-
ing System (TPMS). Several works have described the
possible vulnerabilities of a TPMS. In particular, in [14]
the authors show that eavesdropping is easily possible
at a distance of roughly 40m from a passing vehicle.
In [15], the authors describe the possible information
leakage with the corresponding privacy breach of a TPMS
information. In [16], the authors evaluate the cybersecurity
of TPMS wireless communications and they propose some
implementing solutions. The authors of [17] implement a
lightweight protocol for TPMS within a testing scenario.
From all the above works dedicated to TPMS, for our
application example, we inherit only the possible vulner-
abilities of the system and, in addition, we provide a risk
analysis.

To conclude, to the best of our knowledge, our work
is one of the first which combines descriptions and com-
parisons of the two new main references to increase auto-
motive cybersecurity: UNECE WP.29 R155 and ISO/SAE
21434. Besides, we compare them in detail by highlighting
similarities and differences and we underline possible
limits when applying the standard and the regulation in
a use case scenario.

3. Emergent Cybersecurity Norms

In this section, we present the regulation UNECE
WP.29 R155 and the standard ISO/SAE 21434 as the two
major references for cybersecurity vehicle compliance in
automotive.

3.1. UNECE WP.29 R155 Purpose and Structure

The United Nations Economic Commission for Europe
(ECE or UNECE) represents one of the five regional
commissions under the jurisdiction of the United Nations
Economic and Social Council. It is composed of more
than 60 countries that, as part of UNECE WP.29 members,
presented in March 2021 the regulations for cybersecurity
in road vehicles. Within the UNECE WP.29 regulations,
two documents cover key future topics in the automotive
domain: i) Cybersecurity (R155) [7] and ii) Software (SW)
Update (R156) [18]. Entities such as OEM and Tiers of
the UNECE countries will need to be compliant with
the UNECE regulations to be authorized to present new
vehicles on markets. This authorization will be mandatory
for all new vehicle types from July 2022 and it will
become mandatory for all vehicles produced from July
2024.

UNECE R155 covers two main aspects:

o The establishment of a Cyber Security Manage-
ment Systems (CSMS) related to organizations
policies and processes to manage cyber-risks span-
ning the entire life-cycle of vehicles, equipment,
and services.

o The required documentation, the process, and the
emission of the UNECE Certificate of Compliance
for CSMS to homologate new vehicle types.
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The most significant innovation is the requirement of
a CSMS, which is a systematic risk-based approach defin-
ing organizational processes, responsibilities, and gover-
nance to treat risk associated with cyber threats to vehi-
cles and protect them from cyber-attacks [7]. The OEM
has to implement the CSMS to apply for a Certificate
of Compliance for Cyber Security Management System.
After an assessment process, the Approval Authority shall
issue the Certificate, which remains valid for a maximum
of three years from the date of issue unless it is withdrawn.
After the CSMS implementation and the receipt of the
certificate, the car manufacturer could start the Vehicle
Type Approval (VTA) process for its new vehicle types.
During this phase, two actors are involved: the technical
service to test the vehicle and the Approval Authority,
which is in charge to homologate the vehicle type after
the validation and testing process. To be compliant with
UNECE R155, OEMs have to consider the detection
and response to possible cybersecurity attacks, the risks
assessment done during the development phase, and the
applied mitigations. In particular, UNECE R155 proposes
in Annex 5 threats and mitigation actions. This annex is
composed of three main parts, i.e., Parts A, B, and C:

3.1.1. Part A. It describes the threats, vulnerabilities, and
attack methods. The table lists the vulnerabilities or attack
methods related to possible threats. In particular, it de-
scribes 32 threats, divided according to the attack surface
like the back-end servers or the communication channels.
For each threat, it is reported an example of a vulnerability
or attack method. The list is a high-level description and
it does not claim to be exhaustive, but it is one of the
most complete threats lists for automotive, so it could be
a starting point for a vulnerability assessment. The listed
threats can compromise different properties like the CIA
(Confidentiality, Integrity, and Availability). For instance,
confidentiality can be compromised as stated at point 7
of the Table where “information can be readily disclosed.
For example, through eavesdropping on communications
or through allowing unauthorized access to sensitive files
or folders”. Integrity is discussed at point 5 where com-
munication channels could be used to “conduct unau-
thorized manipulation, deletion, or other amendments to
vehicle held code/data” with, for example, code injection
or overwriting. The third property, availability, must be
assured to preserve also the safety of the users, but, as
shown at points 8 and 13, could be compromised with
Denial of Service (DoS) attacks.

3.1.2. Part B. It describes mitigation actions to the threats
related directly to the vehicle. For instance, Table Bl
deals with the vulnerabilities related to the communication
channels. To assure confidentiality of the messages, the
mitigation M12 states that “confidential data transmitted
to or from the vehicle shall be protected”, but without
giving any further detail or possible implementations. The
other tables in Part B answer to the other threats defined in
Part A, but the mitigation are always high-level solutions,
leaving the carmakers the possibility to apply the best ad-
hoc solution for each context.

3.1.3. Part C. It describes mitigation actions to the threats
related to entities outside vehicles, e.g. carmakers’ servers.
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For example, to minimize unauthorized access to back-end
systems, Table C1 suggests some mitigations like the ap-
plication of security checks and following the Open Web
Application Security Project (OWASP) to find examples
of controls.

3.2. ISO/SAE 21434 Purpose and Structure

ISO/SAE 21434, released in its first final version in Au-
gust 2021, aims to be the cybersecurity standard in the
engineering of electrical and electronic (E/E) systems for
road vehicles. The document provides OEMs and their
suppliers (e.g. Tier 1, Tier 2) guidelines to manage cy-
bersecurity risks during the design, production, and post-
production phases.

The developing process of the standard lasted about
five years and it brings to supersedes the previous cy-
bersecurity standard SAE J3061:2016 [19]. Confirmed by
the direct citations in the document, ISO/SAE 21434 is
inserted in a specific network of standards and regulations
like 1SO:26262-3:2018 [20], which is the most common
standard to assure safety for road vehicles. ISO/SAE
21434 is composed of three introduction sections, fifteen
clauses, which can be considered as sections, and eight
annexes. In particular, the first three sections have declared
the scope, the normative references, and a glossary for
automotive cybersecurity. In the next fifteen clauses are
defined the requirements (RQ), recommendations (RC),
and work products (WP). In particular, ISO/SAE 21434
covers all the product life cycle from design to decom-
missioning. Following, we summarise some of the most
significant clauses with their innovations.

3.2.1. Clause 5. It designs the mandatory internal cy-
bersecurity organization for OEMs and Tiers. The main
concept is that a company can assure the cybersecurity
of a product only if it has a well-defined internal orga-
nization to manage cybersecurity with defined roles and
responsibilities [RQ-05-01/02]. In addition, an important
novelty is a definition and the request for a strong cy-
bersecurity culture [RQ-05-06], where cybersecurity and
safety have the highest priority. This clause defines also
the procedures of information sharing within and outside
the organization with the encouragement of disclosure in-
ternally and externally of the new potential vulnerabilities
[RQ-05-09].

3.2.2. Clause 7. It defines the distribution of responsibil-
ities with the Tiers. The process of referring to a supplier
for some phases of the item life-cycle increases the risk of
threats. So it is required to study the supplier cybersecurity
capability [RQ-07-01] and to have a clear distribution of
responsibilities [RQ-07-04].

3.2.3. Clause 8. It defines the continuous monitoring and
improvement activities during the entire life-cycle of an
item. In paragraph 8.5, it is required a vulnerability analy-
sis to identify possible threats. The analysis can include a
design of the architecture and an attack path analysis [RQ-
08-05] that can be based on a top-down approach (e.g.
attack tree) or a bottom-up approach starting from the
revealed vulnerabilities [paragraph 15.6.2]. Besides, the
analysis can include an attack feasibility rating. Paragraph
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8.6 defines the vulnerability management process to treat
any found risk with the possible decisions to avoid, reduce,
share or retain the risk.

3.2.4. Clause 11. Following Clause 10, which defines the
cybersecurity verification process, Clause 11 describes the
validation activities for an item with the configurations
intended for series production. The validation is necessary
to confirm the achievement of the cybersecurity goals.
In particular, it is cited Annex E, where are defined the
cybersecurity assurance levels (CALs) that specify the
amount of rigour required in the product development and
that can be used to scale, for example, the depth and rigour
of the penetration test.

3.2.5. Clause 15. It describes methods to determine the
possible threats to which a user and a vehicle are exposed.
The methods and the works are known as threat analysis
and risk assessment (TARA). This clause aims to identify
and mitigate the risk with appropriate countermeasures.
In this clause, several documents are proposed: asset
identification, threat scenario, impact rating, attack path
analysis, attack feasibility rating, risk value determination,
and risk treatment decision.

1)  Asset identification to identify a damage scenario
with an impact rating or threat scenario analysis,
or existing catalogs of threats [RQ-15-01/02].
Threat scenario identification with the use of
approaches based on frameworks such as EVITA,
TVRA, PASTA, or STRIDE [RQ-15-03].

An impact rating should be defined starting from
four different impact categories: safety, financial,
operational, and privacy (S,FO,P) respectively
[RQ-15-04]. For each category, there are four
main impact values: severe, major, moderate, or
negligible [RQ-15-05]. Moreover, additional im-
pact categories can be considered and safety-
related impact ratings can be retrieved from
1S0:26262-3:2018 [20].

Attack path analysis as defined in Clause 8.
Attack feasibility rating with four different possi-
ble values (high, medium, low, very low), starting
from the lowest necessary effort to perform an
attack to the highest effort [RQ-15-10]. Clause
15 provides also several core factors like elapsed
time for an attack, specialist expertise, window
of opportunity, attack complexity, that should
be considered according to the chosen approach
[RQ-15-12/13/14].

Risk value determination that can be performed
with a risk matrix or risk formulas [RQ-15-16].
Risk treatment decision to define the risk treat-
ment options: avoiding risk, reducing, sharing, or
retaining the risk for each threat [RQ-15-17].

2)

3)

4)
5)

6)

7

4. UNECE R155 and ISO/SAE 21434 simi-
larities and differences

The development of regulation UNECE R155 and stan-
dard ISO/SAE 21434 started when it was evident that
cybersecurity should be applied to road vehicles to con-
tinue to assure the users’ safety and the protection of
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personal data. UNECE R155 was released in its first
version in March 2021, so it is earlier than ISO/SAE
21434, released in August 2021, but, while some standards
like ISO 26262 are widely cited in ISO/SAE 21434,
the regulation is never directly quoted. Nevertheless, in
this section, we investigate the similarities and differ-
ences between the regulation and the standard, providing
also some limitations discovered during our analysis. To
anticipate the conclusions of the following analysis, in
our opinion, the regulation and the standard have similar
requirements like the risk identification and the definition
of mitigation measures. Besides, they can be considered
complementary because, for example, UNECE R155 re-
quires a CSMS, which can be used as evidence to answer
the request of ISO/SAE 21434 of an organizational and
project cybersecurity management [Clauses 5-6]. At the
same time, documents required by the standard like the
vulnerability analysis and risk value determination can be
used as evidence of a cybersecurity management of the
risks during the UNECE homologation.
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Figure 1. UNECE R155 and ISO/SAE 21434 main application and
documentation during the vehicle production, homologation and post-
production phase.

4.1. Similarities

Even if UNECE R155 and ISO/SAE 21434 are differ-
ent types of documents, the first is a regulation, while the
second is a standard, both are applied on the product life-
cycle to improve the cybersecurity of road vehicles. Due to
this common process application, it is possible to identify
some shared activities and documentation. In this context,
the word “similarity” has the meaning of “points of con-
tact”, where both documents agreed on similar requests
or solutions. Firstly, both UNECE R155 and ISO/SAE
21434 propose high-level solutions, describing only the
intentions, and leaving the carmakers the possibility to ap-
ply the most suitable solutions to each item. For example,
UNECE R155 identifies the possible threats of malicious
internal (e.g. CAN) messages (Table A at point 11 in [7]),
and as mitigation suggests the consideration of measures
to detect malicious internal messages or activity, without
giving any further details (Table Bl in [7]). ISO/SAE
21434 in clause 15.6.2 cites a possible threat scenario like
the spoofing of CAN messages and it requires an analysis
of the attack path, a vulnerability analysis, attack feasibil-
ity ratings, a risk value determination, and a risk treatment
decision. However, the clause leaves the carmaker free to
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apply its implementations and mitigations. Both UNECE
R155 and ISO/SAE 21434 do not provide direct solutions
to be implemented to reach cybersecurity. From one side,
this situation is intended to leave the producer free to
adopt the best suitable solutions for each context. On
the other side, this lack of defined solutions can create
a fragmented situation in a highly connected environment
like automotive, without any control of reliability of the
adopted solutions, which can reduce cybersecurity in the
network. Besides, both documents do not provide any
threshold, for example, for the vulnerability assessment
or the risk decision treatment. In this way, each carmaker
can define its thresholds with the consequence that differ-
ent carmakers can define distinct action limits, giving a
different cybersecurity level to the same item.

Both documents require a structured organization to
manage cybersecurity. UNECE R155 requires the CSMS
with risk identification, security tests, continuous cyber-
security monitoring, and improvements. ISO/SAE 21434
contains all these concepts and requires, like UNECE
R155, constant monitoring of the cybersecurity activities
with internal and/or external audits. Both documents adopt
the concept of risk mitigation, intended as the process of
developing actions and solutions to reduce and dealing
threats. In particular, UNECE R155 at point 7.2.2.2d
recommends verifying that the identified risks are appro-
priately managed, while ISO/SAE 21434 in Clause 15.9
defines the possible risk treatment decisions: avoiding,
reducing, sharing, and retaining the risk.

Following the discussed similarities and as shown in
Figure 1, the documentation created for the ISO/SAE
21434 could be used also in the Certificate of Compliance
emission of the UNECE R155. The standard requires
several work products and documents that can be used
to be compliant with point 7.2.2.2 of UNECE R155,
which requires proof that security is adequately considered
during the item’s life. In addition, both documents require
the continuous revision of the work products after the
production of the item to assure a continuous assistance
service until the communication of the end of support, as
required in ISO/SAE 21434.

Another limit that can have both documents is the
meeting of the compliance at acceptable implementation
costs for the carmakers and consequentially for the cus-
tomers. The regulation and the standard define complete
management systems to achieve cybersecurity, but the
complexity of the automotive environment can lead to
practical difficulties to implements cybersecurity solu-
tions. For instance, the confidentiality of every message
in and outside the vehicle can be achieved by applying
cryptographic protocols, for example on CAN or LIN
messages, but computation and time costs should be con-
sidered. Will time cost be acceptable for time-sensitive
messages, without compromising safety? In our opinion,
this topic has to be deeply investigated by regulators
and carmakers to avoid the risk of a reduction of the
cybersecurity thresholds by the carmakers, for example,
during the vulnerability assessments, to reach a compro-
mise between cybersecurity and operations.
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4.2. Differences

Table 1 shows some differences between the two
documents. The most relevant difference is inbuilt and
fundamental: UNECE R155 is a regulation, defined as a
legally binding directive for all the countries belonging to
UNECE, while ISO/SAE 21434 is a standard, so it is not
mandatory for automotive industries, but it is expected to
be widely accepted. UNECE R155 defines the term July
2022 to be implemented in the new vehicle types and July
2024 for the first registration vehicles, while ISO/SAE
21434 started to be applicable from August 2021.

TABLE 1. MAIN DIFFERENCES BETWEEN UNECE R155 AND ISO

21434.
UNECE R155 ISO 21434
Document Type regulation standard
Application mandatory optional
First Release Date March 2021 August 2021

Application Phase Homologation

Risk-based

Life-cycle Product

Approach Security by design

Glossary 13 terms 40 terms

Even if the two norms shape the entire product life-
cycle, as shown in Figure 1, they have two different main
application phases. To be compliant with ISO/SAE 21434
it is necessary to create documents for annual audit during
the life-cycle of a product, from the design to the de-
commissioning. UNECE R155 requires the documentation
during the homologation phase when the carmakers have
to obtain the approval of the Certificate of Compliance for
the CSMS to sell the vehicle. The required documentation
for UNECE R155 has to be created or inherited from all
the phases of the product life-cycle. Thus, the presence of
the UNECE R155 only during the homologation phase is
just referred to when the documentation is verified by the
Authority but it affects the entire life-cycle of the product.

Another difference, reported in Table 1, is the presence
in ISO/SAE 21434 of a glossary more than three times
larger than the glossary of UNECE R155. The definitions,
contained in the standard, could become the reference
to avoid misunderstanding in the usage of cybersecurity
terms in automotive. While a possible limit of UNECE
R155 could be, for example, the usage of the adjective
“confidential” in Part B, Table B1 point 7.1, mitigation
M12, where the regulation requires to protect “confidential
data” transmitted, but it does not specify which are the
confidential data. Without a clear definition, each car-
maker can have its definition of confidential data. For
example, one company can consider only personal data
like name, surname as confidential, while, as shown in
several works like [21], [22], [23], a driver could be
identified also from data generated during the driving like
speed or revolutions per minute (rpm). Should be also
the vehicle data considered confidential? The lack of a
complete glossary like in ISO/SAE 21434 could be a risk
for cybersecurity.

UNECE R155 provides some tables with several pos-
sible threats and mitigations, while ISO/SAE 21434 does
not deal directly with attacks. UNECE R155 requires a list
of documents to be compliant, but this list is less detailed
than ISO/SAE 21434, which in its Annex A Table A.l
provides a precise list of possible work products.
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A possible limit exclusive of ISO/SAE 21434 is where
the standard defines the attack feasibility rating in its
Annex G, but, as described in [ 1], the three possible
approaches are not interchangeable. The wrong choice of
one approach can lead to misinformed risk-based deci-
sions. According to [11], further developments need to
investigate which method is closest to real-world attack
feasibility.

S. Application of ISO/SAE 21434 and UN-
ECE R155: a use case

In this section, we describe an application scenario
in which two manufacturers apply the standard ISO/SAE
21434 on a Tire Pressure Monitoring System (TPMS)
product of the body domain, and, as a mandatory request,
they need also to achieve the UNECE homologation for
the product. In this scenario, we consider an in-vehicle
communication network like in Figure 2, and we focus
on the body domain, composed of the sensors for vehicle
dynamic controls, referring to the four wheels and their
relative position and movement. The communications in
the body domain can be performed using the CAN proto-
col, which is the most used protocol to exchange messages
among Electronic Control Units (ECUs) of vehicles.

Central Gateway

Tire with TPMS sensor

1)) («

Figure 2. TPMS schema with the body domain network [24].

Body CAN bus

The CAN protocol for in-vehicle communications was
originally designed for multiplex electrical wiring within
vehicles. Messages are commonly named CAN frames
and the latest version is CAN2.0, dating back to 1991.
The CAN protocol was introduced without any security
protection on top of it: authentication, integrity, and confi-
dentiality are not supported. This makes the CAN protocol
vulnerable to an active attacker who wants to gain some
digital access to the vehicle, either locally or remotely [2]
[25]. The single TPMS is composed of a sensor that
monitors the pressure of the tire and sends wireless data
to the vehicle’s receiver, which processes and broadcasts
those data to the vehicle’s ECU through the CAN bus.

As shown in [14] and [15], the TPMS could be at-
tacked, generating security and privacy risks. In particular,
in [14], the authors show that data eavesdropping is easily
possible at a large distance from a passing vehicle, while
in [15] the attacker can replace the original message with
a malicious one that could impact other ECUs. In [26],
the authors show a possible privacy leakage in which an
attacker can track the behaviors of the driver by messages
eavesdropping.

Following the ISO/SAE 21434 guidelines, during the
designing of a TPMS system, a carmaker or a Tier has to
analyze all the possible threats and vulnerabilities to treat
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the risks. In this example, we analyze the risks coming
from the previously described attacks on TPMS. In our
scenario, to be compliant with the standard, a manufac-
turer has to secure TPMS by implementing a solution to
address at least authentication and integrity properties on
CAN messages, as it is also proposed by AUTOSAR [6].
This may mitigate attacks from an attacker model as
follow:

e tampering, the manipulation of frames to invali-
date their contents so that receiving ECUs cannot
perform the operations that were originally meant.

o fuzzing, the manipulation of frames to study the
behavior of target ECUs.

e forging, the generation of a valid frame to gen-
erate a valid signal and activate a specific ECU
functionality.

o replaying, the reuse of valid frames to repeat
the generation of a valid signal and reactivate a
specific ECU functionality.

o masquerading, the generation of a valid frame to
abuse the identifier of another, genuine ECU.

In Table 2, we report an high-level analysis of how two
different manufacturers, on the same system/component,
can implement two different risks and treatment analyses
to be both compliant with ISO/SAE 21434 and reach
homologation. To assign the occurrence, impact, and risk
values in Table 2, we apply TVRA methodology [27] as
reported in [28], where the product of occurrence prob-
ability and impact value return the risk which is a mea-
surement for the risk that the concerned system is compro-
mised. The risk scale is composed of three categories from
the lowest to the most significant for cybersecurity: Minor,
Major, and Critical. In particular, both manufacturers
can achieve compliance with the standard and reach the
homologation by implementing a complete CSMS. More-
over, without having a minimum threshold level to reach
for the risk analysis in the standard and the regulation,
both carmakers can achieve their goal even by applying a
different risk analysis on the same component type. Due to
this last aspect, Manufacturer A may consider the system
secure assuring some properties like authentication and
integrity for messages coming from TPMS. On the other
hand, Manufacturer B can consider a wider threat model
in which an attacker can also perform the sniffing attack on
the clear-text payload. Considering this threat, an attacker
may reconstruct the signals database, e.g., DBC, which
is a CAN data description file format, nullifying all the
previously adopted solutions for TPMS. Besides, the DBC
with data coming from TPMS can be considered a private
product of the carmaker, containing information related
to the driving style of the driver. In Table 2, we report
also the risk decisions of the manufacturers. According
to ISO/SAE 21434, there are four possible options to
treat the risk: avoiding the risk removing the risk sources,
reducing with proper actions, sharing through contracts,
or transferring risk by buying insurance, and retaining. In
our scenario, it is not possible to remove the risk sources
and it is however highly dangerous for the security to keep
the risk, so we choose, as a possible real situation, that
our manufacturers can reduce the risk, by implementing
some mitigations as reported in Table 2.
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To conclude, we point out that, giving different risk
values to the threats, the same component may result more
exposed to attacks, such it is for the Manufacturer A case
than the component of Manufacturer B. However, based
on the current standard and regulation, both manufacturers
can reach the homologation for the TPMS system. More
specifically, Manufacturer A may formally be compliant
with UNECE R155, even if it applies only authenticity
and integrity on CAN messages, because, in our example,
it provides risk mitigation for the possible selected threats.
However, in Table 2, we report the UNECE homologation
with high probability, and not acquired, because the lack
of the analysis of some attacks could lead to a refusal of
the homologation, but this occurrence seems to be highly
unlikely because in the regulation it is not required a
specific threshold or attack analysis for a system domain
like body or chassis. Manufacturer A does not consider
the unauthorized access to the body domain a possible
threat. However, without threshold values for the risk
analysis, one manufacturer can consider sufficient its risk
decisions and mitigations, but, in this situation, the same
component of two different manufacturers can have a
different cybersecurity level, exposing the customer to
risks.

6. Conclusion

Considering the urgent need for cybersecurity regu-
lations in the automotive domain, the two documents,
UNECE R155 and ISO/SAE 21434 will serve as a refer-
ence for the development of secure vehicles soon. In this
paper, we have presented a discussion and comparison of
the two documents by underlining their similarities and
differences. Moreover, we have highlighted their possible
limitations using an application scenario.

From our study, we can conclude that both documents
ask for evidence of the application of the “risk-based” and
“secure by design” methodology and they can be consid-
ered complementary to reach cybersecurity in automotive.
In particular, ISO/SAE 21434 can provide the guide and
the documentation support to be compliant with UNECE
R155, while UNECE R155 refers to ISO/SAE 21434 in
several points as described in Section 4.1. At the same
time, in our opinion, the UNECE R155 and ISO/SAE
21434 should be extended due to the lack of thresholds
that may lead to the subjective assignment of risk val-
ues different from one carmaker to another. A possible
implementation may be the definition of more detailed
frameworks, for example, different for each domain of the
vehicle network, to define thresholds or values to assign
during the risk assessment and mitigation analysis.
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