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Abstract—The primary objective of functional safety and 

cybersecurity co-engineering is to streamline assessment 

processes and enhance efficiency by implementing integrated 

approaches, therefore reducing overall effort and bringing 

several consequential advantages. Although this concept is 

not new, and there have already been successful attempts at 

its utilization in different critical domains such as nuclear, 

railway, and automotive, no mature approach could be easily 

adopted and applied during the assessment. Another 

challenge is that the understanding of co-engineering is 

essentially different, depending on domain specifics and 

priorities. Moreover, issues are still related to measuring 

efficiency achieved by co-engineering utilization. This paper 

addresses the current state of safety and cybersecurity co-

engineering in critical domains. With a focus on nuclear, 

automotive, and railway domains, it proposes directions 

toward developing effective co-engineering frameworks for 

them. 
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I. INTRODUCTION 

A unified, efficient, and verifiable approach is the 

primary target of the safety and cybersecurity co-

engineering concept. Its primary purpose is to reduce 

duplication of assessment efforts and obtain more 

precise and trustworthy results. Besides that, co-

engineering also presents a range of attendant benefits. 

Among them are the following ones: 

• Identification of safety and cybersecurity 

interdependencies: joint safety and 

cybersecurity methodologies facilitate the 

revealing of interconnections and 

interdependencies that exist between these two 

areas, providing a holistic view of overall 

safety; 

• Harmonized safety and cybersecurity 

measures: safety and cybersecurity measures 

are coordinated and complement each other; 

• Adaptive response strategies: integrated 

understanding of safety and cybersecurity 

allows swift adjustment of tactics in response 

to dynamic threats; 

• Enhanced communication with stakeholders: a 

unified strategy encompassing safety and 

cybersecurity is more comprehensive to 

licensing and regulatory bodies, clients, and 

partners; 

• Efficient resource utilization: by combining 

functional safety and cybersecurity efforts, 

manufacturers can optimize the use of 

resources, including time and personnel. 

Cross-functional teams can collaborate 

effectively, reducing duplication of work and 

streamlining processes. This efficiency can 

lead to cost savings and faster time-to-market 

for vehicles; 

• Improved resilience: co-engineering helps 

create products more resilient to emerging 

safety and cybersecurity challenges. It allows 

for proactive measures to protect against 

potential threats and vulnerabilities. As new 

threats arise, vehicles designed with co-

engineering principles can adapt and evolve to 

maintain their safety and security features. 

At the same time, the following challenges exist that 

prevent safety and cybersecurity co-engineering from 

widespread utilization: 

• Differing expertise and mindsets: safety and 

cybersecurity require distinct expertise and 

often have different organizational structures 

within the companies; 

• Lack of a comprehensive approach: there is a 

clear need for frameworks that facilitate safety 

and cybersecurity integration seamlessly; 

• Shortcomings of the normative documents: 

existing safety and cybersecurity international 

standards and regulations are usually confined 

to guidance on safety and cybersecurity 

coordination points within the lifecycle while 



 

 

not providing detailed methodologies for such 

coordination; 

• Rapid technological evolution: different 

industries are undergoing rapid technological 

advancements, particularly with the 

introduction of artificial intelligence and 

interconnectivity of the devices produced by 

original equipment manufacturers (OEMs). 

This fast-paced environment makes it 

challenging to establish comprehensive safety 

and cybersecurity standards to keep up with 

emerging threats and vulnerabilities. 

• Lack of effectiveness confirmation: there are 

no practical confirmations for the claims that 

approaches targeting safety and cybersecurity 

co-engineering help reduce effort and costs; 

• Complexity and cost: integrating safety and 

cybersecurity measures from the early stages 

of product development can add complexity 

and cost to the process. It may involve 

additional testing, validation, and security 

measures that increase development expenses 

and time-to-market; 

• Lack of methods for assessing efficiency: there 

are no practical guidelines on how to measure 

the efficiency of existing practices and 

processes to adapt them and make them more 

effective; 

Triggered by the abovementioned challenges, in this 

work, we focus on safety and cybersecurity co-

engineering in different critical domains, striving to 

develop a unified framework able to effectively 

respond to the needs of nowadays dependability and 

resilience requirements. The paper describes research 

results obtained within the framework of a grant from the 

Ministry of Education and Science of Ukraine1. 

The rest of the paper is structured as follows. Section 

II presents the state of the art, providing information on 

the most relevant studies in the field and normative 

documents. Section III provides the results of the 

functional safety and cybersecurity co-engineering 

development and assessment approaches for several 

critical domains: nuclear, automotive, and railway. 

Section IV briefly summarizes the main results 

obtained, proposes directions toward developing an 

effective general safety and cybersecurity co-engineering 

framework for critical domains, and highlights the 

further research steps domains. 

II. STATE OF THE ART 

A. Primary studies 

We have performed a mapping study on safety and 

cybersecurity assessment for critical domains [1], and it 

has shown significant interest in safety and 

                                                           
1 This research was partially funded by the Ministry of Education and Science of 

Ukraine, state grant registration number 0123U102106, project title “Methods and 

case technologies of evidence-based cybersecurity assessment of programmable 

systems to ensure the protection of critical IT infrastructure”. This publication 

reflects the views of the authors only, and the Ministry of Education and Science of 

Ukraine cannot be held responsible for any use of the information contained 

therein. 

cybersecurity co-engineering. Yet, many questions are 

still open and require further investigation. 

We have focused on studies that address both safety 

and cybersecurity to provide details on how exactly 

safety and cybersecurity co-engineering is implemented 

in research studies. 

In [2], authors utilize fault tree analysis (FTA) for 

safety assessment, while cybersecurity is used as one of 

the contributors to safety (Fig. 1), along with reliability 

and human error issues. 
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Fig. 1.  An example of FTA assessment from [2] with safety and 

cybersecurity relation shown 

In [3], the generic framework is provided (Fig. 2), 

suggesting choosing the most appropriate safety and/or 

cybersecurity technique based on requirements. 

CYBERSECURITY 
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Fig. 2.  An example of XMECA concept from [3] with safety and 

cybersecurity relations shown 

In [4], cybersecurity is also integrated into the safety 

assessment process (Fig. 3). 
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Fig. 3.  An example of the ontological model from [4] with safety and 

cybersecurity relations shown 



 

 

In [5], consequence-based analysis is described, 

where cybersecurity assessment is included as a 

necessary step, with further focus on potential safety 

impact (Fig. 4). 
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Fig. 4.  An example of a consequences-based method from [5] with 

safety and cybersecurity relations shown 

In [6], cybersecurity and safety risks are defined 

separately, further evolving to a global definition of 

industrial risk that combines both entities (Fig. 5). 
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Fig. 5.  An example of the approach based on global (cybersecurity and 

safety) industrial risk definition from [6]  

In [7], scenario-based threat analysis focused on 

cybersecurity includes potential impact on safety and 

relevant safety assets (Fig. 6). 
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Fig. 6.  An example of a threat analysis approach from [7] with safety 

and cybersecurity relations  

From this short overview of existing studies, it can be 

concluded that there is relevant interest in conducting joint 

safety and cybersecurity development and assessment. 

Therefore, methodological supports to promote more 

effective and widely adoptable assessment approaches 

based on safety and cybersecurity co-engineering are 

certainly appropriate and of practical utility. 

B. Normative documents 

Safety and cybersecurity co-engineering issues are 

also addressed in several normative documents. 

For example, in [8], safety and cybersecurity co-

engineering guidelines are provided, with references to 

the relevant field normative documents (Fig. 7). 
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Fig. 7.  An example of cybersecurity and safety co-engineering 

guidelines in a normative document [8] 

[9] highlights the importance of addressing 

cybersecurity during safety analysis (Fig. 8). 
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Fig. 8.  An example of cybersecurity importance for safety in a 

normative document [9] 

[10] analyzes safety and cybersecurity integrally as 

dependability attributes. According to the proposed 

requirements consistency (Fig. 9), cybersecurity 

requirements should be analyzed after the safety 

requirements are understood adequately. However, it is 

mentioned that this is one of many possible flows, but 

rather, an example. Nevertheless, needs in safety and 

cybersecurity co-engineering are well defined. 
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Fig. 9.  An example of cybersecurity and safety integral analysis as part 

of dependability analysis in a normative document [10] 

Based on the normative documents analyzed above, 

the following directions for joint consideration of 

safety and cybersecurity are available: 

• Cybersecurity contributes to (supports) 

existing safety assessment methods; 

• Cybersecurity is integrated into 

safety/resilience models; 

• Generic approach is applied for safety and 

cybersecurity assessment, tuned according to 

the requirements; 

• Cybersecurity is analyzed only in terms of its 

effects on safety; 

• Cybersecurity and safety are analyzed 

integrally as dependability attributes. 

III. TOWARDS SAFETY AND CYBERSECURITY CO-

ENGINEERING FRAMEWORK 

We developed the safety and cybersecurity co-

engineering ontology presented in Fig.10 based on 

safety, cybersecurity, and safety and cybersecurity co-

engineering normative documents available now. 

The following critical domains were covered: 

aerospace [19-20], automotive [12-14], nuclear [15-18], 

health [30], smart grid [31], cyber-physical vehicles 

[32], instrumentation and control [8-9],[27],[29], 

railway [23],[28], and robots [33]. Generic (multi-

domain) normative documents were also considered 

[10],[34]. 

It was observed that time-proved critical domains 

like aerospace, nuclear, railway, and automotive have 

well-established normative documents on safety. 

However, there is a clear trend in the advent of 

normative documents on cybersecurity also. More 

recent critical domains like the smart grid and cyber-

physical vehicles have normative documents on 

cybersecurity from the outset. 
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Fig. 10.  Cybersecurity and safety co-engineering ontology based on relevant normative documents 

It should be emphasized that normative documents 

covering safety and cybersecurity co-engineering are still 

not mature since some are in the draft form, technical 

report, or technical specification stage. 

The developed ontology is exploited in the following to 

revisit the processes devoted to account for safety and 

cybersecurity requirements during design and assessment 

in representative critical sectors, proposing a co-

engineering solution.  

A. Automotive domain 

The United Nations Economic Commission for Europe 

(UNECE) established WP.29 [11] to regulate motor 

vehicles and equipment. This subsidiary Working Party 

(GRVA) is dedicated to automated/autonomous and 



 

 

connected vehicles and proposes uniform provisions for 

the approval of vehicles concerning:  

• Safety and environmental performance of 

wheeled vehicles, their subsystems and parts; 

• Cybersecurity and cybersecurity management 

systems; 

• Software and management system updates.  

ISO/SAE 21434 [12] is aimed at the protection of 

assets against the environment (i.e. to identify assets of the 

item whereby compromising their cybersecurity properties 

could lead to damage scenarios) is built on the family of 

twelve functional risk-based safety standards ISO 26262 

[13], which in its turn, is aimed at protecting the 

environment against malfunctions (i.e. to identify 

functionalities of the item whereby compromising their 

properties of correctness could lead to harm), providing a 

similar framework for the entire life cycle of road vehicles. 

Overall, ISO/SAE 21434 gives “what” shall be done and 

limits information on “how” it shall be done. Cybersecurity 

is less consolidated than safety. Risk assessment is still 

relatively controversial. It includes cybersecurity risk 

management requirements for: 

• Road vehicles with electrical and electronic 

systems; 

• Components, interfaces and communications; 

• Engineering through concept, design, 

development, production, operation, 

maintenance, and decommissioning. 

ISO 24089 [14] provides technical requirements related 

to software updates and cybersecurity throughout the 

vehicle lifecycle and organizational and procedural 

requirements for the entire automotive supply chain. In 

short, it aims to ensure that: 

• Vehicle software updates are secure and come 

from verified sources; 

• Processes and continuous improvements for 

software updates are implemented; 

• The shared awareness of safety and 

cybersecurity is created along the automotive 

supply chain. 

Figure 11 depicts a developed conceptual diagram of 

the safety and cybersecurity co-engineering in the 

automotive domain based on integrating ISO 26262 and 

ISO/SAE 21434. The proposed diagram illustrates ISO 

26262 and ISO/SAE 21434 activities separately but 

interconnected within the overall vehicle development 

lifecycle. Combining functional safety artifacts with 

cybersecurity artifacts at different stages of the automotive 

development lifecycle is essential for ensuring overall 

safety and cybersecurity.  

The integration and alignment of safety and 

cybersecurity processes are represented in the lower 

section of the diagram, emphasizing the need for cross-

domain collaboration and coordination to ensure the 

overall safety and cybersecurity of the vehicle. 

 

 

Fig. 11.  Conceptual diagram of co-engineering in integration of ISO 26262 and ISO/SAE 21434 

During the Concept Phase, hazard analysis and risk 

assessment inform safety and cybersecurity. The Hazard 

Analysis Report identifies potential hazards, some of 

which may have cybersecurity implications. 

In the System Design Phase, safety requirements are 

specified. These requirements should also consider 

cybersecurity aspects, such as secure communication 

protocols or intrusion detection systems. The Safety 

Requirements Specification needs to account for both 

safety and cybersecurity requirements. 

The Hardware & Software Development Phase 

includes the development of system architecture and 

design specifications. This phase should also involve the 



 

 

creation of cybersecurity design specifications, which can 

be integrated into the overall design. 

During the Testing and Verification Phase, verification 

activities must encompass both safety and cybersecurity. A 

Verification Test Plan should outline safety and 

cybersecurity verification testing procedures, with 

corresponding test cases for each domain. 

In the Production and Operation Phase, incident 

response planning is essential. An Incident Response Plan 

should address safety incidents as well as cybersecurity 

incidents, ensuring a coordinated approach to handling 

both types of issues. 

This integration ensures that safety and cybersecurity 

are considered throughout the development lifecycle and 

that relevant artifacts are created and managed to maintain 

the vehicle's overall safety and cybersecurity. These 

artifacts and processes are often more detailed and 

extensive in practice, but this representation provides a 

high-level overview of their integration. 

B. Nuclear domain 

Recent normative documents and guides in the nuclear 

field have a trend for safety and cybersecurity co-

engineering. 

In particular, 3.22 of IAEA 42-G [15] states that 

“computer security should be implemented as an integral 

part of the life cycle processes of computer-based systems 

used for nuclear safety, to ensure that computer security 

and nuclear safety requirements are considered together.” 
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Fig. 12.  Diagram of safety and cybersecurity normative documents in 

the nuclear field 

IEC 61513 [16] focuses on safety but incorporates 

requirements for cybersecurity planning. 

IEC 63096 [17] adapts information security, including 

cybersecurity and management system from ISO/IEC 

27001 for the nuclear field, focusing on cybersecurity 

controls and risk management framework. Interactions 

between safety and cybersecurity for nuclear power plant 

(NPP) systems are covered in the framework provided in 

IEC 62859 [18]. The diagram of relevant normative 

documents is shown in Fig. 11. Discussion of co-

engineering approaches from these documents is presented 

below. 

During the Requirements and Planning phase, potential 

dependencies, safety requirements, and cybersecurity 

requirements should be identified and considered to ensure 

the definition of an integrated solution meeting both the 

safety and security goals. 

During the Design phase, any system features initially 

designed for safety reasons that have a potential value as a 

cybersecurity counter-measure should be examined 

considering threats and cyberattacks to confirm 

cybersecurity effectiveness. 

As for the Implementation phase, no specific 

requirements or recommendations related to the safety and 

cybersecurity co-engineering are provided in existing 

normative documents. 

During the Verification and Validation phase, 

integrating safety-oriented code review, analysis, and other 

techniques with the relevant cybersecurity-oriented ones 

depends highly on the context. Therefore, no universal co-

engineering approach has been provided so far. 

During the Operation and Maintenance phase, it is 

stated that periodic testing of safety functions shall not 

affect cybersecurity and that cybersecurity verifications 

may also be considered for integration in safety periodic 

testing. 

C. Railway domain 

In the railway domain, functional safety and 

cybersecurity are intertwined. Railway systems often rely 

on complex electronic and software components, making 

them susceptible to functional safety and cybersecurity 

risks. Therefore, railway operators and manufacturers must 

adhere to relevant international and regional standards to 

ensure the safety and security of their systems [21-22]. 

Additionally, they should stay updated on the evolving 

threat landscape and adapt their safety and cybersecurity 

measures accordingly.  

In the railway domain, there is a group of European 

standards specifically address the railway sector's 

functional safety EN 50126 [23] (provides guidelines for 

the management of reliability, availability, maintainability, 

and safety in railway systems), EN 50128 [24] (focuses on 

software aspects, including software development, 

verification, and validation in railway control and 

protection systems), and EN 50129 [25] (addresses the 

safety-related aspects of electronic systems used in railway 

signaling) as well as the international standards IEC 62279 

[26] (specifies the process and technical requirements for 

the development of software for programmable electronic 

systems for use in railway control and protection 

applications. Applied with ISO/IEC 61508-2 [27]) and the 

updated version of the CLC/TS 50701 [28] (which offers 

numerous benefits for organizations in the railway 

industry. Applied with EN 50126-1 RAMS [23] lifecycle 

process and is consistent with the application of security 

management requirements contained within the IEC 

62443-2-1 [29]). 

As a general co-engineering safety and cybersecurity 

framework in railway systems, the following steps and 

respective actions are proposed to be implemented: 

1. Comprehensive risk assessment: 

• Integrate safety and cybersecurity risk 

assessment; 

• Utilize EN 50126 and IEC 62279 for RAMS 

analysis; 

• Consider CLC/TS 50701 for cybersecurity 

threats; 



 

 

2. Unified safety and cybersecurity requirements: 

• Define unified safety and security requirements; 

• Align with EN 50128 and IEC 62279; 

3. Secure development practices: 

• Implement secure coding practices from EN 

50128 

• Incorporate security early in design based on 

CLC/TS 50701 and IEC 62279 

• Implement secure coding practices (EN 50128); 

• Include security features in system design 

(CLC/TS 50701); 

4. Security testing and verification: 

• Conduct integrated testing for safety and 

security; 

• Follow cyber-physical testing guidelines (IEC 

62279, IEC 62433); 

5. Continuous monitoring: 

• Apply continuous monitoring per IEC 62443; 

• Deploy intrusion detection systems (IEC 62443); 

6. Regulatory compliance: 

• Ensure compliance with safety and cybersecurity 

regulations; 

• Adhere to standards and guidelines (EN 50126, 

IEC 62279, CLC/TS 50701, etc.). 

Figure 13 illustrates how safety and cybersecurity 

considerations are integrated throughout the entire railway 

systems development lifecycle, ensuring comprehensive 

protection against both safety-related failures and 

cybersecurity threats. 

 

 

Fig. 13.  Conceptual diagram of co-engineering in the integration of EN 50126, EN 50129, IEC 62279, CLC/TS 50701 

The evolution of safety and cybersecurity co-engineering 

in the railway domain is seen as the research and 

development in the following directions: quantitative risk 

assessment models (models for assessing combined risks, 

consideration of passenger safety, and financial implications), 

formal verification for railway systems (enhancing of formal 

methods for correctness verification, ensuring safety and 

security requirements), predictive maintenance with security 

(integration of predictive maintenance, early detection of 

vulnerabilities), secure train-to-ground communication 



 

 

(strengthening security for train-ground communications, 

prevention of unauthorized access). This list needs to be 

completed, and additional directions are to be clarified by the 

domain experts. 

IV. CONCLUSION 

Safety and security co-engineering is a relatively novel 

field in terms of real practical implementation, and it is 

expected to mature significantly shortly. Although there are 

attempts to integrate concepts, processes, and specific 

engineering techniques in different domains, the absence of 

the universal co-engineering approach will likely persist for 

some time due to the unique characteristics of each field. 

Research has shown that a unified safety-cybersecurity co-

engineering development cycle is feasible, but its 

implementation and adoption still need to be revised. There is 

a clear need for additional methodological and tool support to 

assist communities dealing with these challenges.  

As overall recommendations, the following ones appear 

to be of utmost relevance to address the safety and 

cybersecurity issues adequately during development, 

assessment, maintenance, and commissioning: 

• Artifact traceability: i) establish traceability 

between safety and cybersecurity artifacts, ii) use 

traceability matrices to manage relationships; 

• Cross-sector collaboration: i) collaborate with 

experts from both safety and cybersecurity 

domains; ii) foster cooperation among original 

equipment manufacturers, original design 

manufacturers, tier (1,2,3+) companies, safety and 

cybersecurity experts, and technology providers; 

• Incident response and recovery: i) develop 

coordinated incident response plans; ii) address 

safety and cybersecurity incidents promptly and 

effectively; 

• Training and awareness: i) train staff to recognize 

and respond to safety and cybersecurity threats; ii) 

promote a culture of security and safety awareness; 

• Documentation and reporting: i) maintain 

comprehensive documentation of safety and 

cybersecurity measures; ii) establish precise 

reporting mechanisms for incidents and 

vulnerabilities. 
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