IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received 13 June 2023, accepted 13 July 2023, date of publication 20 July 2023, date of current version 11 August 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3297446

== RESEARCH ARTICLE

Safety and Cybersecurity Assessment Techniques
for Critical Industries: A Mapping Study

IEVGEN BABESHKO -2 AND FELICITA DI GIANDOMENICO?

! Computer Systems, Networks and Cybersecurity Department, National Aerospace University “Kharkiv Aviation Institute,” 61070 Kharkiv, Ukraine
21stituto di Scienza e Tecnologie dell’Informazione Alessandro Faedo-CNR, 56127 Pisa, Italy

Corresponding author: Ievgen Babeshko (ievgen.babeshko@isti.cnr.it)

ABSTRACT The paper presents a mapping study of safety and cybersecurity assessment techniques
used in critical industries such as nuclear power plants, the oil and gas sector, autonomous vehicles,
railways, etc., with particular emphasis on instrumentation and control systems (I&C). Modern 1&Cs are
complex electronic systems comprising thousands of components, therefore their reliability and safety when
employed in critical application domains are challenging. With the development and integration of Industry
4.0 technologies such systems become more open for communication and flexible usage due to gradual
interconnection with public networks and the Internet, but new cybersecurity and safety challenges are
introduced. This paper states research questions and provides analysis results of recent relevant sources.
Initially, 320 records (acquired between 2018 and 2022 inclusive) were identified. Later on, 187 studies
were processed to check eligibility criteria. Overall, this mapping study includes 49 papers, after examining
the pre-defined criteria and guidelines. The results of the analysis performed allow to systemize techniques
being utilized in practice right now, as well as to identify trends of further techniques development. In fact,
although the techniques used are not novel and most of them have been used for decades, our study shows
that there are still some new trends in this field. In particular, the unified safety and cybersecurity assessment
technique is a promising research direction, worth further investigation.

INDEX TERMS Safety, cybersecurity, assessment techniques, instrumentation and control systems.

I. INTRODUCTION

Safety and cybersecurity issues have always been among
the top priorities in critical industries, but today they are
becoming even more urgent. Assessment of modern crit-
ical instrumentation and control systems is a complicated
process, principally due to the size (system consists of
many components) and volatility (system perpetually evolves
throughout lifecycle) problem. Cybersecurity contributes to
safety and sometimes conflicts with it, but it is not always
considered at all lifecycle stages together with safety. The
results of the assessment are considerably dependent on met-
rics/techniques/assumptions chosen. Therefore, arranging an
assessment process based on solid methodologies/techniques
is of high importance, because there is a risk of safety under-
estimation or overestimation, with potential severe impact on
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the service delivered. With the focus on critical sectors, this
paper considers the following domains: nuclear power plants,
the oil and gas sector, autonomous vehicles, and railways.
The purpose of the work is to survey recent literature in
order to develop a mapping study useful to understand:

o which ‘classical’ (described in standards or other nor-
mative documents) assessment techniques are used in
recent primary studies;

« advancements of such “classical” techniques, to respond
to needs posed by modern critical systems;

« application of specific techniques to assess different
metrics/properties they were originally developed for
(i.e. modification of reliability assessment techniques
for cybersecurity assessment);

« combinations of techniques used;

« needs for additional research in the generalization of
assessment techniques so as to provide a unified assess-
ment approach.
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The paper is organized as follows. In Section II we ana-
lyze existing systematic literature reviews, surveys, and
mapping studies on adjacent topics. A description of the
approach used, as well as research questions, are provided
in Section III. In section IV we present our analysis of the
collected data and our results in response to the research ques-
tions. In Section V we list key findings. Section VI presents
the threats to the validity. Finally, we make conclusions and
outline future research directions in Section VIIL.

Il. COMPARISON WITH RELATED WORKS
This study fills a gap in research on cybersecurity and safety
assessment techniques: although several reviews exist, to the
best of the authors’ knowledge no previous work provides a
comprehensive and up-to-date systematic mapping study that
covers different critical domains. To facilitate comparison,
related works are summarized in Table 1. For each work, the
following information is presented:

« Reference;

o Year of publication;

« Application domain;

o The number of references included in the paper.

TABLE 1. Comparison with other systematic literature reviews, surveys,
and mapping studies.

Ref. Year Domain Number of
references

[19] 2019 Nuclear 32

[24] 2021 Nuclear 52

[30] 2021 Critical 107

Infrastructures
[41] 2020 Autonomous 23
Vehicles

The review made in [19] discusses U.S. Nuclear Regula-
tory Commission (NRC)’s proposed vulnerability assessment
methodology, as well as additions and changes that must be
made to increase its efficacy. It mainly includes references
to normative documents for the nuclear field, not research
studies.

In [24], the focus is put on the identification of scien-
tific papers discussing cybersecurity frameworks, standards,
guidelines, best practices, and any additional cybersecu-
rity protection measures for the nuclear domain. Safety
issues are not covered, as well as cybersecurity and safety
co-engineering were not addressed in this report.

Report [30] focuses on studies that combine Bayesian
Networks and Graph Theory for safety and cybersecurity
integrated assessment. Other techniques and their combina-
tions are not covered.

In [41], blockchain-based methods are discussed for cyber-
security assurance in the autonomous vehicles domain.

Ill. REVIEW APPROACH

A. GENERAL INFORMATION

This study was performed according to guidelines on sys-
tematic literature reviews and surveys [59] and guidelines
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for conducting systematic mapping studies [60]. First of all,
a set of research questions that our study aims to answer
was formulated. These research questions address safety
and cybersecurity techniques used, as well as their combi-
nations and modifications, and are listed in Section III-B.
From the research questions, we defined the research query
and then the search strategy, as presented in Section III-C.
We applied this search strategy to the following popular
electronic databases:

- IEEE Explore (https://ieeexplore.ieee.org/);

- ScienceDirect (https://www.sciencedirect.com/);
- SpringerLink (https://link.springer.com/);

- Wiley (https://onlinelibrary.wiley.com/);

- MDPI (https://www.mdpi.com/).

After that, the selection process described in Section III-D
was applied so as to identify the set of relevant primary
studies that we analysed to answer the research questions.
We present the results of our analysis in Section IV and
Section V.

B. RESEARCH QUESTIONS

Implementation of deep and throughout safety assessment
was a strong requirement for critical industries for a long
time, but the essential rise of cyberattacks and malware tar-
geted for this particular sector during the last 5 years has
intensified the discussions around the convergence of safety
and cybersecurity.

Traditional safety assessment approaches either did not
focus on cybersecurity, leaving its issues to particular sep-
arate disciplines, or at most referred to generic cybersecurity
approaches and guidelines which were not feasible to follow
or implement.

To overcome the abovementioned challenges, traditional
approaches were modified in different ways, so as to con-
sider cybersecurity-related threats and make assessment more
comprehensive. Such modifications could be the following:

« assessment techniques determine the impact of cyber-
security threats and vulnerabilities on system safety
as an adjunct to ‘traditional’ hazards; an example of
such an approach is Hazard Analysis and Risk Assess-
ment (HARA) combined with Threat Analysis and Risk
Assessment (TARA);

« adaptation of traditional dependability and safety assess-
ment techniques to the cybersecurity domain; an exam-
ple of such an approach is Intrusion Modes, Effects,
and Criticality Analysis (IMECA), where the tradi-
tional Failure Modes, Effects, and Criticality Analysis
(FMECA) approach is utilized for intrusion analysis;

« include combinations of several safety and cybersecurity
assessment techniques.

Despite the variety of approaches safety and cybersecurity
assessment for critical industries is still a challenge requiring
further investigation.

The following research questions were formulated to attain
such investigation:
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(RQ1) Which safety indicators (metrics) are considered
during safety assessment?

(RQ2) Which cybersecurity indicators (metrics) are con-
sidered during cybersecurity assessment?

(RQ3) Which techniques (classical, modified, combina-
tions) are used for safety assessment?

(RQ4) Which techniques (classical, modified, combina-
tions) are used for cybersecurity assessment?

(RQ5) Which limitations are applied to techniques cur-
rently used?

C. SEARCH STRATEGY

The search string used for the selection of studies is pre-
sented in Table 2. Only studies published from 2018 through
2022 inclusive were considered.

TABLE 2. Search string.

({safety} < OR > {cybersecurity} < OR > {security}) < AND >
({assessment} < OR > {evaluation} < OR > {analysis}) < AND >
({nuclear} < OR > {oil} <OR > {vehicle} < OR > {transport} < OR >
{railway} < OR > {automotive})

D. SELECTION PROCESS

The following inclusion and exclusion criteria (Table 3)
were applied to the studies identified using the search string
(figure 1).

TABLE 3. Inclusion and exclusion criteria.

Inclusion Criteria

. Papers published in journals or conference proceedings.

. Studies presenting a modified technique or combination
of several techniques and description of usage

. Studies providing use cases to support the performed
assessment or introducing a tool

. Studies that are peer-reviewed

Exclusion Criteria

. Studies that are PhD thesis, published in workshop
proceedings and book chapters.

. Studies from fields different from safety and cybersecurity
assessment in critical industries domains (nuclear,
aerospace, maritime, oil and gas, railway, automotive)

. Studies that do not provide clear evidence of the benefits
obtained through a proposed modified technique (criteria
of clearness: measurable results compared to unmodified
technique(s))

e Multiple studies authored by the same researchers on the
same/similar topic (in this case the more relevant source
was chosen, i.e. journal paper had priority over conference
proceeding, most recent one had priority over older ones)

. Studies that are not written in English

To ensure quality assessment the following questions were
addressed:
o Are claims clearly defined?
o Is it possible to reuse the presented assessment tech-
nique, its modification or a combination of techniques
(is description detailed enough)?
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Does object of
primary study analysis
belong to critical
industry?

NO

NO

Does primary study
introduce a combination of
techniques?

Does primary study
introduce a modification to a
technique?

NO

Does primary study
introduce a tool to support a
techique?

Does primary study provide
a case study?

Has a related
primary study by these

authors already been
selected?

YES
Choose most relevant
source

NO

Is evidence of
benefits of techni used
clearly presented?

l YES
Y

Exclude study

Include study

-
v

A,

End

FIGURE 1. Flowchart of the selection process for each primary study.

Initially, 320 records (acquired between 2018 and
2022 inclusive) were identified according to the search string.
After examining titles, abstracts and keywords, the number of
records was reduced to 187 by excluding not relevant studies.

After the application of the selection process shown on
Fig. 1, 49 papers were selected from a total number of 187.

IV. DATA ANALYSIS
A. DISTRIBUTION BY YEAR AND TYPE
The distribution of primary studies by years in the window
2018-2022 is shown in Fig. 2.

Most of the studies are journal papers as shown in Table 4
and Fig. 3, but conference proceedings were also analysed.

B. OVERVIEW OF THE ADOPTED TECHNIQUES AND
ASSESSMENT METRICS

The performed research has shown that techniques listed in
Table 5 below are typically used during the safety and/or
cybersecurity assessment process.
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FIGURE 2. Distribution of primary studies by year.

TABLE 4. Year and type of primary studies.

Year Type List of References

2018 Conference

Journal

2019 Conference

Journal

2020 Conference -

Journal [12], [20], [22], [36], [46], [49],
[52]
2021 Conference [2], [4], [6], [7], [42], [48]
Journal [11], [28], [31]

2022 Conference [3], [14]

(5], [8], [9], [10], [13], [15], [16],
[17], [25], [44], [43], [53]

Journal

S o 4

Journal Conference

FIGURE 3. Distribution of primary studies by type.

We classified techniques listed in Table 5 by their focus
(safety or cybersecurity) and analysis process (spreadsheet-
based, scenario-based, tree-based, and model-based) and pre-
pared a taxonomy shown in Fig. 4.

By spreadsheet-based process (Fig. 5) we mean an
approach that gathers data into a single spreadsheet and
the main deliverables (metrics, assessment results) are based
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TABLE 5. Techniques used for safety and cybersecurity analysis.

Tecl}glque Abbreviation Technique Title

T1 FMEDA Failure Modes, Effects, and
Diagnostics Analysis

T2 FTA Fault Tree Analysis

T3 BDMP Boolean-driven Markov process

T4 HARA Hazard Analysis and Risk
Assessment

TS RBD Reliability Block Diagram

T6 RBI Risk-based inspection

T7 ATA Attack tree analysis

T8 PSA Probabilistic safety assessment

T9 SM Semi-Markov

T10 BN Bayesian Networks

T11 MC Monte-Carlo Simulation

T12 BA Bowtie Analysis

T13 ETA Event Tree Analysis

T14 FMEA / FMECA Failure Modes and Effects
Analysis / Failure Modes,
Effects, and Criticality Analysis

T15 STAMP Systems-Theoretic Accident
Model and Process

T16 DVAG Dynamic Vulnerability
Assessment Graph

T17 MBAEM Model-based Assurance
Evidence Management.

T18 TARA Threat Analysis and Risk
Assessment

T19 IMECA Intrusion Modes, Effects, and
Criticality Analysis

T20 CRA Cybersecurity Risk Assessment

on processing the spreadsheet data. A typical example of a
spreadsheet-based process is a failure mode, effect, and diag-
nostic analysis (FMEDA), a systematic analysis technique to
obtain subsystem/product level failure rates, failure modes,
and diagnostic capability. The main purpose of FMEDA is to
evaluate hardware architecture metrics and safety goal viola-
tions due to random hardware failures and provide sufficient
information to improve safety gaps if the required hardware
safety level is not fulfilled [54].

Another example of spreadsheet-based process is a
risk-based inspection (RBI) which is well-established and
used in the Oil& Gas and Chemical industries. This approach,
along with risk-based maintenance, is described by API RP
581 [55], originally developed for application in the refin-
ing industry. The standard represents a correlation between
maintenance activities and main events in the industries.
RBI is also adapted and applied in many other sectors and
inspection activities, allowing for the identification of failure
mechanisms and rates based on equipment status.

Instead, tree-based techniques (Fig. 6) process graphical
representation in the form of a tree. The classical example
of a tree-based technique is a fault tree analysis (FTA) used
for the reliability assessment of a system. FTA is a deductive
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{ T1. FMEDA

T14. FMEA / FMECA

.

T6. RBI

preadsheet-based |
,—| T2. FTA |
4' Tree-based |—| T13. ETA |
e ] e
Scenario-based
| Seemotesd | i
} T8. PSA |
— 9. SM |
|
Saft
|—,‘%l °ty | T10. BN |
| Model-based
TI11.MC |
\—{ T12. BA |
Analysis Technique 4| T15. STAMP |
1 TIZ.MBAEM |
} T5. RBD |
I Cybersecurity |—| Spreadsheet-based |—| T19. IMECA |
|—| Scenario-based |—| T18. TARA |
—I Tree-based |—| T7. ATA |
| Modelbased [—  TI6DVAG |
|—| T20. CRA |
FIGURE 4. Taxonomy of analysis techniques.
Input data Output data Input data Model Output data
0=1(,...)
| e
FIGURE 7. Model-based technique.
FIGURE 5. Spreadsheet-based technique.
component failures (i.e., failure modes) that contribute to the
occurrence of the top event. The fault tree itself is a graphical
representation of the various combinations of failures that
Input data Output data

FIGURE 6. Tree-based technique.

process by means of which an undesirable event, called the
top event, is postulated, and after that, the possible ways for
this event to occur are systematically deduced. The deduc-
tion process is performed so that the fault tree embodies all
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led to the occurrence of the top event [56]. In [45] it is
proposed to apply FTA for cybersecurity assessment by using
a model that integrates fault tree analysis, decision theory,
and fuzzy theory to ascertain the current causes of cyberat-
tack prevention failures and determine the vulnerability of
a given cybersecurity system. Moreover, for cybersecurity
assessment, another tree-based technique called attack tree
analysis (ATA) is actively utilized [57].

By model-based techniques (Fig. 7) we mean approaches
that perform an assessment using different models — graphs,
equations etc.

For example, reliability block diagrams (RBD) represent
sequences of system components and their connections. Each
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Input data Scenarios Output data

L P P |
[ g I

FIGURE 8. Scenario-based technique.

sequence consists of an input point and output point, several
blocks representing system components, and the multiple
paths from the input point to the output point that represent
successful system operations, where an interruption of these
paths may lead to the failure of the whole system. There-
fore, an RBD model represents the static topology of 1&C
reliability, where the topology can be a serial, parallel or a
combination of serial and parallel sections. Contrary to FTA,
RBD models are success-oriented sequences that describe
the function of a system by probabilistic means. Component
blocks in an RBD are arranged to illustrate the proper com-
binations of working components that keep the entire system
operational and, therefore, safe. Failure of a component can
be represented by removing the component as well as its
connections with other components from the sequence. When
the number and position of failed components in the RBD
model are such that there is no connection between the input
and output point, the whole system fails.

Another example is a Bayesian network (BN) that repre-
sents a hypothesis of rationalizing from uncertain evidence
to uncertain conclusions since it can perform the factoriza-
tion of the collective distribution of variables, based on the
conditional dependencies. BN helps to address uncertainty
and incompleteness problems; thus, it is extensively applied
in several domains. BNs are generally utilized for examining
the hazards and vulnerabilities of networks, which are acyclic
graphs that provide a quantitative and qualitative assessment
of risks.

Model-based assurance evidence management (MBAEM)
is another model-based technique that considers different
activities for assurance evidence management, namely the
determination of the evidence to provide, the possibility of
reusing evidence, the collection of evidence information,
tracing, evaluation, and change impact analysis of assurance
evidence, and the use of the evidence for, e.g., compliance
management and argumentation.

Finally, Probabilistic Safety Assessment (PSA) is the most
common method to assess the risk of a nuclear power plant.
It employs a graphical approach based on event and fault tree
methods.

As for scenario-based processes (Fig. 8), they are typi-
cally based on profiling of scenarios collection obtained from
different sources (accident, research, expert data, etc.) by
focusing on safety and/or cybersecurity-relevant scenarios.

A typical example of a scenario-based process is HARA,
where malfunctions and/or the functional insufficiencies are

83786

analyzed in terms of identification of both safety-relevant
scenarios (known-safe and known-unsafe), as well as a set
of unknown-unsafe scenarios, with further focus on required
countermeasures.

The list of metrics is given in Table 6 and includes both
safety and cybersecurity related metrics.

TABLE 6. Assessment metrics.

Metric Id Metric Name

M1 SFF — Safe Failure Fraction

M2 SIL — Safety Integrity Level

M3 SPFM - Single-Point Fault Metric

M4 LFM - Latent (Multi-Point) Fault Metric

M5 PMHF — Probabilistic Metric for Hardware
Failures

M6 PFH — Probability of Failure on Demand per
Hour

M7 SL — Security Level

M8 ASIL — Automotive Safety Integrity Level

M9 Risk

MI10 CDF - core damage frequency

MI11 InTo-CSI — Intrusion Tolerance-based Cyber
Security Index

MI12 MTTC — Mean Time To Compromise

M13 CVSS — common vulnerability scoring system

SFF is a metric used to measure the likelihood of getting a
dangerous failure that is not detected by diagnostics.

SIL is used to claim that all safety instrumented functions
are operating satisfactorily under all stated conditions within
a stated period of time.

SPFM is a hardware architectural metric used to show the
sufficiency of safety mechanisms to prevent risk from single-
point faults.

LFM is a hardware architectural metric used to show the
sufficiency of safety mechanisms to prevent risk from latent
faults.

PMHEF is a probability of a safety goal violation caused by
a random hardware failure.

PFH is the probability of dangerous failure that would
prevent the system to be able to perform its safety function
when required.

SL is a metric to measure how well a system compo-
nent is protected from a certain level of threat and potential
vulnerabilities.

ASIL is a risk classification metric.

CDF is a metric used to measure frequency and conse-
quences considering initiating event frequency with system
failure probabilities and fatalities (or environmental effects).

InTo-CSI is an index defined through relative comparison
of two security states of the same system: a system with-
out any cyber security controls, and a system with scrutiny
controls.
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The value of MTTC is the estimated figure of the time
required for the valid attack assuming uniformly expended
efforts.

CVSS is used to evaluate the severity of vulnerabilities,
representing the virtual consequences on the vulnerable com-
ponent in terms of confidentiality, integrity, and availability.

A considerable number of studies use Risk to represent the
outputs of assessment technique utilization. In most cases,
this metric represents the likelihood of the hazardous event
and the severity of its consequences. Typical examples of
what is used as a risk in the analysed studies are provided
below. In [1], [4], [7], and [9] traditional risk priority num-
ber (RPN) is used, which is determined by three indicators:
effect severity, occurrence probability, and detection diffi-
culty. In [3] it is extended to cover risk interaction. In [5]
risk assessment objectivity and accuracy are enhanced by
the utilization of fuzzy confidence interval number (FCIN),
generalized trapezoidal fuzzy numbers (GTrFN) evaluation
model and the evaluation parameter sensitivity analysis. In [6]
risk is calculated using the severity of the hazard, the expo-
sure of that particular situation and the controllability of the
system to mitigate hazardous situations. In [8] fairness risk
is also considered separately from safety risk. In [10] special
attention is given to considering assurance risks. In [12] risk
is computed using potential risk impact due to vulnerabili-
ties/attacks and the likelihood of the risk. In [13] risk includes
attack cost, attack difficulty, and detected possibility.

C. USING PRIMARY STUDIES TO ANSWER RESEARCH
QUESTIONS

To answer research questions (RQ1) and (RQ2), we have
arranged the selected primary studies in the form of a table
with the following columns (see Table 7):

o Reference;
o Techniques used (see Table 5);
o Metrics (see Table 6).

Based on the analysed studies, the resulting most popular
techniques are listed in Table 8 below.

Therefore, the answer to RQ1 includes the following met-
rics: PFH, SFF, SIL, and ASIL are the most popular safety
metrics. Also, in many studies, generic risk metric is used.

As for cybersecurity (RQ2), SL, MTTC, InTo-CSI, and
CVSS scores are used as quantitative metrics. Just like with
safety, the major part of studies considers generic risk metric
more appropriate and comprehensive.

To answer research questions (RQ3) and (RQ4), we have
arranged the list of selected primary studies in the form of a
table with the following columns (see Table 10):

« Reference;

« Focus on safety;

« Focus on cybersecurity;

« Usage of several assessment techniques;

« Usage of modified assessment techniques;
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TABLE 7. Techniques and metrics of primary studies.

Ref. Techniques Metrics
[1] T14, T2 M9
[2] T1, T2 M3, M4, M5
[3] T14 M9
[4] T14 M9
[5] T14 M9
[6] T4 M9
[7] T14 M9
[8] T14 M9
[9] T14 M9
[10] T17 M9
[11] T18, T4 M8
[12] TI8 M9
[13] T20 M9
[14] T19 M9
[15] T10 M13
[16] T7 M9
[17] T1,T14 M9
[18] T11 M9
[20] T8, T2, T13 M9, M10
[21] T13 M11, M12
[22] T9, T2, T13 M9
[23] T2, T8, T13 M9
[25] T16 M9
[26] T8 M7, M9
[27] T2 M9
[28] T6 M9, M6
[29] T10 M9
[31] T15 M9
[32] T10 M9
[33] T10 M9
[34] T16 M9
[35] T10 M9
[36] T10 M9
[37] T2, T4, T14 M5, M6

[38] T9, T10 M9

[39] T12, T7 M9

[40] T14 M9

[42] T4, T18 M9

[43] T2, T14 M9

[44] Tl M1, M2, M3, M4, M5, M8

[45] T2 M9

[46] T2, T14 M8
[47] T2 M9
[48] T2 M9
[49] T1 M9
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TABLE 7. (Continued.) Techniques and metrics of primary studies.

[50] T2, T9 M9
[51] T2 M9
[52] TS M9
[53] T10 M9

TABLE 8. The most used techniques for safety and cybersecurity
assessment.

Technique Number of

References

1d references

T2 10 [1], [2], [20], [22], [23], [46],
[47], [48], [50], [51]

T14 9 [11, 3], 4], [51. [71, [8], [9], [17],
[37], [46]

T10 7 [29], [32], [33], [35], [36]. [38],
[53]

Tl 4 [2], [17], [44], [49]

T13 4 [20], [21], [22], [23]

T9 3 [22], [38], [50]

T8 3 [20], [23], [26]

TABLE 9. Types of case studies.

Case study
type Id Case study type

Co No case study provided.

Cl The provided case study is only theoretical (formulas
are provided, but no calculations are performed).

C2 The provided case study is demonstrated using a
simulated environment and artificial input values.

C3 The provided case study is demonstrated using a
simulated environment, but real input values are used.

C4 The provided case study demonstrates application on a

real system with real values used.

o Generalization (i.e. utilization of techniques initially
designed for safety assessment to assess cybersecurity
with minor modifications of the technique itself) of
assessment techniques;

o Availability of case study and its type according to
Table 9 below.

The list of possible types of case studies was prepared
after a preliminary analysis of primary studies. Types and
corresponding identifiers are provided in Table 9.

For safety assessment (RQ3), modifications of well-known
reliability assessment techniques like FMEA/FMECA, FTA,
and Bayesian networks are mostly used.

As for cybersecurity (RQ4), either specific modifications
are utilized (like IMECA), or in most cases cybersecurity
assessment is integrated into the overall safety assessment
process. In most cases, the assessment process is risk-based,
including risk identification, risk analysis, risk evaluation,
and documentation.
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The main limitations identified (RQ5) include dimension
issues (the approach is not applicable due to a huge number
of components to be analyzed) and too strict assumptions
(like independent failures or attacks). To overcome such
limitations, modifications to methodologies used are being
introduced, for example, focusing only on elements that
are part of the safety function for complex safety systems,
etc.

V. KEY FINDINGS

The discussion on key findings focuses primarily on the
most interesting results regarding the adopted assessment
techniques, namely their combined usage, proposed modi-
fications, and attempts toward generalization. A few other
general findings are also highlighted.

A. USE OF SEVERAL ASSESSMENT TECHNIQUES

As shown in Table 7, altogether 28 studies were focus-
ing on several assessment techniques utilization. The
main motivation to use several techniques derives from
the fact that the results of one technique usually either
don’t cover all the non-functional aspects of interest (i.e.
the technique is focused on safety and doesn’t consider
cybersecurity issues) or need to be verified through a dif-
ferent technique (i.e. different techniques are used in par-
allel and then the obtained results are being compared and
processed).

Though cybersecurity analysis is implemented in the over-
all 1&C design procedure, it is generally not combined with
the safety analysis development. In several analysed studies,
the introduced approaches comprehended the significance
of integrated safety and cybersecurity analysis and intended
to incorporate both into a joint methodological process. For
instance, two applicable techniques, which describe the inte-
gration of cybersecurity into safety analysis (cybersecurity-
informed safety, or security-informed safety), recommend a
merging of fault tree analysis (FTA) with attack tree analysis
(ATA) or Boolean-driven Markov processes (BDMP). Other
introduced approaches either combine safety and cybersecu-
rity methods, e.g., ATA and bowtie analysis, or integrate both
fields (i.e. implement strategies devoted to ‘‘unintentional”
(safety) events as well as to “intentional” (cybersecurity)
chains).

In [42], the scenario-based approach utilizing HARA and
TARA techniques is pursued. In particular, correlation of
damage scenario and hazard scenario is performed, so as to
show the connection of safety with cybersecurity.

The authors of [37] present a framework for performing
safety analyses, risk assessment, and safety requirements
management using semi-formal and formal techniques like
FMEA, FMECA, and FTA. The framework implements a
compositional V-cycle methodology, covering all phases of
the system development lifecycle. Future integration of other
assessment techniques into the framework is planned by the
authors.
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TABLE 10. The focus of the primary studies.

Ref. Safety Cybersecurity
[1] v

[2], [46] v

[31, [8], [9], [33], [48], [49] v

[4],[22] v

[51, [7] v

[6], [38] v

[10] Vv

[111,[17] v v
[12], [51] v
[13], [14], [26] v
[15], [18], [21], [25] v
[16], [36], [53] v
[20] v
[23], [40], [45] v
[27] v v
[28], [29], [32] v

[31] v v
[34] v v
[35] v v
[37], [47] v

[39] Y v
[42] v v
[43] v v
[44], [50] v

[52] v v

Several assessment

Modification of  Assessment technique Availability of

techniques assessment techniques generalization case study

v v Cl
v Co

v Cl

v C3

v Cc2
v Cc2
v v v Cc2
v v C1
v v C1
v v Cc2

v Cc2
v C1
v Cc2

v Cl

v C2
v Cl
v v Cc2
v v v C1
v C1
v v C1

v v Cl
v Cc2
v v v Cc2
v v C2
v v Cl

B. MODIFICATION OF ASSESSMENT TECHNIQUES

In 33 studies, listed in Table 10, modifications of assessment
techniques are considered. Among the reasons of modifi-
cation, the following are mentioned: dimension problem of
the technique, reduction of resources required to perform
the analysis, and application of well-known approaches to
different domains.

In [5] FMEA is modified by the introduction of the risk
evaluation methodology for controlling multi-uncertainties in
the assessment process. It is shown that the proposed method-
ology can significantly improve the risk assessment results
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and the risk discrimination of failure modes, but at the current
stage controlling only a single uncertainty is implemented.

Authors of [4] propose a novel approach to calculate risk
priority numbers based on factors like severity, occurrence,
and detection during the application of FMEA, and outline
that classical FMEA only considers risk factors regarding
safety, ignoring other factors (i.e. cybersecurity or economic
impacts).

In [27] initial events for FTA include not only
safety-related issues like failures in components or subsys-
tems but also cybersecurity ones like attacks.
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It cannot be too highly stressed that several reviewed stud-
ies provide evidence that methods originally intended for
reliability assessment could be successfully utilized for safety
and/or cybersecurity assessment with minor modifications.
For example, the probabilistic risk assessment method which
is the most general method to get the risk information could
be applied to cybersecurity, safety block diagrams, and cyber-
security block diagrams, etc.

Finally, on the aspect of safety and cybersecurity protection
mechanisms, it is suggested that they could be based on
recent technologies successfully used in other sectors, such
as blockchain technology [41], [52].

C. ASSESSMENT TECHNIQUES GENERALIZATION
Generalization of assessment techniques is addressed only
in 7 studies but looks as a promising direction for research.
The main idea is to develop generic approaches that could be
parametrized, so as to be ‘tuned’ to a required domain or set
of metrics. The relatively limited number of studies could be
explained by the complexity of such task and the amount of
resources needed to provide representative case studies.

In [43], ahybrid ontology is presented that could be utilized
for safety and cybersecurity assessment. The authors claim
that a true combined approach also needs to include depend-
ability engineering to harmonize the basic concepts between
all three disciplines: safety, cybersecurity and dependability.
It is also highlighted that focusing on cybersecurity risks
requires more effort compared to safety risk analyses due
to risk nature: safety risks are based on systematic faults or
quite well-known random faults and allow implementation of
a systematic assessment approach, while cybersecurity risks
are mainly caused by malicious acts which originate a huge
number of possible threat scenarios.

The authors of [31] propose an ontological metamodel
that considers safety, cybersecurity, and resiliency. Co-
engineering of safety and cybersecurity is based on a system
losses approach, i.e. system losses caused either by safety
or cybersecurity violations are prioritized so as to provide
a structured approach for their mitigation. It is claimed that
such an approach allows achieving an overall increase in scal-
ability, usability, and unification of already existing models.

In [17] a generic XMECA (FMECA + IMECA =
XMECA) technique is presented, intended to cover differ-
ent domains — safety and cybersecurity — using a unified
approach. Verification of XMECA results is performed using
EUMECA (E - error, U — uncertainty) with a focus on deci-
sions and judgments made by experts during the XMECA
process.

D. METRICS AND CASE STUDIES

Techniques used in a majority of the analysed studies are

tailored to risk assessment (risk-based approach), covering

only failures, only vulnerabilities, or covering both of them.
Some cybersecurity risk assessment methods with appli-

cation on real I1&C systems are based on national stan-

dards. An example is the Chinese national standard
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GB/T 36466-2018:  Information security technology-
Implementation guide [58]. According to this document,
four risk elements including asset, threat, vulnerability, and
protection capability would be first identified and assessed
adopting a combination of qualitative methods of expert
evaluation and quantitative methods of numerical calculation.
Possibility of, and loss from, security incidents then would be
calculated through the above four elements and, finally, the
risk value is obtained.

Aiming at providing an internationally valid reference
methodology, a common international method for combined
safety and security modeling, design and assessment is an
open and active research topic.

The major part of the case studies presented in the reviewed
publications are theoretical ones or taken from realistic con-
texts but adopting artificial inputs (case studies classified as
C1 and C2 in Table 9). Although application to real systems
would be highly desirable, this is not expected to be possible
in the foreseeable time due to the limitations stated. Indeed,
the assumptions adopted to make the technique manageable
(e.g., with reference to scalability) are sources of inaccuracy
in the obtained results when analyzing realistic systems that
do not fully adhere to such assumptions. Devising assessment
techniques suitable to deal with real system contexts is an
active, challenging research direction.

E. GENERAL FINDINGS

The performed review shows that the focus of recent pub-
lications is more on cybersecurity and less on safety as a
whole. This could be explained by the modernization of
control systems in critical industries, especially towards more
flexibility, but a drawback is that new potential cybersecurity
issues are introduced.

With the integration of information systems and physical
systems, the cybersecurity of information systems and func-
tional safety of physical systems interact with each other,
resulting in a type of new comprehensive problem and intro-
ducing serious risks. New approaches addressing this issue
are needed.

Existing technologies of the I&C system, including pro-
grammable logic controllers (PLCs) and FPGA-based plat-
forms, are vulnerable as they are attractive targets for
the cyberattack threats. Appropriate risk assessment that
includes not only failure analysis and reliability issues but
possible intrusions can strongly contribute to enhancing
cybersecurity and safety, by providing support to the develop-
ment of preventive measures in avoiding/mitigating potential
cyberattacks.

VI. THREATS TO THE VALIDITY OF THIS STUDY
In this section, we discuss major threats to the validity of this
mapping study.

The possibility exists that some relevant studies have not
been chosen due to the expertise of the authors. We mitigated
this threat, as much as possible, by examining the titles,
abstract, and keywords at the first stage and going deeper into
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the checks at the second stage, following the steps shown in
Figure 1. Moreover, several meetings have been carried out
during the selection process, to discuss possible doubts.

Another potential threat relates to the defined search string,
since a different set of primary studies may be derived with
even slight variation of the search string. This threat charac-
terizes all systematic surveys. To mitigate it, we discussed
in depth the goal of the planned study, for which clear and
relevant research questions were then identified and used to
build the search question.

Regarding the quality of reviewed studies, we did not
adopt any specific quality criteria, as usually recommended
when performing systematic literature reviews and mapping
studies. However, we excluded studies that had not undergone
a peer-review process, thus assuring the scientific quality of
the selected papers.

Potential issues on generalization of the obtained results
constitute another threat that is common to all the mapping
studies. While it is not feasible to generalize the drawn con-
clusions to the whole universe of primary studies on a specific
topic, to mitigate this threat we considered only primary
studies published during the last 5 years, thus focusing mainly
on current trends in the field.

VII. CONCLUSION

This mapping study analysed 49 papers dealing with cyber-
security and safety assessment. Major concluding points
include:

o Itisobserved that out of the 49 included studies, 16 focus
on cybersecurity only, 23 focus on safety only, and the
remaining 10 are based on a joint approach to safety and
cybersecurity. This distribution trend testifies that needs
in the different application domains are rather wide in
terms of metrics of primary interest.

« It should be particularly emphasized that the majority of
techniques used in studies were either based on simula-
tion analysis or theoretical concepts.

o A great majority of the studies (33 out of 49) propose
modifications/extensions of classical assessment tech-
niques, either to address joint safety and cybersecurity
analysis, or to accommodate new needs of the applica-
tion context. This trend shows that classical assessment
techniques, well consolidated by long-lasting practice,
are still very popular and constitute a basis for enhance-
ments to satisfy more sophisticated analysis needs.

The results of the performed survey indicate the lack
of a systematic process of unified safety and cybersecurity
assessment.

Among future research directions for safety and cyberse-
curity integration:

o There is a clear need in putting efforts into developing

a generic technique (method or standard) supported by
tool to combine cybersecurity and safety, which can
be helpful for different applications in critical indus-
tries, since the significance of integrating both measures
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was demonstrated in this mapping study, and a generic
approach may offer benefits such as feasibility and flex-
ibility.

o It is observed that there are various approaches for
evaluating the indicators of interest, including the usage
of different assessment techniques and comparison of
their outputs for validation purposes. A more extended
investigation is necessary to estimate the accuracy and
efficiency of assessment mechanisms, in order to find
the optimal option to employ in a specific context,
guided by criteria of accuracy and cost.
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