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Abstract. Context and Motivation Attack-Defense Trees (ADTs) are a
graphical notation used to model and assess security requirements. ADT's
are widely popular, as they can facilitate communication between differ-
ent stakeholders involved in system security evaluation, and they are for-
mal enough to be verified, e.g., with model checkers. Question/Problem
While the quality of this notation has been primarily assessed quanti-
tatively, its understandability has never been evaluated despite being
mentioned as a key factor for its success. Principal idea/Results In this
paper, we conduct an experiment with 25 human subjects to assess the
understandability and user acceptance of the ADT notation. The study
focuses on performance-based variables and perception-based variables,
with the aim of evaluating the relationship between these measures and
how they might impact the practical use of the notation. The results
confirm a good level of understandability of ADTs. Participants consider
them useful, and they show intention to use them. Contribution This is
the first study empirically supporting the understandability of ADTs,
thereby contributing to the theory of security requirements engineering.

Keywords: security requirements - Attack-Defense Trees - understand-
ability evaluation - empirical user study - Method Evaluation Model

1 Introduction

The definition of security requirements entails the representation and analysis
of envisioned threats and mitigation solutions, oriented to eventually define a
security policy [10]. Several notations have been proposed in requirements engi-
neering (RE) to model and analyse security requirements, such as extensions of
well-known notations (e.g., Secure I* [21] and Secure UML [22]) and other com-
prehensive notations with analysis capabilities (e.g., the Socio-Technical Security
Modelling Language (STS-ML) [29] and the Restricted Misuse Case Modeling
(RMCM) approach [23]).
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Among this variety of proposals, Attack-Defense Trees (ADTs) offer a graph-
ical notation used to model and assess the security requirements of systems or
assets. They provide a representation of possible actions an attacker might take
to attack a system and the measures that a defender can employ to protect
the system [15]. The purposes of ADTs are multiple. In addition to providing a
threat modelling methodology, they can be used for quantitatively assessing the
security of a system (e.g., with model checking). Moreover, ADTs are useful for
facilitating communication between stakeholders from different fields and with
different backgrounds (e.g., domain experts, security experts).

Several studies have shown how graphical notations are more comprehensi-
ble by humans than textual notations [32,35]. However, although ADTs have
been claimed as one of the most popular graphical models for system security
analysis [11], extremely easy to use also for novice users [38], and as an easily
understandable human-readable notation [8], no user study has been proposed to
verify these hypotheses. Albeit this research direction holds promise and would
be helpful in evaluating their effectiveness [11,19,20]. Indeed, beyond the realm
of attack trees, there exists a substantial body of empirical research literature
focused on security modelling and assessment [6,17,18]. These kinds of studies
are particularly beneficial given the centrality of humans in system security—
both for possible insider attacks and for human errors that make the system
vulnerable [8].

In this paper, we present the first experiment that aims at investigating the
quality of the ADT notation, both in terms of understandability and in terms
of user acceptance. We designed the study based on the Method Evaluation
Model (MEM) [27], a model used to evaluate information technologies, which
extends the Technology Acceptance Model (TAM) [7]. We adapt MEM following
the approach by Abrah&o [1] and identify two classes of variables: performance-
based and perception-based. The performance-based variables aim at assessing
the understandability of ADTs, while perception-based variables seek to evaluate
the users’ acceptance of ADTs.

Our results show that: (1) ADTs are sufficiently understandable; (2) ADTs
are perceived as easy to use and useful, and participants express the intention to
use them; (3) there is a relationship between perceived usefulness and intention to
use; (4) there are no significant relationships between various performance-based
measures of understandability (effectiveness and efficiency) and perception-based
variables (ease of use, usefulness, intention to use), except in the following cases:
(a) perceived ease of use has a positive relationship with effectiveness, i.e., those
who make fewer mistakes in different ADT understandability tasks generally con-
sider the notation easier; (b) those who apply the method better in practice also
consider it more useful; (c) those who make fewer mistakes when observing the
notation used in realistic contexts, consider the method easier. Our replication
package is publicly available [4].

Related Work. Several notations have been proposed in RE to model and analyse
security requirements [26,13,34,37]. Some of these notations are extensions of
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existing notations, like Secure I* [21], KAOS [30]), Secure UML [22], Misuse
cases [33], and Secure Tropos [12].

Other attempts, some based on the languages above, also offer analysis ca-
pability. In particular, the ones mentioned in the Introduction. STS-ML [29] is
an actor- and goal-oriented security requirements modelling language based on
Tropos, able to capture system security needs and requirements at the organi-
sational level and reason about corporate assets, social dependencies, and trust
properties. RMCM [23] is a use case-driven modelling method that uses misuse
case diagrams [33] to support the specification of security and privacy require-
ments of multi-device software ecosystems in a structured and analysable form.
The Risk-based Security Requirements (RBSR) model [9] associates security re-
quirements with specific weaknesses and risk profiles that can vary over time
and provides mitigation accordingly to these variations. Finally, [39] introduces
a threat-based security framework and its Business Process Model and Notation
(BPMN) extension to model the security threat and support risk analysis.

Labunets et al. observed a difference in the representation of security risk
assessment between academic proposals and industry standards. Academic ap-
proaches favour graphical notation, while the industry leans towards tabular
models. Several studies were conducted to compare the effectiveness of graphi-
cal and tabular models. [17] proved that both methods are equally effective. In
[18], a comparative analysis of visual and textual risk-based approaches revealed
that the visual method is more effective for identifying threats, while the textual
method is slightly better for eliciting security requirements.

In [19], the results of an empirical evaluation conducted to determine the ef-
fectiveness of two attack modelling techniques, an adapted attack graph method
and the fault tree standard, are reported. The results indicate that the attack
graph method is more effective than the fault tree method.

2 Attack-Defense Trees

The assessment of system security through graphical tree structures originated
in 1960 with fault tree analysis [36], and gradually spread with the usage of
similar structures such as attack trees [31,24]. To manage the dynamic nature of
system security, Attack-Defense Trees (ADTs) [15] were introduced, extending
attack trees with defense strategies and quantitative risk assessment [14,3]. ADTs
model attack-defense scenarios, namely 2-player games between a proponent and
an opponent.

Formally, ADTs are rooted trees with labelled nodes of two opposite types:
attack nodes and defense nodes, representing the goals of the attacker and the
defender, respectively. The root can be either type: if the root is an attack node,
the proponent is an attacker; conversely, if the root is a defense node, the pro-
ponent is a defender. The main goal can be refined into sub-goals, described
by its child nodes of the same type. The refinement can be either conjunctive
(i.e., all sub-goals must be achieved to achieve the parent goal) or disjunctive
(i.e., at least one of the sub-goals must be achieved to reach the parent goal).
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A node with no children of the same type is called a non-refined node, and it
represents a basic/atomic action. Each node may have one child of the oppo-
site type, representing a countermeasure to its (sub-)goal. Essentially, an attack
node may have a number of children that refines the attack and a single defense
node that fends it off. Conversely, a defense node may have a number of chil-
dren which refines the defense, and a single attack node that counterattacks it.

To demonstrate the features of ADTs,
we present a simple fictitious scenario de-
scribing the theft of the Mona Lisa paint-
ing (cf. Fig. 1). To steal the painting, two
kinds of attacks can be carried out: en-
ter the Louvre museum by the door or by
the window. Figure 1 shows in detail only T B A
the door branch (further attacks and de- :
fenses could easily be added). To secure
the door, the museum can use an alarm;
however, the attacker can perform a coun-
terattack by forcing the alarm system. To
do so, the attacker needs to get both the >
username and the password.

Evaluation of ADT's has so far consid-
ered issues like the consistency between
an ADT and the system and the impact Fig.1: ADT for theft of Mona Lisa.
of repeated labels on results [2,16]. As far
as we know, there is no work in the literature that has focused on the assess-
ment of the comprehensibility of ADTs (neither of attack trees). Albeit their
comprehensibility is usually assessed as a factor of success [8,38,11].
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3 Method Evaluation and Technology Acceptance Model

The Method Evaluation Model (MEM) [27] is a model used to evaluate new
information technologies. According to MEM, the usage of new technologies is
influenced by a set of perception-based variables and performance-based variables.

The perception-based variables are used to gauge the level of acceptance of
the technology and include the perceived ease of use (PEOU), which measures
how easy the technology is perceived to be, the perceived usefulness (PU), which
measures how useful the technology is perceived to be, and the intention to use
(ITU), which measures the extent to which users intend to use the technology in
the future. The performance-based variables consist of efficiency and effective-
ness, which measure the effort required to use the technology and how well the
technology has been used to reach the goals, respectively. Essentially, the adop-
tion of a new technology depends not only on whether it is actually effective but
also on whether the users perceive it to be effective.
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MEM has been applied in the fields of RE [1] and language comprehension [5].
In both studies, the performance-based variables (efficiency and effectiveness)
have been adapted to measure the understandability of requirement models and
language constructs, respectively. In practice, the performance-based variables
are understandability effectiveness and understandability efficiency, computed
based on the results obtained by sample subjects in problem-solving tasks. This
paper adopts this approach and further decomposes the variables into fine-
grained dimensions (cf. Sect. 4). In line with MEM, we evaluate if these variables
are related to perception-based variables.

4 Study Design

Our experiment aims to study the degree of ADTs understandability and users’
acceptance. We also study if there is a relationship between the degree of accep-
tance of the notation and its understandability.

4.1 Variables, Research Questions, and Tests

Acceptance and Understability Dimensions. Users’ acceptance is based on the
MEM model presented in Section 3. In particular, we evaluate acceptance using
the three perception-based variables from the MEM (PEOU, PU, and ITU).

Understandability is evaluated in terms of effectiveness and efficiency based
on the results of sample subjects in some problem-solving tasks (as suggested
by the literature, e.g., [28]). For both effectiveness and efficiency, we further dis-
tinguish between fine-grained understandability, which considers three different
dimensions of understandability separately, and coarse-grained understandabil-
ity, which measures the average across the dimensions. The dimensions are:

UNC Understandability not in context measures the comprehensibility of ADT's
syntax. It assesses users’ ability, after ADT training, to identify correct ADT
construction, recognise nodes (for attack and defense), refinements (conjunc-
tive and disjunctive), countermeasures, and understand sequential actions
and their temporal order in ADTs.

UIC Understandability in context measures the comprehensibility of ADTs se-
mantics. It assesses users’ ability, after training, to answer questions about
both existing and instantiated ADTs and to recognise if an ADT accurately
models a specific behaviour in a given scenario.

TRF Transferability measures the practical use of the notation, evaluating
users’ ability, after training, to create or modify ADTs. This includes recog-
nising the appropriate elements to add to the tree for modelling specific
behaviour and knowing where to place these elements.

Research Questions. We aim to answer the following research questions:

RQ1 How well users understand ADTs? This RQ aims to understand the level
of effectiveness and efficiency with which users comprehend ADTs.
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RQ2 What is the degree of acceptance of ADTs by users? This RQ aims to
understand how much users perceive the notation as easy to use and useful
and to what extent they intend to use ADTs in the future.

RQ3 What is the relationship between ease of use/usefulness of the notation
and intention to use it in the future? Differently from RQ1, which focuses
on each perception-based variable independently, this RQ aims at checking
whether there is a relationhip among the variables, and in particular, if ease
of use and usefulness are related to intention to use.

RQ4 What is the relationship between the overall ADT understandability and
the users’ perception of ADTs’ ease of use and usefulness? With this RQ,
we check whether users who perform best in understanding the notation also
tend to evaluate the ADTs as easier and more useful.

RQ5 What is the relationship between the different dimensions of understand-
ability and the users’ perception of ADTs’ ease of use and usefulness? Here,
we want to check if there is an understandability dimension that is related
to the perception of users in terms of ease of use and usefulness.

Variables for Acceptance and Understandability. We measure the three percep-
tion-based variables (PEOU, PU, and ITU) through an instrument adapted from
MEM [27], namely a questionnaire composed of a set of statements for each vari-
able. We shuffle the statements and add their negated version to avoid systematic
response bias (i.e., both the statements “ADTs are easy to learn” and “ADTs
are not easy to learn” are present) [1]. Users need to evaluate each statement
on a Likert scale from 1 (strongly agree) to 5 (strongly disagree). Table 1 shows
the list of positive statements for PEOU, PU, and ITU. Each variable is com-
puted as the mean of its statements points (the points for negative statements
are counted as 6 minus the points given as the answer).
Understandability dimensions are measured through specific tasks:

1. UNC is measured through a set of true/false questions on domain-agnostic
ADT fragments (A, B, C instead of names), to ensure that users’ responses
are not influenced by knowledge of the domain.

2. UIC is evaluated through a set of yes/no questions on instantiated ADTs
fragments.

3. TRF is measured through a number of instantiated ADTs fragments to ex-
tend with a set of requests.

For each of these dimensions, we compute effectiveness as the number of cor-
rect answers over the number of questions and efficiency as effectiveness over
time [1]. Therefore, we have six different variables: UNC effectiveness, UNC
efficiency, UIC effectiveness, UIC efficiency, TRF effectiveness, and TRF effi-
ciency. For what concerns total understandability, we compute understandability
effectiveness as the mean of the effectiveness of the three dimensions and under-
standability efficiency as the mean of the efficiency of the three dimensions.

Hypothesis Testing. To answer the research questions, we test a number of NULL
hypotheses (cf. Table 2). Not all the combinations of variables are considered,
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Table 1: Perception-based statements (positive statements).

Statements

PEOU |[1. It was easy for me to understand what the ADTs represented.

. ADTs are simple and easy to understand.

. Overall, the ADTs were easy to use.

1
2
3. ADTs are easy to learn.
4
1

PU . Overall, I think that ADTs provide an effective means for describing security threats

and countermeasures.

2. I believe that ADTs have enough expressiveness to represent security threats and coun-
termeasures.

3. Overall, I find ADTs to be useful.
4. I believe that ADTs are useful for representing security threats and countermeasures.

5. Using ADTs would improve my performance in describing security threats and counter-
measures.

6. I believe that ADTs are organised, clear, concise, and unambiguous.

7. 1 believe the use of ADTs would reduce the time required to represent security threats
and countermeasures.

ITU 1. If T were to work for a company in the future, I would use ADTs to specify security
threats and countermeasures.

2. I intend to use ADTSs in the future if given the opportunity.

w

. I would recommend the use of ADTs to security practitioners.

4. It would be easy for me to become skilled in using ADTs.

following the approach by Abrao [1], who relates ITU to PU and PEOU only,
and not to performance-based variables.

4.2 Study Phases

The study is conducted online (material in [4]) and structured in 6 phases.

Phase 1 — Recruitment. Participants are contacted through a recruitment
e-mail with all the information needed to perform the study. Specifically, links
to a video training, a spreadsheet file where to get their identifier and the link
to the test, the pre- and post-test questionnaires, the consent form, and study
instructions.

Phase 2 — Binding. To ensure anonymity, participants are provided with a
unique alphanumeric identifier via a spreadsheet file with a link to their test doc-
ument (there is a different document for each participant). They are instructed
to keep the identifier for the entire test, preserve the link to the test document to
be used in a subsequent phase, and use incognito mode to protect their identity.

Phase 8 — Training. Before starting the test, we ask participants to watch
a video that presents the ADT notation. The video is available online (https:
/ /youtu.be/KLIH-yultgl) and it contains all the information needed to complete
the test. Participants are asked to use this support only once before they begin
the test.

Phase 4 — Pre-test questionnaire. We ask participants to fill out an online
questionnaire whose link has been sent by e-mail during the recruiting phase. The
questionnaire collects information about gender, age, education, employment,
work area, level of knowledge of ADTs, and education on ADTs. Participants
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Table 2: Hypotheses for each research question.

RQ1 H1o |Users are not effective in understanding ADTs

H2, |Users are not efficient in understanding ADTs

H3p [ADTs are perceived as difficult to use

RQ2|H4o |ADTs are perceived as not useful

H5p |There is no intention to use the ADT in the future

H6o |There is no relationship between perceived ease of use and perceived usefulness
RQ3|H7o |There is no relationship between perceived usefulness and intention to use
HB8p |[There is no relationship between perceived ease of use and intention to use

H9¢o |[There is no relationship between understandability effectiveness and perceived ease of use

RQ4 H100 | There is no relationship between understandability effectiveness and perceived usefulness

H11g |There is no relationship between understandability efficiency and perceived ease of use
H12¢ [ There is no relationship between understandability efficiency and perceived usefulness

H13g [ There is no relationship between understandability not in context effectiveness and perceived ease of use
H14¢ | There is no relationship between understandability not in context effectiveness and perceived usefulness

H150 | There is no relationship between understandability not in context efficiency and perceived ease of use

H16¢ | There is no relationship between understandability not in context efficiency and perceived usefulness
H17¢ |There is no relationship between understandability in context effectiveness and perceived ease of use
H18¢ [ There is no relationship between understandability in context effectiveness and perceived usefulness

RQ5

H19¢ [ There is no relationship between understandability in context efficiency and perceived ease of use
H20¢ | There is no relationship between understandability in context efficiency and perceived usefulness
H21 [ There is no relationship between transferability effectiveness and perceived ease of use

H22¢ | There is no relationship between transferability effectiveness and perceived usefulness
H23( | There is no relationship between transferability efficiency and perceived ease of use
H24¢ | There is no relationship between transferability efficiency and perceived usefulness

have to mark the questionnaire with the identifier received during the binding
phase (Phase 2).

Phase 5 — Test. We ask participants to fill out the test in all its phases. The
test is accessible through the link received during the binding phase (Phase 2);
such a link leads to an editable online document (a different document for each
participant). The spreadsheet accessed in Phase 2 enables us to bind each doc-
ument to the ID of the corresponding user. The test is composed of 4 steps:

i Retention. Retention measures the comprehension of the training material
and the ability to retain knowledge from it. We use this step to keep in the
participants’ memory the concepts presented in the training video that they
will need during the test. The outcome of this step is not utilised in the
calculation of understandability. In this step, a list of figures (i.e., all figures
in the legend of Fig. 1) is presented and, for each figure, a table with two
definition options. Participants are asked to mark the right definition for
each figure.

ii Understandability not in context. With this step, we want to get how
understandable is the syntax of the notation for the participants. In this
step, 6 items are presented, and for each of them, we show one or more
attack-defense tree fragments and 4 statements. Participants have to check
for each of the statements whether it is true or false. Participants are asked
to write down the starting (when starting step ii) and finishing time (when
completing all the steps).

iii Transfer. Transfer measures how much is transferable the knowledge ac-
quired through the training material. In this step, three attack-defense tree
fragments are presented and, for each of them, a list of three requests. Par-
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ticipants are asked to modify the tree fragments according to the requests
using an editable diagram embedded in the document (the instructions to
modify the diagram are written inside the diagram itself). The three ADT
fragments used represent common and familiar types of attacks, namely an
attack on a bank account, an attack to open a safe lock, and an attack to
burgle a house. For each fragment, three requests were made, each with in-
creasing levels of difficulty: (i) participants are asked to add a node to the
tree and specify the type of node and its position; (ii) participants are asked
to add all the nodes necessary to model a given situation; (iii) participants
are asked to modify the tree according to given syntactic and/or semantic
constraints. For each of the three items, participants are asked to write down
starting and finishing times in the appropriate lines.

iv Understandability in context. With this step, we want to perceive to
what extent users, after a training phase on ADTs, are able to answer ques-
tions about given ADTs. In this step, three attack-defense tree fragments are
presented, and, for each of them, a list of three yes/no questions. Participants
are asked to answer the questions by typing in the document “yes” or “no”.
The three ADT fragments used are extended versions of the fragments used
in the Transfer step (cf. step iii). For each of the three items, participants
are asked to write down starting and finishing times in the appropriate lines.

Users are not bound by a specific time frame for the test phase, but allocating
the authors ter Beek and Lluch Lafuente, who are ADT experts [3]). This dura-
tion considers the time required for reading and analysing questions, processing
ADT fragments, providing accurate answers, and adapting to the platform used.

Phase 6 — Post-test questionnaire. We ask participants to fill out an online
questionnaire whose link has been sent by e-mail during the recruiting phase.
We use this phase to measure the perception-based variables (namely, PEOU,
PU, and ITU) through a set of statements users need to rate from 1 to 5. The
questionnaire contains 8 statements concerning PEOU, 14 statements on PU,
and 8 statements concerning ITU (see Table 1). Participants have to mark the
questionnaire with the identifier received during the binding phase (Phase 2).

5 Study Execution

The experimental study protocol containing the definition of the study phases, its
rationale, as well as the data analysis process has been submitted to the ethical
committee of the Italian National Research Council (CNR), which authorised
the administration of the test. To take part in the study, participants are asked
to sign an informed consent for the processing of personal data.

Participants. In total, 25 participants took part in the study: computer science
students, Ph.D. students, and professors; researchers in the field of software en-
gineering, formal methods, and security; participants belong to Kennesaw State
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Table 3: Descriptive statistics.

Variables [Median[Mean[ Std. dev.[ Min. [Maz.l

PEOU 4.25 | 4.18 | 0.563 [2.875| 5
PU 4 3.92 0.37 |2.929(4.571

ITU 3.875 | 3.88 | 0.403 3 5
UNC effectiveness 0.750 [0.783| 0.083 |0.625|0.958
UNC efficiency 0.094 |0.103| 0.046 |0.024|0.188

UIC effectiveness 0.889 |0.907| 0.175 [0.111] 1
UIC efficiency 0.250 {0.264| 0.135 [0.009|0.500

TRF effectiveness 0.667 |0.613| 0.267 0 1
TRF efficiency 0.023 |0.026| 0.015 0 |0.049
understandability effectiveness| 0.792 |0.768| 0.134 |0.287|0.986
understandability efficiency | 0.118 |0.131| 0.059 [0.011|0.241

University, CNR, University of Pisa, and the Technical University of Denmark.
Participants in the study were selected opportunistically based on their avail-
ability. They were of both genders (56% men, 40% women, 4% prefers not to
answer), aged between 21 and 56 years old. We asked them to self-evaluate their
knowledge of ADTs before the test on a 5-point scale from 1 (no knowledge) to 5
(advanced) and whether they knew similar notations. The results are reported in
Figures 2 and 3, respectively. A total of 80% of the participants did not receive
any education on ADTs before the test; the remaining participants attended a
university course, a seminar, or self-educated.

| of knowled ‘ Similar notations known
. Level of knowledge of ADTs r‘,,,,wiFauIttrees

T % UML diagram
~_Data flow diagram
~_Game trees
Py None _ Adversial search
Trees
_ Feature diagram
P ~ And-or trees

Fig. 2: Level of knowledge of ADTs. Fig. 3: Similar notations known.

Results. Table 3 shows descriptive statistics for all the variables gathered with
the test, i.e., the perception-based variables (PEOU, PU, and ITU) and the
performance-based variables: (1) understandability not in context effectiveness
and (2) efficiency; (3) understandability in context effectiveness and (4) effi-
ciency; (5) transferability effectiveness and (6) efficiency; and (7) understand-
ability effectiveness and (8) understandability efficiency.

The perception-based variables are all above the average value of the Likert
scale (i.e., 3), which thus suggests a general degree of acceptance of the notation.
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The results indicate that users perceive ADTSs as easy to use (mean score of 4.18)
and as useful (mean value 3.92). Results also suggest that users intend to use
the notation in the future (ITU has an average score of 3.88).

The results indicate a generally good level of understandability of ADT no-
tation with an average total understandability effectiveness above 0.76, meaning
that ~ 77% of the questions of the test are correctly answered.

Regarding the different dimensions composing understandability, the results
show that understandability in context is the measure that provides the highest
contribution (average effectiveness of 0.907), followed by understandability not
in context (effectiveness = 0.783) and transferability (effectiveness = 0.613).
This suggests that while participants understand the syntax and semantics of
ADT fragments, they have more difficulty applying them in practice. For what
concerns efficiency, we observe a similar trend, thereby confirming that ADTs
“in action” are perceived as more difficult.

Table 4 summarises the relation between variables expressed in the hypothe-
ses addressing each RQs presented in Section 4. For each hypothesis, the column
“Reject” reports a “T” if the hypothesis has been rejected and an “F” other-
wise. Below we discuss in detail only the rejected NULL hypotheses because no
conclusions can be made for the others.

RQ1. To answer RQ1, we applied a Wilcoxon signed rank test to check
whether effectiveness and efficiency are significantly above the target values of 0.6
(indicating a sufficient performance according to ter Beek and Lluch Lafuente,
two ADT experts [3]) and of 0.015 (i.e., 60% of 1 (maximum effectiveness)/40
min (expected completion time)), respectively. We apply a non-parametric test
(i.e. Wilcoxon signed rank) because the normality check, performed with the
Kolmogorov-Smirnov test, fails for all the variables with p-value well below the
0.05 significance level. The test results show that both variables are significantly
higher than the target values for o = 0.05, with p-values of 0.000139 and 7.381e-
06, respectively, with large effect-size (cf. Table 4). Therefore rejecting H1y and
H2(, and attesting a sufficient overall understandability of the ADT no-
tation. Fine-grained effectiveness and efficiency measures are all significantly
greater than the respective reference values for both effectiveness and efficiency,
with the exception of transferability; we refer to [4] for detailed information.

RQ2. To answer RQ2, we applied a Wilcoxon signed rank test to check
whether PEOU, PU, and ITU are significantly above the average value of the
Likert scale (i.e., 3). The test results show that all the variables attesting the
acceptance are significantly higher than 3 for « = 0.05, with p-values of 1.077e-
05, 7.109e-06, and 9.282e-06, respectively, with large effect-size (cf. Table 4).
Therefore rejecting H3p, H4p, and H5g and confirming the overall degree of
acceptance of the ADT notation as high. As the boxplot in Figure 4 shows,
while ITU and PU have comparable values, PEOU receives the highest score.
This suggests that ease of use is the main characterising quality of ADTs.

RQ3. To answer RQ3, we fit a regression linear model between PEOU and
PU, and between both PEOU and PU and ITU. As shown in Figure 5a, the
test results attest that there is a significant positive relationship between PU
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Table 4: Statistics summary.
Blue rows indicate NULL hypotheses that have been rejected (p-value < 0.05)

The term “effv” indicates effectiveness and the term “effc” indicates efficiency.
RQs| Hyp. Variables Reject p-value Effect-size
RQ1 Hlg Effectiveness T 0.000139 1.255714
H2 Efficiency T 7.381E — 06 1.983621
H3o PEOU T 1.08E — 05 2.097433
RQ2| H4q PU T 7.11E — 06 2.485847
Hb5¢ ITU T 9.28E — 06 2.185815
RQs| Hyp. | Relation between variables| Reject Eq. p-value
H6o PEOU — PU F PU = 3.6 + 0.073 * PEOU 0.5962
RQ3| H7g PU — ITU T ITU = 0.5 + 0.86 * PU 2.44E-06
H8p PEOU — ITU F ITU = 2.9 + 0.24 * PEOU 0.108
H9¢ und. effv - PEOU T PEOU = 2.8 + 1.8 * und.effv | 0.03677
RQ4 H109 und. effv — PU F PU = 3.2 4+ 0.97 * und. effv 0.08483
H11g und. effc - PEOU F PEOU = 3.8 4+ 2.7 * und. effc 0.1752
H12¢ und. effc -+ PU F PU =4 - 0.5 * und. effc 0.8492
H13¢ UNC effv — PEOU F PEOU = 4.5 - 0.74* UNC effv 0.7578
H14 UNC efftv - PU F PU = 4.5 -0.44 * UNC effv 0.4241
H15¢ UNC effc - PEOU F PEOU = 3.9 + 2.9 * UNC effc 0.2606
H16¢ UNC effc -+ PU F PU = 3.9 - 0.22 * UNC effc 0.8952
H17o UIC effv — PEOU T PEOU = 2.8 + 1.5 * UIC effv | 0.02051
RQ5 H18y UIC efftv — PU F PU = 3.5 + 0.43 * UIC effv 0.3332
H19¢ UIC effc - PEOU F PEOU = 3. 9 + 1.1 * UIC effc 0.2168
H20¢ UIC effc —» PU F PU =4 - 0.16 * UIC effc 0.7812
H21, TRF effv - PEOU F PEOU = 3.7 4+ 0.73 * TRF effv| 0.08802
H22, TRF effv - PU T PU = 3.5 + 0.62 * TRF effv 0.02494
H23¢ TRF effc - PEOU F PEOU = 3.9 + 10 * TRF effc 0.2105
H24, TRF effc - PU F PU = 3.8 + 3.9 * TRF effc 0.4685

5.0- 7

4.5-

3.0-

ITU

PEOU

.
.
o

PU

Fig. 4: Result for RQ2: boxplot of users’ acceptance variables

and ITU (p-value = 2.44e-06). We can thus reject H7; and suggest that users
intend to use the notation in the future more for its usefulness than
for its easiness.
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RQ4. To check if there is a relationship between the understandability of
the notation and the users’ perceptions about its easiness and usefulness, we test
H9¢—H12g by fitting a linear model between PEOU and PU and understandabil-
ity effectiveness, and between PEOU and PU and understandability efficiency.
Our results show a significant positive relationship between effectiveness and
perceived ease of use (cf. Fig. 5b), suggesting that users who perform best
in the test tend to evaluate better the notation in terms of easiness.

5.0-
45-
45-
4.0
S indicator o, 40" indicator
= PEOU 2 PEOU
3.5 = PU Z 35 - PU
y=0.5+0.86 x
3.0-
3.0-
y=32+0.97x
. ‘ ‘ . ‘ 25-
3.0 35 4.0 4.5 5.0 0.4 0.6 0.8 1.0
indicator effectiveness
(a) Relationship between PEOU and (b) Relationship between understandability
PU and ITU. effectiveness and PEOU and PU.

Fig.5: Results for RQ3 and RQ4.

RQ5. Finally, to understand whether one of the understandability dimen-
sions affects most the perceived easiness and usefulness, we fit a regression lin-
ear model between the perception-based variables (PEOU and PU), and the
effectiveness and efficiency of the three understandability dimensions (under-
standability not in context, understandability in context, and transferability).
Our results show that the effectiveness of understandability in context and of
transferability both have a significant positive relationship with PEOU and PU,
respectively (cf. Figs. 6a and 6b). We can thus reject H17¢ and H22g, and confirm
that users who observed instantiated trees and understand their meaning tend
to evaluate the notation as easier, while users who apply the method better by
extending the tree correctly tend to evaluate it as more useful. This suggests that
users who successfully use the notation in practice, tend to appreciate
it more.

5.1 Threats to Validity

Construct Validity. Users’ acceptance was assessed through existing models [27]
and adapted to the ADT notation according to [1]. The usage of effectiveness and
efficiency for understandability performance is widely used in the literature (cf.,
e.g., [1,27,5]). For what concerns the understandability dimensions, retention
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4 45-

o indicator 240- indicator
p=} 3 4.

3 PEOU & PEOU
> N — PU > - PU

3.5-
. . y=35+0.62x
y=35+0.43 x
2- 3.0-
0.25 0.50 0.75 1.00 000 025 050 075  1.00
effectiveness in context transferability effectiveness

(a) Relationship between understandability (b) Relationship between transferability
in context effectiveness and PEOU and PU. effectiveness and PEOU and PU.

Fig. 6: Results for RQ5.

and transferability are adapted from [25,1], even if here we use retention as a
means to retain the information gathered from the training phase rather than a
dimension to be measured. Understandability not in context and in context are
measures adapted from [1] to address the evaluation of syntax and semantics.
The tasks used for each dimension have been revised by two ADT experts and
considered appropriate to evaluate the understandability of the notation.

Internal Validity. To prevent systematic response bias in user acceptance
questionnaires, we mixed positive and negative statements. Moreover, to min-
imise participant response bias and limit the possible tendency of users to provide
positive answers to please the researchers, the experiment was conducted com-
pletely online; thus, none of the users met the experimenter. This approach not
only preserved participant anonymity but also created a more naturalistic set-
ting, minimising biases introduced by participants’ awareness of being observed
and diminishing the Hawthorne Effect. The support used during the test (e.g.,
the editable online document and diagram) may have influenced users’ perfor-
mance. To study this hypothesis, further investigation with users must be carried
out to grasp their difficulties with the support.

Ezternal Validity. The selected participants encompass diverse genders and
experience levels, enhancing generalisability. Participants were opportunistically
chosen from the academic field, varying in seniority. However, their representa-
tion may not fully encompass all ADT user classes, influencing study results.
Further research involving users from different fields is needed to confirm the
applicability of conclusions across all user classes. It should also be noted that
this study is a controlled experiment, which aims to maximise internal validity
and does not evaluate ADT users in a realistic setting, where contextual fac-
tors play a relevant role. Therefore, case studies are needed to confirm that our
conclusions apply in a real-life security analysis environment.
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6 Conclusion and Future Work

In this paper, we presented the first empirical study to assess the quality of ADT's
in terms of users’ acceptance and understandability. Our evaluation measures
how well the notation can be used in practice. In particular, our study focused
on assessing users’ perceptions variables that attest the notation appreciation
in terms of ease of use, usefulness, and intention to use, and of performance
variables that attest the degree of understandability of the notation in terms of
effectiveness and efficiency. Understandability has also been studied according
to three different fine-grained dimensions, and the relation between all these
variables has been evaluated through multiple statistical tests.

Our results suggest that the ADT notation is sufficiently understood and
greatly appreciated by users, specifically, the main aspect characterising its qual-
ity is its ease of use. Overall, the notation has a good level of understandability
with a total average effectiveness above 0.76. Among its dimensions, we note
better performance in more practical tasks (i.e., those related to observing and
extending instantiated trees). Concerning relationships among the variables, we
note that general understandability and understandability in context have a re-
lationship with the perceived ease of use and that the ability to apply ADT in
practice has a relationship with the perceived usefulness.

In future research, we plan to address user challenges in the test by conduct-
ing interviews to assess the impact of the platform on performance. To enhance
result accuracy, we will broaden our subject pool, including users from diverse
classes, such as those in the security field. We also intend to compare user perfor-
mance and perceptions across ADTs and other security requirements modelling
techniques, preferably textual methods. Additionally, our analysis will encom-
pass various commercial and academic ADT tools.
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