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Abstract—Search and rescue operations are critical and involve
logistical and human infrastructures, requiring high technology
trustworthiness. A multi-layer secure architecture on top of
a drone mesh is presented to address these challenges. It is
leveraged by security features such as blockchain and CIA-
compliant communication paradigms.

Index Terms—SAR, Drones, Trustworthiness, UAV, Cyberse-
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I. INTRODUCTION

Systems dedicated to rescuing or protecting individuals in
distress, known as Search and Rescue (SAR), involve logistical
and human infrastructures in maritime and terrestrial envi-
ronments. The European and Atlantic Pact signatories have
agreements for search and rescue (SAR) operations, including
Frontex and the EUR SAR Plan. Due to the vast number of
entities and organizations involved in SAR Operations, their
technical realization requires coordinating several heteroge-
neous techniques [1]. Indeed, most SAR systems are based on
photographic analysis [2], either performed directly onboard
the drone or by sending the data directly to a base station
for sampling and analysis [3]. In [4] the authors focus on
the possibility of using UAVs in catastrophic scenarios such
as earthquakes or other natural disasters [5]; in [6] authors
use LoRa technologies on drones for SAR operations. The
system presented in [7] utilizes mobile networks for subject
localization during SAR operations.

The criticality and complexity of SAR operations require
high availability and trustworthiness. However, recent news
and experiences still demonstrate a stringent need for inno-
vative research and solutions to ensure trustworthy and suc-
cessful results. In particular, the following criticalities of the
SAR operations can be experienced: Weather conditions such
as heavy rain, snow, or fog can make locating missing persons
or stranded individuals difficult. Terrain, such as remote and
rugged terrain like mountains, forests, or deserts, can pose
challenges for rescue and communication between teams. Time
constraints are also crucial, as the longer a person is missing
or stranded, the greater the risk to their safety. communication
is essential for rescue teams to coordinate with each other and
other emergency responders, especially in remote or rugged
terrain where radio signals may be weak or non-existent and
different communication systems may be used. In addition,
in the case of infrastructure-less technologies, ensuring the
delivery, security, privacy, cryptography, dependability, and

reliability of communication mechanisms can be fundamental.
In all these cases, a single data packet’s loss or delayed
delivery can be the difference between life and death. The
issues could be resolved by improving the supporting infras-
tructure, adopting reliable and robust communication devices,
and increasing the number and expertise of personnel involved.
However, all these solutions significantly increase the overall
costs of SAR operations, which are already extremely high.
Furthermore, the increasing number of cyber-attacks on drones
or distributed infrastructure can impact the success of SAR
operations due to communication violations or disruption.

To ensure the trustworthiness of SAR operations, we pro-
pose a secure architecture on top of a drone mesh, incorpo-
rating specific security features such as blockchain and CIA-
compliant communication. The multi-layered architecture will
facilitate the seamless transition between advanced technolo-
gies such as LoRa, NB-IoT, 4G, and 5G. This will enhance
existing protocols by incorporating features such as ARQ on
LoRa and data access through satellite connections, ensuring
the reliable and privacy-preserving transmission of critical data
among drones, base stations, and rescuers’ devices.

II. PROPOSED ARCHITECTURE

This section provides an overall of the features of the
proposed multi-layer architecture and preliminary details of its
implementation. In particular, as shown in Figure 1 it includes
the following components:

a) Blockchain: The data captured by the onboard sen-
sors, acquired images, and positioning information is managed
through blockchain distributed over all the doped drones that
compose the fleet to guarantee their non-repudiability.

b) GPS jamming/spoofing Avoidance: A certified posi-
tioning mechanism is deployed for the drone fleet to avoid GPS
attacks that could corrupt legitimate positioning and navigation
information, such as jamming and spoofing, potentially leading
to tragedies or loss of drones. This mechanism operates over
a distributed blockchain among the nodes participating in the
mesh network.

c) Distributed data: A CIA-compliant communication
paradigm is adopted among the fleet members. This is
achieved by ensuring: confidentiality through data encryption
and fingerprinting of the devices involved in the communica-
tion, integrity through file permissions and user access con-
trols, and availability by providing adequate communication



Fig. 1. Proposed approach overview

Fig. 2. The preliminary prototype

bandwidth, transparent switching among available transmis-
sion technologies preventing transmission bottlenecks.

d) Fingerprinting: Devices’ fingerprinting is utilized to
enhance trust in communication and identify unusual devia-
tions in the device’s CFO (Carrier Frequency Offset) behavior,
potentially caused by adversaries.

e) Heterogeneous Communication Sources: The drones
must manage multiple and diverse communication technolo-
gies such as NB-IoT, 4G/5G, LoRa, Wi-Fi, and satellite com-
munications. This will speed up and enhance the transmission
of messages to the rescuers, ensure reliable communication,
and enable the use of the most reliable and available method
as needed.

f) Boosting SAR ops: The necessary functionalities and
techniques for managing self-flying capabilities and imple-
menting a collaborative fleet will be included. These ensure
convergence on the objective by utilizing captured data, such
as images, device beacons detected, and thermoscanning.

A preliminary prototype running the above-described multi-
layer architecture is shown in Figure 2. It is a 250gm device
including a Raspberry-Pi model 4B 8GB; a High-gain 2.4/5
GHz Wi-Fi module; a USB GPS; a Waveshare SIM7600G-
H 4G HAT; Battery pack; LoRa device SX1275 ESP32. All
the communication hardware is managed by native libraries

1https://www.raspbian.org/

available on the Raspberry OS1. The blockchain relies on Hy-
perledger Fabric [8]. The Dependable Delivery Switcher is the
core component responsible for monitoring the correct delivery
of messages sent and received among each node (drone). It
also selects the best communication method according to the
lower energy consumption or operational cost (e.g., the SAT
communication).

For future work, we will continue refining and validating
the prototype in a real environment.
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