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Abstract—Technological advancements in modern Train Control
Systems (TCSs) promise to improve dependability of railway
transportation in terms of safety, availability, and capacity, notably
by employing novel distancing policies, such as Moving Block (MB)
signaling and Virtual Coupling (VC), fueled by advanced train
localization methods such as satellite positioning. At the same time,
these technological advancements raise notable concerns over the
effects that uncertainty in critical TCS parameters (such as train
position and speed) may have on dependability-related attributes.
Recently, various approaches have been proposed to characterize
such effects through quantitative measures, leveraging formal
stochastic modeling and evaluation of the TCS behavior. In this
paper, we illustrate the results of a systematic literature review
about quantitative evaluation of dependability-related attributes of
TCSs in presence of uncertainty on vital parameters. Specifically,
we have finally selected 42 relevant papers, published between 2011
and 2023, that succeed to give, through an empirical perspective
and classification, a comprehensive view of current research and
practice in quantitative dependability assessment of TCSs.

Index Terms—Train control systems, dependability, quantitative
evaluation, uncertainty, systematic literature review.
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I. INTRODUCTION

A. Motivation

In recent years, to improve dependability of Train Control
Systems (TCSs)1, major technological innovations [25], [24],

[38] have been implemented or conceived, such as advanced
distancing policies [54] and satellite positioning strategies [11].
These technologies introduce uncertainty in vital parameters of
TCSs, such as train position, speed, and acceleration, thus pos-
ing significant challenges on the assessment of dependability-
related attributes. Solution techniques for quantitative evaluation
of stochastic models can serve these objectives by supporting
the derivation of quantitative estimates under uncertainty [27].

The seminal paper [88] characterizes how uncertainty in
train-ground communication affects reliable operation of the Eu-
ropean Train Control System (ETCS) [25], [24], an Automatic
Train Protection (ATP) system continuously supervising the
train to ensure that the safe speed and train-to-train distance are
not exceeded. Specifically, Deterministic and Stochastic Petri
Nets (DSPNs) [47] are exploited to model train-ground com-
munication failure and recovery, and the exchange of location
information and movement authority. Rare-event simulation of
the DSPN is performed by TimeNET [87] to compute the train
stopping probability due to packet delays and losses, showing
that reliability and availability of the communication channel

1We liberally use the term TCS just as a collective name to group a set of
computer-based railway signaling systems (see Section II-A).
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significantly affect the track utilization. Since the pioneer results
of [88], quantitative dependability evaluation of TCSs that
leverage the above-mentioned groundbreaking innovations has
been addressed by several papers and projects, mainly dated
after 2010. Without the intent of completeness, representative
examples are the works presented in [8], [33], [66], [31], [18],
[12] and the Capacity4Rail FP7 project [13], the ASTRail [2]
and PERFORMINGRAIL [58] H2020 Shift2Rail (S2R) Joint
Undertaking (JU) projects [65], and various currently ongoing
Europe’s Rail (EU-Rail) projects [26].

Despite increasing academic and industrial efforts to investi-
gate quantitative dependability evaluation of modern railway
signaling systems, only a preliminary review has been presented
on this subject [27]. Specifically, in [27], a set of 15 papers
was manually selected starting from the seminal paper [88],
describing the considered case studies and the modeling
formalisms and tools used in the evaluation, and discussing
the parameters subject to uncertainty and the goals of the
evaluation. To the best of our knowledge, no extensive study
has been carried out to systematically report on quantitative
approaches to dependability evaluation of TCSs in presence of
uncertainty on vital parameters.

B. Related works

Few works have addressed systematic reviews of applications
of formal methods in railways, including those capturing prob-
abilistic features of TCSs, though not extensively investigating
these aspects. As representative works, we mention the studies
presented in [30], [29]. Specifically, the systematic mapping
study of [30] shows that a large variety of formal methods is
applied in the railway domain, with a strong connection with the
railway industry, mainly addressing early development stages,
and still resulting in progress in terms of empirical maturity.
Based on these results, a systematic evaluation of a selection
of formal method tools used in the early design of railway
signaling systems is performed in [29] on the basis of qualitative
features, and a preliminary usability analysis of a subset of
these tools is then presented, involving railway practitioners in
both analyses and showing that process integration is the most
relevant obstacle to the effective adoption of most of the tools.

Other works have reviewed research on advanced technolo-
gies for TCSs. In particular, in [42], the literature addressing
the ETCS Level 3 [25], [24] is summarized, highlighting the
assumptions of technical requirements of each considered work.
Research studies on train positioning systems are reviewed
in [57], showing that technical viability of integrated solutions
exploiting Global Navigation Satellite Systems (GNSS) and
Inertial Measurement Units (IMU) is demonstrated only for non-
safety-critical applications. Uses and experiences of GNSS, like
Global Positioning Systems (GPS), in safety-critical railway
applications are analyzed in [52], with a specific focus on
signaling systems, discussing open challenges that should be
addressed to achieve effective applicability in future railways.
In [81], the literature on Automatic Train Operation (ATO)
is classified based on train operation modeling techniques,
train trajectory optimization methods, and train speed control
methods, highlighting emerging requirements and promising

research lines. A review of research studies on Virtual Cou-
pling (VC) is presented in [79], notably identifying different
categories of train formation operation control, as well as
indicators that evaluate the performance of the whole operation
process or performance of each of its individual stages.

C. Contribution

We present the first Systematic Literature Review (SLR) on
methods for quantitative evaluation of dependability attributes
of TCSs. This SLR follows the guidelines of [41]. Specifically,
we select 42 high-quality research papers from the literature
published in the time interval 2011–2023. We categorize the
selected papers based on various features, notably the addressed
category of TCS, the considered dependability attributes, and
the quantitative evaluation methods and tools used for their
computation. We analyze also other relevant features like the
distribution over time of the selected papers, the geographical
distribution of the research institutes of scholars who have
carried out such studies, the type of data used in the analysis
(real or synthetic), and the availability of artifacts supporting
the reproducibility and replicability of the experimental results.

As an SLR, this work exploits an automated process
to retrieve papers published in peer-reviewed journals and
conferences, and a rigorous procedure to select those that have
advanced the state of the art in the scientific or technological
perspective. Whenever the outcomes of projects are consoli-
dated in papers, then they become the subject of study for an
SLR: for example, [31] illustrates some of the results of the
PERFORMINGRAIL project and is among the papers selected
by this SLR. Otherwise, the outcomes of projects cannot be
even retrieved by an SLR.

As a survey, this work also does not add new results to the
addressed research topic; rather, its value consists of providing
pointers to related significant literature as well as a framework
where already conducted investigations and obtained results are
categorized/systematized under several dimensions. As such,
this SLR can be useful to: i) researchers involved in studies
focusing on dependability assessment of TCS, by helping them
in better orienting future activities; ii) researchers involved in
studies focusing on enhancements of TCS technologies, by
providing elaborated information on strengths and weaknesses
of currently considered solutions; iii) operators in the railway
domain, by providing additional support to guide choices at
configuration and operational levels, e.g. which equipment
is highly critical and how to counterbalance such criticality;
iv) normative and standardization bodies, which can benefit
from the reported studies to develop the proper recommenda-
tions for designers and operators in the field.

In the rest of the paper, first, we recall the technical back-
ground (Section II) and we illustrate the research methodology
used for paper retrieval and selection (Section III). Then, we
present the results of our study (Section IV) and we summarize
major lessons learned (Section V). Also, the validity of the
presented study is discussed (Section VI). Finally, we draw
our conclusions (Section VII).
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II. TECHNICAL BACKGROUND

We recall major concepts of interest for this SLR, about
TCSs (Section II-A), dependability-related attributes (Sec-
tion II-B), sources of uncertainty in dependability evaluation
(Section II-C), quantitative evaluation methods (Section II-D).

A. Train control systems

The quest for a broad coverage of this SLR and its focus
on dependability analysis techniques has suggested to adopt
a broad definition of TCS. Indeed, by TCS we intend any
computer-based system that controls a relevant function related
to train movement and line operation, such that a failure of the
system can impact on regular service and/or on performance,
availability, capacity, and safety of the railway operation.
Actually, a TCS is a system that has been added to the basic
railway infrastructure to improve on some of these parameters.
Also, we do not restrict to mainline applications, but we include
urban rail ones, either metro or tramway systems. The surveyed
literature covers therefore a wide range of different TCSs, each
paper focusing on specific functions, subsystems or aspects.
With the only aim of locating the focus of each retrieved
paper in such range, we define a taxonomy of TCSs in Fig. 1,
inspired by the Communication-Based Train Control (CBTC)
standard [38].

Specifically, our classification of TCSs is based on their
main function, represented by the child nodes of the root of
the tree in Fig. 1, and roughly defined as:

• train movement and distancing control: Automatic Train
Control (ATC) and Automatic Train Protection (ATP)2;

• automatic driving, known as ATO;
• collision avoidance in a station or junction, by means of

interlocking (Input and eXit Locking - IXL) systems;
• scheduling and optimization of railway traffic, known as

Automatic Train Supervision (ATS).
The first two functions above, i.e., ATC/ATP and ATO, need

computation both onboard trains and on the ground. Hence,
related systems are typically distributed and exploit some form
of data communication between train and ground equipment.
The latter two functions, i.e., IXL and ATS, are typically
centralized in a ground-based system (although distribution of
subfunctions in subsystems is also possible).

Criticality w.r.t. safety is another main distinguishing factor.
Indeed, safety in rail transport is mainly related to avoidance
of train derailment and collision between trains. Fig. 2 shows
on the left how an ATC/ATP system maintains safe distancing
between trains traveling on the same track by exploiting commu-
nication between trains and a central controller, i.e., the Radio
Block Centre (RBC) of the European Rail Traffic Management
Systems/European Train Control System (ERTMS/ETCS) [25],
[24], or the Zone Controller (ZC) of the CBTC [38], [36]. On
the right, Fig. 2 shows an IXL system assuring the safe routing
of trains inside a station. Indeed, ATC/ATP and IXL systems
are usually rated at the highest Safety Integrity Level (SIL) of
the CENELEC 50126 standard [37], i.e., SIL4. On the other

2We do not discuss here the subtle differences between ATC and ATP
functions, which are anyway overlapped, and often confused.

hand, ATO and ATS functions are typically not considered
as safety-critical, since the driving or routing decisions they
take are always filtered and validated by ATP or IXL safety
enforcing systems. Thus, it is not surprising that more attention
in the surveyed literature is given to safety-critical functions.

As detailed by the leaves of the tree in Fig. 1, examples
of ATC/ATP systems can be further classified with respect to:
conformance to some standard, envisaged adoption of advanced
train control concepts, and enabling technologies for the latter.

1) Standards: Interoperability between the different de-
scribed subsystems is ensured by international standards, includ-
ing the ERTMS/ETCS, its Chinese counterpart Chinese Train
Control System (CTCS) [51], both focusing on interoperability
for passenger, high speed, and freight lines, and the CBTC
systems mainly aimed at the automatic operation of high
capacity metro lines. As shown by the dashed arrow in Fig. 1,
CBTC includes ATO, a feature often present in metro lines.

2) Concepts: Safe train distancing is achieved by regulating
train speed based on the length of free track in front of the train
(see Fig. 2). Typically, this distance is measured in number of
free track sections (blocks) not occupied by a train, by means of
track occupancy sensors. This concept is known as fixed block.
A technological evolution is given by the Moving Block (MB)
concept (as proposed by the ERTMS/ETCS Level 3), where
there are no track occupancy sensors, and it is the responsibility
of an on-board odometry system to keep track of the train
position, and to communicate it to the next trains, via an RBC,
as shown in Fig. 2. MB has been implemented only in metro
lines, but is currently considered the most promising level
of operation in terms of safety increase, capacity gains, and
maintenance cost reduction, also for main lines: quantitative
evaluation of such indicators is therefore a major interest.

Indeed, the availability of safe information on position,
speed, acceleration and deceleration of the preceding train,
needed in MB, has inspired the idea of an innovative method
of train formation, termed Virtual Coupling (VC) [54]. The
concept, which resembles platooning studied in the automotive
domain, is based on the idea of multiple trains that run one
behind the other without physical contact but at a distance
comparable to mechanical coupling. The strict real-time control
of the dynamic parameters of the following train, with respect
to those of the preceding train, enables minimization of the
train-to-train distance, thus providing high flexibility, e.g., in
forwarding different train segments to different destinations
through composition and decomposition during the run.

3) Enabling technologies: From the discussion above, it
is evident that a common enabling technology of advanced
ATC/ATP systems is the adoption of train-to-ground radio
communication (Comm), which introduces uncertainty over
the exchange of information, both as transmission delays and
packet losses. Hence, it is a major element of interest for
quantitative evaluation of dependability.

Another common feature of such system is the localization
of trains along a line, currently achieved by specific trackside
sensors (e.g., track circuits, axle counters) that detect the
occupancy of a track section. More precise computation of the
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current position of a train, required by MB signalling systems,
can be achieved by on-board odometry, accelerometers, and
other sensors. Satellite positioning (Sat) promises to become
an absolute positioning system, significantly reducing the need
and cost of trackside sensing equipment by virtualizing them.
The statistical nature of positioning information given by
GPS/GNSS sensors requires a paradigm shift from qualitative
formal verification of safety towards quantitative evaluation,
aimed at the assessment of probabilistic safety requirements.

Further advances, especially towards VC, can be supported
by Train-to-Train Communication (T2TC), not mediated by
an RBC, or by direct Train-to-Train distancing (T2TD), in
an effort to enhance the autonomy of trains, making them
independent of a centralized control entity like the RBC.

4) Ancillary subsystems: During the reviewing work, other
railway safety-related ground-based (sub)systems have emerged
as a subject of dependability evaluation, that can be considered
somehow ancillary to the IXL function, that we classify as:

• Infrastructure Subsystems (ISs), within which we consider
equipment and devices that are added to traditional
track infrastructures in order to implement ATC and that
need specific maintenance actions, different from those
dedicated to traditional track infrastructures;

• Switch Heather Control Subsystems (SHCSs), responsible

for keeping the railroad switches free from snow and ice,
which is necessary to guarantee the correct operation of
the switches and so the correct train routing.

5) Disclaimer: The taxonomy presented in this section has
the sole scope to categorize the functions, systems and concepts
that emerged in the surveyed literature as the argument of some
kind of dependability evaluation of computer-based railway
signaling systems. By no means it can be considered to be
complete and representative of the large variety of TCSs, in
which we could surely find cases that do not easily fit into the
shown taxonomy. For example, it may not adequately cover the
American Positive Train Control (PTC) systems [72], which,
however, are not considered in this paper since the review
process retrieved no related study.

On the other hand, note that the widely adopted classification
implied by the ERTMS/ETCS standards [25], [24] is more
restrictive, since the term Train Control refers there to the
ATC/ATP function and does not include ATS and Interlocking
functions.

B. Dependability-related attributes

This survey focuses on typical dependability attributes and
a couple of additional dependability-related indicators that are
relevant in the railway domain. As presented in [3], where basic

TCS
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Safe routing
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Figure 1: A taxonomy of TCSs emerged in the surveyed literature.

Figure 2: Safety functions considered in Fig. 1: train distancing (left) and safe routing (right).
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definitions and taxonomy of dependable and secure computing
are introduced, the attributes through which dependability
requirements can be expressed are five:

• reliability (R), i.e., continuity of correct service;
• safety (S), i.e., absence of catastrophic consequences on

the user(s) and the environment;
• availability (A), i.e., readiness for correct service;
• maintainability, i.e., ability to undergo modifications and

repairs;
• integrity, i.e., absence of improper system alterations.

Security is a compound attribute, obtained from integration of
integrity and availability, with the addition of confidentiality,
modeling absence of unauthorized disclosure of information.
From another perspective, combining performance and relia-
bility results in performability (P), quantifying performance in
presence of failures (either at component or system level) [53].

In this paper, all the above-recalled attributes are considered,
except maintainability (which, in the selected studies, is
mainly a functionality the system is equipped with, rather
than the target of quantitative analysis) and integrity (which
is typically addressed in connection with security, rather than
as an individual measure of interest). Studies focusing on risk
assessment are also considered, since the risk level is related to
the probability that some malfunction (hazard) appears in a part
of a system, and to the consequences that it may have on the
system as a whole and on the surrounding environment [71].

Finally, two other attributes are considered in this paper,
which are indirectly related to dependability:

• railway network capacity (C), which is gaining high atten-
tion since a few years, being one of the primary objectives
addressed by the European S2R JU for future railways [65].
The relationship with dependability attributes is immediate
to understand: the higher the capacity and the better the
availability, but at the same time capacity targets must be
pursued with caution, in full respect of safety;

• energy efficiency (EE), which is increasingly pursued in
disparate application domains, including the transportation
sector, to fulfill ambitious targets of planet resources usage
and environmental safeguarding. Again, when critical
systems are addressed, such as the railway infrastructure,
energy efficiency must be reconciled with the dependabil-
ity requirements (primarily, safety and availability).

C. Uncertainty

Dependability assessment studies through model-based ap-
proaches, especially when performed at early stages of the
system development to support design choices and promptly
detect potential weaknesses, have to cope with inaccurate,
sometimes even unknown, information on a subset of the model
parameters [71]. Thus, the analysis is conducted considering
degrees of uncertainty about the value of quantities modeling
either i) aspects intrinsically connected with technologies the
system is equipped with, or ii) external phenomena impacting
on the dependability-related indicators under evaluation. In the
context of TCSs, measures of train position, speed, acceleration,
as well as measures related to delay and loss of communication
messages, are among the sources of uncertainty within the first

group [27]. Indicators related to weather forecasts (e.g., temper-
ature or humidity in future time intervals) and occurrence rate
of accidental faults and attacks are instead among the sources
of uncertainty within the second group [27], [16].

The sources of uncertainty addressed in this SLR are
presented in Sections IV and V, as emerged from the analyses
presented in the selected primary studies.

D. Quantitative modeling and evaluation methods

Techniques for quantitative evaluation of dependability are
grouped into two major categories [71]: i) measurement- or data-
based approaches, and ii) model-based approaches. The former
use statistical techniques to infer dependability measures from
the available data, which are collected either during normal
operation (field measurements) or under specifically designed
and controlled test conditions (test measurements). Conversely,
when the system is still under design, data are not available and
model-based approaches are more appropriate for performing
dependability analysis. A model is a mathematical abstraction
aimed at providing a simplified representation of the structure
and behavior of the system, where aspects impacting on the
measure under evaluation need to be captured in sufficient detail
while those not relevant can be abstracted (or even neglected).
Stochastic assumptions are needed to describe systems that
have yet to be built, as well as systems subject to specific
phenomena that remain unknown. For dependability analysis,
it is needed to make stochastic assumptions, mainly about the
occurrence, behavior, and discovery of faults/attacks, about
the effects of malfunctions on system behavior, and about
quantities related to system components (still to be selected)
and (future) operational environment. The model is described
through a formal language (modeling formalism), then solved
by using appropriate mathematical, numerical or simulative
approaches to quantify the measure/attribute of interest.

Since the interest is in dependability-related studies that treat
uncertainty on peculiar aspects of TCSs, measurement-based
approaches do not fit such purpose. Thus, in this survey, the
focus is on model-based approaches only, where parameters can
be known with uncertainty, and sensitivity analysis is typically
performed to assess the impact of uncertainty on the analyzed
measure/attribute. Following the categorization in [56], major
classes of model representation and evaluation are:

• Combinatorial methods (CM), notably Reliability Block
Diagrams (RDBs) and Fault Trees (FTs). They show a
graphical structure for which closed form solutions are
available. The main limitation of using classical combina-
torial methods in practice is the common assumption that
all basic events are statistically independent. To overcome
it, formalisms and solution tools have been proposed to
advance the original combinatorial methods, e.g., dynamic
RBDs (DBRBs) [23] and dynamic FTs (DFTs) [39].

• Model checking methods, based on reachability analysis of
the model state space. They explore the entire state space,
report states of interest as they are uncovered, and, for each
one, give an example sequence of state transitions that
reach it. Subsequently, a stochastic model checking [43]
alternative has been developed to cope with systems that
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exhibit random or probabilistic behaviour, so as to compute
the occurrence likelihood of certain events during system
execution. In common with conventional model checking,
stochastic model checking involves reachability analysis of
the underlying transition system, but, in addition, it must
entail the calculation of the actual likelihoods through
appropriate methods, such as numerical or semi-symbolic
techniques. A specific form of stochastic model-checking
is Statistical Model Checking (SMC) [45], [1], which uses
a simulation-based approach: potential executions of a
stochastic system are first sampled, and then statistical
inference is applied to assess properties specified in a
stochastic temporal logic. The wide adoption of SMC is
due to its ability to alleviate the state-based explosion
problem of alternative solutions, and therefore be suitable
to address the analysis of large-scale systems. In this
survey, studies that focus on model checking methods
adopt the simulation-based version, that is SMC.

• State-based stochastic methods, supporting explicit mod-
eling of complex relationships among system components
(e.g., repair facility shared between them, standby redun-
dancy, common mode failures) and encoding important
sequencing information through their transition structure.
Several modeling formalisms are available in the literature,
around which a population of automated tools to support
model definition and analysis have been developed. A
detailed treatment of the modeling formalisms widely
applied in dependability analysis can be found in [71],
e.g., Markov reward models, stochastic Petri nets, and
stochastic reward nets are among prominent representative
of stochastic Markovian models, while semi-Markov and
Markov regenerative methods are major representatives
of the non-Markovian category. As in [71], solution
techniques can be grouped in two broad categories:
analytical and simulative solutions. According to the
former, mathematical equations (or relations) depicting the
dynamic behaviour of the model are defined, then solved
using techniques of mathematical calculus combined with
numerical analysis. Instead, simulative solutions are based
on the generation of possible patterns of the evolution
of the modeled system (referred to as sample path, or
simulation run), by means of a software engine that
imitates the behavior of the system in time. Quantification
of the measures of interest, with the associated confidence
intervals, requires the repetition of a statistically relevant
number of simulation runs. In this paper, we use the
short acronyms SM-SS (Stochastic Modeling-Simulative
Solution) and SM-AS (Stochastic Modeling-Analytical
Solution) to refer state-based stochastic methods resorting
to simulative and analytical solutions, respectively.

III. RESEARCH METHODOLOGY

This survey was conducted following the guidelines of [41],
which prescribe a rigorous and repeatable review process to
produce unbiased and evidence-based results. Thus, in this sec-
tion, we illustrate the research questions (Section III-A), search
string (Section III-B) and selection procedure (Section III-C).

A. Research questions

The main objective of this SLR is to survey studies, published
from 2011, that employ rigorous modeling methodologies in the
development of TCSs, to assess dependability-related attributes
(e.g., availability, performability, efficiency, safety) even in the
presence of some form of (quantifiable) uncertainty about the
vital information produced by sensors or the system itself. To
this end, we aim to characterize the addressed classes of TCS
and the considered measures of interest, with a specific focus on
the employed modeling formalisms, solution methods, and tools,
uncertainty impact, and reproducibility of results. According
to this, we defined the following Research Questions (RQs):

• RQ1: Which TCSs and measures are considered?
– RQ1.1: Which category of TCS is analyzed?
– RQ1.2: Which dependability-related attributes are

evaluated?
• RQ2: Which quantitative evaluation methods and tools

are used?
– RQ2.1: Which specification languages are used?
– RQ2.2: Which solution techniques are used?
– RQ2.3: Which tools are used?

• RQ3: How is quantitative evaluation performed?
– RQ3.1: Which aspects are a source of uncertainty?
– RQ3.2: Is the range of parameter values explored

through sensitivity evaluation?
– RQ3.3: Is evaluation performed on synthetic or real

data?
• RQ4: Are experimental results reproducible?

– RQ4.1: Are data publicly available?
– RQ4.2: Are artifacts available?

B. Databases and search string

We selected source databases and appropriate search terms,
limiting our choice on a time range starting from 2011, given
that, for the domain subject of our study, most of the literature
has been developed after that time, as a consequence of the
impulse given by the seminal work [88]. By March 31, 2023,
we searched the following scientific databases as data sources,
which typically include papers in our considered domain:
Scopus, IEEE Xplore, ACM Digital Library, and SpringerLink.

To define the search string, we considered dependability-
related attributes by using major terms like “dependability”,
“reliability", “availability", and “safety” (representing the
research object or intervention) and “railways control systems”
(modeling the application domain or context) as base terms.
To express our focus on quantitative evaluation methods, we
considered "state-base modeling", "formal modeling", "stochas-
tic modeling", "model checking", and "numerical analysis" as
keywords. We also elaborated on each base term with alternative
words, key phrases, and wildcards, when appropriate. We used
the Boolean OR to incorporate alternatives into each base term
set, and the Boolean AND to link two sets. Moreover, we
did not include the term "Train Control System" in the search
query because its varied usage could have restricted the scope
of the retrieved papers.
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The final search string, formatted according to the Scopus
syntax3, was4:

TITLE-ABS-KEY (
("Dependability" OR "reliability" OR "safety"
OR "performability" OR "hazard" OR "capacity"
OR "availability" OR "risk" OR "security")

AND
("train" OR "railway" OR "tramway")

AND
("analytic* evaluation"

OR "state based model*" OR "formal model*"
OR "stochastic* model*" OR "model check*"

OR "numerical analysis")
AND

PUBYEAR > 2010)

This study has been preceded by a limited and not systematic
survey on the topics of interest [27]. Notably, the set of 15
papers reviewed in this previous study has served as validation
for the above search string: indeed, the search string applied to
the above mentioned databases produced results that include
all the 15 papers selected by [27]. In particular, 797 primary
studies were retrieved from Scopus, 218 from IEEE Xplore,
22 from the ACM Digital Library, and 18 from SPringerLink.

The query results were exported in .bib format and imported
into Zotero to identify and discard duplicates. After this
operation, we obtained a set of 939 distinct primary studies.

C. Study selection procedure

The selection of the relevant studies for data extraction was
performed by considering the set of inclusion and exclusion
criteria enumerated in Table I. They were developed through
pilot searches in the preliminary stage of the survey, with the
aim of selecting quality studies (i.e., I3, I4, E1–E3) that fit
our scope (i.e., I1, I2). Only the papers that satisfied all the
inclusion criteria and that did not satisfy any of the exclusion
criteria were retained. The selection procedure was carried out
according to the following steps, also illustrated in Fig. 3.

1) Assignment: The set of 939 primary studies was equally
divided into subsets, randomly assigned to the authors (referred
to as reviewers). Each paper was assigned to 2 reviewers.

2) Screening: Each paper was checked by each reviewer
against the inclusion and exclusion criteria, in particular
considering title, abstract, and keywords to apply the inclusion
criteria I1 and I2. For each paper, if the two reviewers agreed
on the evaluation, then the paper was accordingly accepted or
rejected. Otherwise, the paper acceptance was discussed in a
meeting among all the reviewers. At the end of this phase, 66
of the initial primary studies were selected.

3) Full-text Reading: Following the screening phase, the
full-text reading phase was run to apply inclusion and exclusion
criteria based on the full text of the 66 papers, and to extract
data of each selected paper for answering the RQs presented
in Section III-A. In order to harmonize the classification while

3The syntax required by the other databases was quite similar.
4For SpringerLink, we focused the search on the categories “Computer

Science", "Engineering”, and “Mathematics”, as a pilot search on the entire
database yielded an unmanageable number of documents.

dividing the work among the reviewers, a first set of 11 out of
66 papers was randomly selected. These papers were assigned
to all the reviewers for full-text reading, who later discussed
in plenary meetings the differences and commonalities in their
assessment, reaching an agreement on accepting 5 of these
11 papers. The remaining 55 papers were equally divided
among the reviewers so that each reviewer assessed 11 papers,
scheduling a few more meetings to share and discuss the
progresses in the assessment. At the end of the full-text reading
phase, 31 out of the 66 primary studies were selected.

4) Snowballing: The secondary search strategy consisted
of identifying additional studies by performing backward and
forward snowballing over Google Scholar for each of the 31
papers selected by the full-text reading phase, considering only
studies published after 2010 (according to the search string of
Section III-B). This phase produced 28 further papers identified
through the same approach of the screening phase, which were
then reduced to 8 papers by assessment of full-text reading.
Next, backward and forward snowballing were performed for
each of these 8 papers, again considering only studies published
after 2010 and applying the same process of the screening
phase, yielding 10 further papers, reduced to 3 by assessment
of full-text reading. Finally, backward and forward snowballing
were performed for these 3 papers, without identifying any
additional work, thus concluding the study selection procedure
by October 31, 2023, identifying 42 primary studies in total.

D. Additional study selection procedure

To capture recent works, the procedure of Section III-C was
repeated in February 2024. Specifically, the databases were
scanned through the search string by considering papers pub-
lished since 2023, yielding 155 primary studies (i.e., 112 from
Scopus, 25 from IEEE XPlore, 1 from ACM Digital Library,
and 17 from SpringerLink). After removing duplicates and
papers already considered during the snowballing phase, and
after performing the screening phase based on title, abstract,
and keywords, no new papers of interest were identified, thus
concluding the selection procedure.

IV. RESULTS

In this section, we first report a general overview of the
selected papers based on publication time and involved research
groups (Section IV-A), and then we report the results of our
analysis to answer the RQs (Sections IV-B to IV-E).

A. Overview

1) Studies by year: Fig. 4a shows the number of papers by
year and type of venue (i.e., conference or journal). Nearly 69%
of the selected works (i.e., 29) are published in journals, which
also depends on the fact that we did not consider conference
papers extended to a journal version (exclusion criterion E1).
Moreover, most of these journal papers (i.e., 25) are published
after 2016. This increase can be due to the boost given to
research in the railway domain by the Shift2Rail program [65],
which in fact started providing grants exactly in 2016.
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2) Studies by venue: Fig. 4b shows the number of studies by
venue, considering only venues with at least 2 papers. Among
journals, the IEEE Transactions on Intelligent Transportation
Systems (T-ITS) published the highest number of papers among
those we selected, as expected given the railway application
domain. Similarly, among conferences, the European Safety and
Reliability Conference (ESREL), the International Symposium
on Leveraging Applications of Formal Methods, Verification
and Validation (ISoLA), and the International Workshop
on Software Engineering for Resilient Systems (SERENE)

published the highest number of selected studies.

3) Studies by research group: The geographical distribution
of institutes and universities of the researchers who developed
the selected studies reveals the leading role of Europe, where
large investments in railway research projects have been made
by the European Union, and of China, where the railway
research has been boosted by large investments on high-speed
lines on one side, and urban metro transit on the other side.
Indeed, the selected 42 primary studies come exclusively from
European or Chinese research institutes and organizations.

Table I: Inclusion and exclusion criteria.

Inclusion criteria
I1 The study addresses quantitative evaluation of availability, reliability, safety, capacity, and performability attributes
I2 The study addresses dependability evaluation of train control systems through rigorous formal models
I3 The study comes from a peer-reviewed scientific journal, conference, symposium, or workshop
I4 The study is written in the English language
Exclusion criteria
E1 The study has been published in another, extended form
E2 The type of study is a secondary study
E3 The study has the form of an editorial, abstract, keynote, poster, or short paper (body less than or equal to 4 pages)

Figure 3: Study selection procedure.
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Figure 4: Distribution of the studies (a) over the years, and (b) by venue (only venues where 2 or more studies were published).
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Specifically, Europe contributes with 27 papers, i.e., 7 from
the French Gustave Eiffel University and IFFSTAR, 5 from
the German Braunschweig University (with some collaboration
with China), 6 from the Italian ISTI-CNR and the University
of Florence, 2 from the University of Naples, with some
international connection, 3 from the Dutch RTWH Aachen, and
1 from the Belgian Louvain la Neuve University. Conversely,
China contributes with 16 papers, i.e., 11 from the Beijing
University, 4 from the Shanghai University, 1 from the Lanzhou
Jiatong University. In many cases, collaboration with industries
or with other international researchers is reported.

It is worth noting that most of the mentioned research groups
have produced many other papers related with the selected
studies during the time interval of interest, which were excluded
from this survey according to the exclusion criteria E1–E3.

B. RQ1: Systems, subsystems, and measures

1) RQ1.1: Train control system category: The considered
classes of subsystems composing TCSs, which are the subject
of quantitative evaluation of dependability-related attributes of
interest in this SLR, are those defined in Section II-A, i.e., ATS,
CBTC, Comm, CTCS, ETCS, IS, IXL, MB, Sat, SHCS, T2TC,
T2TD, VC. In Table II, the selected primary studies are grouped
by the focused TCS category, and distinguished according
to the affiliation of authors (all academic authors, or joint
academic and industrial authors). Note that a few papers address
more than one TCS category. Most of the papers focus on
communication aspects and satellite positioning. Among inno-
vative technologies, T2TC is the one with the most references,
especially by authors from China, where the potential adoption
of this technology may be more beneficial in terms of cost
savings, due to reduced infrastructure instrumentation available
on long-distance lines typical of the country.

2) RQ1.2: Dependability-related attributes: Fig. 5a shows
the distribution of the studies by the analyzed dependability-
related attribute, introduced in Section II-B, i.e., A, C, EE, P,
R, and S. Most of the papers address quantitative evaluation of
safety properties (16 papers, i.e., nearly 38% of the studies),
which is not surprising since safety is a dependability attribute
of paramount importance in railways. Reliability, availability,
and performability are also well studied (12, 10, and 9 papers,
respectively). Conversely, capacity and energy efficiency are
considered by a few studies (i.e., 3 papers each), given that
they are not primary dependability attributes for TCSs.

C. RQ2: Quantitative evaluation methods and tools

1) RQ2.1: Specification languages: Almost all of the se-
lected studies leverage a specification language for system
design. Specifically, nearly half of the papers exploit stochastic
timed extensions of Petri nets (i.e., 20 papers, nearly 48%
of the studies), especially DSPNs [47] (i.e., 6 papers) and
Stochastic Activity Networks (SANs) [63] (i.e., 6 papers).
A significant number of studies adopts stochastic extensions
of timed automata (i.e., 12 papers), especially Stochastic
Hybrid Automata (SHA) [20] (i.e., 3 papers), Stochastic Timed
Automata (STA) [9] (i.e., 2 papers), and Probabilistic Timed

Automata (PTA) [44] (i.e., 2 papers). A few papers take into
consideration variants of fault trees (i.e., 5 papers), notably
including Dynamic Fault Trees (DFTs) [61] (i.e., 2 papers).
This testifies the variety of techniques that can be adopted for
the quantitative dependability assessment, selected on the basis
of convenience from analysis and/or expertise perspectives.

2) RQ2.2: Solution techniques: Figure 5b classifies the
studies by the adopted family of quantitative evaluation methods
introduced in Section II-D, i.e., CM, SM-SS, SM-AS, and SMC.
The relative majority of papers leverage SM-SS and SMC (18
papers each, i.e., nearly 42% of the studies). A few papers
exploit CM and SM-AS (4 papers each). Table III provides
more details on the quantitative evaluation methods used by
each paper, showing that a few papers exploit more than one
method. In particular, it is observed that two papers ([15],
[62]) adopt two evaluation techniques in an integrated manner
(i.e., to derive intermediate outcomes by a first method, then
exploited by the second method to assess the final measure),
while a third paper ([55]) exploits two evaluation techniques for
cross validation purposes (i.e., both techniques are employed to
obtain the measure of interest and the accuracy of the obtained
results is cross-checked).

Expanding the view, Table IV classifies the selected studies
by TCS category, dependability-related attribute, and quan-
titative evaluation method, thus explicitly connecting the
results shown in Figure 5b and Table III. Table IV also
effectively summarizes the characterization of the addressed
TCS subsystems in terms of dependability-related attributes
for which quantitative assessment is of interest in the various
phases of the subsystem lifetime. It is immediately observed
that safety, reliability, availability, and performability are the
attributes assessed the most, with the last three being of interest
for 8 out of the 13 TCS subsystems considered. This is not
surprising, given the critical role such subsystems play. In
particular, performability, although not a classical dependability
attribute but a composite metric that combines performance and
dependability, is recognized as an effective and comprehensive
measure to represent the quality of service a system offers.

Finally, the Venn diagram of Fig. 6 illustrates the classifica-
tion of the selected studies by measure of interest and adopted
quantitative evaluation method, making graphically evident the
studies that address the evaluation of multiple dependability-
related attributes, as well as those that adopt more than one
evaluation technique.

3) RQ2.3: Tools: All the selected papers exploit general-
purpose quantitative evaluation tools, not specifically designed
for TCSs. Five major tools emerged from the analysis of
the primary studies, which are: i) UPPAAL-SMC [19], a
branch of the UPPAAL toolbox, based on a model checking
approach that allows to analyse networks of complex real-
time systems with a stochastic semantic; ii) Möbius [17], a
tool for studying the behaviour of complex systems through a
model-based environment for validation of system reliability,
availability, security, and performance; iii) MATLAB [70], a
multi-paradigm programming language and numeric computing
environment that allows matrix manipulations, plotting of
function and data, implementation of algorithms, creation of
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user interfaces, and interfacing with programs written in other
languages; iv) CPN Tools [60], a tool for editing, simulating
and analysing Coloured Petri Nets; and v) π-tool [59], a tool
suitable for creating complex system models based on Petri
nets and for analyzing deterministic and stochastic temporal
behaviour. Specifically, reflecting the adopted specification
languages, most of the papers exploit UPPAAL-SMC (i.e., 12
papers, nearly 29% of the studies) and a consistent number of
papers use Möbius (i.e., 6 papers), MATLAB (i.e., 5 papers),
CPN Tools (i.e., 4 papers), and π-tool (i.e., 4 papers).

D. RQ3: Performing a quantitative evaluation

1) RQ3.1: Uncertainty aspects: Table V shows the selected
studies by uncertainty aspects and TCS category. In particular,

the uncertainty aspects that emerged from primary studies are:
i) communication errors, ii) communication delays, iii) com-
munication packet losses, iv) failure probability (intended as
the probability that one or more subsystems reach a failure
state), v) positioning errors, vi) train delays, vii) weather
variability, and viii) mode transitions (intended as changes in
the operation mode of TCSs due to uncertain external events).
As expected, nearly half of the papers address uncertainty on
communication aspects (i.e., 20 papers, 48% of the studies),
followed by positioning errors (i.e., 11 papers), and failure
probability (i.e., 10 papers), given that these aspects directly
impact operation principles of TCSs. In particular, if we cross
the information in Tables IV and V, we can observe that when
safety is a goal of the analysis, a main concern is given by

Table II: Studies by TCS category.

TCS category # studies Academic work Industry partnership
# studies studies # studies studies

ATS 3 3 [21], [75], [76] 0
CBTC 5 4 [28], [40], [55], [86] 1 [49]
Comm 7 6 [35], [46], [48], [80], [85], [86] 1 [69]
CTCS 5 3 [78], [82], [84] 2 [4], [69]
ETCS 1 1 [12] 0
IS 2 2 [62], [74] 0
IXL 3 2 [14], [76] 1 [50]
MB 3 3 [8], [15], [64] 0
Sat 5 3 [32], [33], [34] 2 [7], [18]
SHCS 3 3 [5], [6], [16] 0
T2TC 4 2 [67], [73] 2 [50], [83]
T2TD 3 3 [10], [66], [68] 0
VC 3 3 [22], [31], [73] 0

Table III: Studies by quantitative evaluation method.

method # studies studies
CM 3 [10], [74], [82]
SM-AS 3 [12], [75], [85]
SM-SS 16 [5], [16], [18], [22], [28], [31], [46], [48], [66], [67], [68], [69], [73], [78], [80], [86]
SMC 17 [4], [6], [7], [8], [14], [21], [32], [33], [34], [35], [40], [49], [50], [64], [76], [83], [84]
CM + SM-SS 1 [55]
CM + SMC 1 [62]
SM-SS + SM-AS 1 [15]
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Figure 5: Distribution of the studies by (a) measures of interest and (b) adopted quantitative evaluation methods.
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uncertainties about communication (errors, packet loss, delay),
but also failure of subsystems and positioning errors. Note that
about half of the papers addresses more than one source of
uncertainty, with paper [69] in first position with six uncertainty
aspects accounted for. This result somehow testifies that a
drawback of currently employed advanced technologies in the
railway domain (especially, communication technologies) is an
increase in uncertainty sources that characterizes them, which

need to be considered when assessing dependability-related
indicators. Clearly, with respect to the TCS category, papers
considering SHCSs focus on uncertainty in weather variables.
Also, train delays are investigated in the context of ATS only,
and mode transitions are accounted in VC scenarios, where they
represent a distinctive source of uncertainty. The remaining
uncertainty aspects are relevant for a variety of TCS categories.
As a final observation, by relating information between Table IV

Table IV: Studies by TCS category, dependability-related attribute, and quantitative evaluation method.

TCS category attribute method studies
ATS C SM-AS [75]

SMC [21]
P SM-AS [75]
R SMC [76]

CBTC A SM-SS [28]
R SM-SS [86]
S SMC [40], [49]

CM + SM-SS [55]
Comm A SM-AS [85]

SM-SS [80]
SMC [35]

P SM-SS [48]
R SM-SS [69], [86], [46]

CTCS P SMC [4]
R CM [82]

SM-SS [69], [78]
S SMC [84]

ETCS P SM-AS [12]
IS A CM + SMC [62]

R CM [74]
CM + SMC [62]

IXL A SMC [14]
R SMC [76]
S SMC [14], [50]

MB P SMC [64]
S SM-AS + SM-SS [15]

SMC [8], [64]
Sat P SM-SS [18]

SMC [34]
S SMC [7], [32], [33], [34]

SHCS A SM-SS [16]
EE SM-SS [5], [16]

SMC [6]
R SM-SS [5]

SMC [6]
T2TC A SM-SS [67], [73]

P SM-SS [67]
S SMC [50], [83]

T2TD A SM-SS [66]
R SM-SS [66], [68]
S CM [10]

SM-SS [66]
VC A SM-SS [73]

C SM-SS [31]
P SM-SS [22]
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and Table V, it is noted that there is no prevalent relation
between a source of uncertainty and a dependability attribute,
since, as expected, it needs to be taken into account the specific
TCS category under analysis, for which sources of uncertainties
are in general different from each other.

We can observe that uncertainties related to communication
are obviously the main concern of the communication sub-
systems (Comm). Moreover, while in works about standard,
existing ATP systems (ETCS, CTCS, CBTC) the main concern

Figure 6: Venn diagram: studies grouped by measures of interest
and distinguished by adopted quantitative evaluation methods.

appears to be communication errors, in studies addressing
advanced technological evolutions like MB, VC, T2TC/D, the
concern is more about communication delays.

2) RQ3.2: Sensitivity evaluation: To assess the impact of
uncertainty on dependability-related indicators, a sensitivity
analysis campaign is typically conducted, where the model
parameters subject to uncertainty are varied in their values in a
properly defined range, to quantify the impact of such variability
(and therefore the corresponding degree of uncertainty) on the
indicator under evaluation [71]. Following this approach, the
majority of the selected studies perform a sensitivity analysis,
although most of them consider a limited variation of a few
parameters (i.e., 36 papers, nearly 86% of the studies). The
remaining studies do not perform any sensitivity analysis with
respect to the values of system parameters (i.e., 6 papers).

3) RQ3.3: Real data vs synthetic data: More than half of
the selected studies (i.e., 27 papers, nearly 64% of the studies)
perform experiments using synthetic although realistic data,
due to the difficulty in retrieving operational parameters values
for a class of safety-critical systems like TCSs. In three of these
works, namely [22], [31], [73], the addressed TCS category
is VC, which has not been deployed yet, thus implying the
impossibility of retrieving real operational data. A relevant
portion of the studies exploits partially or entirely real data
(i.e., 12 and 3 papers, respectively), pointing out anyway a
solid connection between academia and stakeholders in the
railway domain. In these cases, collected data are typically
used to define requirements of the considered TCS and fit the
parameters of a stochastic model, as for instance in [8], [5].

Table V: Studies by TCS category (columns) and uncertainty aspect (rows).

ATS CBTC Comm CTCS ETCS IS IXL MB Sat SHCS T2TC T2TD VC
comm errors [55] [35] [69] [12] [67]

[69] [82]
[80] [84]

comm delays [40] [35] [4] [12] [14] [8] [7] [50] [22]
[49] [46] [69] [50] [15] [73] [73]
[86] [69] [83]

[86]
comm packet losses [48] [69] [8] [66]

[69] [64] [68]
[80]

failure probability [75] [28] [78] [62] [76] [6]
[76] [49] [82] [74]

[40] [84]
positioning errors [49] [85] [78] [50] [7] [50] [10]

[84] [18] [83]
[32]
[33]
[34]

train delays [21]
weather variability [5]

[6]
[16]

mode transitions [31]
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E. RQ4: Reproducibility of results

1) RQ4.1: Data availability: We consider data availability
at different levels, ranging from providing in the paper the
complete models (both structure and parameters) used in
the evaluation (which should be sufficient for a reviewer to
reconstruct an implementation of such models) to providing
only part of the used models. More than half of the selected
studies make data used to perform the experiments only partially
available (i.e., 24 papers, nearly 57% of the studies), while
slightly more than 40% of the paper (i.e., 17 papers) make
them available. The remaining paper, namely [49], does not
make data available due to confidential constraints.

2) RQ4.2: Artifact availability: We consider artifacts sup-
porting the reproducibility of experimental results at different
levels, providing data (such as models and their parameters), or
tools, or a combination of both. Almost all the selected studies
do not provide an artifact (i.e., 36 papers, nearly 86% of the
studies). Instead, the remaining 6 papers [4], [7], [8], [18],
[31], [76], which are among the most recently published ones,
support the reproducibility of the experiments to a different
extent, following a recent trend towards enabling the reuse
of data and implementations within the scientific community.
Specifically, in [4], a toolchain is provided which enables
the reproducibility of the experimental results, supporting the
definition of semi-formal specifications, their translation into
stochastic models, and the quantitative evaluation of the latter.
Conversely, in [7], [8], [18], [31], [76], the considered models
are made available, which can be analyzed by publicly available
tools among those mentioned in Section IV-C3.

V. SUMMARY AND IMPLICATIONS

The surveyed literature can be considered as representative
of the main research activities on quantitative dependability
evaluation of TCSs, an area that is spreading more and more in
recent years in academic research, and that provides promising
enabling techniques in support of the development of innovative
and more performing TCSs. In the screening phase, we have
been confronted with a large number of papers proposing
rather a qualitative evaluation of dependability-related attributes
(especially, safety), recurring to formal verification techniques
such as model checking, as reported by the cited surveys on
applications of formal methods to railways [30], [29]. The
screening phase has excluded such papers since the focus of
this survey is on quantitative evaluation.

In the following, we summarize major lessons learned
through this SLR (Section V-A), also with a perspective toward
some interesting future research directions (Section V-B) and
the exploitability of the results of this SLR (Section V-C).

A. Lessons learned

A first general remark is that several of the selected papers
constitute an example of paradigm shift in the evaluation of
safety: these new technologies require to abandon the traditional
“absolute safety” that has often ruled the railway operation, in
favor of a “probabilistic safety”, that is anyway already foreseen
in the safety guidelines issued for the development of signalling

systems [37]. Indeed, we find that safety is addressed in many
cases by SMC, which directly enables replacement of the
natural expression of sought absolute safety as an invariant over
the state of the system, typical of model checking approaches,
with a formula expressing the probability of the system being
safe, that must be over the stringent requirements imposed by
the safety guidelines. In particular, this is especially true for
Sat technologies, which are inherently probabilistic.

We also note that, in the case of more established TCSs,
such as ETCS, there is higher interest in studying availability
and, therefore, capacity, giving safety as already guaranteed
(in some cases, by qualitative evaluation and model checking
techniques in papers excluded by our screening phase). This
can be motivated by the need to have solid grounds to justify
new investments in the deployment of such technologies on
the basis of significant capacity improvements.

Moreover, we can notice that, despite the relative width of
the different considered aspects (in particular, TCS category,
measure of interest, and potential uncertainty source), there is a
certain consensus over formalisms and quantitative evaluation
techniques, with a prevalence of variants of Petri Nets on one
side and of variants of Timed Automata on the other one. Most
of the used support tools are still at a low Technical Readiness
Level (TRL), although a few of them, such as UPPAAL and
Möbius, are more consolidated and have a quite large adoption
base not only in academia but also in industry.

Regarding the crucial aspects of uncertainty, directions to
manage them typically depend on the specific affected measure.
For example, uncertainty in positioning is usually managed by
allowing for a longer safety margin, by assuming a maximum
uncertainty threshold: in railways, positioning of a reference
(say, the head) of a train is one-dimensional, because it refers
to a point on the line. Uncertainty makes position to stay
within an interval, so safety margins have to be computed
accordingly. Speed and acceleration uncertainty can be handled
similarly: if an error interval is known, integrating it over time
gives a position uncertainty. Instead, for fault/attack occurrence,
probability distribution functions are typically adopted, ranging
from the Exponential distribution (mathematically simpler to
manage) to more complex and ad-hoc defined ones (e.g., piece-
wise defined over their domain), when the analysis requires
to focus on specific realistic scenarios. Logs reporting past
history of the events of interest are generally exploited to
identify adequate reference distributions and assign values
to the distribution parameter(s). Similar reasoning applies to
quantify weather forecast components.

Of course, the results presented in the tables and figures
in Section IV allow to derive additional information beyond
the scope of the research questions of this SLR. Indeed, by
properly connecting the information in different tables, other
questions can be answered in accordance with the needs of the
specific user. For example, the knowledge of which assessment
methods are used to address a specific uncertainty aspect (e.g.,
positioning error) and for a certain attribute (e.g., safety) can
be obtained by matching the results in Table IV and Table V.
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B. Future research directions

We envisage future enhancements mainly in two directions.
On one side, further cooperation between academia and
industry is needed to strengthen the industrial application of
the proposed techniques and tools for successful adoption
in the context of the prospected future TCSs. Among the
selected primary studies, only seven are jointly co-authored by
academic and industrial authors (i.e., [4], [7], [18], [49], [50],
[69], [83], as shown in Table II; they account for about 16,7%
of the overall studies). In these works, relevant contribution of
industrial authors includes either technological competencies
on subsystems under analysis (as is the case of the proprietary
sensor fusion algorithm developed by Thales in [7], [18]), or
the supply of real data for the experimental analysis (e.g.,
regarding uncertainty information as in [4], or data about the
train control system as in [49], [50], [83]).

On the other side, technological advancements of assessment
techniques should include the development of domain-specific
tools for the automated translation of high-level semi-formal
TCS specifications into formal stochastic models, to further
boost the usage of the mentioned quantitative evaluation tools.
In addition, the analysis of compound dependability metrics
(in line with performability indicators), as well as the analysis
of trade-offs among metrics of interest, should be encouraged
to promote TCS solutions with satisfactory operation ability
under wider perspectives.

Finally, adopting the discussed quantitative evaluation tech-
niques also looks promising for the field of predictive mainte-
nance and predictive diagnostics, of which only a few studies
have been reported. In our opinion, there is space for further
research in this direction. Similarly, the application of machine
learning techniques to the operation and management of TCSs
is an emerging trend, though requiring a significant effort by
the academic and industrial community to build solid data sets
for training and testing purposes.

C. Exploitability of the results

Fully adhering to the spirit of an SLR, the derived findings
are intended to be of practical utility to various stakeholders
involved in the design, development, verification, operation,
and management of train signaling systems, each one for the
part of their own competence.

First, benefits are expected for the research community,
which is encouraged to build on the current state-of-the-
art by developing extensions and refinements to address
existing gaps. Without the intent of being exhaustive, in the
previous subsection, we have identified interesting research
directions to advance on, which would empower the quantitative
dependability evaluation methods as a strong support to promote
the reliable operation of railway infrastructures.

Operators in the railway domain are also among the benefi-
ciaries of the obtained results, as they can take advantage of
these studies to gain additional competence in setting up appro-
priate system configurations that effectively meet dependability
requirements. For example, the models developed in [28] are
exploitable to assess the availability of a CBTC system at the
varying failure rates of the onboard and wayside devices and

their respective times to repair, thus contributing to selecting the
appropriate quality of such devices in order to meet the required
availability for the system under development. Another example
is the study performed in [12] for an ERTMS/ETCS scenario
with MB signaling, where the probability of an emergency
brake within a given time is derived for different values of
train speed and train-to-train distance, thus contributing to
selecting appropriate values for such parameters in order to
meet the required quality of service.

Finally, the normative and regulation entities can take
advantage of this SLR in their delicate role of justifiably
assessing the risks and benefits of emerging technologies and
of providing guidelines to promote their usage in alignment
with the criticality levels of the system employing them. For
example, the studies that have analyzed safety in probabilistic
terms have had an impact on the incorporation of this new
trend on probabilistic safety into pertinent regulations, e.g., in
the safety guidelines issued for the development of signaling
systems [37], as already recalled.

VI. THREATS TO VALIDITY

In this section, we discuss the threats to validity. In particular,
following the guidelines in [77], we distinguish the internal,
construct, and external threats to validity.

A. Internal validity

The expertise of the authors might have influenced selection
and classification of the primary studies. To reduce this risk,
each paper has been randomly assigned to 2 reviewers for the
initial screening phase, based on title, abstract and keywords.
Then, in order to assure a common treatment of all the papers
when applying inclusion and exclusion criteria based on the
full-test reading, 11 randomly chosen papers retained from the
screening phase (i.e., close to 17% of 66, the total number)
were assigned to all the 5 reviewers for full-text reading, with
agreement on those to retain reached by a thorough plenary
discussion. Also, several meetings have been carried out during
all phases of the selection process to discuss any possible doubt.

Another crucial aspect is that the adopted classification
might not include all the dimensions characterizing studies
on quantitative dependability evaluation of TCSs, accounting
for uncertainty. To mitigate this risk, we started considering
a number of typical dimensions in dependability assessment
studies, then refined/adjusted through a bottom up-approach,
leveraging data exposed by primary studies.

B. Construct validity

We identify the following potential threats to construct
validity, i.e., the coherence of the adopted measures to observe
the intended properties: i) search string construction: a different
set of primary studies might have been derived with a different
search string. This threat characterizes all systematic surveys.
To mitigate it, we adopted a very general and comprehensive
search string through the use of major terms in the areas
relevant to this survey, also using alternative terms, key phrases
and wildcards, when appropriate, to enhance inclusiveness.
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Moreover, we checked the papers included in the preliminary
review on this same subject [27] against those obtained through
our search string, and we verified the full inclusion, although
one paper was then discarded after applying the exclusion
criteria; ii) digital library: we selected studies from four
databases, i.e., Scopus, IEEEXplore, ACM Digital Library
and SpringerLink. We might have missed some relevant papers
not available in these databases. The risk is mitigated since
altogether they group the most relevant publishers in the area of
dependability evaluation and railway technologies. Moreover,
we complemented the automated search with backward and
forward snowballing on Google Scholar to identify the primary
studies; iii) inclusion and exclusion criteria: different inclu-
sion/exclusion criteria might have provided different results.
Moreover, considering for all the papers their entire content
might have produced more accurate results. To mitigate this
issue, in our review process we applied the guidelines for SLRs
in software engineering [41]; iv) quality of reviewed studies:
as we did not conduct a specific quality assessment phase,
collected primary studies could also include papers that do not
fully comply with quality criteria usually applied in literature
selection in SLRs. However, we excluded studies that had not
undergone a peer-review process, which should guarantee the
scientific quality of the selected papers to a good extent.

C. External validity

Finally, external validity concerns potential issues related to
the generalization of the results, comprising an intrinsic threat
of any SLR. To the best of our knowledge, this study represents
the first SLR on quantitative dependability assessment of
TCSs in the presence of uncertainty. Moreover, the threat
is mitigated since we have considered all papers published in
the time window from January 2011 to February 2024, thus
well representative of current trends in the addressed topic.

We remark that, being an SLR, the focus of this work is
represented by research papers rather than project outcomes,
as discussed in Section I-B. According to this, the results
of research & development projects can be retrieved only if
consolidated in research papers. To mitigate this threat, in
Section V-B, we have explicitly pointed out the selected papers
that are jointly co-authored by academic and industrial authors,
discussing future research directions in this respect.

VII. CONCLUSIONS

We have presented an SLR of the studies focusing on the
quantitative assessment of dependability-related attributes of
TCSs, a research area that has emerged and become well
established in recent years. In particular, the goal of this SLR
was not to add new findings to the addressed research topic, but
rather to provide insights into the significant related literature,
as well as a framework that categorizes the developed solutions
under a variety of different dimensions.

The number of papers selected on the basis of their actual
relevance w.r.t. the topic of interest was indeed not very large,
if compared with that produced by an automatic selection over
different databases, which was the first step of the review
process. From the analysis of the selected primary studies, we

noticed a convergence towards a few formalisms, techniques
and tools, which can be considered as the core and state-of-the-
art instruments to be adopted when assessing dependability-
related attributes of TCSs in presence of uncertainty on vital
parameters. The selected studies also confirm that stochastic
model-based analysis of dependability-related attributes is
a powerful means to promptly identify which subsystems
are most sensitive to uncertainty, to devise strategies on
how to counterbalance such criticality, or to issue proper
recommendations for designers and operators in the field.

REFERENCES

[1] G. Agha and K. Palmskog. A survey of statistical model checking.
ACM Transactions on Modeling and Computer Simulation (TOMACS),
28(1):1–39, 2018.

[2] ASTRail. http://www.astrail.eu.
[3] A. Avizienis, J.-C. Laprie, B. Randell, and C. Landwehr. Basic concepts

and taxonomy of dependable and secure computing. IEEE Transactions
on Dependable and Secure Computing, 1(1):11–33, 2004.

[4] Y. Bao, M. Chen, Q. Zhu, T. Wei, F. Mallet, and T. Zhou. Quantitative
performance evaluation of uncertainty-aware hybrid AADL designs using
statistical model checking. IEEE Transactions on Computer-Aided Design
of Integrated Circuits and Systems, 36(12):1989–2002, 2017.

[5] D. Basile, F. Di Giandomenico, and S. Gnesi. Tuning energy consumption
strategies in the railway domain: A model-based approach. In T. Margaria
and B. Steffen, editors, Leveraging Applications of Formal Methods,
Verification and Validation: Discussion, Dissemination, Applications,
pages 315–330, Cham, 2016. Springer International Publishing.

[6] D. Basile, F. Di Giandomenico, and S. Gnesi. Statistical model checking
of an energy-saving cyber-physical system in the railway domain. In
Proceedings of the Symposium on Applied Computing, page 1356–1363,
New York, NY, USA, 2017. Association for Computing Machinery.

[7] D. Basile, A. Fantechi, L. Rucher, and G. Mandò. Analysing an
Autonomous Tramway Positioning System with the UPPAAL Statistical
Model Checker. Form. Asp. Comput., 33(6):957–987, 2021.

[8] D. Basile, M. H. ter Beek, A. Ferrari, and A. Legay. Exploring the
ERTMS/ETCS full moving block specification: an experience with formal
methods. International Journal on Software Tools for Technology Transfer,
24(3):351–370, 2022.

[9] N. Bertrand, P. Bouyer, T. Brihaye, Q. Menet, C. Baier, M. Größer, and
M. Jurdzinski. Stochastic timed automata. Logical methods in computer
science, 10, 2014.

[10] J. Beugin, C. Legrand, J. Marais, M. Berbineau, and E.-M. El-Koursi.
Safety appraisal of GNSS-based localization systems used in train spacing
control. IEEE Access, 6:9898–9916, 2018.

[11] J. Beugin and J. Marais. Simulation-based evaluation of dependability
and safety properties of satellite technologies for railway localization.
Transportation Research Part C: Emerging Technologies, 22:42–57, 2012.

[12] M. Biagi, L. Carnevali, M. Paolieri, and E. Vicario. Performability
evaluation of the ERTMS/ETCS – Level 3. Transportation Research
Part C: Emerging Technologies, 82:314–336, 2017.

[13] Capacity4Rail. http://www.capacity4rail.eu.
[14] Q. Cappart, C. Limbrée, P. Schaus, J. Quilbeuf, L.-M. Traonouez, and

A. Legay. Verification of interlocking systems using statistical model
checking. In 2017 IEEE 18th International Symposium on High Assurance
Systems Engineering (HASE), pages 61–68, 2017.

[15] R. Cheng, Y. Cheng, D. Chen, and H. Song. Online quantitative safety
monitoring approach for unattended train operation system considering
factors. Reliability Engineering and System Safety, 216, 2021.

[16] S. Chiaradonna, G. Masetti, F. Di Giandomenico, F. Righetti, and
C. Vallati. Enhancing sustainability of the railway infrastructure: Trading
energy saving and unavailability through efficient switch heating policies.
Sustainable Computing: Informatics and Systems, 30:100519, 2021.

[17] T. Courtney, S. Gaonkar, K. Keefe, E. W. D. Rozier, and W. H.
Sanders. Möbius 2.3: An extensible tool for dependability, security,
and performance evaluation of large and complex system models. In
39th Annu. IEEE/IFIP Int. Conf. on Dependable Syst. and Netw. (DSN
2009), pages 353–358, Estoril, Lisbon, Portugal, 2009.

[18] L. D. da Silva, P. Lollini, D. Mongelli, A. Bondavalli, and G. Mandò.
A stochastic modeling approach for traffic analysis of a tramway system
with virtual tags and local positioning. Journal of the Brazilian Computer
Society, 27(1):2, 2021.

http://www.astrail.eu
http://www.capacity4rail.eu


16 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. XX, NO. YY, MONTH ZZ YEAR ABCD

[19] A. David, K. G. Larsen, A. Legay, M. Mikučionis, and D. B. Poulsen.
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