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Abstract. Process Debt (PD), a concept derived from the Technical Debt, con-
sists of a sub-optimal activity that might have short-term benefits but generates a
negative impact in the medium-long term. PD identification is a key phase of PD
management as it aims to determine the type of PD, where it is located, and how
to estimate its impact. However, PD identification is the most challenging phase,
as practitioners find it the most effort-intensive, mainly due to the immaterial
nature of the process. In this paper, to mitigate the difficulties of PD identifica-
tion, we propose a methodology that relies on frameworks compliant with the
ISO/IEC 33000 family standard, the reference standard for process assessment.
We also provide an exemplar application using the data from a process assess-
ment performed using the Automotive SPICE, a framework compliant with the
ISO/IEC 33000 requirements. An excerpt of the case study results is presented,
showing the potential for a systematic and effective approach to PD identifica-
tion.

Keywords: Process Debt Identification, Process Assessment, ISO/IEC 33000,
Automotive SPICE.

1 Introduction

The importance of the quality of the process for software organizations to significantly
improve the quality of their products has been a consolidated concept for decades [1].
Defining, documenting, and deploying the software process allows companies to meas-
ure current performance, identify areas of weakness, and initiate improvement actions.
Nowadays, having a defined and documented software process, together with the ap-
propriate techniques and tools to measure its effectiveness, is generally considered a
key element for producing quality software products [2]. A vast body of literature deals
with principles and techniques related to Software Process Assessment and Improve-
ment (SPAI), along with a variety of related models and standards [3], [4]. These mod-
els and standards provide mechanisms to measure process indicators to identify and
possibly solve process weaknesses.

Through a financial metaphor, the concept of Technical Debt (TD) identifies sub-
optimal technical implementations that give a short-term benefit but create the condi-
tions for long-term interests to pay [5]. More recently, the concept of Process Debt (PD)



has been introduced as a derivation from the original concept of TD. PD is generally
classified as a Non-Technical Debt (along with social and people debts) [6], but the key
concepts and the approach to managing TD can also be applied to PD.

PD consists of an activity performed in a sub-optimal way that might have short-
term benefits but generates a negative impact in the medium-long term. The basic con-
cepts related to the TD metaphor, such as the principal, the interests, and the debt, apply
to PD too; what differs is the origin of the debt: in the case of PD, the debt is not a sub-
optimal technical implementation as for TD, but it is a sub-optimal process.

SPAI and PD Management (PDM) are different from a conceptual point of view, but
they can be approached synergically from a pragmatic perspective. In particular, the
SPAI discipline is more mature and supported by methodologies, schemes, and stand-
ards, while the PDM is still much more immature. We are interested, starting from a
clear understanding of the differences and similarities between these two disciplines
and the related key concepts, in exploring the extent to which they can support each
other. Despite a significant amount of research activity devoted to analyzing and solv-
ing issues related to the TD identification phase [7], the issues related to the identifica-
tion of PD are not investigated in the literature.

The purpose of this paper is to define a methodology that allows PD identification
in software projects in a systematic way, taking advantage of the existing reference
frameworks and standards for process assessment and improvement. We rely on the
existing reference standard for process assessment (the ISO/EC 33000 family [8]), and
we apply the defined methodology in the automotive field using Automotive SPICE [9]
(a framework compliant with the ISO/IEC 33003 [12], and ISO/IEC 33004 [10]).

This paper aims to contribute to answering the following research question: How
can Process Assessment outcomes support PD Identification and Documentation?

This paper is structured as follows: Section 2 provides background information and
related works on Process Debt, starting from the originating metaphor of Tech Debt. In
Section 3, we discuss the differences and similarities between PD and process weak-
nesses detected by process assessments. Section 4 describes an approach based on the
ISO/IEC 33000 family standard to support the identification of PD. In Section 5, we
present an exemplary application of the methodology, and we discuss the related out-
comes. Finally, in Section 6, conclusions and future research directions are provided.

2 Background and Related Works

In this section, we recall key concepts of SPAI, discuss relationships between TD
and PD, and present the relevant literature on PD.

2.1  Software Process Assessment and Improvement

Process Assessment is a mature discipline that is essentially based on a bottom-up ap-
proach that uses work products (i.e., the results of the execution of a process) to rate
low-level process indicators; rated process indicators are then combined, according to
predefined schemes and rules, to achieve a rating of process attributes. The ratings of



process attributes are, in turn, combined, based on a measurement framework, to assign
a quantitative rating to the process. Compliant and valid process assessment shall pro-
vide justification for any rating, particularly those related to process attributes that have
achieved a sub-optimal rating score. Moreover, all the work products used for the as-
sessment shall be precisely identified.

Although several process assessment frameworks exist (one of the most relevant is
the CMMI [3]), today, the reference approach for process assessment is given by the
ISO/TEC 33000 family standard [8], which provides a process assessment model and
relies on a process reference model. In the following, we provide an overview of the
ISO/IEC 33000 to introduce the key concepts and terminology.

The key elements of the overall model for a software process assessment according
to the ISO/IEC 33000 are the Process Reference Model (PRM), Process Assessment
Model (PAM), and Measurements Framework (MF).

The ISO/IEC 33004 [10] standard provides requirements for a PRM. A PRM shall
be composed of a set of definitions of interrelated processes. The defined processes
belonging to such a model are expected to be part of a lifecycle. The definition of each
process belonging to a PRM shall contain the statement of the process purpose that
describes, at a high level, the overall objectives of performing the process, together with
the set of expected process outcomes demonstrating the successful achievement of the
process purpose.

A MF for process assessment is a scheme that can be used to assign a quantitative
rating to a quality characteristic of a process. Despite the reference quality characteristic
being process Capability (a synonym of Maturity), the Measurement Framework has
been conceived to be general and applicable to different process-related quality char-
acteristics [11]. In fact, the ISO/IEC 33003 [12] provides the requirements for defining
an MF for any process quality characteristic. Given a process quality characteristic Q,
the measurement framework for measuring Q is composed of:

e Q Levels: a value on a n-points ordinal scale that gives a quantitative measure of the
Q of a process; each level builds on the Q of the levels below.

o Process Attributes: a measurable element of the quality characteristic Q of a process,
applicable to any process.

e Process Indicators: they are the basic elements of the assessment framework consist-
ing of practices to perform. The degree of achievement of such practices is measured.

e Rating Scale: a set of values or categories to which process attributes and process
indicators are mapped.

Finally, the PAM is a model for assessing, based on the MF and the PRM, a quality
characteristic of processes. According to ISO/IEC 33004, the PAM is composed of pro-
cess indicators related to the processes to assess (the processes are taken from the
PRM). The extent to which these process indicators are fulfilled is evaluated using ev-
idence from real projects, and a rating is then assigned to them according to the MF.

The MF for process Capability is provided by ISO/IEC 33020 standard [25].



2.2 From Technical Debt to Process Debt

The concept of TD allows to articulate the notion of trade-offs between the short-term
benefits of delaying certain software development tasks or doing them quickly and less
carefully and the long-term cost of those delays or unreliable works.

The concept of TD was introduced by Cunningham (1992) [5], who described how
"Shipping first-time code is like going into debt. A little debt speeds development so
long as it is paid back promptly with a rewrite". Since then, the software development
community has used the TD concept to represent and explain the various factors of
increasing costs throughout the life of a software system [13], [14], [15]. The TD con-
cept introduces the idea that the deployment of shortcuts in software development (i.e.,
getting a TD) is not necessarily negative, as a limited amount of debt can help devel-
opers speed up the development process in the short term. Similarly to risks, TDs need
to be managed according to a precise stepwise approach to maintain them under control
and avoid troubles in development projects. First, a sort of TD life cycle was identified,
and then several techniques, tools, and methods were defined and implemented to sup-
port each stage of the TD life cycle [7], [16]. A wide study on TD management is pro-
vided by [17]. As demonstrated by the abundant literature, TD has obtained a relevant
interest both from researchers and practitioners. Moreover, the underlying TD metaphor
has been used and extended to explore its applicability to other contexts that are not
restricted to technical issues only (such as those related to code, tests, and architectural
design). Different kinds of debts have been identified and studied to understand the
suitability of the TD management approach. One of these is the Process Debt (PD).

PD is defined as a sub-optimal practice that might have short-term benefits but gen-
erates a negative impact in the medium-long term. Following the terminology from the
original TD metaphor, a PD is composed of a debt (i.e., the divergence from an optimal
process), it determines interests (i.e., the negative effects generated by the occurrence
of the debt) and is associated with a principal (i.e., the cost of changing the process to
avoid or repay the debt) [18]. To be managed and taken under control, PD also needs
proper management.

In the next sub-section, we present and briefly discuss the relevant literature on Pro-
cess Debt, both from a conceptual and a practical perspective.

2.3 Process Debt Related Works

In the literature, studies dealing with Process Debt are still limited. PD is addressed in
[6] by a systematic mapping review of software engineering to identify the causes of
Non-Technical Debts (process, social, and people debts) and the associated prevention
strategies. A number of primary papers related to PD are identified and selected in that
mapping review, which demonstrates that the research on PD needs to be further devel-
oped and consolidated. According to the outcomes of [6], the causes of PD may be
different, but several of them are directly related to unsuitable defined processes, pro-
cess divergence, lack of project management, and lack of follow-up assessments. That
study identifies 33 causes of PD and categorizes them into three classes (organizational
challenges, process divergence, and external dependencies).



In [18] an exploratory study on the concept of PD based on interviews is described.

The study defines PD and proposes a related reference conceptual model. They also
address the relationship between TD and PD. Authors of [18] also provide a taxonomy
of the types of process debt derived from the results of the exploratory study, along
with an investigation into the causes that can lead to PD and the consequences of PD.
The types of PD identified in [18] are shown in Fig. 1. The Activity-specific debt relates
to any activity that is performed in a flawed way by an organization (e.g., weak effort
estimation leads to an estimation debt). The Roles debt is related to mismatching roles
and responsibilities. This type of PD occurs when an activity is executed by someone
with a different responsibility according to the defined process. This may lead to con-
fusion and conflicts in the development project. Dependencies between different pro-
cesses can determine the need for synchronization.
Thus, the Synchronization debt type is related to deficient synchronization among dif-
ferent processes that need to be performed synergically or according to a precise sched-
ule due to a defined workflow. The Infrastructure debt may arise from inadequate tool
chain or technological support with respect to the complexity or characteristics of the
development project. The Documentation debt is related to an insufficiently docu-
mented process. A process to be spread among and assimilated by the process stake-
holders shall be clearly and completely defined and documented. Finally, the Unsuita-
ble Process debt is related to a process defined and applied but not aligned with the
organization's business needs.

The investigation reported in [18] includes a set of main PD accumulation patterns:
Sub-optimal process design (a process is not fully adequate for all the stakeholders or
for some specific activities); Process divergence (the process is suitable for the business
needs of the organization, but some stakeholders do not comply with it); Infrastructure
deficiencies (the infrastructures do not provide adequate support to the process perfor-
mance).

The study in [19] analyzes the topics discussed in software development teams' agile
retrospectives and shows that several PDs are addressed in such retrospective meetings.
This evidence confirms the relevance of PD in software development projects.

Finally, some studies report that the causes of TD are insufficient processes [20] and
that effective TD management cannot be achieved if process debt is not tackled [21].

3 Process Weakness vs. Process Debt

Process weaknesses and PDs are two similar but not equivalent concepts. A process
weakness can be defined as a practice (or sequence of practices) that is not adequately
or inefficiently deployed with respect to the achievement of the defined organization’s
objectives or a process divergence [6] with respect to a defined reference process or a
regulatory standard. As process weaknesses and PDs are both based on a sub-optimally
deployed practice, it is necessary to provide a deeper argumentation to clarify the dif-
ference between these two concepts. The literature doesn’t provide a conclusive direct
contribution to clarify this point. Thus, we provide a key for understanding and clarify-



ing the differences between PD and process weaknesses. From a conceptual perspec-
tive, what distinguishes a PD from a process weakness is the scope, timing, purpose,
and involved roles for its resolution. The scope of a process weakness is the overall
organization process. In other words, a process weakness represents a bias for the over-
all organization, and its resolution is a way to improve the performance of the organi-
zation in terms of costs, time, and quality of the final products. The scope of the PD is
instead the specific project where it is detected. A PD, for its nature, is project-specific
and cannot be generalized. In fact, a PD is a sub-optimal activity that may cause harm
in a specific project, but the same may be justified in another one as it doesn’t cause
any harm or can even give a benefit. The way a PD is treated depends on project-spe-
cific considerations and aims at leading the project to an acceptable conclusion under
the actual circumstances. Consequently, the lifecycle of a PD usually spans within the
project timeline. Conversely, the lifecycle of a process weakness can overcome the spe-
cific project lifetime. The roles involved in the management of a process weakness and
a PD are different as well. In the first case, as a general organizational perspective is
required, the key roles are process manager and top engineering managers; in the latter,
the project manager is the key actor, as a deep knowledge of the characteristics and
dynamics of the project is necessary. In fact, what drives the two types of management
is the scope of the evaluation of the impact, the overall organization in the first case,
and the specific project in the latter.

PROCESS DEBT

UNSUITABLE DOCUMENTATION INFRASTRUCTURE SYNCRONIZATION ROLES DEBT ACTIVITY-SPECIFIC
PROCESS DEBT DEBT DEBT DEBT DEBT

Fig. 1. Taxonomy of types of PD

4 A Methodology to Support PD Identification

TD Identification and Measurement are essential activities to determine the type of TD,
where it is located, and how to estimate its impact on the software [7]. These phases
received the most attention in the literature [17], [22]. Moreover, mainly for TDs that
are directly related to code, they are supported by several tools (such as code analyzers),
that can detect sub-optimal coding and calculate metrics. Nevertheless, despite being
deeply studied and technically supported, they are considered the phases in which there
is greater difficulty in achieving [23], and, according to practitioners, most of the effort
spent managing TD is devoted to understanding and measuring it [24].

In the case of PD, the identification and measurement phase are even more difficult
than TD. In fact, the process is generally harder to analyze and measure than a technical
artifact due to its immaterial nature. To our understanding, there is a lack of specific
techniques, tools, and methods for the identification of PDs.



In the following, we describe a methodology aimed at contributing to moving from
an informal and accidental to a more systematic and methodologically sound way to
identify PDs. As the identification of TD derives from a technical analysis of software
artifacts (code, architecture, requirements, ...), similarly, the identification of PDs
needs to be derived from structured and reliable process assessments able to detect sub-
optimal processes. Gathering information on process sub-optimal deployment through
informal meetings or even interviews with stakeholders cannot be considered fully suit-
able as it lacks repeatability, is subjective, and is not based on quantitative evaluation.
Thus, we propose to apply existing and mature process assessment models based on
standards to detect process weaknesses that might determine PDs.

To address the research question defined in Section 1, we describe, in the following
sub-section, a methodology to identify PD based on the performance of process assess-
ment compliant with the ISO/IEC 33020 standard [25].

4.1 Methodology Description

The whole methodology relies on performing an ISO/IEC 33000-compliant process as-
sessment. To perform such assessments, selecting or defining a Process Assessment
Model (PAM) according to the ISO/IEC 33004 clauses is necessary.

As mentioned in Section 2, the process assessment is a bottom-up activity starting
from the rating of process indicators, each associated with a specific process attribute.
In process assessments, indicator ratings are combined according to the measurement
framework to assign a rating to process attributes. In turn, the process attribute ratings
are combined to establish the overall process rating. Notice that the process assessment
results shall include not only the ratings of the process indicators but also the objective
justification of any possible downrated process indicators (i.e., process indicators that
don’t reach the top score). Thus, using the assessment results, it is possible not only to
identify process weaknesses through down-rated process indicators precisely but also
to gather essential information to analyze the detected process weaknesses.

Once the assessment results are available, the process weaknesses corresponding to
downrated process indicators are analyzed to understand whether they are candidates
to become PDs. Eventual identified PDs are then collected and reported.

Fig. 2 represents the flowchart of the methodology described above. Notice that the
PD identification can be performed both after the process assessment (based on the
availability of all the assessment results) and during the assessment itself (as the rating
of single process attributes is made).

One of the key phases for the application of the proposed methodology in practice is
the identification of candidate PDs, starting from detected process weaknesses. The
pivotal aspect of that is the availability of clear criteria to determine whether a process
weakness can trigger a PD or not. In the following, we address such an aspect.

Based on the considerations provided in Section 3, the criteria to identify candidate
PDs from detected process weaknesses are schematically reported below:

e Can the detected process weakness determine a significant delay in the project
schedule?



e Can the detected process weakness determine significant extra costs with respect to
the project budget and thus affect the expected profit margin?

e Can the quality of the final product of the project be affected if the process weakness
is not resolved?

If the answer to one or more of the following questions is yes, then the process weak-

ness is a candidate to be a PD for the project. Otherwise, the process weakness can be

managed in the context of a process improvement campaign that usually follows the

process assessment. The identification of the candidate PD is followed by the analysis

phase, in which the principal and the interests are determined or estimated.
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Fig. 2. PD Identification methodology flow chart

5 An Exemplar Application in Automotive

In this section, we provide an exemplary application of the methodology defined in
Section 4. For this purpose, we use the data collected during an Automotive SPICE
assessment performed recently. This way, we show how the process indicators provided
by the applied process assessment standard can be used as a reference to identify, in a
disciplined manner, under-optimal process solutions adopted.

In the following, we briefly introduce Automotive SPICE as an ISO/IEC 33004 com-
pliant model for performing conformant assessments of the process capability in the
development of embedded automotive systems. Then, we present an excerpt of signif-
icant exemplar cases demonstrating the ability of the methodology defined in Section
4 to identify candidate PDs starting from the evaluation of process indicators. Finally,
we will discuss the results and the effectiveness of the proposed methodology.

5.1 Automotive SPICE: The Reference Standard for Process Assessment and
Improvement in Automotive

Automotive SPICE [9] (ASPICE) provides a process framework that disciplines the
software development activities at a high level of abstraction and allows their process
capability assessment to match predefined sets of numerous process requirements.



ASPICE, as a de-facto process standard, is used by car manufacturers to push software
process improvement among suppliers of software-intensive systems [26]. Process ca-
pability is defined as a characterization of the ability of a process to meet current or
projected business goals. ASPICE is compliant with the ISO/IEC 33004 and ISO/IEC
33020. Many car manufacturers worldwide use this standard to qualify suppliers by
requiring them to achieve defined capability levels on specific processes [26]. Due to
space limitations, we do not provide further details on ASPICE, for further information
on the structure and usage of ASPICE we invite readers to refer [27].

Although each ASPICE assessment can define its own assessment scope, in practice,
the reference ASPICE process scope is the one identified by the VDA (Verband der
Automobilindustrie e.V.) [27]. It is composed of a subset of the ASPICE Process Ref-
erence Model processes, each with an expected Capability Level (CL) 2 or more. The
VDA Scope is the ASPICE benchmark in automotive and the reference scope many
automotive OEMs use to qualify suppliers of software-intensive car components.

We resumed the information of a recent assessment to perform the exemplary appli-
cation of the methodology. Such information has been analyzed to select meaningful
examples of process indicator ratings to show the methodology's application.

5.2 Exemplary application of the methodology

This sub-section provides an exemplary application of the methodology defined pre-
viously. We used the information collected during an actual recently performed
ASPICE assessment to show how the ratings of the process indicators and the related
information can be used to identify candidate PDs. One of the authors of this paper is
the certified ASPICE Principal Assessor who led the assessment. For confidentiality
reasons, assessors cannot disclose information about the organizational unit that under-
took the assessment nor information about the project used as the source of evidence
for the assessment. Thus, the example provided in this section will be anonymous, mak-
ing any connection with the original data and information impossible. The assessment
was conducted using data from a project aimed at developing a software-intensive sys-
tem in the field of infotainment for mid-level automotive vehicles. The assessment took
a total of five working days (one for the assessment preparation, three for information
gathering through interviews and work product analysis, and one for ratings and report-
ing). The project used for the assessment was composed of three main iterations (called
Proto A, Proto B, and Proto C) corresponding to three major releases of software. Proto
A corresponds to 70% of implemented functionalities, Proto B corresponds to 100% of
functionalities, and Proto C is devoted to the integration of the software with the rest of
the system and final validation. The approach was fully iterative (i.e., all the software
engineering processes were performed for each Proto). The assessment was performed
when the Proto A release was completed, and the Proto B activities had just begun.

For space limitations, we do not discuss all the candidate PDs derived from the as-
sessment results. On the contrary, we provide one example derived from process weak-
nesses associated with downrated ASPICE process indicators for each type of PD men-
tioned in 2.3 and shown in Fig. 1.
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Table 1 contains an excerpt of the process weaknesses that caused a downrating of
process indicators (i.e., process indicators that have achieved a rating lower than the
maximum score). The first column contains the ID of the process weaknesses; the sec-
ond column contains the ASPICE process indicator [9], and the third column contains
its achieved rating in the assessment. The fourth column contains the description of the
process weakness that caused the downrate.

Table 1. Examples of Process Weaknesses from Downrated Process Indicators

# ASPICE Process Indi- Rate* Process Weakness Description
cator Definition
SWE.1.BP3: Analyze

1 ) ) L Missing evidence of specific verifiability analysis performance
software requirements.
SUP.1.BP1: Develop a The independence of QA is not guaranteed, as the project man-
2 project quality assur- P ager is the person responsible for performing QA on the same
ance strategy. project. A conflict of interest exists.
SWE.4.BP3: Per- . . .
. . . Full compliance with MISRA C rules is not defined as mandatory
3 form static verification P .
and, thus, not achieved
of software units.
SWE.6.BP1: Develop . R . . o
. . Project-specific software regression test strategy (i.e., criteria to
software qualification K o R
4 ) ) P select regression tests, responsibilities allocation, target release,
test strategy, including . . . . .
. ...) is documented with an insufficient level of granularity.
regression test strategy.
The project life cycle and the customer's development process are
5 MAN.3.BP2: Define P not fully consistent. In particular, the validation phase of the Proto
project life cycle. C is not fully consistent with the release plan agreed with the cus-
tomer (a delay should be expected).
The task management tool used is a Gantt Chart (MS Project),
and the granularity of the activities on the chart is too large to be
MAN.3.BP4: De- . . .
. effectively managed. The detailed task management (effort, tim-
6 fine, monitor, and ad- L

. . . ing, responsibilities) is high-level and too static to represent the
Jjust project activities. ) . . .
actual situation. Task management is performed informally

through oral communication without registration.
*Rating scale: F: fully (86%-100% achievement); L: largely (85%-51% achievement); P: partially (50%-16%
achievement); N: not (15%-0% achievement)

Table 2 contains the description of the candidate PDs identified from the analysis of
downrated process indicators reported in Table 1. The first column contains the ID of
the candidate PD corresponding to the process weakness, which has the same ID as in
Table II. The second and third columns indicate the type and a synthetic description of
the candidate PD. The principal of the candidate PD is briefly described in the fourth
column. A preliminary generic identification of the related interests is provided in the
fifth column. After the identification of candidate PDs, the analysis of interests and the
principal and the related quantification of costs was made by the quality manager, pro-
ject manager, and software engineering program manager. The details of such an anal-
ysis are out of the scope of this paper.
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Table 2. PD Candidate Identification from Process Weaknesses

Candidate PD

Cost of Principal

Identified Interests

# Type*
1 A
2 R
3 U
4 D
5 S

As verifiability analysis is
not performed, the soft-
ware requirements specifi-
cation may contain not
quantifiable and vague in-
formation (e.g., vague sen-
tences or no quantitative
reference values).

- an additional analysis of software
requirements aimed at identifying
problems in terms of verifiability
involving both software engineers
and software testers

- corrective changes to software re-
quirements

- consistency check, through tracea-
bility, of test specifications

- review of software test specifica-
tions for consistency with software
requirements

Some tests may be ineffec-
tive due to the low quality of
related requirements. Thus,
additional effort may be
needed at testing time due to
difficulties in defining soft-
ware test cases.

Difficult traceability be-
tween software requirements
and software qualification
tests causes over costs at re-
gression testing.

As the independence of
QA is not guaranteed, the
effectiveness of the QA it-
self can be weakened due
to conflicts of interest. For
example, some QA issues
may not be duly reported
or appropriately managed
as considered, from the
PM perspective, sources of
delays for project tasks.

- appointment of an independent
quality engineer for the project

- review of all the closed Quality Is-
sues by the quality engineer

- re-open some quality issues and
identify corrective actions to do

- manage re-opened quality issues
till their closure

Unresolved QA issues re-
lated to process work prod-
ucts determine extra costs to
face ex-post inconsistencies
in terms of project activities
performance (responsibility,
scheduling, dependencies)
and in terms of work product
correctness (approval flow,
completeness of documents,
review performance).

The quality of code
may be low as several
state-of-the-art coding
rules may not be fulfilled.

- review of the whole code devel-
oped so far and correct violations of
MISRA C rules

- acquire an additional license of the
QA-C tool to perform MISRA C
rules check automatically

- training for software engineers for
the use of the tool

- require MISRA C rules compliance
for the next software releases in the
project

Low-quality code is prone to
run-time errors, with addi-
tional effort needed at the
software verification stage.
Additional costs in terms of
code maintainability may oc-
cur.

MISRA C coding rules are
widely applied in automotive
and sometimes are explicitly
required by OEMs. Missing
compliance assurance with
them is a gap with respect to
competitors.

Lack of information about
procedural steps, targets,
tools to use, or actors in-
volved in software regres-
sion testing at the software
qualification level may
lead to loss of effective-
ness and confusion.

- review and modify software regres-
sion strategy to increase its level of
granularity in terms of criteria to se-
lect regression tests, expected doc-
umental outcomes, timing of per-
formance of regression tests

- check the software release plan for
consistency with the software re-
gression testing policy

- Apply revised software regression
strategy to next software releases

Software qualification re-
gression testing is not per-
formed appropriately, which
may lead to additional costs
due to defects found on the
customer side or in vehicle
operation

Possible inability to re-
spond to customer needs in
terms of timing or com-
pleteness of releases.

Re-plan the ongoing and future pro-
ject activities (with a specific focus on
validation) in terms of schedule and
resources to make releases consistent
with the customer milestones.

Loss of reputation and cus-
tomer satisfaction.

Possible penalties to pay in
the case of late releases.
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1 Lack of a unique, com- - Acquire a task management tool Project costs and scheduling
plete, and shared reference (e.g., Redmine or Jira) and perform are out of control, which
environment to control training for users leads to over costs and de-
and manage task schedul- - Move ongoing and planned tasks in lays in project milestones.
ing and synchronization the new environment
may lead to a loss of con- - Use the new environment for the

trol of the project activities rest of the project
and ineffective estimation,

report, and trend analysis

of effort and time.

*Type of PD: A: Activity-specific debt, R: Roles debt, S: Synchronization debt, D: documentation debt, I: infra-
structure debt, U: unsuitable process debt

We report briefly the decisions taken about these three candidate PDs:

e The principals of PD candidates 1 and 3 have been paid through immediate improve-
ment actions. In those cases, the principal has been considered sustainable, and the
related process weaknesses with high priority. So, no PD has been taken.

e The PD candidate 4 has been taken as a PD, and the change to the software regression
strategy has been started and completed in PROTO B. The repayment of the PD (i.e.,
the application of the revised strategy) has been planned to impact the testing activ-
ities performed in PROTO C (final qualification software testing) and not for those
performed in PROTO B.

e The PD candidate 2 has been taken as a PD. After the analysis of interests, no repay-
ment of that PD has been planned for the specific project. The repayment has been
moved to the following projects after the recruitment of new quality assurance staff.

e The principal of PD candidate 5 has been paid by an immediate improvement action
consisting of a replanning of the PROTO C activities to make them consistent with
the release plan agreed with the customer. So, no PD has been taken.

¢ Finally, PD candidate 6 has been taken as a PD. The principal has been evaluated as
too high to pay in the current project, as having a mixed management environment
in the same project may introduce confusion and inconsistencies in task manage-
ment. Thus, no repayment of that PD has been planned for the specific project. The
repayment has been moved to the next projects after acquiring a state-of-the-art task
management environment and completing the related training for the staff.

Specific project risks have been created and managed for PD candidates 2 and 6.

5.3  Case Study Results Discussion

In this sub-section, we briefly discuss the outcomes of the exemplary application of the
methodology by highlighting the main strengths and limitations.

Completeness: The ASPICE PRM (as any other PRM compliant with ISO/IEC
33004) guarantees completeness both in terms of relevant processes for the develop-
ment of software-intensive automotive systems and in terms of process indicators. In
fact, as the purpose of a process reference model is to define a set of processes that
collectively can support the primary aims of a community of interest [10], this leads to
a consistent and comprehensive set of processes available. Moreover, each process is
defined so that the set of process outcomes shall be necessary and sufficient to achieve
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the purpose of the process. In other words, the process indicators address all the key
elements of the processes of interest for the reference community (in this case, the man-
ufacturers of software-intensive automotive systems). That doesn't mean ASPICE can
detect all the possible candidate PDs in a project. In fact, it is possible that some PDs
can be taken even if the rating of related ASPICE practices is satisfactory. Nevertheless,
ASPICE provides support for the identification of PDs in all the relevant processes a
project is composed of.

Coverage of PD types: Process Indicators provided by any ISO/IEC 33000 compli-
ant model address all the PD types shown in Fig. 1. In fact, each candidate PD provided
in Table III refers to a different PD type, and every PD type is represented there.

Feasibility/Flexibility: The availability of data from a third-party assessment (as in
the case described in 5.2) is not strictly necessary for applying the methodology. The
ISO/IEC 33000 model can be applied in a smarter way by the organization's team itself,
using the process indicators as a guideline. That makes the applicability of the method-
ology less rigorous but much easier and more flexible.

Process culture: the application of the methodology contributes to building or
strengthening a process-oriented mindset among the members of the organization. Rea-
soning in terms of PD (principal, interests, debt) is an effective way to get people to
manage process issues with a structured, mature, and sound approach.

Threat to Validity: the exemplary application presented in 5.2 has limited validity
and cannot be used to derive general conclusions about the effectiveness of the meth-
odology in detecting the PDs in a project. Further investigations and additional appli-
cations to real cases might lead to more general conclusions. The only conclusions that
we can derive from the presented exemplary application of the methodology are related
to its applicability in practice.

6 Conclusions and Future Directions

Process Debt (PD), conceptually derived from the Technical Debt (TD), is intended as
a sub-optimal activity that can provide short-term benefits, but it is generally damaging
to a software business in the long run. The identification of PD is a pivotal phase of PD
management, but it is hard to perform due to the immaterial nature of the process. PD
identification shall rely on the analysis of the weaknesses in the organizational modus
operandi; such an analysis typically lacks tool support and systematicity. In this paper,
we propose a methodology to strengthen PD identification through the support of ex-
isting process assessment standards. The methodology exploits the process indicators
provided by the process assessment reference standard ISO/IEC 33000 family to pro-
vide a comprehensive set of process-related aspects for PD identification.

Not all the process weaknesses identified through the evaluation of process indica-
tors provided by the ISO/IEC33000-compliant assessment frameworks can trigger a
PD. Nevertheless, we argue that they can represent a way to perform a systematic and
documented identification of candidate PDs.

We provided a case study showing an exemplary application of the methodology
using ASPICE as an ISO/IEC33000-compliant process assessment framework for the
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development of software-intensive automotive systems. The case study shows that the
downrated process indicators can be an effective starting point for the systematic iden-
tification of candidate PDs. The experience of the exemplary application of the meth-
odology showed that, although the applied methodology is far from being able to detect
all the possible candidate PDs in a project, nevertheless it makes the process weak-
nesses analysis and the PD identification more systematic and disciplined, and it con-
tributes to the growth of the process management culture in the organization.

In the future, we intend to evaluate, through empirical studies, the effectiveness of
the methodology and explore the possibility of implementing a supporting tool.
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