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ABSTRACT

Context: Large Language Models (LLMs) have made remarkable advancements in emulating human linguistic
capabilities, showing potential also in executing various requirements engineering (RE) tasks. However, despite
their generally good performance, the adoption of LLM-generated solutions and artefacts prompts concerns
about their correctness, fairness, and trustworthiness.

Objective: This paper aims to address the concerns associated with the use of LLMs in RE activities.
Specifically, it seeks to develop a roadmap that leverages formal methods (FMs) to provide guarantees of
correctness, fairness, and trustworthiness when LLMs are utilised in RE. Symmetrically, it aims to explore how
LLMs can be employed to make FMs more accessible.

Methods: We use two sets of examples to show the current limits of FMs when used in software development
and of LLMs when used for RE tasks. The highlighted limitations are addressed by proposing two roadmaps
grounded in the current literature and technologies.

Results: The proposed examples show the potential and limits of FMs in supporting software development
and of LLMs when used for RE tasks. The initial investigation into how these limitations can be overcome has
been concretised in two detailed roadmaps for the RE and, more largely, the software engineering community.
Conclusion: The proposed roadmaps offer a promising approach to address the concerns of correctness,
fairness, and trustworthiness associated with the use of LLMs in RE tasks through the use of FMs and to

enhance the accessibility of FMs by utilising LLMs.

1. Introduction

Large Language Models (LLMs) [1] have shown remarkable skill
in mimicking human linguistic abilities. These models are capable of
processing and generating human-like text based on learned patterns,
which has led to their widespread application in numerous fields,
including software engineering (SE). In SE, LLMs contribute to various
activities such as code synthesis, documentation creation, and ideation,
thereby improving the efficiency of processes that traditionally re-
quire extensive human effort [2,3]. Despite slower initial adoption
in requirements engineering (RE) compared to other SE fields, recent
literature demonstrates significant potential for LLMs to enhance ef-
ficiency and tackle traditional challenges [3]. Recent growth in LLM
research within RE includes summarisation of requirements [4], user
story generation [5], traceability support through advanced prompting
strategies [6] and model generation [7-9]. While these approaches
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deliver promising results, questions arise about the reliability, correct-
ness, and interpretability of the results generated by these models. To
address these concerns, we propose using formal requirements and for-
mal verification techniques to provide guarantees on the LLM-assisted
activities.

Formal requirements provide a structured and clear specification of
a system’s expected behaviour and constraints [10]. They precisely out-
line system functionalities and qualities. Unlike informal requirements,
which can be ambiguous, formal requirements use mathematical or
logical language to minimise the risk of misinterpretation. The adoption
of formal requirements enables the use of formal methods (FMs), which
are mathematical techniques for analysing and verifying systems. These
methods, such as model checking [11], abstract interpretation [12],
and deductive verification [13], aim to increase the rigour and cor-
rectness of the software development process. However, due to the
specialised knowledge required to apply formal requirements and their
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associated verification techniques, their use is predominantly confined
to the development of critical and complex systems.

Given the potential central role of formal approaches in software
development, especially for complex and critical systems, our vision
also includes steps to make formal RE more accessible. To this end,
we propose to use LLMs to support the formalisation of requirements,
explain formal requirements, and help interpret the results of formal
tools.

In this paper, we extend our initial vision presented in [14] by
providing the following contributions:

An overview of LLMs and their applications in RE, along with a
discussion on formal RE' (Section 2);

A comprehensive roadmap to use LLMs to make them more usable
in practice (Section 4) supported by a simple example of the use
of formal RE in software development (Section 3);

A detailed roadmap to use formal RE to overcome the limitations
of LLMs in supporting RE activities (Section 6), motivated by
a set of examples illustrating the use of LLMs in the software
engineering process (Section 5); and

Considerations on the practical implementation of the roadmaps,
with associated risks and limitations (Section 7).

It is worth remarking that this is a vision paper, which does not
aim to offer sound empirical evidence but rather to indicate possi-
ble avenues of research. Nevertheless, we have made an effort to
make the vision practical by pointing to seminal works that can shape
future research and by including practical considerations as well as
potential barriers to realising the vision. We also want to emphasise
that, despite our efforts to touch upon multiple relevant points, the
discussed roadmaps should not be considered exhaustive. They reflect
the opinions and experience of the authors, who have a background
in RE, FMs, and natural language processing (NLP). Moreover, it is
designed to encourage further reflection, with the potential to either
expand upon its content or challenge the plausibility and relevance of
certain research directions.

2. Background

In this section, we provide an overview of the field of LLMs, also
including applications to the RE field, and some background on formal
RE.

2.1. Large language models and requirements engineering

A language model (LM) is a computational model designed to
represent human language by capturing the statistical structure and
semantic relationships within a corpus of textual data. The construction
of an LM encompasses various techniques and methodologies that have
evolved over time. In the following, we present a brief history of LMs,
followed by a discussion of studies using LMs in RE.

Traditional language models. The earliest LMs, such as bag-of-words
(BoW) and term frequency-inverse document frequency (tf-idf), focus
on representing textual documents based on the frequency of individual
words [15]. Given a document,” BoW disregards the order of words
in the document and treats it as an unordered collection of words.

1 with the term formal RE, we characterised all those mathematical-based
techniques that specify, model, and verify software requirements, such as
techniques to formally express properties and describe software models and
tools for verification.

2 The term “document” here has the general meaning of “finite sequence
of tokens representing a single conceptual entity”, where tokens are words,
punctuation, spaces, numbers, etc. In other terms, a document can also be a
sentence, paragraph, query, Tweet, or any individual unit of text that conveys
a coherent message or idea.
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This leads to a vector representation for documents, in which each
component of the vector is associated with a word, and the content
of the component is the frequency of occurrence of the word in the
document. Instead, tf-idf emphasises the importance of words in a
document relative to their occurrence across a corpus of documents.
The frequency of a word is weighted based on its frequency in the
corpus, with the assumption that a word that occurs more frequently is
less informative (i.e., less characterising for the document) than a word
that occurs less frequently. Given a document, this is again represented
as a vector where each word is a component, but the content of the
component is the word frequency divided by the frequency of the word
in the corpus. These traditional LMs are typically used to compare their
similarity for the purpose of information retrieval or clustering. The
similarity is typically computed in the vector space induced by the
vectorial representation of documents, typically by means of the cosine
similarity [15]. The closer the cosine between the vectors is to one, the
more similar are the compared documents.

Word embeddings. Traditional LMs suffer from the lack of represen-
tation of the meaning of the words that they were representing. In
the vector spaces induced by these representations, sentences using
different words but having similar meanings would not be considered
similar to each other, as their vectors would be completely different.
To solve this problem, word embeddings were introduced in 2013 by
Mikolov et al. [16], following the distributional semantics idea that
the meaning of a word is determined “by the company it keeps” [17],
which implies that words derive their meaning from the context in
which they are used rather than from abstract definitions. According to
this vision, each word is represented as a dense vector in a continuous
vector space. In this vector space, words that have a strong association,
because they typically occur in similar textual contexts (i.e., together
with the same words), are represented through vectors that are closer
to each others. These vectors are built through a shallow feedforward
neural network trained on a large textual corpus, with a task that
enables the network to learn the typical contexts where words occur.
To this end, the learning of word embeddings LM is based on a training
task where the objective is to predict surrounding words given a target
word or vice versa. word2vec [16] is one of the first algorithms
for word embeddings, and was followed by GloVe, FasText, Universal
Sentence Encoder (USE), and others—see Johnson [18] for a summary.
Once words are represented with these types of LMs, their represen-
tation can be used to perform other downstream tasks, e.g., sentence
classification, language translation, etc., typically using the vectors as
input to train task-specific machine learning algorithms.

Pre-trained transformers and BERT. In word embeddings, each word
is represented as a fixed, dense vector in a continuous vector space
based solely on its co-occurrence statistics within a large corpus of
text. These embeddings capture semantic similarities between words
based on their distributional patterns in the training data. However,
word embeddings lack contextual information about how a word’s
meaning might change depending on its surrounding words in a spe-
cific sentence or context. As a result, words with multiple meanings
or usages may have a single representation, leading to ambiguity in
capturing the nuanced meaning of words in different contexts. To solve
this issue, the Bidirectional Encoder Representations from Transformers
(BERT) architecture was introduced [19]. BERT employs a transformer
architecture, which is a deep neural network specifically designed for
sequential data processing. Using this type of architecture in NLP tasks
typically consists of two phases: pre-training, i.e., learning an LM from
a document corpus, and fine-tuning, i.e., further training the learned
LM on a specific downstream task, such as classification or information
extraction, with task-specific annotated data.

During pre-training, BERT learns contextualised representations of
words from a corpus by considering the entire input sentence bidirec-
tionally. This means that each word’s representation is dynamically
influenced by its surrounding words in the sentence, allowing BERT
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to capture intricate semantic relationships and contextual nuances.
BERT achieves this bidirectional contextual understanding through a
process called masked language modelling. During pre-training, BERT
randomly masks some of the input words in a sentence and tasks the
model with predicting the masked words based on the surrounding
context. Furthermore, BERT incorporates the concept of self-attention
mechanisms, which allows it to weigh the importance of different
words in a sentence dynamically based on their contextual relevance.
This attention mechanism enables BERT to focus more on informative
words while disregarding irrelevant ones, leading to richer and more
contextually relevant representations of text. After pre-training, BERT-
based word representation learned from an input corpus can be used,
e.g., to encode sentences. The encoding of a word will then vary
based on its context in the input sentence—i.e., surrounding words and
syntactic structure.

Pre-trained BERT models are then fine-tuned on specific down-
stream tasks, such as text classification, named entity recognition, and
question answering, by adding task-specific layers on top of the pre-
trained BERT architecture. This fine-tuning process adapts the learned
word representations to the specific characteristics of the target task.
Fine-tuning can be performed also on domain-specific documents, so
that, instead of learning a task, the LM can improve its understanding of
the language of the domain. Based on the BERT architecture, different
alternatives have been proposed, such as RoBERTa (Robustly optimised
BERT approach), XLNet, Electra (Efficiently Learning an Encoder that
Classifies Token Replacements Accurately), and others—see Kalyan
et al. [20] for a survey.

Large language models (LLMs). The transformer-based architecture of
BERT is also used in today’s LLMs, such as GPT, Llama, Mixtral, Gemini,
and others—see Minaee et al. for a survey [21]. LLMs are typically
larger in terms of the number of parameters (e.g., weights and biases in
the neural network) and natural network layers compared to BERT and
previous transformers. These larger models require more computational
resources for training and inference. For example, while BERT in its
base version has around 110 million parameters, it is estimated that
GPT-4 could have around 100 trillion parameters. LLMs are designed
to excel across a wide range of NLP tasks without extensive task-
specific fine-tuning, which is typically required for BERT-like LMs.
LLMs demonstrate impressive capabilities in downstream tasks without
examples (zero-shot learning) or with few examples of the task input
and output (few-shot learning). LLMs are frequently based on the
question-answering paradigm, where the downstream task is expressed
with a prompt, i.e., a natural language (NL) query or instruction,
which the LLM is required to answer or perform. The introduction
of this paradigm has led to the development of a large variety of
prompt strategies, such as chain of thought (CoT) prompting [22],
generated knowledge prompting [23], see Quiao et al. [24] for a survey.
Further techniques for exploiting the capabilities of LLMs, and espe-
cially avoiding costly re-training operations, include instruction fine-
tuning [25], retrieval augmented generation (RAG) [26], Low-Rank
Adaptation (LoRA) [27], and distillation [28].

Instruction fine-tuning, or simply instruction tuning, aims to im-
prove the LLM’s ability to follow instructions expressed in NL and
consists of fine-tuning the LLM to perform instruction-based tasks. In
the more classical LM fine-tuning, the training dataset typically consists
of a data item with associated annotations (e.g., a requirement and its
class). With instruction tuning, the training dataset consists of a NL
instruction, which specifies the task to be addressed (e.g., what is the
class of the following requirement?) and the expected answer (e.g., the
actual class). This has been shown to improve the capability of the LLM
to follow specific instructions [29].

RAG enhances the capability of LLMs to produce accurate and
context-relevant output by incorporating external information in the
generation process. When tasked with a certain prompt, prompt-relevant
information is first retrieved from an external knowledge source. The
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original prompt is enhanced with the additional information, and the
LLM is queried with this prompt to produce the desired output. This
enables the possibility to combine the language understanding of LLM
with external, typically domain-specific knowledge.

LoRA is a technique used to adapt large pre-trained language models
to specific tasks or domains without retraining all the model param-
eters. LoRA starts by freezing the weight matrices of the pre-trained
LLM, which means these weights are not updated during the adapta-
tion process. LoRA introduces additional matrices into the model that
are smaller in size compared to the model’s original weights. These
matrices are trainable, meaning that they can be adjusted during the
fine-tuning process based on the task-specific data. The fine-tuning does
not modify the weights of the original LM, while modifies the output
of the large matrices during the forward pass of the neural network.

Finally, distillation, or knowledge distillation, is a technique aimed
at transferring the knowledge and capabilities from a large, complex
model (often referred to as the teacher) to a smaller, more efficient
model (known as the student). The goal is to enable the student model
to perform as closely as possible to the teacher model while being less
resource-intensive.

Another relevant issue to address is the complexity of certain tasks,
which cannot be addressed with a single LLM, but require multiple
LLMs or external resources. To cope with this problem, LLM agents
have emerged [30]. An LLM agent is a system that not only generates
human-like text but also has additional abilities to handle sophisticated,
multi-step workflows, perform reasoning, remember information, and
use tools or external systems, e.g., through APIs, to complete specific
tasks. In a system based on LLM agents, a main LLM acts as the central
controller or “brain”, orchestrating a sequence of actions required to
fulfil a task or user request, leveraging other LLM agents. LLM agents
can decide when to use certain modules (e.g., retrieving stored knowl-
edge or performing numerical calculations) and adjust their approach
based on the task at hand. Frameworks supporting the development of
LLM agents are LangChain.®> and AutoGPT.*

LMs and LLMs in RE. NLP techniques in general and LMs, in particular,
have been widely studied and applied in RE since its early days—
the first works appeared already in the ’80s [31]. Typical RE tasks
that have been addressed with the support of LMs are ambiguity and
smell detection [32], tracing [33], classification of requirements [34],
as well as app reviews [35] and issues [36], and other tasks. Early
studies using tf-idf and BoW focused on solutions for tracing and
for requirements retrieval from large repositories. In these studies,
these prototypical LMs were mainly exploited to measure the similarity
between requirements so that trace links could be identified and re-
quirements could be retrieved from existing repositories with the goal
of requirements reuse. Word embeddings were also used, specifically
for the identification of cross-domain ambiguity, i.e., terms that have
different meanings in different domains, and to support requirements
tracing with the aid of recurrent neural networks [33]. BERT-like trans-
formers were first exploited for requirements classification [34,37,38],
and saw applications in a multitude of tasks, including requirements re-
trieval [39], app review analysis [40], and assessment of requirements
completeness [41].

The uptake of LLM-based techniques has been rather slow in RE
compared to other SE subfields [3], although some exploratory work
has been started. Let us consider some relevant contributions. Among
the early works, Jain et al. [4] presents a set of experiments on the us-
age of different LLMs for requirements summarisation from legal texts.
They first generated summaries with the aid of GPT-3 and used them
to fine-tune Pegasus, GPT-2, and other open-source models that do not
require the disclosure of data, as in the case of GPT-3. Then, they eval-
uated the performance of these models on industrial datasets, showing

3 https://www.langchain.com/ Last visit 30 Oct., 2024.
4 https://autogpt.net/category/autogpt/. Last visit 30 Oct., 2024.
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that Pegasus outperforms the other options. Marczak et al. [5] use Chat-
GPT to generate user stories reflecting human values. The user stories
are then used as creativity triggers in requirements elicitation sessions.
The evaluation with focus groups shows that the generated user stories
effectively inspire participants to identify value-relevant requirements.
Rodriguez et al. [6] experiment with prompting strategies to support
requirements traceability with the aid of Anthropic’s Claude instant
model. Their exploratory evaluation with the CM1 dataset shows that
small prompt modifications can lead to significant differences in model
outputs.

Some works also explore the potential of LLMs for model generation.
Among them, Chen et al. [7] evaluates the potential of GPT-4 for
generating goal models using the textual grammar for the Goal-oriented
Requirement Language (GRL) based on free-form NL descriptions of the
problem context. Their experiments on four example cases show that
incremental prompts can improve the results, and domain knowledge
is highly needed to assess the plausible—yet frequently incorrect—
output. Chen et al. [42] evaluates GPT-3.5 and GPT-4 for generating
class diagrams based on NL descriptions. Their evaluation on a ground
truth from an undergraduate course shows that the LLMs struggle to
generate relationships between classes. Furthermore, they show that
while few-shot approaches (i.e., adding examples to the prompts) can
improve performance, chain-of-thought prompting (i.e., adding rea-
soning steps) leads to a performance decrease. Still on class diagram
generation, Camara et al. [8] perform an exploratory study using
ChatGPT. They exercise the model with different sample problems
and provide some lessons learned. The authors conclude that iterative
prompting is needed to produce models of sufficient quality, and adher-
ence to the standard in terms of construct semantics tends to be poor.
Finally, the study of Ferrari et al. [9] explores the capability of ChatGPT
to generate UML sequence diagrams from requirements. The authors
observed that, although the models generally conform to the standard
and exhibit a reasonable level of understandability, their correctness
with respect to the specified requirements often presents challenges.
This issue is particularly pronounced in the presence of requirements
smells, such as ambiguity and inconsistency.

Besides these initial efforts, recent months have seen substantial
growth in the literature in the area of LLMs for RE, as is evident
from the accepted papers at RE@Next! 2024, which includes seven
papers about LLMs out of 19 contributions, and at RE 2024, which
includes eight papers out of 14 contributions.® These papers cover a
variety of RE tasks through the use of LLMs, from an approach that
uses GPT for automating text completion of requirements within the
context of the specification [43] to the use of in-context learning to
support the evaluation of satisfaction arguments, which describe how
a requirement is satisfied by a system specification [44]. Concerning
the task of requirements elicitation, Gorer et al. propose an approach
that uses LLMs to generate interview scripts [45]. The use of LLMs is
also proposed to elicit and specify SRS documents [46] and check the
quality of requirements [47]. Additional exploratory studies investigate
the use of LLMs to generate code from requirements [48] or to improve
the representation of normative requirements [49].

2.2. Formal methods and formal RE

When formal techniques are applied, the system requirements are
represented through a formal specification that defines “what” the
system should do and the constraints it must operate under (e.g., [50]).
Then, either this specification is directly analysed, or the system is
modelled through a state-based formalism, which describes “how”
the system operates (e.g., [51]) and then analysed against properties
extracted from the specification and often represented in mathematical
logic (e.g., [52]). In the following, we will present some of the most
developed and used formal techniques to specify requirements, create
models, and analyse them.

5 https://conf.researchr.org/home/re-2024. Last Visit 29 Oct. 2024.
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Formal representation of specifications. FMs for requirements specifica-
tion were first used in the 1970s to cope with the need for more
rigorous and precise software development methods, given the increas-
ing complexity and critical use of software systems in fields such as
aerospace, medical, and military domains. In addition, high-profile
software failures (e.g., the partial meltdown of the Three Mile Island
nuclear power plant in Pennsylvania [53]) highlighted the limitations
of conventional development techniques and the need for more precise
and verifiable approaches to software development.

An example of formal languages for specifications is the Z Nota-
tion [54,55], which uses set theory and first-order predicate logic to
specify system properties and behaviours. The core construct in the Z
notation is the schema, which groups related state variables and their
invariants together. Schemas can be used to describe both the state of
a system and the operations that can be performed on that state. They
can also be composed to support modularity, allowing complex systems
to be described in a structured and hierarchical manner.

Analogously to the Z notation, the Vienna Development Model (VDM)
[56] provides a model-based approach that simplifies the design and
verification of complex systems. VDM uses formal specification lan-
guages based on mathematical notation to describe the system’s func-
tionality, structure, and constraints. The most commonly used speci-
fication languages in VDM are VDM Specification Language [57] and
VDM++ [58], an object-oriented extension of VDM-SL. VDM crates
mathematical models as blueprints for the system, capturing its es-
sential properties and behaviours. VDM emphasises the use of formal
proofs to verify that the system’s implementation satisfies its specifica-
tions. Proof obligations are generated to demonstrate that the system is
correct with the support of tools like VDMTools [59] and Overture [60].

Differently from the Z notation and VDM, which primarily focus
on providing a formal specification language, the B-Method [61] is a
comprehensive formal method covering specification, refinement, and
implementation with a strong emphasis on proofs and tool support.
The core concepts in the B-Method are abstract machines, which rep-
resent components or modules of a system, define the state of the
system through variables, and specify operations that can change this
state. The operations are specified through preconditions that must
be true before an operation can be executed and postconditions that
describe the state after the operation has been executed. The B-Method
allows transforming an abstract specification into a more concrete one,
step by step, until an executable implementation is achieved through
subsequent refinements.

In addition to these approaches, over the last three decades, a
variety of languages have been introduced. Process algebras such as CCS
(Calculus of Communicating Systems) [62] and CSP (Communicating
Sequential Processes) [63] are formal languages used to describe and
analyse the behaviour of concurrent systems. The Specification and
Description Language (SDL) [64] is another formal language specifically
designed for describing complex, event-driven, real-time systems, com-
monly used in telecommunications and other industries. The Common
Algebraic Specification Language (CASL) [65] and Language of Temporal
Ordering Specification (LOTOS) [66], including its extended version E-
LOTOS, are algebraic and process-based languages used for specifying
and verifying concurrent and distributed systems. Temporal Logic of Ac-
tions (TLA+) [67] and Alloy [68] are used for specifying and modelling
systems, with Alloy focusing on relational logic and TLA+ on temporal
logic. Finally, some specification languages are inspired by program-
ming languages or natural languages. For example, FizzBee [69] is
a Python-inspired design specification language. Attempto Controlled
English (ACE) [70] is a controlled natural language that allows spec-
ifications to be written in a subset of English, aiming to reduce the
complexity of formal methods for non-expert users.
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Representing the properties of the system. The properties that a specifica-
tion has to satisfy (e.g., safety or liveness) are usually represented using
some (temporal) extension of propositional or predicate logic [71].
Linear Temporal Logic (LTL) [72] is an extension of propositional logic,
widely used for specifying properties over linear sequences of states.
LTL is particularly effective for expressing safety and liveness prop-
erties, which describe what must or must not happen during system
execution. The syntax of LTL includes temporal operators such as X
(next), F or () (eventually), G or [] (globally), and U (until). Compu-
tation Tree Logic (CTL) [73] is another temporal logic used to specify
properties over branching structures of states, which allows for the
expression of properties concerning possible future states. It combines
path quantifiers A (for all paths) and E (there exists a path) with the
same temporal operators used in LTL. In CTL, path quantifiers cannot
be used independently from temporal operators, and this makes LTL’s
and CTL’s expressiveness incomparable. Instead, CTL* [74] combines
both LTL and CTL, allowing more complex specifications by enabling
both path quantifiers and temporal operators to be mixed freely. u-
calculus [75] is another powerful formalism that extends temporal
logics like LTL and CTL by introducing fixed-point operators. This
makes it one of the most expressive logics for specifying properties of
transition systems, enabling the expression of complex properties like
those involving recursion.

Higher-order logic (HOL) [76] extends predicate logic by allowing
quantification over predicates and functions, providing a more ex-
pressive framework for specifying and verifying complex properties.
Additional logical formalisms used to specify properties include Modal
Logic [771, Metric (MTL) and Real-Time Temporal Logic (RTTL) [78],
and Probabilistic Temporal Logics (e.g., Probabilistic Computation Tree
Logic [79]). Modal Logic includes modalities such as necessity and
possibility to express properties about different modes of truth, such
as “necessarily true” or “possibly true”. This logic is useful in systems
where different states or conditions can coexist, and properties need to
be expressed concerning these modes. MTL and RTTL extend LTL with
timing constraints, allowing the specification of properties in real-time
systems. Probabilistic Temporal Logics are used to specify properties
of probabilistic systems, incorporating probabilities into the logical
framework.

Formal models. Labelled Transition Systems (LTSs) [79] are widely used
to model the behaviour of concurrent systems. An LTS consists of
states and transitions between these states, where each transition is
labelled with an action. Each state represents a configuration of the
system, and the transition shows how to move from one configuration
to another. Analogously, Finite State Machines (FSMs) [73] are used to
model systems with a finite number of states and transitions between
those states. The main difference between the two models is that
FSMs use input symbols to determine state transitions, while LTSs
use labelled actions that can represent a broader range of events or
interactions. In addition, LTSs are well-suited for modelling concurrent
systems and their interactions, whereas FSMs are more straightforward
and often used for sequential logic. A particularly used type of FSMs
is Biichi Automata [51,80], used for modelling and verifying properties
of infinite sequences. These automata, as FSMs, have a finite number
of states, but thanks to their acceptance condition, they can describe
infinite behaviours.

FSMs can also be extended to include time and probability. Timed
Automata (TAs) [78] extend FSMs with clocks, allowing the modelling
of real-time systems. The clock variables are used to measure the
passage of time and to set guards on the transitions. TAs enable the
specification of timing requirements such as deadlines, periodicity, and
delays. Probabilistic and Stochastic State Machines extend the classical
FSMs by incorporating probabilistic and stochastic elements. These ex-
tensions enable modelling systems that exhibit random or probabilistic
behaviour, which is crucial when systems operate under uncertainty.
Probabilistic State Machines [81] introduce probabilities into the state
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transition mechanism by regulating transitions between states using
predefined probabilities. Differently, Stochastic State Machines [82]
incorporate timing aspects into the probabilistic state transitions, often
using stochastic processes like Markov chains.

The need to describe the hierarchical structure of software has
led to the introduction of different hierarchical models, such as Stat-
echarts [83]. Statecharts extend FSMs by incorporating concepts of
hierarchy, concurrency, and communication. They allow the definition
of hierarchical states that are refined by substates to capture different
levels of abstraction. In addition, they model concurrency through
parallel states. Other hierarchical models include Hierarchical State
Machines [84], MODELICA State Machines [85], and Ptolemy II State
Machines [86].

A commonly used tool to model a system is Petri Nets (PNs) [87],
a graphical and mathematical modelling tool used to describe the flow
of information and control in systems, particularly in concurrent and
distributed systems. PNs used places to represent conditions or states
of the system and transitions to represent events causing changes in
conditions. To show that a condition is met (or the system is in a
state), they use tokens that allow transitions to be executed. Analo-
gously to FSMs, PNs have been extended with different attributes to
make them more suitable to represent complex systems. For example,
Colored PNs [88] introduce colours to tokens, enabling the modelling
of systems with different types of resources; Timed PNs [89] incorpo-
rate timing information into PNs, allowing transitions to have firing
delays; Stochastic PNs [90] extend PNs with the probabilistic firing of
transitions, incorporating uncertainty into the model; and Hierarchical
PNs [91] introduce hierarchy into PNs by allowing places or transitions
to contain subnets.

Formal methods for analysing models. There exists a variety of methods
to analyse and verify the formalisms presented in this section or directly
code. Given the expressive power of such formalisms and the complex-
ity of the verification problem, each technique has different advantages
and limitations as they need to compromise between the expressivity
of the input languages and automation.

Abstract Interpretation [92] uses the idea that the verification of
the considered system can be done at a high level of abstraction,
ignoring irrelevant details. Techniques such as interval analysis and
polyhedral analysis are used to approximate the behaviour of the
system. Astrée [93] and Infer [94] are examples of tools that leverage
abstract interpretation to detect potential runtime errors, such as buffer
overflows and division by zero, in critical software systems.

Semantic Static Analysis [95] offers a complete and automatic anal-
ysis of a program’s source code without running it by using data
flow analysis, control flow analysis, and type checking. This approach
is supported by tools such as Coverity [96], PVS-Studio [97], and
FindBugs [98] that help detect software defects and vulnerabilities and
ensure compliance with coding standards by analysing source code for
potential issues.

Model Checking [73] verifies specifications on different types of
models of the system by complete exploration. The most commonly
used approaches are state space exploration and symbolic model check-
ing. Spin [99] is an example of an automata-based model checker that
takes as input a system modelled as a Biichi Automaton (described
in PROMELA, Spin input language) and a property expressed in LTL.
NuSMV [100] (and its evolution nuXmv) is a symbolic model checker
for the formal verification of finite-state systems, expressed in LTS,
against properties specified in CTL. UPPAAL [101], instead, is used for
modelling, simulation, and verification of real-time systems.

Proof Assistants are interactive tools that allow users to write proofs
of theorems and are used both in mathematics and computer sci-
ence. Techniques include inductive proof, coinductive proof, and auto-
mated theorem proving. Tools like Coq [102], Isabelle/HOL [103], and
Agda [104] assist in developing formal proofs by providing a frame-
work for constructing and checking proofs and have been used in veri-
fying software correctness, cryptographic protocols, and mathematical
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theorems.

Deductive Verification [13] involves providing a program and a
formal specification, which is then propagated through the source code
of the program, using the weakest preconditions and symbolic execu-
tion. Techniques include Hoare logic, weakest precondition calculus,
and predicate transformers. Examples of tools that support deductive
verification are Frama-C [105], a platform dedicated to the analysis of
the source code of software written in C, Dafny [106], a verification-
aware programming language that allows specifications to be written
in line with the code, and KeYKeY [107], a formal verification tool for
Java programs.

Design by Refinement [108] is an approach based on successive
refinements of a sequence of models, starting with an abstract model
and ending with a concrete implementation. Techniques include step-
wise refinement, data refinement, and operation refinement. Tools like
Event-B [109] and Rodin, support this process by ensuring that each
refinement step maintains the correctness of the system with respect to
its specification. Event-B is a formal method for system-level modelling
and analysis. Rodin is an open toolset for modelling and reasoning in
Event-B.

3. Formal software development: an example

This section provides an overview of a possible software develop-
ment process that includes formal models and tools. We start with
the definition of requirements, the definition of a formal model, and
the formalisation of the properties the model has to verify; then, we
verify the model against the requirements through model checking and
implement it. This is just a possible way of including formal RE in the
development process. A different approach could actually start from the
development of the code and then extract a formal model to be verified.
In addition, one could use additional means, e.g., abstract interpreta-
tion/static analysis, that can be directly applied to the verification of
certain properties that are specific to the code, such as, e.g., buffer
overflow, or possible NULL pointers—in case languages such as C are
used.

Let us consider the following requirements for a simple sender-
receiver handshaking protocol that we use to guide the definition of
a model and associated code:

1. Message Integrity: Messages sent over the protocol must
arrive intact and unaltered at the receiver’s end. Any tam-
pering or corruption of the message during transmission
should be detected and rejected.

2. Order Preservation: Messages should be delivered to the
receiver in the same order in which they were sent by the
sender. Ensuring that messages are received sequentially
maintains the integrity of the communication flow.

3. Flow Control: The protocol should include mechanisms
for flow control to prevent the sender from overwhelming
the receiver with a large volume of messages. This could
involve acknowledgements from the receiver to indicate its
readiness to receive more messages.

From the requirements, we can define a formal model, e.g., in
the PROMELA language [110,111], the input language of Spin, as
outlined in the following listing. To simplify our example, we build
the model assuming that the message content cannot be altered and
messages cannot be lost, thus guaranteeing message integrity and order
preservation by construction.

1| #define MAX_MESSAGES 10
2| chan communication = [MAX_MESSAGES] of
{int};

3| chan control_channel = [0] of {bool};
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4| int sent_message = 0;

5/ int received_message = 0;

6

7| proctype Sender (chan sender_to_receiver) {

8 int counter = 0;

9 bool x;

10 do

11 :: counter < MAX_MESSAGES ->

12 sent_message=counter;

13 sender_to_receiver!sent_message;

14 counter++;

15 control_channel?eval (1) ;

16 ::counter == MAX_MESSAGES -> goto done;

17 od;

18 done: skip;

19| }

20

21| proctype Receiver(chan receiver_to_sender) {

22| int expected_counter = 0;

23| bool check

24| do

25 ::expected_counter < MAX_MESSAGES ->

26 receiver_to_sender?

received_message;

27 control_channel!l;

28 expected_counter++;

29 ::expected_counter == MAX_MESSAGES ->
break;

30| od;

31|}

32

33| init {

34 run Sender (communication);

35 run Receiver (communication);

36|

Listing 1: PROMELA code for Sender and Receiver processes.

The PROMELA model consists of two processes: Sender and Re-
ceiver. The Sender process (In 7-19) in Listing 1 sends messages
to the Receiver process via the sender_to _receiver chan-
nel. This is done through the instruction sender_to_receiver!
sent_message. The process pushes on the channel (with the use of
the symbol !) the current message (sent_message) (cf. In 13). Then,
it waits for an acknowledgement from the Receiver (In 15). This is
achieved with the instruction control_channel?eval (1), which
is a blocking instruction. Indeed, the channel control_channel is
waiting to read (symbol ?) the value 1 (the keyword eval indicates
that the value read on the channel needs to match what is in paren-
thesis, e.g., the value 1). Once it receives it, it creates a new message
and sends it to the receiver. The new message will include the value
of the variable counter, which is used to ensure the order of the
messages, as this will be later controlled by the Receiver. It continues
this loop until it has sent the maximum number of planned messages
(In 16). The Receiver process (In 21-31) receives messages from the
Sender process via the receiver_to_sender channel through
the instruction in In 26. Note that, in this case, the process reads on
the channel (with the symbol ?7) a value and saves it in the variable
received_message. Then, as it has read the message sent by the
Sender, it sends an acknowledgement (the value 1 in Iln 27) to the
Sender. Communication between the Sender and Receiver processes is
coordinated through the control_channel.

The initial NL requirements can also be translated into LTL formu-
lae, which can be verified by the Spin model checker on the model in
the form of assertions or never claims. Both assertions and never claims
are used to verify properties, but they differ in scope and purpose.
Assertions are ideal for verifying invariants, such as ensuring that a
variable stays within a certain range. In contrast, never claims define
undesirable global behaviours that the system should never exhibit.
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Unlike assertions, never claims are not tied to specific lines of code but
instead describe system-wide properties. Therefore, assertions are best
for localised, immediate conditions, while never claims are used to ver-
ify complex, system-level properties over time. In this case, we want to
state that the Sender cannot generate more than one message before the
Receiver receives it, i.e., the currently received message is the one cur-
rently generated by the Sender. Formally, [] (received_message
== sent_message).

To verify this formula in PROMELA, which corresponds to the Flow
Control requirement initially specified, we can transform it into an as-
sertion with the instruction assert (received_message==sent_
message) which should be inserted after the Receiver reads the
message from the receiver_to_sender channel (i.e., between In26
and In27 in Listing 1). This assertion has to be true every time the
Receiver reads a message to check that the Sender does not send
another message before the Receiver reads the current one. Given the
size of the model, Spin is able to verify this assertion using 77 states,
86 transitions, and 128.730 MB, which is mainly used to store the hash
table used by the verifier.

The considered property is verified because the model correctly
implements a synchronisation protocol between the Sender and the
Receiver.

Consider now Listing 2, which is a modification of the previous code
in which we eliminate the control channel and the associated lines of
code.

1| #define MAX_MESSAGES 10
2
3| chan communication = [MAX_MESSAGES] of
{int};
4| int sent_message = 0;
5| int received_message = O0;
6
7| proctype Sender (chan sender_to_receiver) {
8 int counter = O0;
9 bool x;
10 do
11 :: counter < MAX_MESSAGES ->
12 sent_message=counter;
13 sender_to_receiver!sent_message;
14 counter++;
15 ::counter == MAX_MESSAGES -> goto done;
16 od;
17 done: skip;
18| }
19
20| proctype Receiver(chan receiver_to_sender) {
21| int expected_counter = 0;
22| do
23 ::expected_counter < MAX_MESSAGES ->
24 receiver_to_sender?
received_message;
25 assert (received_message
==sent_message) ;
26 expected_counter++;
27 ::expected_counter == MAX_MESSAGES ->
break;
28| od;
29|}
30
31| init {
32 run Sender (communication);
33 run Receiver (communication);
34|}

Listing 2: PROMELA code for Sender and Receiver processes without
control channel, and with assertion.
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Fig. 1. Counterexample generated by Spin when the synchronisation between processes
is not in place.

In this version, the Sender and Receiver communicate without using
a control channel. Since the only communication channel
(communication) can buffer up to MAX_MESSAGES messages (In 1),
and the Receiver does not have to wait for a synchronisation signal,
then the Sender can continuously send (and buffer) messages (In 11—
13). The Receiver can read a message at any moment it is available
(In 24), but because the Sender is not bound to wait for the Receiver
to read before generating the new message, the Sender could generate
two or more messages before the Receiver reads them. For this reason,
in this case, the property does not hold. Spin can verify it using
52 states (and using 128.730 MB) and identifying a counterexample.
The counterexample is presented as the message sequence chart in
Fig. 1 where the first line represents the Sender and its actions and
the second line represents the Receiver and its actions. The arrows
between the two show when a message is sent from one to the other
through a communication channel. In the example, given the lack of
synchronisation and the size of the communication channel, the Sender
can generate a new message (1!4 in the figure) before the Receiver
processes an old message (1?3 in the figure).

Once the model has been verified to be correct against all the
requirements (in our case, the initially generated model), one can im-
plement the associated code, e.g., in Python, as illustrated in Listings 3
and 4. The Sender first connects to the Receiver (In 5 in Listing 3) and
starts sending ordered messages (In 11). After sending each message, it
waits for an ACK (In 15). If this is not received within two seconds, or
if a corrupted message is received, the Sender interrupts the procedure
and closes the connection (In 17-18, In 20-22, In 26).

1| def start_sender():

2 sender_socket =
socket .socket (socket .AF_INET,
socket .SOCK_STREAM)

3 host = ’localhost’

4 port = 12345

5 sender_socket.connect ((host, port))

6

7 timeout = 2 # Timeout for waiting for
ACK (in seconds)

8

9 for counter in range(1l, 11):

10 message = ’Message’

11 sender_socket.send (f’{message}

{counter}’.encode(’utf-87))
12 sender_socket.settimeout (timeout)
13
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14 try:

15 ack = sender_socket.recv(1024).
decode ("utf-87)

16 if ack != ’ACK’:

17 print (f’Error: Received

{ack} instead of ACK.
Stopping Sender.’)

18 break

19 print (f’Received {ack} for
{message} {counterl}’)

20 except socket.timeout:

21 print (f’Timeout: No ACK
received for {messagel.
Stopping Sender.’)

22 break

23

24 time.sleep (1) # Simulate delay

between messages
25
26 sender_socket.close ()

Listing 3: Python code for Sender

The Receiver in Listing 4 starts listening for incoming connections (a
maximum of 5 Senders can be connected at the same time, In 6). After
a connection request has been received, this is accepted (In 9), and the
Receiver starts decoding the data (In 15), which includes a message
and a counter (In 19), which identifies the order of the message. If the
counter is different from the expected one, the Receiver will send an
NACK message and will close the connection (In 26, In 32-33).

1| def start_receiver():

2 receiver_socket =
socket.socket (socket.AF_INET,
socket .SOCK_STREAM)

3 host = ’localhost’

4 port = 12345

5 receiver_socket.bind ((host, port))

6 receiver_socket.listen(5)

7

8 print (f ’Receiver started! Listening on

{host}:{port}’)

9 sender_socket, addr =

receiver_socket.accept ()

10 print (f’Got a connection from {addr}’)

11

12 expected_counter = 1

13

14 while True:

15 data = sender_socket.recv(1024).

decode (’utf-87)

16 if not data:

17 break

18

19 message, counter = data.split()

20

21 counter = int(counter)

22 print (f ’Received message:

{message}, Counter: {counter}’)

23

24 if counter != expected_counter:

25 print (f’Error: Expected counter
{expected_counter}, but
received {counter}.
Stopping Receiver.’)

26 sender_socket.send (’NACK’ .
encode (utf-87))

27 break

28

29 sender_socket.send (’ACK’.encode

(’utf-87))
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30 expected_counter += 1
31

32 sender_socket.close ()

33 receiver_socket.close ()

Listing 4: Python code for Receiver

We note that some details of the code (e.g., host, port, socket) did
not appear in the original model, although the abstract behaviour is the
same. For this reason, additional formal verification may be required.
Phyton code can be verified directly by Dafny [106], a programming
language and verification tool designed to enable formal verification
of program correctness by incorporating specifications directly into
the code. While Dafny is not natively designed to verify Python code,
critical sections of Python code can be translated into Dafny, specifying
the required properties and using Dafny to perform the verification.
Phyton programs can also be directly analysed using static analysis
with tools such as Nagini [112] that can verify memory safety, func-
tional properties, termination, deadlock freedom, and input/output
behaviour.

4. Roadmap: Using LLMs to support FM-based development

The example of Section 3 gives an idea of what could be a typical

formal RE-based development context, in which formal logics are used
to express requirements, formal models define the specification, and
formal tools verify the specification against its requirements. We argue
that the different steps of the process can be supported by LLMs, and
their application can facilitate the uptake of FMs in practice, seamlessly
integrating them into standard development processes. For example,
LLMs can replace the human in the translation from the model in
Listing 1 into the code of Listings 3 and 4. Analogously, LLMs can
translate the different requirements into Spin assert (as used in the
example for the Flow Control requirement), or Spin never claims for
global requirements or liveness properties. In the following, we discuss
different possible usages of LLMs in a formal RE-based development
process, and discuss research avenues, also summarising the main
action points (highlighted with 9). Fig. 2 summarises and connects the
different discussion topics presented in the rest of this section. Each
discussion topic is associated with a circled number, which also appears
in the figure. We will describe the figure at the end of the section to
provide a comprehensive view of the roadmap.
Generating FM and SE Artifacts @ In a development context in which
one first develops a formal specification and then implements the
software, LLMs can provide support for code generation from formal
specifications. One can assume that this task can be easily addressed
by LLMs, considering their ability in code synthesis—see, e.g., Code
Llama [113] or StarCoder [114]. A specification is more abstract than
the desired code—e.g., including specific library functions to create and
connect sockets, as in Listings 3 and 4—and one wishes to identify the
correct project-dependent or machine-dependent function calls to be
included in the code.

To generate code from a formal specification identifying the correct
source code functions can, in principle, be achieved through RAG
approaches, in which an existing knowledge base is exploited to aug-
ment a prompt with information to be used to better inform the LLM.
In this case, the knowledge base would be composed of the existing
libraries that can be used in the program to be synthesised. This is the
approach adopted by the recent preliminary contribution by Kozioklek
et al. [115], where the authors use RAG to enrich generated code
with proprietary and well-tested function blocks in the field of control
systems.

Q Action Point: To facilitate code generation from formal specifi-
cations, RAG can be employed. By enriching prompts with code from
existing libraries, the generated output can integrate these resources.
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Fig. 2. Overall view of the salient points of the roadmap on using LLM agents to support FM-based development.

Another natural usage of LLMs is the generation of formal spec-
ifications and logic formulae based on code and requirements, re-
spectively. Considering our example in Section 3, this means starting
from the source code in Listing 3 and 4 to produce the model in
Listing 1, or starting from the initial requirements to produce asserts
or never claims. The challenge here is the opposite one discussed
for specification-to-code translation. Since the source code is typically
more refined than a formal specification, the mechanism of translation
of source code into a specification needs to be able to abstract from
implementation details. This is also needed to ensure that formal verifi-
cation is feasible with the given memory resources and time constraints,
thus avoiding the state-space explosion problem, which typically occurs
when performing model-checking of large specifications. Automatically
identifying the relevant backbone of a code module or a complex
program can be challenging. LLMs have demonstrated a strong ability
in summarising code [116], which means generating short functional
descriptions of code snippets. This suggests a strong potential in ab-
stracting the meaning of source code, which can, in principle, be
exploited also to support the creation of formal specifications.

While works exist that investigate the performance LLM for gener-
ating graphical models from NL requirements [9], we are not aware
of studies targeting the generation of formal high-level models similar
to the one in Listing 1 from source code. It is worth noting that
software model checking [117] is a technique that allows creating
abstract models from source code and verifying implementation-related
properties, e.g., memory-safety, array bounds, and runtime errors in
general. Instead, traditional model checking, as the one exemplified in
Section 3, considers a more high-level model to verify other types of
conceptual properties, e.g., safety, liveness, and concurrency. Generat-
ing these types of high-level models could be beneficial to ensure that
the code verifies conceptual properties. We argue that this could be an
interesting avenue of research, which could facilitate both the devel-
opment and maintenance of formal specifications, and the support of
legacy systems that often lack specifications and documentation. LLMs
may have limited knowledge of formal languages due to the modest
FM data used during their training. However, the similarity between
some formal languages and certain programming languages (e.g., the

similarity between C code and PROMELA code) could facilitate the
translation.

Q Action Point: To generate formal specifications from code or
requirements, we can use LLMs summarisation capabilities to abstract
from source code and extract essential functional descriptions for for-
mal models. Similarities between programming languages and formal
languages can overcome the problem of limited FM knowledge of LLMs.

Concerning the generation of logic formulae from NL requirements
using LLMs, Cosler et al. [118] recently introduced nl2spec, a tool
for translating NL expressions into LTL formulae. The tool addresses
the inherent ambiguity of NL through human interaction. Besides the
formula, it also generates translations of sub-expressions of the orig-
inal one, which helps the user identify possible mistakes and apply
corrections. However, LTL is only one of the many temporal logics
that cannot express all the types of real-world requirements, and more
effort is needed to have a comprehensive environment for requirements
translation. Initiatives such as the Natural2CTL dataset [119], which
includes pairs of NL properties and their translation into Computation
Tree Logic (CTL), can be particularly beneficial for the community,
as they can be used to fine-tune LLMs and test their performance on
the translation task. The translation of NL into logic, independently
from the chosen type of logic, can be achieved by first addressing the
ambiguity of NL and then generating the equivalent formula. This can
be coupled with providing explanations to enable the identification of
possible mistakes, as well as the rationale behind the translation.

Q Action Point: To translate NL requirements into logic, we need
to: (1) provide tools that iterate with users to reduce NL ambiguity;
(2) provide and leverage specialised datasets with requirement-formula
pairs; and (3) enrich translations with explanations.

Explaining FM Artifacts @ The formal model illustrated in the exam-
ple, as well as the LTL formula, are rather simple to understand without
knowing all the nuances of formal languages and logic. However, for-
mal requirements and specifications can easily become more complex
and thus hard to interpret. This occurs especially when real-world
systems are modelled and when complex properties need to be ex-
pressed, possibly involving real-time constraints, e.g., using Real-time
CTL [120], or recursion/iterations, e.g., using u-calculus [121]. The
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reader is invited to look at the following repositories, which collect for-
mal specifications and formulae in different formal languages.®”® [122—
124]. Some of the specifications are single files with over 2 K lines of
code that could benefit from an explanation, even for someone who
is highly familiar with the adopted formal languages. This problem is
further exacerbated by the lack of support for modularity of some of the
languages [125]. Explainability is one of the ten principles that an FM
needs to satisfy to be applicable, according to Gleirscher et al. [126].
In fact, domain experts from companies who wish to use FMs do
not typically need to develop formal specifications themselves and
normally rely on external consultants [127]. It is thus important that
they can understand the specifications to ensure that the information
about the system to be modelled, verified, and developed is correctly
conveyed. Explainability is also an important feature for the FM experts
themselves, especially when dealing with counterexamples generated
by model checkers. These can be rather complex, and some engines
offer simulation capabilities to execute the counterexamples [128] and
visualise the traces that violate a certain property. However, these
simulations could also benefit from NL language explanations that
describe, e.g., the transitions activated in a model or the statements
executed.

LLMs can be used to automatically provide NL explanations for
models, formulae, and counterexamples. Again considering our exam-
ple in Section 3, this could entail: including a summary description
of the model, as well as appropriate comments; explain the assert
(e.g., “The currently received message is the one currently generated
by the sender. This prevents overwhelming the receiver”.); explain the
counterexample in Fig. 1 (e.g., “The Sender can generate more than
a message (message 2 and 3) when the Receiver is still processing an
old message (message 1)”). A peculiarity of formal languages is that
these can have different levels of formality, e.g., formal, such as timed
automata, or semi-formal, such as UML. The former can be hard to
understand, while the latter can lead to different interpretations. In
both cases, NL explanations become crucial. Approaches for code com-
ments generation have been recently developed [129], and we argue
that similar solutions could also apply to formal specifications. The idea
can be further evolved by taking inspiration from LLM-based solutions
for code explanation, such as the one from Nam et al. [130]. This
method enhances code comprehension by providing localised textual
illustrations of the code content directly within the development envi-
ronment. Concerning explanations of formulae, while works have been
performed to translate NL requirements into formal logics [118], tools
that explain formulae to non-experts using LLMs are lacking. To our
knowledge, preliminary studies have been performed only using more
traditional deep learning approaches for machine translation [131].
Concerning counterexamples, these can be particularly complex and
hard to follow. However, these are not too dissimilar from stack traces
generated by faulty code. Preliminary approaches for explaining stack
traces via LLMs have been recently developed [132], and similar solu-
tions can also be applied to support the navigation of counterexamples
through the simulation of faulty formal specifications.

Q Action Point: Explanations of FM artifacts can be achieved by
leveraging techniques from code comment generation, localised textual
illustrations, and stack trace analysis.

Translating Formal Languages @ As noticed by previous work, each
formal language and environment has its own unique peculiarities [127,
133]. Some focus on quantitative requirements (e.g., performance,
availability), some on qualitative ones (e.g., safety, security); some
provide friendly GUIs and visual simulation, some others offer support
for code generation, etc.—see [134] for a systematic evaluation of
13 formal tools. A formal RE-based development process should be

6 https://github.com/hhu-stups/specifications Last visit 22 Oct. 2024.
7 https://www.rers-challenge.org/2018/. Last visit 22 Oct. 2024.
8 https://qcomp.org/benchmarks/. Last visit 22 Oct. 2024.
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able to integrate different languages and tools to address the diverse
dimensions of the system to be verified, and provide models that target
different audiences, e.g., Simulink models for practitioners vs Spin
models for FM experts. This was also observed in [135], where Real-
Time Graphical Interval Logic templates are compositionally encoded in
different temporal logics, thus enabling the portability of specifications.
To this end, FM practitioners should be able to automatically translate
specifications from one language to another to guarantee consistency
between the models used by the tools, or to provide different views
of the system—for example, by omitting or adding details to achieve
different levels of abstraction—even when using the same source
and target language. Consistency between models is important to
ensure FM diversity [136], which provides further guarantees of the
soundness of the verification process, especially in the presence of tools
that have not been certified and can thus generate incorrect output
despite their formal foundations. LLMs have demonstrated abilities in
code translation for different programming languages [137]. This code
translation technique can be fruitfully exploited also in a scenario in
which different FMs are adopted in system development to address
different concerns and verify multiple types of properties.

Q Action Point: To translate formal languages into one another,

thus adapting models to different verification environments and au-
diences, the code-to-code translation capabilities of LLMs can be ex-
ploited.
Supporting Iterations and Evolution @ The simple example provided
assumes that starting from requirements, one passes to models and
formulae to be verified and then to code. However, like any system
development process, a formal RE-based one is also incremental and
iterative. One can start from early NL requirements or even high-
level system descriptions and then provide specifications, which are
then refined, together with the requirements, and eventually translated
into code. The code and the system as a whole—possibly including
hardware and communication components—go through different levels
of testing (unit, integration, acceptance, etc.), possibly through the
support of FMs for test generation such as model-based testing [138].
In a rigorous development process, this creates incremental versions
of requirements documents, specifications, tests, and other process
artefacts, which need to be kept aligned with trace-links to ensure
consistency across artefacts. Trace-link identification has been a long-
standing NLP problem [139]. Given the ability of LLMs to interpret both
NL expressions and code, we argue that a combination of code-specific
LLMs and NL-oriented ones can be beneficial in taking a step forward
in addressing this challenging problem. Early studies in this direction
have already been performed by Rodriguez et al. [6].

Q Action Point: To support iterations and evolution, we can lever-
age a combination of code-specific and NL-oriented LLMs to enhance
trace-link identification and ensure consistency across all artefacts
produced in the development process.

Automating Knowledge Engineering @ Knowledge engineering is the
collection of activities for eliciting, capturing, conceptualising, and
formalising knowledge to be used in information systems. It provides
support for formal RE activities, especially in creating and analysing
models, and typically utilises formal or semi-formal representation
languages. As noticed in [140], LLMs can significantly streamline the
process of extracting and structuring knowledge from unstructured data
sources. By leveraging LLMs, systems could autonomously identify,
extract, and integrate relevant information, reducing the reliance on
manual input and expertise. Analogously, Mateiu and Groza [141]
emphasise the role of LLMs in ontology engineering, where these
models can aid in creating, updating, and refining ontologies. This
supports more dynamic and up-to-date knowledge bases. LLMs also
have the potential to improve the semantic understanding of sys-
tems [142] by enhancing the ability of systems to understand and
reason about complex, context-dependent information, which is crucial


https://github.com/hhu-stups/specifications
https://www.rers-challenge.org/2018/
https://qcomp.org/benchmarks/

A. Ferrari and P. Spoletini

Information and Software Technology 181 (2025) 107697

Dashboard Red Crossing Button | | Light Indicator

Driver
Encounter Red Signal
Display Red Signal Icon
Stop Train

Press and Hold Red Crossing Button

Brake Controller

[ onboard System Wayside System Infrastructure Manager Station

alt __/ [Press Duration < 5s or > 10s]

Display Error Message
e

[Fress Dijration 5= 55 and < 10T
Send Red Crossing Réquest

Display Waiting Message

Send Red Crossing Request
B

Forward Red Crossing Request

alt __J [IMs Grants Permission]

Indicate Permission Granted

Send Grant Response

Send Grant Response
-

Display Permission Granted Message

[IMS Denies Permission]

Display Permission Deriied Message

Send Denial Response

Send Denial Response

Driver Dashboard

Red Crossing Button | | Light Indicator

Brake Controller

Onboard System Wayside System Infrastructure Manager Station

Fig. 3. Generated UML sequence Diagram for the red-crossing function.

for effective knowledge representation and reasoning. In the example
of Section 3, knowledge can be extracted from the different artefacts,
such as requirements and models, as well as other process artefacts,
e.g., documentation and tests. This knowledge can be exploited to
build ontologies. These can be used, e.g., to check the consistency
between artefacts or inform the different LLMs that produce artefacts,
explanations, and traces.

Q Action Point: To automate knowledge engineering, LLMs can
be used to automatically create ontologies from, possibly unstruc-
tured, software engineering artefacts. Ontologies can in turn be used
to support LLM-driven development (cf. Section 5).

Summary The vision, summarised in Fig. 2, is structured into three
interconnected layers,” a formal development layer, a conventional
development layer and an LLM layer, which is composed by different
LLM agents. In the original formal development process exemplified in
Section 3, the interaction between the two layers is manual, i.e., one
needs to manually translate models and logic formulae from/to code
and requirements, respectively. In the envisioned process, the inter-
action is delegated to LLMs. In particular, conventional and formal
development layers exploit different LLMs for translating conventional
artefacts into formal ones, and vice versa @ Formal artefacts can be
explained with LLMs @, while other LLMs can provide model-to-model
transformations @ The LLM layer can also contribute by creating trace
links between all the artefacts of the two layers, thus supporting artefact
evolution @ Finally, process and domain knowledge can be extracted

9 Here, layers should be intended as graphical layers, similar to those in
Photoshop, i.e., distinct groups of elements that exist at different depths within
the composition, with some forming the foreground (Formal Development
Layer and Conventional Development Layer) and others receding into the
background (LLM Layer). This applies also to Fig. 4.
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from the different artefacts through LLMs, and can be further exploited
by the different development layers and LLMs @

5. LLM-driven software development: an example

LLMs can be used to support the RE and SE process, and different
works have been published in this sense, mainly focusing on code
activities such as code generation and testing [2,3]. In the following,
we exemplify a possible RE-centred development process in which
requirements can be generated from high-level descriptions, analysed
for ambiguity and completeness, improved, classified, and traced with
other requirements. LLMs can also be used to automatically generate
graphical models, code, comments, and tests. Once an app has been
released, user feedback can be analysed to improve the requirements.

In the following, we exemplify prompts and associated LLM output

to implement a process composed of the steps outlined above. To
generate the output, we have prompted the online interface of ChatGPT
3.5 and slightly adjusted the results to make them more synthetic.
We want to remark that the adjustments were limited, although some
iterative prompting was required in some cases. In particular, we
reduced the verbose replies typical of ChatGPT, and had to iterate a
few times before obtaining a clear and faithful diagram such as the
one in Fig. 3, prompting the LLM to add or remove details. To make
our storytelling more natural, we will not strictly follow the sequence
of steps. Furthermore, we will consider different types of systems, as
not all tasks are appropriate for all systems.
Requirements Generation. Let us start with a prompt that generates
creative requirements for an enhanced guitar tuning mobile app: Please
act as a creative requirements engineer. Could you please provide a set of
user stories for an app that should support guitar tuning and also embed
other social functionalities? An excerpt of the LLM output is:
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R1: As a guitarist, I want to use the app to accurately
tune my guitar by providing visual indicators and audio
feedback, so I can achieve precise tuning for each string.
R2: As a beginner guitarist, I want the app to offer step-by-
step instructions and tutorials on guitar tuning, helping me
learn and improve my tuning skills.

R3: As a guitarist in a band, I want the app to allow me
to save and recall custom tunings for different songs or
playing styles, so I can quickly switch between tunings
during rehearsals or performances.

R4: As a musician, I want the app to provide a variety of
alternate tunings for different genres or playing techniques,
allowing me to explore new sounds and experiment with
different tunings.

R5: As a guitarist interested in learning new songs, I want
the app to provide a library of popular songs with their
associated tunings, enabling me to tune my guitar correctly
for each song I want to learn.

R6: As a guitarist who enjoys jamming with others, I want
the app to include a jam session feature where I can connect
with fellow musicians, share recordings, and collaborate on
improvisations or song ideas.

We observe that the output includes both typical user stories that

one can expect from any guitar tuning app (e.g., R1) as well as creative
solutions for interacting with other musicians (e.g., R6).
User Feedback Analysis Let us now imagine that we have developed
the app, we have released it to the public, and we want to summarise
the feedback from users. We can imagine using a RAG system to
retrieve users’ feedback and trigger the LLM with the following prompt:
Please act as an expert in summarising user feedback. What are the main
concerns of the users? Please associate each concern with a non-functional
requirement class.
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requirement contain any ambiguities? Requirement: The onboard device
sends a connection request to the wayside and monitoring subsystem, and it
responds with an acknowledgement or aborts the connection.

The requirement contains a potential ambiguity:

It responds with an acknowledgment or aborts the con-
nection: The ambiguity here lies in what exactly is meant by “it”.
Does “it” refer to the onboard device, the wayside and monitoring
subsystem, or some other entity? It’s unclear which component is
responsible for responding with the acknowledgment or abort the
action.

To clarify this requirement, you might want to specify which
entity is responsible for sending the acknowledgment or initi-
ating the connection termination. For example, “The onboard
device sends a connection request to the wayside and monitor-
ing subsystem. The subsystem responds with an acknowledgment
if successful, or it initiates an abort of the connection request
if necessary”. This clarification makes it clear which entity is
performing each action.

The LLM identifies a so-called anaphoric ambiguity, due to a pronoun
for which it is unclear which is the referent. Not always anaphorae
lead to ambiguity, and the literature distinguishes between nocuous and
innocuous ambiguities [143]. The former are the ones for which a reader
can easily find the referent, while the latter are the ones that may cause
misunderstandings. LLMs are expected to have a deep understanding
of the semantics of a text and can show the capability to recognise
innocuous ambiguities. Let us consider the following prompt, including
a rephrasing of the previous requirement: Please act as an ambiguity
detection tool. Is this requirement ambiguous? Requirement: When the
system receives a corrupted message, it terminates the connection with an
abort message.

Accuracy: Some users complained that the app is not
accurate enough for tuning their guitars, especially in noisy
environments or with alternate tunings. This could affect
the usability and reliability of the app.

Performance: Some users reported that the app is slow to
load, crashes frequently, or drains the battery too fast. This
could affect the efficiency and availability of the app.
Security: Some users expressed concerns about the app’s
data collection and privacy policies, especially regarding
microphone access and location tracking. This could affect
the confidentiality and integrity of the app.
Compatibility: Some users mentioned that the app is not
compatible with their devices, operating systems, or other
apps. This could affect the portability and interoperability
of the app.

Cost: Some users felt that the app is too expensive for
its features, or that the subscription model is not fair
or transparent. This could affect the affordability and
maintainability of the app.

Smell Detection In the development process of mission-critical systems,
it is typical to perform requirements reviews to identify ambiguities
and smells in general. Let us consider the following prompt: Please
act as an ambiguity detection tool for requirements. Does the following
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The requirement seems relatively clear and straightforward,
but there is a minor potential ambiguity that could be clarified:

“Corrupted message”: The term could be interpreted in multi-
ple ways. Does it refer to a message with invalid syntax, a message
with incorrect data, or a message that has been tampered with
during transmission? Providing a precise definition or clarification
of what constitutes a “corrupted message” would help eliminate
any ambiguity.

In this case, the pronoun is not recognised as a source of ambiguity,
as the referent can clearly be inferred from the context (it is an
innocuous ambiguity). On the other hand, the ambiguity detection LLM
is able to recognise a case of generality, i.e., an expression that is too
abstract and can be interpreted in different ways. Similar to this case,
one can analyse other requirements defects, such as inconsistency and
incompleteness. This second case is demonstrated in the following.

Completeness Check and Requirements Completion Before proceeding
with development, it is important to ensure that requirements are
sufficiently complete. In this case, let us consider a larger set of re-
quirements for a railway subsystem function that enables the so-called
procedure of red-crossing, i.e., a procedure that allows the driver to
cross a red signal after receiving authorisation from the infrastructure
manager. The prompt is reported in the following framed box.
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I have the following requirements for a railway system in
relation to red signal crossing permission. Are the requirements
that I provided sufficiently complete to make sense of the system
behavior? Please consider incompleteness both at the requirement
level (incompleteness of a single requirement) and incompleteness
of the requirements set (in case requirements are missing).

Requirements:

1. When the driver encounters a red signal, the driver shall
stop the train.

2. After the driver stops, the driver can either wait for a green
signal or press the Red Crossing button and perform the
Red Crossing Procedure.

3. If the driver decides to perform the Red Crossing pro-
cedure, it first needs to receive authorisation from the
infrastructure manager.

4. Then, after the authorisation, the driver can press the Red
Crossing button for at least 5 s and less than 10 s.

5. After 5 s, a light blinks on the panel.

6. When the light blinks, the driver can perform the red
crossing.

7. The driver shall perform the red crossing within 30 s after
the light blinks.

8. If the red signal is not crossed within the 30 s, the onboard
system shall automatically stop the train.

9. After 30 s from the moment in which it was lighted on, the
light stops blinking.

The generated output is:

The requirements that you provided are not sufficiently com-
plete to make sense of the system’s behaviour. There are some
gaps that need to be resolved. Here are some ways to modify the
requirements to complete them:

At the requirement level, you should specify the conditions
and actions more clearly and consistently. For example, in re-
quirement 2, you should state what happens if the driver does not
press the red-crossing button or does not perform the red-crossing
procedure. In requirement 4, you should state what happens if
the driver presses the red crossing button for less than 5 s or
more than 10 s. In requirement 6, you should state how the driver
performs the red crossing (e.g., by pressing a pedal or a lever).

At the requirements set level, you should add some re-
quirements that are missing or implied by the existing ones. For
example, you should state what is the purpose and scope of
the system, what are the roles and responsibilities of the driver
and the infrastructure manager, what are the assumptions and
constraints of the system, what are the expected outcomes and
quality attributes of the system, and what are the exceptions and
error handling mechanisms of the system.

We can then ask the LLM to complete the requirements. Prompt:

Please rewrite the requirements so that they can be considered complete.
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« Architectural Requirements

(a) The system shall provide a red signal crossing per-
mission function for the driver of the train when the
train encounters a red signal on the railway track.
The system shall consist of an onboard system and
a wayside system that communicate with each other
via wireless signals.

The onboard system shall consist of a dashboard, a
red crossing button, a light indicator, and a brake
controller.

(b)

()

« Functional Requirements

(1) When the train encounters a red signal, the onboard
system shall display a red signal icon on the dash-
board, and the driver shall stop the train before the
signal.

After the driver stops the train, the driver can either
wait for a green signal or request a red crossing per-
mission from the infrastructure manager by pressing
and holding the red crossing button for at least 5 s
and less than 10 s.

If the driver presses and holds the red crossing
button for less than 5 s or more than 10 s, the
onboard system shall display an error message on
the dashboard and ignore the request.

If the driver presses and holds the red crossing but-
ton for at least 5 s and less than 10 s, the onboard
system shall send a request message to the way-
side system and display a waiting message on the
dashboard.

The wayside system shall receive the request mes-
sage from the onboard system and forward it to the
infrastructure manager station.

The infrastructure manager shall review the request
message and decide whether to grant or deny the
red crossing permission based on the safety and
operational conditions of the railway track.

The infrastructure manager shall send a response
message to the wayside system indicating the
decision and the reason.

(2

—

3

(€))

(5)

(6)

7)

The LLM not only creates a list of requirements that better specify
the expected behaviour but also includes architectural requirements, as
well as the requirements for the infrastructure manager (the last two
requirements), which were not considered in the initial requirements
set.

Model Generation When requirements have been defined, one passes to
the system design, which frequently leverages the support of graphical
representations, such as UML diagrams. Let us consider the red-crossing
function that we already used to demonstrate the activity of complete-
ness check and requirements completion, and let us generate a UML
sequence diagram. When dealing with non-multimodal LLMs, i.e., mod-
els that can only generate texts and not graphical representations, it can
be useful to resort to the PlantUML structured language and the tool
PlantText.!? This is a tool that interprets the language and visualises the
model, as done by Ferrari et al. [9]. Prompt: Please act as a requirements
engineer expert in system design. Generate a UML sequence diagram in

10 https://www.planttext.com/ Last visit 30 Oct. 2024.
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PlantUML so that it can be visualised with PlantText. Requirements: {...}.
The requirements used are the same as those illustrated for the red-
crossing function after their completion, and the output is depicted in
Fig. 3.

Requirements Classification After requirements have been analysed,
one can imagine classifying them into different nonfunctional cat-
egories to facilitate structured requirements documentation and re-
quirements storage for reuse. Requirements classification is one of the
most common tasks in the NLP for RE field [31]. Prompt: Please act
as a requirements classification tool. What are the possible nonfunctional
requirements classes of this requirement? “The authentication system should
be easy to use and prevent access from underage users”.

The requirement can be classified into the following nonfunc-
tional requirements classes:

1. Usability or User Experience: This class encompasses the
aspect of the requirement that focuses on the system being
“easy to use”. It pertains to the user’s interaction with the
authentication system, ensuring that it is intuitive and user-
friendly and minimises the cognitive effort required for
users to authenticate themselves successfully.

2. Security: This class covers the aspect of the requirement
that emphasises the system’s ability to “prevent access from
underage users”. It deals with security-related concerns,
including access control mechanisms, user authentication
processes, and measures to ensure that only authorised
users who meet certain criteria, like being of a certain age,
can access the system.

It is interesting to notice that the LLM is able to actually identify two
possible classes, which underlines its ability to have a clear compre-
hension of the nuances of the requirement statement. A requirements
classification system can be foreseen in which one inputs a set of
possible classes, and the LLM produces a less verbose output where each
requirement is associated with its class, as done in previous work [37].
Requirements Tracing Another typical activity in mission-critical RE
processes is requirements tracing, which enables the identification of
trace relations between different requirements and between require-
ments and other process artifacts, e.g., models, code, and tests. Let
us consider the problem of requirements-to-requirements tracing with
LLMs: Please act as a requirements tracing tool. Shall these two require-
ments be traced to each other? 1. the onboard system shall have a
dashboard”. 2. the onboard system shall notify the driver of the maximum
speed through an electronic speedometer”.

Yes, these two requirements should be traced to each
other. They are highly related because they belong to the same
system and have a common function. The onboard system is re-
sponsible for displaying information to the driver and passengers,
and one of the information is the maximum speed. The electronic
speedometer is a component of the dashboard that shows the
maximum speed to the driver. Therefore, there is a dependency
and a consistency between these two requirements, and they
should be traced to each other.

It is worth noting that the LLM is able to infer that the speedometer
is actually part of the dashboard, although this is not explicitly stated
in the second requirement.

Code, Comments, Test Generation, and other Code-related Tasks Fi-
nally, one can go ahead with the classical development activities with
code generation, code documentation through comments, and test gen-
eration. Other activities that could be performed with LLMs, and not
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Fig. 4. Overall view of the salient points of the roadmap on using FMs to support
LLM-based development.

illustrated in this showcase are code summarisation [144], code revi-
sion [145]—see Hou et al. [3] for a comprehensive overview of code
activities enhanced by LLMs. Code-centric tasks typically require the
usage of LLMs specialised for code tasks, such as CodeLlama [113] or
StarCoder [114]. We do not illustrate these code-related tasks, as our
paper is mainly focused on LLMs for RE.

6. Roadmap: Using FMs to support LLM-based development

The LLM-based software development process exemplified in Sec-
tion 5 provides a view of how LLMs can be exploited to support
different RE and software engineering tasks. The illustrated workflow
can be implemented through LLM agents [30], which can perform
specific RE and SE tasks, also using external resources, e.g., knowledge
bases or external libraries. However, by delegating part of the system
development to LLMs, there is a risk of losing control of the process, es-
pecially when LLM agents are automatically orchestrated. In our vision,
FMs can provide the means to restore this control. In the following,
we report research avenues in this direction, again highlighting action
points with the symbol Q. Fig. 4 summarises and connects the different
research avenues discussed. Each discussion item is associated with
a circled number, which appears in the figure and in the following
paragraphs. We will describe the figure at the end of the section to
provide a comprehensive view of the roadmap.

Ensuring Correctness through Formal Requirements and Argumen-
tation @ As well known, LLMs can sometimes generate incorrect
solutions to RE problems or “hallucinations”. These may not be imme-
diately evident since the output, being it a requirement, a specification,
or another RE artifact, may appear sufficiently plausible to the user. We
argue that, in the field of RE, addressing this problem is not different
from the task of requirements quality assurance, in which analysts
review the human-written requirements for ambiguity, inconsistency,
and other defects. In principle, quality assurance will need to be
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applied to LLM-generated artefacts rather than to human-written ones.
However, quality assurance through manual review can be tedious and
error-prone, and NLP solutions have long been experimented with to
facilitate the work of requirements analysts, e.g., by detecting ambi-
guities, incompleteness, and other defects [31]. In a world where the
main NLP solutions for requirements analysis are based on LLMs, we
need other means to ensure requirements quality since one cannot
fully rely on their output. Moreover, given the plausibility of LLM
answers, human analysts and especially novices may tend to rely on the
LLM’s responses without analysing their truthfulness with a sufficiently
critical eye. Formal notations have been explored in the past as one
of the solutions to increase requirements quality, as they can ensure
that requirements are documented in a way that can unequivocally be
interpreted [10]. While their practical application has often been hin-
dered by their inherent complexity, the explanation potential offered
by LLMs discussed in Section 4 can in turn help their introduction in
the RE quality assurance process. What if the explanation is also faulty?
The definition of formal specifications, their verification against the for-
malised requirements, and the provable consistency of the FM-centred
process can mitigate this problem.

Another important support to ensure the correctness of the out-
put can come from formal argumentation theory. Its usage has been
explored in RE to support ambiguity identification [146], and repre-
sent the conversation between requirements analysts and stakehold-
ers [147]. It has been shown that LLMs possess weak inference abilities
and still lag in terms of logical coherence [148], which leads to in-
correct output. Constraining the LLM responses to adhere to a certain
formal argumentative structure can give evidence of the soundness of
the proposed reasoning, thus mitigating hallucinations and incorrect
answers.

Q Action Point: To ensure the correctness of LLM-generated so-
lutions, a formal development process can be adopted, supported by
LLM-generated explanations. Moreover, the use of a formal augmenta-
tive structure to constrain LLM responses can enhance logical coherence
and mitigate hallucinations.

Improving Mathematical Reasoning with Formal LLMs @ LLMs have
demonstrated tremendous abilities when dealing with language-related
generative problems, such as text summarisation or question-answering.
However, they have also shown difficulties when dealing with mathe-
matical problems, even trivial ones. Requirements for cyber-physical
systems often include mathematical formulae [149], used to model
physical phenomena, which need to be embedded in the software,
e.g., through numerical approximation. These requirements can prove
to be challenging, especially when using LLMs to generate code. The
lack of mathematical ability of LLMs can, in principle, be due to the
lack of mathematical and logic data used during the training process.
Creating an LLM using mathematical knowledge has been experimented
with in LLMs such as Lemma [150], which has also been used to
support theorem proving, and MathStral.'* However, other authors
have highlighted that there may be inherent barriers to the mathemat-
ical reasoning of LLMs, since they are not robust to small numerical
variations, or modification of logical clauses in their prompts [151].
RAG solutions can provide help in this direction by introducing external
knowledge based on formal notions that can be retrieved and used by
the LLM when addressing logical, mathematical, or formal problems,
as done, e.g., in LeanDojo [152]. Similar approaches can be followed
in RE and SE by creating RAG systems that embed FM knowledge. A
possible alternative is to create multiple LLMs based on FM knowledge,
code knowledge (e.g., CodeLlama [113], StarCoder [114]), and NL
knowledge and devise approaches to interrogate them simultaneously
and combine their output in a meaningful way. Finally, the LLM agent
paradigm [30] can be used to access external libraries and resources,

1 https://huggingface.co/mistralai/Mathstral-7B-v0.1. Last visit 21 Oct.
2024.
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e.g., a reasoner or a calculator.

Q Action Point: The challenges of using LLMs for generating code

that embeds mathematical constraints can be addressed by leverag-
ing specialised training, dynamic knowledge retrieval with RAG, and
collaboration between multiple LLM agents embedding different types
of knowledge (code, FM, and NL). The agents can also use external
resources, e.g., for computation and logic reasoning.
Formal Prompt Engineering @ With LLM, prompt engineering has
emerged as an entirely new discipline, focused on crafting the most
appropriate NL query for an LLM to solve the task at hand [153].
When prompting to generate source code or design models, prompts
basically become requirements to be fulfilled, and, in this context, RE
boils down to prompt engineering. Similar to requirements, NL prompts
can suffer from ambiguity issues, which can have consequences on
generated artefacts [9], and their expression can benefit from the usage
of formal notations or rigorous controlled NLs. In this sense, researchers
are encouraged to experiment with the usage of notations such as ACSL
(ANSI/ISO C Specification Language), which helps formally specify
the expected behaviour of C programs and is used by the FRAMA-
C environment [105]. By specifying formal pre- and post-conditions
directly in the prompts, one can have the guarantee that the constraints
are not only considered during generation but are also embedded in the
generated code and can be checked by the analysis environment.

The proposed idea can be effective when one expects to gener-
ate single functions, but it does not scale to large software systems,
as the specified conditions are typically low-level, i.e., associated
with code variables. Instead, when complex software systems need
to be generated, requirements analysts need to engineer architectures
of inter-connected and inter-dependent prompts. The design of this
architecture can benefit from classical semi-formal languages such as
UML, which allow the representation of relations between compo-
nents (i.e., prompts, in this context) and guide their constructions
and orchestration. Researchers are thus invited to adapt consolidated
model-driven development principles and approaches to the novel
scenario of prompt engineering, possibly evolving and adapting them
to account for the peculiarities of prompt and prompt relations.

Q Action Point: Using formal notation or controlled natural lan-
guages can help enhance the precision of NL prompts. Incorporating
formal pre- and post-conditions in prompts can help embed constraints
in generated code. For complex systems, we can develop interconnected
prompt architectures using semi-formal languages to represent relation-
ships between prompts and guide their orchestration. To this end, an
LLM agent-based paradigm [30] can be used.

Formal Domain Knowledge and Explainability @ Domain knowledge
is one of the key dimensions of any RE endeavour, as the interpretation
and analysis of the requirements first require a thorough understanding
of the domain of the system-to-be, its stakeholders, application context,
and constraints. LLMs tend to acquire knowledge from large amounts
of unstructured input documents and encapsulate it in the parameters
adjusted through the learning process. This has been possible because
of the large availability of NL documents on the web, which have been
used as a stream of information to train LLMs. However, when dealing
with domain- and project-specific knowledge, for which textual infor-
mation is scarce, LLM cannot be expected to perform as well as for tasks
requiring general knowledge only. We argue that, in contexts where
domain-specific corpora are limited, knowledge structured through for-
mal ontologies in the form of knowledge graphs shall be injected in an
LLM-based RE process, e.g., with the support of RAG approaches. This
would address the need for abstraction that is required for reasoning
and that LLMs have demonstrated to lack in some cases [154]. As LLMs
are trained only on text, they also lack the concept of a world model,
i.e., “structure-preserving, behaviourally efficacious representations of
the entities and processes in the real world” [148,155]. Although
multi-modal LLMs are being developed [156], which can potentially
address this issue, formal representations of the entities and processes
in the real world can address three important problems. First, formal
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knowledge graphs can help to constrain the reasoning process, thus
preventing hallucinations. Secondly, knowledge graphs can provide
a compact and parsimonious representation of knowledge, which is
needed when textual information about a domain is not sufficiently
abundant to train the LLM and can also positively impact efficiency.
Finally, an external formal knowledge representation can support the
explainability of the output, as the LLM can resort to a knowledge graph
not only for retrieving information but also for justifying its content.

Q Action Point: Injecting domain-specific knowledge using formal

ontologies and knowledge graphs can be used to constrain the LLM
reasoning process, prevent hallucinations, and improve explainability
and justification of the output.
Ensure LLM Output Consistency through Formal Verification @ Al
components in general, and LLM ones in particular, can bring potential
benefits even in mission-critical systems, such as those in healthcare,
banking, law, and transportation. Systems that provide recommenda-
tions to physicians, lawyers, and financial operators based on LLMs
have already been designed [157], and one can expect that these
will become commonly used in the future. Given the criticality of
their role, these systems have to go through rigorous verification and
validation processes. The main issue for LLM-based systems compared
to traditional systems is their predictability, i.e., once a test has covered
a certain behaviour, a traditional system is expected to exhibit the same
behaviour in the future, given the same test case. Instead, for LLMs, this
cannot be fully ensured. Although one can apply redundant approaches,
such as, e.g., self-consistency [158], FM can help address the problem
in the verification process itself. In particular, abstract interpretation
can be used to approximate the behaviour of the neural network in
a way that can be mathematically analysed. This can be done by
abstracting the possible behaviour of the different activation functions
used by the neural network, e.g., ReLU, Sigmoid, and verifying the
consistency of the output in the presence of perturbations of the prompt
or other aspects that determine the variable behaviour. Contributions
in this direction have been published that apply to different neural
network architectures [159]. We argue that similar approaches can also
provide benefits for transformer architectures and LLMs. In addition,
other formal abstraction methods [160] are emerging, which help omit
specific details of a network that are not relevant to a specific feature,
thus making their verification feasible. This is particularly important for
safety-critical systems using LLM components, as these are expected to
have well-defined and restricted functionalities, which also restrict the
focus of their verification.

Q Action Point: Abstraction techniques used to approximate and

mathematically analyse neural network behaviour and verify output
consistency under prompt perturbations should be applied to the trans-
former architecture used in LLMs.
Regulatory Compliance at Runtime @ Regulatory compliance is con-
cerned with the assurance that a system complies with requirements
expressed in regulations, e.g., General Data Protection Regulation
(GDPR), and it is one of the central topics in RE [161]. In particular,
mission-critical systems with LLMs at their core do not only need to
exhibit repeatable behaviour but also adhere to regulations. Formal
approaches for regulatory compliance have been developed in the
past [161,162], and these can become more applicable thanks to the
usage of LLMs discussed in Section 4.

However, compliance cannot be ensured once and for all in a
context where an LLM evolves based on new knowledge on which it
may be fine-tuned, and also laws are subject to change. Even if an
LLM behaviour is made repeatable, this does not mean that the new
knowledge that can be introduced has no effect on it. In this context, the
concept of runtime verification [163], which ensures that certain prop-
erties are fulfilled during system evolution, could be adapted to address
the needs of an ever-changing regulatory and knowledge context.

@ Action Point: As LLMs evolve based on new knowledge and
regulations change over time, we need to adapt runtime monitoring
to continuously ensure regulatory compliance.
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Mitigate Bias and Address Ethical Concerns @ LLMs are subject to
many trustworthiness threats [164], including toxicity, stereotype bias,
adversarial robustness, out-of-distribution robustness, robustness on ad-
versarial demonstrations, privacy, machine ethics, and fairness. These
threats are currently measured and investigated through testing-based
approaches, such as the use of bias testing frameworks designed for SE
tasks [165]. To address the problem in a more systematic way, in line
with the guidelines presented in [166], we envision the formalisation
of a set of ethical requirements. These can be validated through formal
techniques on LLM-generated artefacts.

Q Action Point: Strategies for the formalisation of ethical require-
ments need to be devised, bridging the gap between value-related
concepts and the formal operationalisation of such concepts.
Summary The vision, summarised in Fig. 4 is structured into three
layers, a formal layer, a software (SW) artefact layer and sa LLM layer.
The LLM layer interacts with the SW artefact layer to implement the
LLM-based development process exemplified in Section 5. The LLM
layer takes as input requirements artefacts, including traditional forms
of system requirements—e.g., “shall” requirements or user stories—
as well as other forms, such as user feedback or issues from issue
tracking systems.'?> Based on these artefacts, two types of tasks can
be carried out by the LLMs: (i) analytic tasks, i.e., tasks analysing the
input and producing annotations, e.g., smells, tace-links, completeness
issues; (ii) generative tasks, i.e., tasks that produce other artefacts,
e.g., code, models, and even other requirements. These different types
of LLM-supported tasks have been exemplified in Section 5. The formal
layer enters into play to support the LLM-based development process.
In particular, formalised system requirements can be verified against
formal SW artefacts associated with LLM-generated ones (1). FM and
logical knowledge can be used for training LLMs, and external tools,
e.g., calculators and reasoners can be accessed to enhance LLM capabili-
ties @ Formal prompts can be used to better guide and orchestrate the
generative capabilities of LLM agents @ Formal domain knowledge,
e.g., through formal ontologies, can support the generation and analysis
of domain- and project-specific artefacts and can foster explainability
@. Formal verification can also be used to verify LLMs, especially in
the case of mission-critical systems (5). Runtime verification can be
used to facilitate the monitoring of regulatory requirements in the pres-
ence of LLM evolution triggered by new knowledge @ Finally, formal
system artefacts can be verified against formalised ethical requirements

7. Practical considerations and limitations

The two roadmaps outlined offer a vision of how FMs and LLMs
could be integrated into future software development processes. The
vision is unavoidably non-exhaustive, and the actual implementation
of the different research directions requires careful planning to prevent
risks and address limitations. In the following, we outline practical
considerations regarding the implementation of the roadmaps, as well
as possible barriers to its unfolding.

Collaboration Between LLM and FM Experts LLMs and FMs are highly
specialised fields that require significant expertise to fully master their
technical intricacies and utilise their tools effectively. Successful imple-
mentation of the envisioned roadmaps also depends on collaboration
and clear communication between LLM experts and FM experts. These
specialists, though, often come from different schools of thought (statis-
tical vs deterministic thinking), making interdisciplinary collaboration
challenging. Facilitating this cooperation falls within the domain of
requirements engineers, who play a key role in bridging the gap be-
tween these diverse fields. A similar observation was made by Franch
et al. [167], when speaking about the role of requirements engineers in

12 The LLM layer can also take other SW artefacts as input, but here we
mainly focus on a RE-centred process, to simplify the figure and the narrative.
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the development of systems with artificial intelligence (AI) components
at their core.

Empirical Evaluation As in any type of research endeavour, empirical
evaluation is crucial to assess the effectiveness and reliability of the
approaches being developed. The use of generative Al solutions like
LLMs poses challenges in RE due to the lack of datasets for evaluation.
This issue becomes even more pronounced when FMs are also involved,
as the empirical maturity of the FM field remains limited, particularly
when considering their application in practical settings [168]. Further-
more, some generative capabilities of LLMs cannot be evaluated using
pre-defined ground truths. For instance, it is not feasible to assume that
there is a single correct formal specification for a given piece of code,
or vice versa. In such cases, qualitative evaluation methods, typically
employed in interview studies or case studies—such as thematic anal-
ysis [169] or grounded theory [170]—should be incorporated, as also
done by Ferrari et al. [9]. With these methods, one can qualitatively yet
scientifically check the output of the LLMs, and assess its quality in a
critical way without relying on a pre-defined ground truth. Facilitating
the acceptance of these research methods in fields that typically rely
on quantitative evaluation approaches, such as LLMs, or adhere strictly
to positivist principles, such as FMs, remains a significant hurdle to
overcome.

Overreliance on LLM Output LLMs can notoriously hallucinate and
produce incorrect outputs in response to a given prompt [171]. How-
ever, the generated output often appears plausible, and the verbose
explanations provided by LLMs, such as ChatGPT, can convey a sense of
machine self-confidence that may mislead a requirements engineer. As
a result, there is a risk of over-reliance on the generated content. While
the integration of FMs in the software process aims to mitigate this
issue with formal prompts and formal verification, additional measures
are necessary to ensure that users do not blindly trust the output
of LLMs. These include but are not limited to: (a) the definition of
novel human-centred quality control mechanisms; (b) the identification
and prevention of typical hallucinatory patterns; and (c) development
processes specifically tailored for LLM development and training. These
are expected to test the LLMs’ robustness before they are deployed in
software development toolchains such as the ones envisioned in this
paper (cf. Fig. 2 and 4).

Diminishing Role of Human Creativity In the figures of our roadmaps,
we deliberately excluded human actors to emphasise the primary role
of automated tools, and somehow also provoke requirements and soft-
ware engineers to find their position in the overall picture(s). However,
with LLMs taking over creative aspects of software development, the
role of humans risks being reduced to mere supervision, depriving
them of the satisfaction and intellectual engagement that typically
comes from the hands-on process of software creation. In the past,
automation in software engineering was oriented to address tedious
and error prone tasks, such as requirements review or tracing. This was
expected to leave more space for requirements elicitation, modelling,
and coding, which are arguably more exciting and less bureaucratic
tasks. In a context such as the one envisioned, in which LLMs take
all the interesting jobs, one could question the role of requirements
engineers. We argue that requirements engineers, which are often
neglected in software development [172], will actually become central.
As software development becomes increasingly automated with the use
of LLMs, requirements will emerge as the primary means of interacting
with these models, especially for coding tasks. Indeed, in processes
like the one outlined in Section 5, the inputs are the requirements,
and the output is the code. As a result, software engineers will need
to transition into roles as requirements engineers, orchestrating the
entire development process through the management and specification
of requirements.

Limited Training on FM datasets As briefly touched in Section 4, one
challenge to overcome is that LLMs have been mainly trained on NL
data, and their knowledge of formal languages may be limited. This
especially affects the generation of formal artefacts from conventional
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ones and vice versa. Some ideas to deal with this aspect have already
been mentioned in the paper. One can rely on the similarity between
some formal languages and programming languages, and the code
synthesis ability of LLMs specialised on code [113,114]. Fine-tuning
LLMs on FM data is also a possibility, as well as integrating the output
of different LLMs trained or fine-tuned on different types of data (NL,
code, FM). Finally, one research avenue is an interactive generation,
in which the human guides the generation of formal or conventional
artefacts through iteration of prompts, answers, and corrections. This
can possibly be further automated with an agent-based paradigm that
enables LLMs to access model checkers and compilers, to assess the
syntax correctness of the generated artefacts.

Proliferation and Maintainability of Artefacts Combining LLMs and
FMs is expected, on the one hand, to speed up the development process
and, on the other hand, to foster system correctness. At the same time,
these advantages also come with more artefacts to maintain and keep
consistent, i.e., more code, but also more models, formulae, counterex-
amples, etc. LLM-based automatic trace link generation, as discussed in
Section 4, can help cope with artefact evolution, but the proliferation
of the trace link themselves can become hardly manageable. Novel
techniques are thus required to better monitor the evolution and control
the increased pace and complexity of development. We argue that the
software visualisation community can help in this direction [173]. Soft-
ware visualisation tools can facilitate real-time monitoring of artefact
changes, enabling teams to quickly identify inconsistencies and assess
the impact of modifications across the system. Furthermore, integrating
visualisation with analytics can provide predictive insights, helping
teams anticipate potential issues arising from the rapid evolution of
artefacts.

Deployment, Scalability and Technological Evolution

Radically changing an established software development approach
by introducing FMs and LLMs is not a quick procedure, and requires
careful consideration and planning. Research is needed not only to
explore novel LLM-based and FM-controlled software processes but also
to define effective strategies for deploying these processes in real-world
software development contexts. To facilitate this transition, incremen-
tal process transformation approaches should be implemented, allowing
for smooth integration and fostering acceptance among development
teams.

Another significant challenge to address is the scalability of the
proposed ideas. FMs, particularly model checkers, often face the state
space explosion problem, which can complicate the verification of large
systems. On the other hand, LLMs require substantial computational
resources for execution, which can be a barrier to their widespread
adoption. Solutions such as statistical model checking [174] or more
recent proposals such as quantum probabilistic model checking [175],
besides other techniques, can help mitigate the state space explosion
issue. Furthermore, model distillation approaches [28] can reduce the
resource demands associated with LLMs.

Lastly, the pace of technological evolution presents a unique chal-
lenge. The world of FMs traditionally develops industry-ready tools
slowly, allowing companies ample time to adopt them. In contrast, new
LLMs are emerging daily, which can overwhelm teams trying to keep up
with the rapid advancements. Therefore, flexible approaches that can
accommodate ongoing technological changes are essential. By address-
ing these challenges, the integration of FMs and LLMs into software
development can be achieved in a manner that is both practical and
sustainable.

8. Conclusion

We outlined two roadmaps: one aimed at ensuring the reliable
use of LLMs in RE activities, and the other focused on enhancing the
usability of formal RE through LLM support. On the one hand, our
vision reimagines the application of formal RE by leveraging LLMs to
make formal languages and tools more accessible, and on the other, the
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proposed use of formal techniques when LLMs are used in RE activities
could mitigate concerns related to LLM-generated artefacts and estab-
lish a framework for responsible and trustworthy Al The roadmaps are
well-suited for rigorous software engineering processes, such as the V-
process for mission-critical systems, where formal methods can play a
key role in ensuring reliability and trustworthiness. However, they are
not restricted to such approaches, as we believe that greater formality
can provide benefits in any development context. This observation is
especially important in a world in which safety, security, privacy, and
ethical requirements are becoming increasingly relevant across many
types of applications.

The primary aim of the roadmaps is to stimulate further research
and reflection, while the authors will pursue part of the outlined
directions. In the context of the roadmaps, our main focus will be on: (i)
translating requirements into formal logic using LLMs, building on prior
research initiated by the authors before the introduction of LLMs [131];
(ii) exploring the generation and analysis of software artefacts with
LLMs, a line of work already being developed by one of the authors [9];
and (iii) leveraging LLMs to explain formal artefacts, which we identify
as a critical challenge for the broader adoption of FMs. We hope that
our roadmaps will inspire our readers to take over the other research
avenues, and possibly develop new, unforeseen ones.
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