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... The Experiment ... ( Context)
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... The Case Study ... (Overview )
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kec .. The RBC—RBC Communications ...

_ Handles low level transmissions ,
|_eu|"orad|o (:::::::::::::::::::::::::::::::::::::::::::::::::::::) C_euroradlo
(UNISIG Sub 027)
Safety Application Intermediate sub-Layer
|_SAl Handles Delay, Repetitions, Reordering of messages C_SAl
(UNISIG Sub 048)
t Communication Supervision Layer t
Handles Creation,Maintenance,Restoring
I_CSL of communication line C_GL
t (UNISIG Sub 039) t
| RBC RBC-RBC handover protocol C_RBC
(UNISIG Sub 039)
A A
\" Distributed / Concurrent system A\




... The Communications Supervision Layer ...

Requests creation of a connection
Sends life-signes to keep it alive
In case of silence restarts the line

Forwards RBC messages

SAl_Error_report

icsl_tick [(receive_timer < max_receive_timer)

. icsi_tick [connectTimer =
RBC_User_Data_request(udata), icsl_tick [connectTimer < max_connectTimer ] /
SAI_DISCONNECT _indication. max_connect_timer ] / Timer.ok_icsl;
SAI_Error_report, connect_timer := connect_timer +1;  connact_umer = 0;

receive_timer := 0: SAI_DATA_indication(mtype,udata) Timer.ok_icsl;
send_timer ::
connect_timgr := R1 R3

R6
max_cofnect_timer; R2 R4

SAILSAI_CONNECT _request;

R5

NOCOMMS

- )

SAI_DISCONNEC T.indication /
SAI_CONNECT._confirm / RBC. ) o
connect_timer := max_connect_timer: RBC_User_disconnect_indication;

RBC.RBC_User_Connect_indication: receive_timar :=0;
send_umer = 0;

R14

L)

icsl_tick [receive Timer =
max_receiveTimer] /

receive_timer :=0;

send_timer :=0;

Timer.ok_icsl;

RBC.RBC_User_Disconnect_indication;

SAI.SAI_DISCONNECT _request;

R15 |

@ COMMS

R8
@ R10

RBC_User_Data_request{udata) /
i ; send_timer := 0;
and (send_ti send_timer)] / = "
Timer.ok 'c(:l Smer=max o SAl.SAI_DATA_request(Data,udata) ;
send_timer := send_timer +1; . 3 - o
roccivo_timor = rocoive_timori 1 /C8l tick [(receive timer < max receive timer)
‘'send_timer = max_send_timer)] /
Timer.ok_icsl,

R12
R11

SAI_DATA_indication{mtype,udata)
[mtype = Lifesign] /
receive_timer := 0;

GAI_DATA_indication{mtype,udata)
[mtype = Lifesign] /

{ mee =0 receive_timer := 0;

receive_timer := receive_timer+1
SALSAI_DATA_request(Lifesign,nodata)

RBC.RBC_User_Data_indication(udata) ;



The Communications Supervision Layer ...

stm ',f5'-/ RBC_USER_DATA_REQUEST,SAI_DISCONNECT_INDICATION, SAI_ERROR_REPORT,SAI_DATA_INDICATION

& TICK [this.connect_timer<this.max_connect_timer]

¥ Mthis.connect_timer = this.connect_timer+1;
Initial Ri-R4

SSEND_EVENT["OK_TICK",CONTEXT_REF
. (TIMER))%:

RE
/this.connect_timer=this.max_connect_timer; ‘

N

this.recene_timersu;
this.send_timer=0;
|

) \

TICK [this.connect_timer==this.max_connect_timer]
fthis.connect_timer = 0;

HSEND_EVENT{"OK_TICK" CONTEXT_REF({TIMER])%;
HSEND, [‘uin!’ QAL CONNECT_REQUEST",CONTEXT_REF

" [

[ NOCOMMS

(RBC_USER);
this.receive_timer=0;
this.send_timer=0;

SAI_CONNECT_CONFIRM N
[this.connect_timer=this.max_connect_timer; R14
KSEND_EVENT| =

("RBC_USER_CONNECT_INDICATION",CONTEXT_REF
(Rsc,usmlx_\l/

SAI,DISCONN((UMDKA“O!:\
_H /RSEND_EVENT(*RBC_USER_DISCONNECT _INDICATION", CONTEXT_REF
]

(F‘ﬁ

TICK [this receive_timer= !hu-n.u recerve_timet]

/

this.receive_timer=0; this. :gnd_umer 0;
NSEND_EVENT(OK_TICK" CONTEXT_REF{TINER))%;
HSEND_EVENT
["RBC_USER_DISCONNECT INDICATION*, CONTEXT_REF
(RBC_USER))%:

MSEND_EVENT
("SAI_DISCONNECT_REQUEST™,CONTEXT_REF(SAI))%;

comms

(
Bis

|,

SAI_ERROR_REPORT

TICK [this.receive_timer < this.max_receive_timer &&
this.send_timer<this.max_send_timer]
/this.send_timer = this send_timers 1

this.receive_timer = this.receive_timer+1;

SSEND_EVENTI"OK_TICK",CONTEXT_REF{TIMER))%:;

TICK [this.receive_timer<this.max_receive_timer &&
this.send_timer==this.max_send_timer]
Jthis.send_timer
this.receive_timer = this receive_timer+1;
HEEND_DVENT("OX_TICH", CONTEXT_REE[TIMER)YK;
HSEND_EVENT(*SAI_DATA_REQUEST.sig_sai
{LifeSign,nodata)”, CONTEXT_REF{SAI)}%;

)
Mo

b ’ru H SAI_DATA_INDICATION
|

[event signal parameterValues get
{“mtype®).equals{“"LifeSign")]
Jthe.receve_timer = U;

SAI_DATA_INDICATION [!

event.sgnal parameterValues get
(“mtype”) equals{“LifeSign™)]
[this.receive_timer=0;

HSEND_EVENT
{"RBC_USER_DATA_INDICATION sig_user
("+signal parameterValues get
{"udata”}+*]", CONTEXT_REF(RBC_USER)%;

RBC_USER_DATA_REQUEST
{this.send_timer=0;

WSEND_EVENT
("SAI_DATA_REQUEST sig_sai
(Data,"+signal parameterValues.get
("udata™}+*)" CONTEXT_REF(SAI)]%;

SPARX-EA

icsl_tick [connectTimer =

RBC _User_Data_requestfudata), icsl_tick [connect Timer < max_connactTimer ] /
SAI_DISCONNECT. indication. max_connect_timer ] / Timer.ok_icst;
connect_timer := connect_timer +1; connect_timer ;= 0;

SAI_DATA_indication(mtype,udata)  Timer.ck_icsl; SALSAI_CONNECT _request;

R3

R4 R6 RS

NOCOMMS
R7 A
icsl_tick [raceiveTimer =
SAIDISCONNEC Tindication / el e
SAl_CONNECT _confirm / RBC. ) S receive_timer := 0;
connect_timer := max_connect_timer; RBC_u_ur_damnmr.l indication; send_timer := 0;
RBC.RBC_User_Connect_indication: facstve_times - 0; Timer.ok_icsl;
Sendmer =0 RBC.RBC_User_Disconnect_indication
SALSAI_DISCONNECT _request
R14 R15 |
SAl_Error_report
G couns
R8
R10 R11

icsl_tick [(receive_timer < max_receive_timer)
and (send_timer < max_send_timer)] /

Timer.ok_ics!;
send_timer := send_timer +1;
roceive_timor = roccive_timori 1

RBC_User_Data_request(udata) / SAI_DATA_indication{mtype,udata)

send_timer :=0; [mtype = Lifesign] /
SALSAI_DATA_request(Data,udata) ; receive_timer := 0;
icsl tick [(receive timer < max receive timer) BAIDATA_indication{mtype, uda
and (send_timer = max_send_timer)] / [mitype I= Lifesign] / )
Timer.ok_icsl; receive_timer =
send_timer == 0;

0;
Pl . RBC.RBC_User_Data_indication(udata) ;
receive_timer := receive_timer+1

SALSAI_DATA_request(Lifesign,nodata)

UMC




... Modeling System Behavior... (UMC)

UMC requires the system

< >
to be a complete closed |_SAl scenario C_SAl scenario

system I \ / I

T
The actual CSL code .. i
... must be composed with I_CsL - r: — C_GL
scenario based components ;
modelling the environment I

|_RBC scenario / \

C_RBC scenario

All components evolve in parallel,
potentially in an highly o
nondeterministic w ay The structure of a UMC scenario involving the full system




... Modeling System Behavior ... ( SPARX-EA )

SPARX execution/simulation I_SAl scenario C_SAl scenario
engine is deterministic @ @
if we compose the CSL code with all I I
the scenario based missing c?mponents, | CsL c csl
the result would be a single
(deterministic sequential system) I Timer I

scenario
The SPARX user must take the role @ @

of the environment I_RBC scenario C_RBC scenario




... A simple scenario...

|_SAl scenario

I_CSL > @

I Timer

: scenario

|_RBC scenario

SPARX-EA

|_SAl scenario

!

|_cSL

!

I_RBC scenario

UMC

= ® 3 — -




... Evolution Steps ...

env

SPARX-EA

env

env env
ics| icsl
env env
env
csl icsl icsl
x ‘ A ‘ ‘ , ‘
UMC



... Comparison ... (1)

@ SPARX-EA:
/ As soon as the User provides +«——— Composite
an input, the system consumes it environment
1 «— interactions

@ Composite O
/ \ environment
interactions
l l cannot be $

@ @ simulated

There are execution traces in UMC not replicable in SPARX-EA

SPARX-EA UMcC



I_RBC_User I_CSL I_SAl

'
i

: Em%

C(R1) .
: (R5) SAI_CONNECT _request; >
: (RT7)
_ (R15) SAI_CONNECT _confirm;
' _ (R7) RBC_User_Connect_indication;
' (R2) ;
_(R186)

(R9)

(R16

‘RZS) SAI=DISCONNECT=indicaﬁon; !

LJ‘S) RBC_User _Data_request(0): >

| ‘Ru! RBC User Disconnect indication;
| R1) ;

I_RBC_User I_CSL I_SAl




... Comparison ... (2)

Succesfull univerasl properties cannot be fully reproduced in SPARX-EA

@ . It is always true that, after a first !
,"" "’g connect indication, IRBC cannot
receive a second connect
indication, unless it receives a
disconnect indication in the
meanwhile

AG [IRBC User Connect indication] (
A[{not IRBC User Connect indication} W
{IRBC User Disconnect indication}] )

Failing reachability properties cannot be reproduced in SPARX-EA

SPARX-EA UMC



. Comparison ... (3)

S Property: ¥
There is an execution CS
sequence such that,

after the having
established a
connection, that

connection is never lost

Infinite traces witnessing a property cannot be reproduced in SPARX-EA

SPARX-EA UMC



ll_RBC_UserIll_SA!l I_CSL

(R2)
(R16)

(R1)
There is an execution sequence such that,
after the having established a connection,
that connection is never lost P

(R21) SAI_DATA _indication(LifeSign,0); _

(R9)

(R12)

EF {IRBC User Connect indication} ( )
EG {not IRBC User Disconnect indication} ) <

_ (R10) SAI_DATA_request(LifeSign,0);
(R18)

(R16i
(R1)
(R9)

(R16)

(R21) SAl_DATA _indication(LifeSign,0): _

F. Mazzanti, et al.: Formal Mod
4SECURail Case Study I_RBC_User | | I_SAl I_CSL




... still on Environments

Property:
S Something bad eventually happens
/ \ In SPARX-EA the user has the
l freedom to model also
o apparently meaningless

/ \ -: environment interactions

: ; In UMC the designer needs to _
v v explicilty devise a (meaningless) ¢
scenario for modeling the same
kind of behaviour

False positives more difficult to control in SPARX-EA

SPARX-EA UMC




... differences in UML designs... (atomicity)

R15: “when ICSL is in the COMMS state, and the receive timer expires, a
disconnect_indication is sent to the user, a disconnect_request is sent to
the SAI, and ICSL moves to the NOCOMMS state”

Receive timer expired /
RBC.DISCONNECT _Indication;

SAIL.DISCONNECT_Request;
COMMS >

Receive timer expired / -/

w RBC.DISCONNECT_Indication@SAl.DlSCONNECT_Request; g w




... differences in UML designs... (variables
resetting)

R7: “when ICSL is in the NOCOMMS state and receives a CONNECT_confirm
from SAl, it sends a CONNECT _Indication to the RBC and moves in the
COMMS state”

CONNECT_COnfirm/
RBC.CONNECT _Indication;

connect_timer := max_connect_timer;
NOCOMMS >




... further works ...

It would be interesting to be able to generate the UMC model directly
from the XMI encoding of the SPARX-EA model

It would be interesting to implement a SPARX-EA execution engine
with nondeterministic behaviour to help testing concurrent systems

It would be interesting if it were possible to select in UMC a
SPARX-EA profile, reducing nondeterminism to match the sequential
SPARX-EA behaviour






