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SYMBOLS

Ck check function Ck: O x {1,...,r} x O — {0,1}

Catt (attack) cost to attack a given fault/intrusion tolerance scheme

Cyet (defense) cost to implement a given fault/intrusion tolerance scheme

i (attack) cost to manipulate a program

Ci (defense) cost to diversify a program

¢ (attack) cost to know a metamorphic relation

Cr (defense) cost to establish a metamorphic relation

Cs (attack) cost to know the functional specification

Cs (defense) cost to define the functional specification

f number of faults f € N

g given functiong: I — O

gj g; : I — O is a source function for j = 0 and a follow-up function for j > 0:Details in Section 3.2
I input set

i source input i € [

i follow-up input i; : I — I, for j > 0. Details in Section 3.1

n number of programs n € N

0 output set

0o output oy € O

0j follow-up output 0; € O, for j > 0. Details in Section 3.1

o’ follow-up output o’/ € O, for j > 0. Details in Section 3.2

Dj program that implements the evaluation of g on i;. Details in Section 3.1
p’ program that implements the evaluation of g; on i. Details in Section 3.2
R metamorphic relation. Details are in Sections 3.1 and 3.2

r number of relations r € N

T input set

1 INTRODUCTION

Fault tolerance mechanisms are a key solution for assuring the reliability of a system despite the presence of faults.
These faults can be accidental, e.g., due to unintentional mistakes or bad decisions of developers or operators, or
malicious, i.e., purposely introduced to alter the system behavior [5]. To complement the classical fault tolerance
solutions, since the early nineties, intrusion tolerance approaches have emerged aiming to guarantee that a
system works correctly, mainly tailoring accidental faults, but even when some of its parts are compromised due
to a malicious fault [43].

Redundancy is typically practiced within a fault tolerant architecture, such that extra components/executions
are employed, and the results obtained by such a redundant set of components are combined through an
adjudication mechanism to determine the final outcome. Both hardware and software system components can be
made redundant for tolerance purposes; in this paper, the focus is on software system components.

Originally, redundancy was obtained using identical copies, as in the Triple Modular Redundancy early
envisaged by Von Neumann [44]. However, since the late seventies, it was realized that if a fault-tolerant
system uses identical subsystem copies, these may plausibly present identical design faults. Thus, under some
circumstances, they could fail in the same manner, providing consistent results that cannot be detected as faulty
[35]: these are referred to as common-mode failures.

ACM Trans. Softw. Eng. Methodol.
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Indeed, if all redundant components use the same software design, they are likely to fail in the same way. To
address the critical issue of common-mode failures arising from design faults, design diversity has been introduced
in fault-tolerant systems. Knight [21] summarizes different techniques to achieve design diversity, including: i)
for each software instance, adoption of a different development team; ii) employment of different development
tools, development methods, or programming languages; iii) using both up-to-date and older versions of the
software.

A common requisite of the methods for design diversity redundancy proposed in the literature is that all the
obtained software instances must adhere to the same functional specification so that, when correct, they all
provide the same output (although, of course, bit-by-bit equality cannot always be guaranteed). This traditional
redundancy approach has proven effective in mitigating common mode failures, but identical faults are still
possible [6], pointing out the need of further research investigation on diversity. To enhance this aspect, and
further empower the scope of fault tolerance mechanisms, in this paper, we take a new, radically different
direction to diversity for fault/intrusion tolerance. We target redundancy-based parallel schemes, like the N-
version programming (NVP) structure [4], and leverage Metamorphic Relations (MRs) to.achieve a broader notion
of diversity.

In software engineering research, MRs are the core component of Metamorphic Testing (MT) [13, 14]. MT is
a software testing technique used to alleviate the oracle problem by leveraging known relationships — called
MRs — between multiple inputs and their expected outputs, rather than relying on a known correct output for
a single input. In our proposal the focus is not on MT, but on MRs, namely relations that, given a function,
provide the necessary properties over a sequence of inputs and their corresponding outputs [14]. The main idea
of our proposal is to use MRs in order to generate either different inputs for the same functional specification, or
different functional specifications, in a redundancy-based fault/intrusion tolerance scheme.

We first formally define two new MRs patterns that we call Metamorphic Data Diversity Relation (MDDR) and
Metamorphic Function Diversity Relation (MFDR), tailored to achieve diversity in data and functional specifications
of a redundant scheme, respectively. Then, we propose two new fault/intrusion tolerance architectures that we
call N Metamorphic Data Programming (NMDP) and N Metamorphic Functional Programming (NMFP), which
leverage MDDR and MFDR, respectively, to achieve diversity.

We discuss the conditions of applicability of the proposed architectures and the constraints on the number of
MRs to achieve a desired degree of fault/intrusion tolerance.

Exemplary instantiations of the two fault/intrusion tolerance architectures are provided in the context of
trigonometric functions and image classification, thus showing how MRs can be employed to achieve either data
diversity or functional specification diversity, as well as to provide a final outcome.

Although resorting to data diversity in fault-tolerance schemes to cope with design faults has already been
investigated in the literature, the proposed approaches do not use MRs (with the exception of [30] and [48], as we
discuss in Section 2). Instead, to the best of our knowledge, diversity at the functional specification level obtained
through MRs is an entirely new concept in fault/intrusion tolerance. Adopting different functional specifications
as we propose in the NMFP architecture, instead of equivalent but diverse programs (as in traditional NVP
architecture or in our NMDP) represents a radical new solution for achieving diversity in NVP fault-tolerant
schemes.

The expected benefit is an increase of the degree of diversity among the programs employed in a redundant
fault/intrusion tolerance scheme, which translates in a stronger mitigation of the common-mode failure pursued
by diversity techniques.

Summarizing, the contribution of this paper includes:

o the formal definition of two new MRs patterns that allow to provide diversity in data and functional
specification;

ACM Trans. Softw. Eng. Methodol.



4 « DiGiandomenico et al.

o the definition of two new logical architectures for fault/intrusion tolerance that leverage the two newly
defined MRs patterns. Representative examples of MRs instantiating these new logical schemes in order
to tolerate different numbers of faults/intrusions are also provided;

o the rigorous definition of an adjudication logic, appropriate for both NMDP and NMFP redundancy-based
schemes, valid for an arbitrary number of faults/intrusions;

e a quantitative evaluation of the benefits brought by metamorphic diversity, carried out in terms of the cost
an attacker must afford to compromise a system made fault tolerant through the newly proposed NMDP
and NMFP redundancy-based schemes, in comparison with the classical NVP scheme. The improvements
obtained demonstrate the usefulness of MRs to generate forms of diversity to strengthen fault/intrusion
tolerance schemes against common-mode failures;

e two realistic examples of the practical application of the NMDP and NMFP schemes in the domain of
Cyber-Physical Systems. Precisely, we discuss how the NMDP scheme could be used for a fault-tolerant
implementation of a traffic manager of a system of elevators, and how the NMFP scheme could be applied
to ensure the robustness of a nuclear reactor monitoring system, both against one fault/attack.

The paper is structured as follows: in the next section, we provide background information and review related
work. In Section 3, we define the two MRs patterns relative to data diversity (MDDR) and functional diversity
(MFDR). In Section 4 and Section 5, we present the redundant architectures using MRs, which are NMDP
and NMFP, respectively. Then, in Section 6, we elaborate on the logic behind an important component of the
defined architectures, i.e., the adjudicator. In Section 7, we perform an evaluation of the benefits brought by
metamorphic diversity, and in Section 8 we discuss some examples of possible practical applications of the
proposed architectures. Finally, in Section 9, we conclude the paper with'a brief summary and hints for future
work.

2 BACKGROUND AND RELATED WORK

Our work spans over the two traditionally separated research topics of diversity-based fault tolerance and
metamorphic testing. In this section we discuss how our work is related to the literature of both topics, and also
report about similar work we are aware of.

2.1 Diversity-based fault tolerance

Fault tolerance is a fundamental means to achieve dependable computing systems [5]. It aims at failure avoidance
despite the presence of errors, i.e., to-assure that a system works correctly even when some of its parts are
experiencing malfunctions. Instead of relying on just a single component, redundancy of components is at the
basis of fault tolerance architectures.

The challenge of design faults, typically resulting in common-mode failures, promoted studies on developing
redundancy through the design diversity principle: development of functionally equivalent programs, but obtained
adopting diversity approaches, referred to as versions. Diversity means include different algorithms, different
programming languages/compilers, different execution environments, different HW supports, to mention a few.
Several papersn the literature propose sets of practices to support design diversity, such as [10, 18, 27, 28].
In addition to the decision on the measures to adopt for enforcing diversity in the redundant structure under
development, other design issues around the development of a redundancy-based fault tolerance scheme are: i)
the selection of versions to employ in the redundant configuration (e.g., how many versions to employ, each
developed according to which diverse methodology, thus showing a required reliability level); ii) the decision on
the execution pattern of the selected versions (the two extremes are fully sequential and fully parallel execution);
iii) the decision on the adjudicator function to adopt for selecting the only output from the set provided by
the employed versions (the two extremes are acceptance test on each single output and voter involving all the
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produced outputs). The designer mainly addresses these issues based on the specific needs of the application
under development (including dependability requirements, as well as other requirements in the time domain
and operational context), the available development environment facilities, and the reference fault tolerance
architecture.

The original Recovery Block (RB) approach [32] employs sequential versions execution and acceptance test on
each single output. Instead, the original N-Version Programming (NVP) scheme [4] is based on the execution of
parallel versions, whose outputs are voted to select the adjudged correct output. A variety of hybrid schemes
trades in between these two extremes, both in terms of execution of the available redundancy, and adjudication
function to select the final output (e.g., the works in [11, 24, 33]).

An alternative approach involves applying diversity at the input level, known as the “data diversity” approach,
as first presented in the work of Knights et al. [3]: instead of feeding all the redundant components with the
same input, different inputs obtained through re-expressed formulations of the original one are used in addition
to the original input. The paper considers a fault tolerant structure where the same software (replica) executes
on each of the diverse inputs. To provide high-assurance arguments against a class of data corruption attacks,
this re-expression based data diversity approach has been refined in [31] to deal with N-variant systems, thus
leveraging both software diversity and data diversity.

The concept of metamorphic data diversity, utilized in the development of the NMDP fault/intrusion architecture
presented in this paper, aims to expand and generalize existing approaches to data diversity. This is achieved by
leveraging (in principle, equality and inequality) MRs, which play a dual role: they are used both for generating
follow-up inputs and for assisting the adjudicator component in selecting the final output of the redundant
architecture. This also includes recalculating a correct outcome as obtained from processing the original input
from an output generated by a follow-up input.

The MRs discussed in this paper require more outputs to verify the stated relations. Consequently, the emphasis
when proposing the new logical architectures for fault/intrusion tolerance that leverage MRs is placed on
redundancy structured in parallel executions, following the NVP style rather than the RB style. Thus, the logical
architecture of the classical NVP fault tolerance scheme serves as a baseline for comparing the new solutions
proposed in this paper. Its graphical representation is shown in Figure 1. First of all, a terminological note is made:
although diverse software components are referred to as versions by the dependability community, in this paper
the term programs is used instead, to keep homogeneous the terminology among the different developments.
Starting from the functional specification of the software component to be made fault tolerant and a set of
practices to exploit software diversity, the n programs are generated. Each program executes on the same input
i, in parallel with all the others. The outputs of these n programs are conveyed to the adjudicator component,
responsible for selecting the final scheme’s output. Specifically, the adopted adjudication function looks for an
output that satisfies the criterion to be judged as correct. A typical adjudicator employed by NVP is a majority
voting, implying a number of programs n = 2f + 1, where f indicates the maximum number of faults to tolerate.
If such an output exists, it is released as the correct output, otherwise an error notification or a default value is
issued.

From the implementation perspective, the NVP scheme needs mechanisms to assure that the same input is
given to all the programs and that the adjudication function is able to work in presence of correct but not identical
values, as expected in presence of diversity (that is, bit-by-bit voters cannot be employed). Note that in this paper
the treatment of the newly proposed fault tolerance schemes is at logical level, whereas the implementation of
such mechanisms, beyond what has already been provided in the literature, is left to future work.

ACM Trans. Softw. Eng. Methodol.
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Fig. 1. Logical architecture of the classical NVP fault tolerance scheme.

2.2 Metamorphic Testing

Metamorphic Testing (MT) is based on the concept of Metamorphic Relation (MR), i.e. for a given function g a
MR is expressed as a relation among a set of two or more inputs (i, i, ..., i, € I) and their corresponding outputs
(00 = g(i), 01 = g(i1), ..., 0n = g(in) € O) related to multiple executions [37]. In MT, a set of source test cases is
adopted as the seed for deriving new test cases, or follow-up test cases, according to the MR, then both source test
cases and follow-up test cases are executed on the program and their outputs are checked against MR; if this
relation is violated, the test has failed and the program is faulty [37].

MT mainly addresses two fundamental problems of testing that are test cases generation and results verification.
In the former case [13], test selection approaches are defined to derive follow-up test cases from successful
test cases, i.e. test cases that'do not cause software failures. A set of MRs that describe particular properties
of the program is identified, then follow-up test cases are generated that may reveal faults that violate these
properties. In the literature, many techniques exist to generate source test cases, including random strategies,
search-based testing, symbolic execution, or leveraging existing test suites [37]. In the latter case, a set of MRs
representing properties of the software under test is used to solve the so-called test oracle problem, i.e., to check
the correctness of the system output or behaviour [29]. In particular, MT can help for those “untestable” programs
for which identifying a test oracle is hard or inherently impossible [38]. Differently from traditional testing,
where the output of a single program execution is checked against an oracle, in Metamorphic Testing, the outputs
of multiple program executions are verified to check whether a set of MRs is satisfied or has been violated.

MRs have been used in the literature also for post-deployment testing and run-time monitoring of adaptive
systems to detect system faults and to trigger context-specific adaptations [15].

The goal of using MRs in this paper is neither for MT, i.e. for improving fault detection, nor for runtime
monitoring, but for defining new NVP schemes for fault/intrusion tolerance. Specifically, in our proposal MRs
are leveraged for a twofold objective: i) to achieve diversity in fault/intrusion tolerance schemes. This diversity
can deal with either the inputs of an NVP scheme (different inputs of a same program are generated according
to a set of MRs), or diverse software programs of an NVP structure (these programs are derived from different
specifications that are generated from a source functional specification according to a set of MRs); ii) to check

ACM Trans. Softw. Eng. Methodol.
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and provide the correct output of an NVP structure. Details of how MRs are defined to achieve both objectives
are presented in Section 3. Then, their usage in defining fault/intrusion tolerance schemes and an adjudicator
logic are detailed in Section 4, Section 5 and Section 6.

2.3 Similar work

In addition to the literature on diversity-based Fault Tolerance and Metamorphic Testing already surveyed, to
the best of our knowledge, the only attempts to leverage metamorphic relations in the context of fault tolerance
are the studies in [30, 48]. In the short paper by Liu et al. [30], the authors introduce a basic metamorphic fault
tolerance framework and discuss its constituting components (Generator, Checker, and Calculator), targeting
NVP-like organization where redundancy is built with replicas of the same program. Research questions are
discussed and directions for potentialities and extensions are informally presented.

In the recent paper [48], the primitive framework proposed in [30] is further elaborated and proposed as a
solution to address what the authors define as the oracle problem in fault tolerance. The components of the
metamorphic fault tolerance architectures are defined in detail, in particular'the output selector in charge of
selecting a trustworthy output among those obtained from the original input and from follow-up inputs generated
by exploiting metamorphic relations.

We also took inspiration from the framework in [30], but aimed toachieve the goal of pursuing stronger
protection against common-mode failures. Additionally, we observe that the two approaches are founded on
concepts developed by separate communities (the testing community and the dependability community). This
divergence in foundational ideas results in two approaches that, while offering valuable insights, cannot be
directly compared due to their differing objectives and underlying principles. In fact, adhering to the theory and
practice of fault tolerance as conceptualized in [5], differently from [48], we define architectural configurations in
which the number of versions used depends on the number of faults that need to be tolerated, so that the outcome
is correct if the stated number of faults is not exceeded (and the adjudicator works correctly). This relevant
difference at the design level affects the definition of the involved components and the overall goals of the two
fault tolerance solutions. The aim of [48] is to select the most trustworthy output, while this paper focuses on
selecting the correct output, under the assumption that a predefined maximum number of faults is not exceeded.
Consequently, the two metamorphic fault tolerance frameworks do not appear to be directly comparable.

Moreover, our study has a more comprehensive goal than the paper in [48], namely: i) the adoption of MRs to
generate not only diverse inputs, but also diverse programs; ii) the development of formal notations for expressing
metamorphic diversity in input data and programs; iii) a detailed presentation of a fault tolerance metamorphic
architecture also for metamorphic-based functional diversity.

3 METAMORPHIC RELATIONS TO ACHIEVE DIVERSITY IN FAULT/INTRUSION TOLERANT
ARCHITECTURES

In this section; we define the two MRs patterns that are employed in the rest of the paper, namely Metamorphic
Data Diversity Relation and Metamorphic Function Diversity Relation. To facilitate comprehension, we also
provide some examples for each of them. It is worth noting that while the given definitions are general, their
instantiation, and hence the examples we provide, will depend on the assumed fault model and on the logic of
the adopted adjudicator (a component of the NMDP and NMFP architectures), which we are going to introduce
later in Section 6. For the moment it is sufficient to be aware that when we refer below to a number or a type of
MRs, we are assuming the fault model and the adjudicator logic as presented in Section 6.

ACM Trans. Softw. Eng. Methodol.
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3.1 Data diversity

DEFINITION 1 (METAMORPHIC DATA DIVERSITY RELATION). Let g : I — O a function, i a source input. A
Metamorphic Data Diversity Relation (MDDR) to be used in redundancy-based fault/intrusion tolerance schemes is
defined as a set R={Ry, }m=1,.. r of relations:

R (i1 (D), - i1 (i), 9(0), 9 (01 (i), -, g in-1 (1)) € I" X O,

where n > 2, r > 2, and the elements in {i;(i)} j=1._n—1, With i; : I — I, are the follow-up inputs derived from
i according to R.

To always guarantee the identification of the expected output, when fault assumptions are satisfied, n — 1
relations in R must be of the form:

® Ry (i, i1(i), 00, 01),
® Ry(i,i3(i), 00,02),

® Ry—1(i,in-1(1), 00, 0n-1),
where oy = g(i), 01 = g(i1(i)), ..., on—1 = g(in-1(i)).
When r > n, the remaining r — n + 1 elements of R might involve a mix of couples, triples, etc, of follow-up
inputs, the simplest examples being:
® Ry(i1(i), i2(i), 01, 02),
® Rpi1(i2(i), i3(i), 02, 03),

® Ry (in—2(i),in-1(i), 0n-2,0n-1).
How to choose the kind and number of metamorphic relations composing MDDR depends on the assumed fault
model and on the logic of the adjudicator. When understood, in the following the argument of i; will be omitted,
and i € I will indicate simply a variable.

ExAMPLE 1. For instance, given the function g(i) = sin(i) and a source input (i), an MDDR can be composed of
the following metamorphic relations:
e arelation R; (e.g., sin(i) = sin(iy)) is defined on the inputs i and iy, as well as the outputs oy = sin(i) and
01 = sin(iy), where (iy’= w— i) is a follow-up input derived from i according to R;.
e a relation Ry (e.g.,— sin(i) = sin(i,)) is defined on the inputs i and i,, as well as the outputs oy = sin(i) and
0y = sin(iy), where (i; = 7 + i) is a follow-up input derived from i according to R;.
To tolerate f = 1 faults/intrusions, the two relations defined above are sufficient, but for higher values of

f more relations are needed. An example of additional relations that do not involve i and oy, but the already
available follow-up inputs i; and iy, is R3 : sin(iy) + sin(iz) = 0.

3.2 Function diversity

DEFINITION 2 (METAMORPHIC FUNCTION DIVERSITY RELATION). Let gy : I — O a source function, i an input.
Metamorphic Function Diversity Relation (MFDR) is defined as a set R={ Ry, } m=1,_, of relations:

R (i, g0(i), ... gn-1(i)) CIXOX 01 X -+ X Op_y,

where n > 2, r > 2 and the elements in {g;(i)} =1
from g¢y(i) and i, and according to R.

To always guarantee the identification of the expected output, when fault assumptions are satisfied, n — 1
relations in R must be of the form:

n—1 With g; : I — Oj, are the follow-up functions derived

.....

ACM Trans. Softw. Eng. Methodol.
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e Ry(i,0%0%)
e Ry(i,0%0?)

e R,_1(i,0% 0™ 1)
where 0° = g (i), 0! = g1(i),...,0" ! = gp_1(i).
When r > n, the remaining r — n + 1 elements of R involve couples, triples, etc, of follow-up functions, the
simplest examples being:
e R,(i,0!,0%)
® Ry41(i,0%,0°)

° Rr(i, On—z’ On—l)

EXAMPLE 2. Let us consider the trigonometric functions sine (sin), cosine (cos), tangent (tan) and cosecant (csc). For
instance, given an existing source function (gy = sin), and an input (i), an MFDR can be defined using the following
metamorphic relations:

e arelation R, (e.g., sin(i)? + cos(i)? = 1) is defined on sin and cos, as well as the outputs 0° and o' produced
by executing sin(i) and cos(i), where g; = cos is a follow-up function derived from g, = sin according to R;.

e arelation R, (e.g., sin(i) = + tan(i)/+/1 + tan(i)?) is defined on sin and tan, as well as the outputs o° and
0? produced by executing sin(i) and tan(i), where g, = tan'is a follow-up function derived from gy = sin
according to Rs.

To tolerate f = 1 fault/intrusion, n = 3 and r = 2 is sufficient. For f > 1, more follow-up functions are needed
such as gs = csc, for which a relation Rs (e.g., sin(i) - esc(i) = 1, with i # k - 7 and k € Z) can be checked on the
inputs sin and csc, as well as the outputs 0° and o® produced by executing sin(i) and csc(i).

For the two follow-up functions g; and g,, further relations can be defined such as:

—qg:2
® Ry(91,92) : g2 =% %

® Rs(90.91.92) - g2 =5}
4 METAMORPHIC DATA DIVERSITY IN THE NVP ARCHITECTURE

This section focuses on exploiting metamorphic relations to generate diverse input data to feed the n software
programs organized according to the NVP structure.

As already discussed, in the traditional NVP scheme, redundancy consists of generating functionally equivalent
versions, each one processing the same input. A proposal to extend diversity also to inputs, to enhance the ability
of the scheme to cope with specific classes of attacks, is presented in [31], where data variations are created by
using different data re-expression functions, such that each variant will operate on different data. Corresponding
inverse re-expression functions preserve the semantics of the original data. Although not explicitly discussed
by the authors, this re-expression rule can be considered as a specific form of metamorphic relation, that is the
equality relation. In this paper, as anticipated in the introduction, we are interested in generalizing the application
of transformation relations, borrowing from the rich metamorphic relations theory developed by the software
testing community.

4.1 Logical architecture of NMDP

The logical architecture of the first fault tolerance scheme we propose, named NMDP, is illustrated in Figure 2.
Similarly to the classical NVP scheme in Figure 1, it employs n diverse but functionally equivalent programs
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Fig. 2. Logical architecture of the NMDP fault tolerance scheme.

(Pos---» pn—1) of the software component that is made redundant. For the sake of simplicity, the generator of the
different programs is not illustrated in Figure 2, since it can be the same as shown in Figure 1. However, only one
program (indicated in the figure as py) processes the source input i, while each of the other programs processes a
diverse input generated from i by exploiting a set of identified MRs. Each produced output is collected by the
Adjudicator component, which performs multiple operations to identify the adjudged correct output (if it exists),
again exploiting the MRs. If an adjudged correct output is not found, the outcome of the NMDP structure is
typically a default value or an alarm notification.

A more detailed description of the NMDP components is provided in the following. The example illustrated in
the next Section 4.2 will then provide specific details on how the scheme works in practice.

4.1.1 MDDR - Set of Metamorphic Relations. The set MDDR includes the r identified metamorphic relations
needed for the correct operation of NMDP. A subset (n — 1) of such relations is used to generate follow-up
inputs from the given source input i (for simplicity, let’s call them Ry, ...R,_1). The remaining ones, generically
involving n-tuples of the generated inputs (like couples, triples), are used to select an adjudged final output from
programs’ executions, as detailed next when describing the Ad judicator component. According to the definition
of metamorphic data diversity already presented in Section 3, the number r of needed relations depends on the
assumed fault/intrusion model and the logic of the Ad judicator.

4.1.2  Generator of follow-up inputs. This component takes in input the set MDDR and a source input i, and
generates a set of follow-up inputs iy, iy, . . . i,—1, according to the metamorphic data diversity relations Ry, Ry,
...Rp_1, respectively.

According to the convention illustrated in Figure 2, each input in the generated set is processed by one of the
n—1 programs py, ...pn—1, While the source input i is processed by py. The programs’ outputs are then forwarded to
the Adjudicator component. Note that this assignment is not mandatory and a different one would be appropriate
as well, since the different versions are functionally equivalent programs (that is, they produce the same output
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when given the same input). In more detail, if an input i; is executed on program p; or program py, the produced
output o; will always satisfy the corresponding metamorphic relation, provided no error occurs in the executed
program. However, if py is faulty, an erroneous output may or may not be produced, depending on the processed
input. From this perspective, it is significant which input is processed by py. Nevertheless, if an erroneous output
is generated, it does not affect the selection of the correct output, assuming py has been counted as one of the f
maximum expected faulty programs during each execution.

4.1.3  Adjudicator. This is the component responsible for producing the adjudged correct outcome of the NMDP
scheme through the functionalities performed by its constituting sub-components MR-Checker and Expected-
output-calculator.

First, the n outcomes o0y, 01, ..., 0,—1 (from the execution of the py, p1, ..., pn—1 programs, respectively) are
processed by MR-Checker to verify which ones (if any) satisfy the appropriate metamorphic relations in MDDR.

Each couple 0y, 0;, for i =1, ..,n — 1, is first checked against the corresponding R; relation to adjudge whether
09 is correct. Then, the outcomes of the checks involving all the other stated relationsin MDDR are analyzed,
in accordance with the adopted adjudication logic to assess whether an adjudged correct output exists, or the
tolerable number of faults/intrusions has been exceeded, and no output can be selected.

To exemplify, in case three programs are employed to tolerate one malfunction (assumption of at most one
fault/intrusion), two output couples are checked: (0y, 01) against R; and (0o, 02) against R;. If the relations are
satisfied in both cases, then the three outcomes are all judged as correct. If instead, both are not satisfied, the
output oy is considered incorrect and the other two correct, under the assumption that, at most, 1 program can
fail. In the other two cases where one relation is satisfied, and the other is not, the output 0; or o; involved in the
failed relation is judged as incorrect, while the other two are judged as correct.

If 0y is judged as correct, it is selected as the final output of the NMDP scheme, since it is the output produced
by processing the source input i. Instead, when the set of judged correct outputs does not include oy, an output
0; in this set is selected but requires manipulations to become the final output of the scheme. In fact, it has been
produced by processing an input i;, generated from the source input i through the metamorphic relation R;.
Therefore, it is needed to calculate the expected output, given the source input i, by manipulating o; through Rj;
this is performed by the Expected-output-calculator component, according to the definitions in Section 3. Two
concrete examples of such processing will be shown in the next Section 4.2.

An error notification, or a default value, is issued when a judged correct outcome is not found (for example, in
the case of 5 programs under the assumption of up to two failed programs and the checks of all the metamorphic
relations involving the five obtained outputs are not satisfied).

4.2 Application example of NMDP

In this section we show how the logical architecture of the proposed NMDP scheme can be instantiated considering
the metamorphic relations of Example 1 of Section 3.1. In this example, three diverse programs py, p1, p, implement
the target function ¢g(i) = sin(i).

Specifically, the Generator component takes as input:

e the source input (i);
o the metamorphic relation R; : sin(i) = sin(i;);
e the metamorphic relation Ry: — sin(i) = sin(iy);

It generates the following new follow-up inputs:
e iy = m - i, according to R;

® iy = + i, according to R,
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Table 1. Adjudication table for the case 0y = sin(i) and f =1

R1(0¢, 01) | Ra(09, 02) | Correct Output | Incorrect Output Final Output
|/ / 0p, 01, 02 (o))
X v 0p, 02 01 (o)}
/ X 0p, 01 02 0
X X 01, 02 0 Rec(o1) or Rec(o03)

The inputs i, 7 - i, & + i, are executed on programs py, pi, P2, respectively, and the corresponding outputs
0o =sin(i), o; =sin(xr — i) , 02 = sin(xr + i) are collected by the Adjudicator component. Note that a different
assignment of inputs to programs would be appropriate as well, as already previously discussed.

Moreover, the MR checker subcomponent in the Adjudicator component checks if the metamorphic relations
R; and R; are satisfied on the outputs o0y, 01, 02. Specifically, it checks if the couples (0y, 01) and (0, 03) satisfy the
metamorphic relations oy = 0; and —0, = 0, respectively. Table 1 shows the adjudication process® presenting: the
possible outcomes of the relations checks (first two columns); the identification of correct and incorrect outputs
(third and fourth columns); the final output (last column). As depicted in the table, four scenarios are possible:

(1) both the couples (09, 01) and (0g, 02) satisfy the relations 0y = 0; and —0¢ = 0, respectively; in this case oo,
01 and oy are judged as correct (second row of Table 1).
the couple (0¢, 01) does not satisfy the relation oy = 01, whereas the couple (0, 0,) satisfies the relation
—0¢ = 0z; in this case under the assumption that at most one program can fail, oy and o, are judged as
correct whereas 0, is considered incorrect (third row of Table. 1)
the couple (0, 0;) satisfies the relation 0y = 0; whereas the couple (0p, 02) does not satisfy the relation
—0p = 0; in this case always under the assumption that at most one program can fail, oy and o; are judged
as correct whereas o, is considered incorrect (fourth row of Table 1).
neither of the couples (0y, 01) and (0¢; 02) satisfies the respective relation, since oy # 0; and —oy # 03; in
this case, always under the assumption that at most one program can fail, oy that is involved in both
unsatisfied relations is considered incorrect whereas 0; and o, are judged as correct (fifth row of Table 1).

(2)
®)
4)

In the first three scenarios, Adjudicator chooses oy as final output since it is the output related to the source
input and it has been adjudicated among the correct outputs. In the fourth scenario, the Expected output calculator
subcomponent computes the recalculated output o, to release as final output, from o; or o, by exploiting the
metamorphic relations R; (called Rec(0;)) or R, (called Rec(0,)) respectively, as:

e Rec(o;) = sin(i) = sin(i;) = o0y, i.e. Rec(01)=01
e Rec(0y) = sin(i) = - sin(iy) = -0,, i.e. Rec(02)=-0,

4.3 Example of NMDP with inequality relations

Consider the task of classifying images in two categories labeled by O = {—1, 1}. More formally, the aim is to
define a function I = RN — O = {~1, 1}, where I is the set of digital images with n pixels (each characterized by
a real number), through supervised learning based on a given training set {(x}, y;)}j=1,...ny..- In particular, the
focus of this example is on Support Vector Machines with exponential kernel [17], where the result is equal to 1
if d(x) > 0 with

Mtrain

d(x):=p+ Z ajyx(x, x;), k(x,x;) = exp (- yllx — x;|%)

Jj=1

This example refers to the case with f = 1.
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and —1 otherwise. Here, ,  and y are the parameters obtained through training. To tolerate f = 1 faults/intrusions,
consider the following set MDDR of metamorphic relations:

e Ri:d(iy) —d(i) = ayj( exp (—yllill?) — (i, xj)), where (x},y;) is one of the elements of the training set,
e Ry:d(iz) > exp (—yllcl|?) - (d(i) — B) + B for a given ¢ € R, maybe chosen at random

and the corresponding follow-up inputs iy = i + x; and iy = i + c. The adjudicator is the same as the one detailed
in Section 4.2, except for the fact that here Rec(o;) works properly only if

d(iz) + B exp (= yllell?) - 1)
exp (= vllel?)

<0,

and o = —1. This example shows that inequality relations can be easily defined (here, R, follows from the triangle
inequality in vector spaces) when used for judging if o is correct or not, but they can be cumbersome when used
to reconstruct oy. However, in the example, this is not a problem because Rec(o;) always works.

5 METAMORPHIC FUNCTIONAL DIVERSITY IN THE NVP-LIKE ARCHITECTURE

This section focuses on exploiting metamorphic relations to generate n diverse software programs to organize
according to the NVP structure, starting from a source functional specification. Different from traditional program
diversity that relies on the same functional specification, here, the idea is to apply diversity already at the level of
functional specification, from which the diverse programs are then implemented.

As already underlined, this is a novel approach, not yet pursued in the context of fault/intrusion tolerance,
to the best of the authors’ knowledge. The intuition behind the idea of resorting to follow-up specifications is
that by raising the level at which diversity is applied (from programs to specifications from which programs are
then derived), beneficial effects are expected to mitigate the phenomenon of common-mode failure among the
programs employed in the redundant structure. In fact, given a layered organization (in our case, from software
specification to executable code), measures taken at a certain layer have the ability to impact the specific level
itself and all the underlying levels (as, e.g., discussed in the papers in [27, 40]).

Since the ultimate goal of using diversity is to reduce common-mode failures, exploring diverse functional
specifications can be a promising approach to achieving this diversity. This is supported by the initial quantitative
analysis presented in Section 7.

5.1 Logical architecture of NMFP

The logical architecture of the proposed fault tolerance scheme, named N Metamorphic Functional Programming
(NMEFP) is illustrated in Figure 3.

Similarly to the previously presented NMDP scheme, also this architecture resembles NVP in Figure 1 in
terms of employed programs of the software component that is made redundant (p°,..., p"~!). However, this time
diversity concerns the functional specifications from which the redundant programs are derived instead of the
input data processed by these programs, as was in NMDP.

Specifically, starting from the source functional specification gy, n — 1 diverse follow-up specifications are
derived by exploiting a set of identified metamorphic relations, from which a different program is then obtained.
The program obtained from gy completes the set of the n programs (for illustrative convenience, in Figure 3 it
is p°). All the programs process the same source input i, and their outputs o’ are collected by the Adjudicator
component, which performs multiple operations to identify the adjudged correct output (if it exists), again
exploiting the metamorphic relations. In case an adjudged correct output is not found, the outcome of the NMFP
structure (as it was for NMDP) is typically a default value or an alarm notification.
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Fig. 3. Logical architecture of the NMFP fault tolerance scheme.

A detailed description of the NMFP components is provided in the following. As expected, they perform similar
activities as the corresponding NMDP components already presented; however, to fully understand the impact of
the concept of follow-up specifications/programs peculiar to the NMFP architecture, instead of follow-up inputs,
their description is also provided.

5.1.1 MFDR - Set of Metamorphic Relations. This set includes the r identified metamorphic relations needed
to assure the correct operation of NMFP. Among them, (n — 1) relations are used to generate the requested
number of follow-up functional specifications from the given source specification gy, each one then originating a
diverse program to obtain the system configuration that satisfies the tolerance goal (for simplicity, let’s call them
Ry, ...Ry—1). Other relations, generically involving n-tuples of the generated functional specifications (such as
couples or triples), are used to'select an adjudged final output from programs’ executions, as detailed next when
describing the Adjudicator component: According to the definitions at the basis of the metamorphic functional
diversity already presented in Section 3, the number r of needed relations depends on the assumed fault/intrusion
model and the logic'of the Adjudicator.

5.1.2  Generator of programs from follow-up specifications. This component takes in input the set R and a source
functional specification gy, and generates a set of follow-up functional specifications gy, ...g,—1, according to
the metamorphic functional diversity relations Ry, Ry, ...R,_1 in R, respectively. Then, each specification g; is
implemented in the program p’, with p° obtained from gy, according to the convention in Figure 3. The programs
elaborate the same input i, and their outputs are then forwarded to the Adjudicator component.

5.1.3 Adjudicator. This component performs the selection of the adjudged correct outcome of the NMFP
scheme, through the functionalities performed by its constituting MR-Checker and Expected-output-calculator
sub-components.

First, the n outcomes 0%, 0, ..., 0"~! (from the execution of the p°, p!, ..., p"~! programs, respectively) are
processed by MR-Checker to verify which ones (if any) satisfy the appropriate metamorphic relations in R.
Specifically, each couple (0°, 0), for j =1,..,n — 1, is first checked against the corresponding R; relation, to verify
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whether 0° is correct or not. Then, the outcomes of the checks involving the remaining relations in R are analyzed
in accordance with the adopted adjudication logic to assess whether an adjudged correct output exists or the
tolerable number of faults/intrusions has been exceeded and no output can be selected.

To exemplify, the same scenario involving three programs, already considered when describing the NMDP
scheme, which can tolerate one malfunction, is valid also here: the output couple (0°, o) is evaluated against
Ry, and (0°, 0?) against Ry. If the relations are satisfied in both cases, then the three outcomes are all judged as
correct. If both are not satisfied, the output 0 is considered incorrect and the other two correct, assuming that, at
most, 1 program can fail. In the other two cases, i.e., one relation is satisfied, and the other is not, the output o! or
0% involved in the failed relation is judged as incorrect, and the other two as correct.

If 0° is judged as correct, it is selected as the final output of the NMFP scheme since it is the output produced by
the program p°, which is derived from the original specification gy. Instead, when the set of judged correct outputs
does not include 0°, an output o/ in this set is selected but requires manipulations to become the final output of
the scheme. In fact, it has been produced by a program implemented from a follow-up specification of the source
specification gy through the metamorphic relation R;. Therefore, it is needed to calculate the expected correct
output (i.e., the one that would be provided by the correct execution of the source program p°) by manipulating o/
through Rj; this is performed by the Expected-output-calculator component, following the theoretical formulations
in Section 3. A concrete example of such processing will be shown in the next Section 5.2.

As in the NMDP scheme, in case a judged correct outcome is not found, an error notification or a default value
is issued.

5.2 Application example of NMFP

In this section, we show how the logical architecture of the proposed NMEP scheme can be instantiated considering
the metamorphic relations of Example 2 of Section 3.2. In this example, the Generator component takes as input:

o the source functional specification gy = sin

o the metamorphic relation R;: sin(i)? + cos(i)? = 1
tan (i)

y/1+tan(i)?

It generates the following new follow-up functional specifications:

o the metamorphic relation Ry: sin(i) =+

® g; = cos, according to Ry
e g, = tan, according to R,

The functional specifications gy, g1,/g2 are implemented by the programs p°, p!, p?, respectively. The same
input i is executed on programs p°, p!, p?, and the corresponding outputs 0® = sin(i), o! = cos(i), 0? = tan(i) are
collected by the Adjudicator component.

Moreover, the MR checker subcomponent in the Adjudicator component checks if the metamorphic relations

R; and Ry are satisfied on the outputs 0°, 0!, 0. Specifically, it checks if the couples (0°, 0!) and (0°, 0?) satisfy the
tan(i)

V1+tan(i)?

metamorphic relations sin(i)? + cos(i)? = 1 and sin(i) = + respectively. The Adjudicator is the same as

the one described in Section 4.2 and detailed in Table 1.

Also in this case, in the first three scenarios (second, third, and fourth rows of Table 1), the Adjudicator
chooses 0 as the final output. In the fourth scenario the Expected output calculator subcomponent computes
the recalculated output o from o! or 0? by exploiting the metamorphic relation R;: sin(i)? + cos(i)? = 1, or Ry:

sin(i) = + 200 respectively, as:

Vi+tan(i)?’
e Rec(o') = sin(i) = £y/1 - cos(i)? = /1 — (0!)?
° ReC(OZ) — sin(i) -+ tan(i)  _ + 02

V1+tan(i)? V1+(02)?
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Between the two possible results from each of these recalculation expressions (same value, but with a positive
or a negative sign), the selection of the correct one is operated on the basis of the quadrant the executed input
(known to the Adjudicator) belongs to.

6 AN ADJUDICATOR LOGIC FOR METAMORPHIC-BASED REDUNDANCY

In this section, we first elaborate on aspects around the adjudication in NVP-like fault tolerant schemes and then
present the new logic for the adjudicator component of the proposed NMDP and NMFP architectures. Note that
the proposed logic is appropriate for both architectures, since the essence of the difference between NMDP and
NMFP lies only in the definition of MRs, which for the former is based on the concept of follow-up input, while
for the latter on the concept of follow-up specification function. However, both types of metamorphic relation
connect inputs with their corresponding outputs. From the perspective of the number of faults / intrusions to be
tolerated and consequent redundancy in terms of programs and metamorphic relations used, the two architectures
do not differ.

6.1 Adjudicator context

In traditional fault tolerance solutions, the starting point is the definition of the desired tolerance degree, that
is, the number f of faults/intrusions to be tolerated; then resource containment and simplicity of adjudication
operation are usually privileged. Focusing on the NVP scheme in Figure 1, the simple adjudication logic typically
employed is that of a majority voter. Then the number n of needed programs is such that a majority of correct
outcomes is guaranteed under the assumption of up to f faults, that isn = 2f + 1. To deal with versions instead of
replicas, more sophisticated adjudication functions than the bit-by-bit majority have been proposed (as presented
in [25]). Data diversity has been managed through the re-expression of computed outputs before being sent to
the adjudicator (as presented in [31]).

The introduction of metamorphic-based diversity implies that the outcomes of the programs are no longer
directly comparable values since they are either generated from metamorphically related inputs, or from meta-
morphically related program specifications. This implies that majority voters, as used in NVP architectures, are
no longer applicable. Moreover, since the expected output from the redundant scheme is that produced by the
original program (or a functionally equivalent one) on the source input i, indicated as o, the adjudicator has to
be able to recalculate oy from any other correct o; in case o, is adjudged as erroneous. This naturally leads to
an adjudicator structured in two phases: during the first phase, the focus is on assessing the correctness of oy,
so as to promptly terminate the scheme in case it is correct. Otherwise, the second phase is started, where an
adjudged correct output among the remaining ones is selected, if any, and used to recalculate 0y, using the proper
metamorphic relation?.

Fully adhering to the literature on fault tolerance, the adjudicator selects a correct output when the number
of failed programs is not higher than the tolerable number f, whichever is their occurrence pattern (including
independent and common mode failures). In case this number is exceeded, either the absence of a correct output
is detected (in most cases), or an incorrect output is released. Also, the adjudicator’s logic is optimistic, so a
pattern of output evaluation compatible with up to f failed components is always preferred to an equally possible
alternative that implies a number of failed components higher than f.

%Note that, as a special case, if the number of tolerable faults f = 1, any of the o; is correct, thus the second phase reduces to taking any of
them and recalculating oy.
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6.2 Adjudicator logic

The examples given for the NMDP and NMFD architectures in Sections 4 and 5, respectively, are simple instantia-
tions tailored to a low number of faults (only 1 fault). In such cases the logic of the adjudicator is very simple and
intuitive.

As the number of faults grows, so does consequently the number of involved programs and MRs. Hence,
it becomes necessary to rigorously define the logic of the adjudicator, in order to properly set the scheme’s
parameters. Among the possible definitions, in the following an adjudication logic is proposed based on the
following principles:

e both at the first and second phase, the adjudicator applies a syntactic and systematic criterion to select
the adjudged correct output;

e metamorphic relations and consequent checks for their verification are limited to couples, as defined
below.

In particular, for the case of MDDR, the considered metamorphic relations are as follows:

e n — 1 relations of the form: Ry (i, i;(i), 0, 0;), with j = 1, ..,n — 1. In particular, these relations are needed
to recompute the expected output from an adjudged correct output o; different from o;
e n — 2 relations of the form: Ry (i1(i), i;(i),01,0;), j = 2,.,n—1

n-k relations of the form: R, (ix—1 (i), ij(i), 0k-1,0;), j =k,..,.n =1,k =3,.,n - 2.

a last relation of the form: R, (in—2(i), in—1(i), 0n-2, 0n—1).

The above expressions indicate that there is a metamorphic relation between any couple of inputs/outputs,
where of course R(ip(i),i;(i),0p, 0;) = R(i(i),in(i), 0, 0p).

Summing up, in this adjudicator the total number r of required MRs is thus related to n according to the
formula: r = %=1

For the case of MFDR, similar relations are established, as also presented in Section 3. For brevity and to keep
the notation lighter, in this section only reference to MDDR relations is made, but the same reasoning fully
applies to MFDR relations, given the symmetry of the two kinds of relations.

The adjudicator selects the scheme’s output on the basis of the outcome of the verification of the available
MRs. Let’s indicate with

Ck :0x{1,...,r} xO — {0,1}

1 if Ry(0;,0;) is verified

0 otherwise

Ck(oj,x,0)) = {

the check function that verifies the fulfillment® of the metamorphic relation R, between outputs o; and o;. Given
the assumed failure model, which includes the common-mode failure, Ck(...) = 1is not a guarantee that both the
outputs verifying the relations are correct, since both could be erroneous values. In the following, the occurrence
of a verified relation when both outputs are erroneous (i.e., the manifestation of a common-mode failure) is
indicated with False Verification (FV). On the other hand, Ck(...) = 0 always indicates that one or both the
exercised outputs are erroneous (the possibility of being both correct does not make sense).

The criterion adopted by the proposed adjudicator for adjudging a correct output in the two adjudication
phases derives from the same basic principle.

3According to the definitions in Section 3, given two outputs, at most one metamorphic relation exists between them. Even though, in
principle, more relations could be established, this case is not addressed in this paper.
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In the first phase, the adjudicator uses the outcomes of Ck(og, x,0;), with j = 1,...,n — 1. Thus, 2f checks are
performed, involving all the n = 2f + 1 programs. Given that f faults can occur, in the worst case generating
common-mode failures, the criterion applied by the adjudicator to adjudge the correctness of oy is that out of the
n — 1 obtained check’s outcomes, at least f are 1, meaning that f couples of outputs satisfy their metamorphic
relation.

The second phase is launched if the output oy is adjudged as erroneous, and consequently, the remaining n — 1
outputs are considered, among which at most f — 1 can be erroneous. In particular, this time the focus is on the
w outcomes of Ck(oj, x,04), with j,h =1,...,n— 1, and j # h. In this phase, a correct output o; has to be
selected among the population of n — 1 available ones. Since each output is metamorphically checked against any
other output, the same kind of information as for the case of 0y at the first phase is available to the adjudicator for
eachoj, j =1,...,n — 1. Therefore, the same criterion can be applied, but considering f — 1 possible erroneous
outputs. Specifically, the adjudicator selects as correct any output 0;, j = 1,...,n — 1 for which, out of the n — 2
obtained check’s outcomes involving it, at least f — 1 are 1. Then, applying the same reasoning as at the first phase,
the minimum number of checks required to cope with common-mode failures is 2(f —1), involving n = 2f — 1
programs. Actually, the number of programs requested for the first phase (i.e., n = 2f + 1) always assures even
more than the minimum number of requested programs in the second phase, being 2f > 2f = 1%.

Concerning the recalculation of the expected final output if 0y is wrong and o, correct, and R,, is an equality
relation [14], then the expected output is computed solving the equation defined by R, where i, ip, and o,, are
treated as parameters. Even when there is no closed formula for oy it is often possible to evaluate it through an
iterative procedure®. If the metamorphic relations are not equality relations, then recalculation is more complex
(an example is in Section 4.3), or not possible at all.

Summarizing, the proposed adjudication logic requiresn = 2f + 1 and r = @ to successfully adjudge a
correct output in presence of up to f faults/intrusions.

Some illustrative examples are shown in Figures 4 and 5, assuming f = 3, n = 7 and r = 21. Being all the
considered MRs binary relations, the data structure employed to illustrate the adjudication algorithm is a colored
regular polygon (in the specific example, a hexagon), where 0y is the center and o; are the vertices, for j = 1,...,6.
In the left side of both figures, edges represent the outcomes of the check function Ck(...) when applied to the
two outputs at the extremes: a solid black line indicates a verified check, a solid red line indicates a non verified
check, while a dotted line indicates no check (because not pertinent to the considered phase). In the right side,
outputs judged correct are checkmarked in green, while those judged wrong are crossed in red; finally, question
marks are used when the adjudicator cannot yet issue a decision.

More in detail, Figure 4 focuses on the first phase, where the left part of the figure represents the outcomes
(here the radiuses of the hexagon) of the check functions Ck(oo, x,0;), with j = 1,...,6, while the left part
represents the decision of the adjudication after the application of the criterion used in the first phase. For the
cases, 1), 2), and 3), 0y is adjudged correct since there are at least f = 3 verified metamorphic relations involving
the considered outputs. Instead, 4), 5) and 6) represent cases where the number of not verified MRs is greater or
equal to f + 1, thus o is erroneous and the second phase is launched. In the figure, the occurrences of FVs in
cases 4), 5) are also indicated.

Figure 5 illustrates the second phase of adjudication, focusing on case 6) of Figure 4. The meaning of the left and
right part of the figure is the same as for Figure 4, but referred to the second phase. The figure depicts a few basic
cases for a generic output o0;, showing when it is judged as correct, since it satisfies at least f — 1 metamorphic

4The additional redundancy available at the second phase could be used to possibly detect patterns of faults/intrusions in number greater
than f — 1. Otherwise, if efficiency is a major concern, a refined adjudication logic that restricts the outputs and associated relations to the
minimum to be considered for the experienced pattern of failure manifestations can be developed. In this paper, the objective was to present
a basic adjudication logic, and any smart implementation of it is postponed to future work.

SFor instance, if g € C! (R) then oy can be retrieved through the Newton-Raphson method [34].
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Fig. 4. Examples of cases resulting from the first phase of the adjudication when f =3, n =7 and r = 21. Here, oy is always
placed at the hexagon center. The left side shows the outcomes of Ck, while the right part shows the outcomes of the
adjudication criterion.

relations (cases 6.1, 6.2, 6.3, 6.4), and when it is judged as incorrect (case 6.5, where only 1 metamorphic relation
is satisfied). Note that case 6.4 indicates that there are at least 3 erroneous outputs at the second phase, and the o;
under consideration could be actually incorrect although adjudged as correct. However, this is not a failure of the
tolerance scheme, since the maximum number of faults/intrusions is exceeded (the working assumption is f = 3),
so any output is admissible, even an incorrect one.

6.3 Observations on the adjudicator logic

A few final observations regarding the proposed adjudication logic are drawn in the following.
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Second phase
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incorrect outputs
0j
6.5) - = 0; is incorrect

Fig. 5. Evolution of case 6) of Figure 4 for a generic output o; at the second phase of adjudication. Only basic cases are
shown; symmetric ones are easily understandable.

The expected output calculator component automatically rebuilds the output generated by the source input
(or source function) from the one generated by a follow-up input or follow-up function, using the pertinent
metamorphic relation (see the examples in Sections 4.2 and 4.3 for NMDP, and Section 5.2 for NMFP). Once the
MRs are set up, the recalculation functions can also be automatically defined. In addition, there are MRs for
which recalculation can be performed more easily, and others for which it is more cumbersome (an example is
given in Section 4.3). All these aspects should be taken into account when selecting the MRs to employ among
the potential candidates, and also when selecting an adjudged correct output for recalculation of the output to
deliver.

The adjudicator uses metamorphic relations to assess the correctness of the received outputs and select the
(adjudged) correct result to deliver as the final output of the redundant scheme. Therefore, in principle, the higher
the number of established (MDDR or MFDR) metamorphic relations (e.g., involving not only couples but also
triples, quadruples of elements, etc..), the richer the information available to the adjudicator to decide the final
output reliably. However, such expected benefits are counterbalanced by a more sophisticated logic necessary
to take advantage of the more informative but more intricate data, which is generally more prone to faults. In

ACM Trans. Softw. Eng. Methodol.



Using Metamorphic Relations in Redundancy-based Fault/Intrusion Tolerance « 21

fact, the adjudicator has to be a highly reliable component since its role is crucial for the reliability of the fault
tolerance scheme. Such requirement of high reliability has been traditionally addressed either by resorting to
a simple adjudication logic to promote highly controllable operation (as in the case of majority voter) or by
making the adjudicator itself a fault-tolerant component, with consequent higher complexity of the overall fault
tolerant scheme. With the intent to primarily focus on the new concept of metamorphic diversity and gradually
increase the complexity of the resulting scheme, simplicity of operation has been privileged in the definition of
the logic proposed in this paper, namely the usage of simple criteria for deciding at the first and second phases.
Applying more sophisticated adjudication algorithms is expected to potentially save on employed resources
(either programs or relations) but at the cost of potentially impairing the adjudicator’s reliability.

Differently from the majority voting adjudicator employed in classical NVP, the one defined here encompasses
both semantic and syntactic aspects: the verification of relations has a semantic nature, while a selection of an
output having a stated number of relations verified is purely syntactic. This combination of semantic and syntactic
features is beneficial to higher accuracy of the adjudication decision and possibly to reduce FVs, responsible for
common-mode failures. While further calculations are necessary to check the results for selecting the final output,
they are conducted using a systematic and rigorously verifiable procedure. Consequently, the added complexity
seems manageable overall. Anyway, a focus on the reliability of the proposed adjudicator is postponed to an
implementation phase in a specific application context, where it needs to be assessed whether it allows to meet
the requirements of that particular application, or appropriate measures need to be taken to enhance its reliability.

Finally, an aspect that could become critical is the number of needed metamorphic relations as the number of
faults/intrusions to be tolerated grows. For example, f = 2 requires 7 = 10, and f = 3 requires r = 21. While this
is, in principle, a potential limitation, the fault tolerance degree pursued in concrete applications rarely exceeds
f = 2 (with most applications showing the need to cope with f =1 only), as addressed in the fault tolerance
architectures in References [2, 42, 45, 46]. Moreover, the literature on metamorphic testing has been investigating
since rather long time the world of metamorphic relations in a variety of application contexts (e.g., [37]). In
the last decade, the automated discovery of metamorphic relations is a growing important research topic for
allowing full test automation. According to'a recent systematic review on metamorphic relations’ generation [26],
until June 2024, there have been 81 papers introducing techniques for systematically generating metamorphic
relations, among which 63 were published between 2019 and 2024 and this publication trend is growing. Some
approaches define new metamorphic relations by composing existing ones [16]; others leverage machine-learning
approaches [19] or even LLMs [39] for deriving specific types of metamorphic relations, other works leverage
search-based algorithms to automatically generate metamorphic relations for numerical programs (for instance
GENMORPH [9], or AUTOMR [47]), whereas other ones generate metamorphic relations for specific domains as
cyber-physical systems (GASSERTMRS [8]) or query-based systems [36]. In addition, there exist some publicly
available repositories of metamorphic relations, such as that in [12], which provides 76 system-agnostic MRs
for automated security testing in Web systems. The expectation is that these solutions can be of interest to, and
relatively easily leveraged by, the newly defined fault tolerance architectures, especially by NMDP. Resorting to
alternative adjudication logics that aim to minimize metamorphic relations is another direction to overcome this
limitation, but very likely at the expense of a higher number of programs. The definition of other adjudication
algorithms will be addressed in future work.

7 EVALUATION OF FUNCTIONALLY EQUIVALENT DIVERSITY VS MDDR AND MFDR

In this section, a quantitative comparison is performed between the newly introduced MDDR and MFDR to
generate diversity-based redundancy and the functionally equivalent diversity in traditional NVP. The objective is
to understand how the two approaches relate to one another regarding their efficacy in mitigating common-mode
failures.
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Since the most prone to generate common-mode failures are intentional attacks, we focus on them and conduct
the evaluation in terms of a cost function representing the effort (and skill) an attacker needs to compromise
the intrusion tolerant scheme such that a common-failure is induced, resulting in the adjudicator selecting an
erroneous final output. For the moment, the probability of an attacker successfully intruding into a program is not
considered; instead, in this scenario, the attacker is always successful if equipped with the minimum necessary
resources for the intrusion. Hence, the analysis is optimistic from the attacker’s point of view.

To simplify the scenario, the analysis is performed under the following assumptions: i) the adjudicator
component cannot be attacked; it is either run on a Trusted Execution Environment, or it is, in turn, made intrusion
tolerant; ii) given a specification, the cost to attack a program implementing that specification successfully is
always the same (no matter how different are the redundant programs adhering to the same specification; upon
discovering a vulnerability of the program under attack, the attacker successfully intrudes the software at the
first attempt, so the effort spent is the same for any program); iii) similarly, the cost to discover metamorphic
relations among outputs is always considered the same, independently from the specific programs that have
produced the outputs. Adhering to such assumptions is reasonable since the objective is to conduct a comparative
analysis rather than an accurate estimate for each scheme.

The definition of the cost functions for the attacker depends on the scheme under consideration, in particular:

o for NVP based on the (inexact) majority voting, the attacker first has to acquire knowledge of what is the
functional specification of the targeted subsystem and then has to compromise f+ 1 programs (out of the n
composing the scheme to tolerate f faults/attacks), in order to forge their outcome so that the adjudicator
selects such erroneous value as final output. Therefore, the function for calculating the incurred cost by
the attacker is:

Catt(NVP) = és + (f + l)él

where & is the cost to know the functional specification and ¢&; is the cost to attack a program and
manipulate its outcome successfully;

e for NMDP adopting the adjudicator’s logic described in Section 6, the case of minimal effort needed
by the attacker is when the adjudicator ends at the first phase, having observed that at least f relation
checks involving oy are 1. Therefore, first, as for NVP, the attacker has to acquire knowledge of which
is the functional specification of the targeted subsystem, but, in addition, has to get knowledge of the
metamorphic relations between the output o, (the outcome of the program processing the source input i)
and all the other outputs (from the remaining n — 1 programs in the fault tolerant architecture). Then,
the attacker has to compromise all the n programs and forge their outputs to satisfy the adjudicator’s
condition to end at the first phase (at least f metamorphic relations satisfied). Accounting for all of this
makes the function for calculating the incurred cost as:

Catt(NMDP) = és + néi + (n - 1)ér
=&+ 2f +1)¢ + 2f¢

where ¢, is the cost to know a metamorphic relation between two outputs.
Under the very optimistic assumption that the attacker knows which is the program producing o, the
attack cost reduces according to the expression:

Catt(NMDP) =& + (f + 1)& + f&;

e since they share the same adjudicator’s logic, also for NMFP, the best strategy for the attacker is to induce
the adjudicator to end at the first phase. However, for this scheme, additional costs are needed to know the
n functional specifications since, in this scheme, metamorphic diversity is applied at the level of functional
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specifications. Therefore, the cost function is defined as:
C.it (NMFP) = nés + né; + (n — 1)¢&,
=(2f + )& + (2f + 1)& + 2f¢&;

where the meaning of the symbols is the same as for NMDP.
Also, in this case, under the very optimistic assumption that the attacker knows which is the program
implementing the source functional specification gy, the attack cost reduces according to the expression:

Catt(NMFP) = (2f + 1)65 + (f + 1)éi +fér

As it is immediate to observe, independently of the values (all reasonably assumed greater than 0) assigned to
the cost factors g, ¢; and &, the relation existing between the cost needed to an attacker to compromise the three
analyzed fault tolerance organizations is:

Catt(NVP) < Catt(NMDP) < Catt(NMFP)

These relations are verified even under the very optimistic assumption for.the attacker for which the cost
expressions related to NMDP and NMFP are reduced (see above). This result sustains our claim that metamorphic
diversity is more effective than NVP in facing intentional attacks. This is not surprising. In fact, regarding NMDP,
the effectiveness of data diversity for intrusion tolerance was already investigated and demonstrated in [31].
Regarding NMFP, the metamorphic functional diversity raises the level at which diversity is addressed from
implementation to functional specification, which is a recognized direction to amplify the impact of an action in
a hierarchically structured organization (as, e.g., discussed in [27, 40]). The expected higher degree of diversity is
beneficial in contrasting intentional attacks.

To provide numerical examples, Figure 6 shows the costs incurred by the attacker in basic configurations of the
three schemes. They are calculated considering ¢; as the most impacting factor in the cost function, and &; and ¢&;
related to ¢; by a factor. In other words, in the figures ¢; has been set equal to 1, thus ¢; and ¢, are measured in
units of ¢. Figure 6a shows how, at increasing of ¢, Ca (NMDP) increases with respect to Co (NVP) (that does
not depend on &): Coit (NMDP) is about twice as expensive as Cot (NVP) for &, = 0.5, and almost three times
more expensive for ¢ = 1. Figure 6b indicates that ¢, affects the change rate of C,it(NMFP)/C,t(NVP), as the
slope of the solid line differs from that of the dotted line.

Of course, the demonstrated higher cost for the attacker needs to be evaluated against the cost for the defender
in employing the NMDP or NMFP schemes instead of NVP. Therefore, similar to the analysis of the cost for the
attacker, a preliminary assessment of the cost for the defender is presented for the three schemes in the following
section. In particular:

o the cost for the defender to set up an NVP configuration based on the (inexact) majority voting is given
by the following expression:

Caer (NVP) =& + (2f + 1)¢

where C; is the cost to process a functional specification, and ¢; is the cost to implement a program.
o the cost for the defender to set up an NMDP configuration based on the adjudicator’s logic described in
Section 6 is given by the following expression:

-1
Cdef(NMDP) =Cs +nc; + %ér

=G+ 2f+ )&+ (2f +1)f¢,

where C; is the cost to process a functional specification, ¢; is the cost to implement a program, and ¢, is
the cost to generate metamorphic relations.
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(b) Attack cost of NMFP over NVP

Fig. 6. Attack cost of the proposed NMDP and NMFP with respect to the attack cost of NVP. Blue lines indicate the relative
cost for f =1, red lines for f = 2.

o the cost for the defender to set up an NMFP configuration based on the adjudicator’s logic described in
Section 6 is given by the following expression:

Caet (NMFP) = ng, + ng; + @er
=2f+ 1D+ 2f+ D5+ (2f +1)fe
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From the defender’s perspective, the relation among costs is the same as for the case of the attacker, with
NVP being the less expensive, followed by NMDP, and then NMFP. Again, this is unsurprising since higher
protection is unavoidably paid by higher costs. To get an idea of the cost values to be afforded, a few examples
are analyzed, based on the same configurations exercised to assess attacker’s costs, with results shown in
Figure 7. Figure 7 confirms that the key parameter that the defender has to fix is the number of tolerated attacks
because f determines the rate of change of Cgef (NMDP)/Cges (NVP) and Cyef (NMFP) /Cyer (NVP). If €, is small,
then Cger (NMDP) and Cger (NMFP) are close to Cger(NVP); otherwise Caer (NMDP) and Cger (NMFP) can be
considerably greater that Cgef (NVP), depending on f.

A more refined analysis that accounts for the probability of attack success through properly defined stochastic
models is postponed as future work. Although more accurate results are expected, the trend just shown will not
change. Actually, since the above-reported analysis is based on optimistic assumptions for the attackers, the
effort estimates for inducing common-mode failure through attacks in more realistic conditions are expected to
be higher than those shown in this paper.

8 DISCUSSION ON REALISTIC APPLICATIONS OF THE PROPOSED. METAMORPHIC-BASED
DIVERSITY APPROACHES

We recall that the primary motivation for our study was to improve the effectiveness of redundancy-based fault
tolerance in addressing common-mode failures, which are increasingly impacting systems due to the proliferation
of deliberate attacks across various application contexts, including those critical to dependability. Similar to
the study in [48], our approach aims to achieve the planned goal in a general context, making it applicable
wherever fault tolerance through redundancy is required or desired. Therefore, rather than staying restricted
within a specific targeted application, we presented the proposed ideas and architectures at a logical level. To
convey the concepts behind our proposals, we included simple examples commonly found in the metamorphic
testing literature, aiming at making them understandable to a broad range of readers. While we postpone deeper
investigations of real application contexts as future work, in this section we discuss the instantiation of the
proposed redundancy approaches in selected realistic scenarios.

A relevant domain where metamorphic testing has been successfully applied is that of Cyber-Physical Systems
(CPS), which are complex systems that integrate both physical and software components and are widely repre-
sented in many application contexts, including critical ones such as railways, smart grids, and nuclear power
plants, among others. As discussed in [8], in the CPS domain, metamorphic testing has been applied for testing
wireless sensor networks, or autonomous drones, or self-driving cars, and has stimulated research on automatic
generation of effective MRs. In general, when the structure and behavior of the system under development
are characterized by a model that includes well-established laws or general principles (such as the power flow
equilibrium in the electrical sector, or the law of the conservation of mass in the chemical sector), as is rather
common in CPS, metamorphic relations can be established based on those principles. Obviously, this does not
preclude that other application domains could be of interest, especially in view of the active research in MT and
automated derivation of MRs, which can be fruitful also to our proposed approach. Here, we take CPS as the
reference domain for outlining two examples of definitions of the MRs needed to instantiate the two redundancy
schemes NMDP and NMFP, respectively, for the case of tolerance of one fault/attack.

8.1 Elevators Traffic Manager

A practical example of MDDR in the context of CPS deals with the traffic manager of a system of elevators in
charge of managing the passengers’ flow, developed in [7], where it has been adopted for MT purposes. Among
the components of this traffic manager, a critical one is the dispatching algorithm, namely the software module
that decides which elevator should satisfy each call. The implementation of the elevators’ dispatching algorithm
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Fig. 7. Defense cost of the proposed NMDP and NMFP with respect to the defense cost of NVP. Blue lines indicate the
relative cost for f = 1, red lines for f = 2.

is highly complex and strongly depends on the types of elevator installations as well as the building requirements
that it needs to satisfy. Although in general the criticality level of such an application could not be so high as
to deserve fault tolerance techniques, there are contexts (such as hospitals) where it makes sense. Therefore,
we adapted the approach in [7] to our context of MDDR. In [7], some QoS metrics are defined to detect faulty
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behavior or incorrect dispatching of this algorithm. Among these QoS metrics, there is the Total Movements
(TM), which is the sum of all movements (i.e., engine start-ups) of all elevators in the building. This metric may
reveal inefficient dispatching or buggy behaviours of the dispatching algorithm when comparing the results
obtained from processing different passengers’ calls.

To leverage the benefits of this metric in the fault tolerance context and take advantage of the metamorphic
relations already defined, we have to extend the dispatching algorithm by making the TM relative to each
execution available as an output, which is provided to the adjudicator component together with the assignments
of elevators to each call. Then, the same MRs defined in [7] on TM can be used for an NMDP instantiation that
replicates the dispatching algorithm to tolerate one fault.

In other words, given an initial configuration of elevator positions and an initial set of elevator calls, the
dispatching algorithm determines the assignment of elevators to calls and, as part of its output, computes the
TM required to satisfy the specified calls. During the execution window of the dispatching algorithm, additional
elevator calls may be generated beyond those present in the initial set.

The TM serves as a quantitative metric for evaluating the correctness of the dispatching algorithm. The
fundamental objective of TM assessment is to verify the consistency between the initial TM—computed with
respect to the initial set of calls—and the resulting TM, which is computed after incorporating additional calls
issued during the execution window.

Within our NMDP instantiation, a set of metamorphic relations is defined to formally assess this consistency
between the initial and resulting TM values. Any violation of these relations may indicate a potential defect or
anomalous behavior in the dispatching algorithm.

Specifically, we suppose that:

o User(s) can make elevator call(s) from an elevator lobby on a floor, called call point.

o In the geographical area under the control of the considered elevator dispatching algorithm, there are
several call points. The map of call points and the number of elevators serving each call point is fixed and
does not change during the stated operation window.

o An elevator call is defined by means of a tuple that expresses the call point, and the floor that the passenger
wants to reach.

e An elevator position is defined by means of a tuple that expresses the elevator identifier and the floor on
which this elevator islocated in the geographical area under the control of the dispatching function.

e An elevator assignment is defined by means of a topological structure that includes, among other infor-
mation, the elevator calls, and for each elevator call taken as input, the elevator assigned to that elevator
call.

e TM is defined as the total number of movements (i.e., engine start-ups) of all elevators involved in an
execution of the dispatching algorithm.

Let us define:

e dispatch: T x T® — T°“ x N is the dispatching function, where T is the set of elevator call(s), T® is
the set of elevators position(s) and T°“ is the set of elevator assignment(s).
Then, the output of dispatch is a tuple where the first element represents a set of elevator assignment(s)
and the second represents the TM needed to obtain that set of elevator assignment(s).

e Cy is the number of additional calls from the call point(s);

o TMworst(Cy) is the number of movements in the worst case for executing the additional Cy calls, namely,
TMworst is always 2 movements per call in the worst case, one to reach the call floor and the other to get
to the destination.
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e The function ¢ : T"* — N is defined as
(tous» TM;) = dispatch(ij, t.)
g(lj) = TMJ

where i; is the input of the dispatch function, being g a sub-function of dispatch in charge of computing
™.

Given the function dispatch, t, € T¢ and a source input (i € T™"), an MDDR can be composed of the following
metamorphic relations:

e arelation R; (e.g., TM; — TM, > 0) is defined on the inputs i, i; as well as the outputs oy = TM, and
o1 = TM;, where iy =i U tli” is a follow-up input derived from i € T/" according to Ry, adding tli" calls.

e arelation R; (e.g., TM; — TMy < TMworst(Cy)) is defined on the inputs i, i as well as the outputs 0o=T M,
and 0,=TM,, where i, = i U t" is a follow-up input derived from i according to R, adding ¢ calls.

The two MRs defined above allow for setting an instantiation of the NMDP architecture consisting of three
versions of the dispatching algorithm to enhance its robustness against the occurrence of a fault/attack. The
source input and the two follow-up inputs, generated according to the two MRs, respectively, are given as input
to the three redundant versions, according to the logical scheme in Figure 2. The three outputs obtained are
managed by the adjudicator component in a manner similar to the example detailed in Table 1. Note that, in case
the version processing the source input is deemed incorrect, the expected correct output can be reconstructed
from any of the two other outputs, since the adjudicator knows the elevator calls included in the source input,
which were also included in the two follow-up inputs.

8.2 Nuclear Reactor Safety System

As a realistic example of MFDR, in this subsection-an integrated monitoring system that calculates different
critical quantities for reactor safety according to nuclear physics principles is presented.
Very briefly, in simplified but realistic terms, the key reactor components are [23]:

e Reactor core: contains fuel assemblies with fissile material (Uranium 235) where nuclear fission occurs.
The neutron flux (§) represents the intensity of neutron bombardment causing fission reactions.

e Control rods: made of neutron-absorbing materials (e.g., boron, cadmium). When inserted into the core,
they reduce the neutron flux and control the reaction rate. Rod position (pq € [0, 1]) determines their
effectiveness.

e Coolant system: circulates water through the reactor core to remove heat generated by fission. Primary
coolant temperature (Teoolant) and pressure (Pprimary) are critical operating parameters.

o Safety systems: multiple independent systems designed to shut down the reactor and maintain cooling
during emergencies.

The input of the safety system is the tuple of measurements i = (¢, Teoolant> Pprimarys Prod) € R%. The source
function gy and the follow-up functions g; and gz, needed to tolerate one fault, are:

e go : R1 & R evaluates [22] the safety margin to critical power:

safety_margin = go(i) =1 - w
Pmax
where:
- of =585 X 107%* [cm?] is the fission cross-section for Uranium 235
— Npel = 2.5 X 10?2 [nuclei/cm?] is the fuel density
— Ppmax = 3000 [MW] is the maximum thermal power of the reactor
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safety_margin indicates how far the reactor operates from its maximum safe power limits: 1 means the
reactor is completely shut down (zero power), 0.8 means the reactor is operating at 20% of maximum
power (normal operation), 0.2 means the reactor is operating at 80% of maximum power (approaching
limits), less than 0 means the reactor is exceeding safe operating limits. Thus, safety_margin is the primary
indicator for triggering emergency procedures when approaching dangerous power levels;

o the emergency shutdown, called Safety Control Rod Axe Man (SCRAM), is characterized by two time
values in [s]: tscram is the time required for control rods to fully insert into the reactor core; fcooling is the
time needed to remove residual heat from the reactor core after shutdown. These values are computed
through g; : R — R%:

¢ )—0.3

Iscram = @ * e_’g'p“’le . (
¢n0minal

¢ Mihermal * Cp
cooling = 77 Ao
hexchange * ATax

91 (l) = (tscram: tcooling)

where:
a =10.0 [s], § = 0.5 are calibration constants for SCRAM
~ Prnominal = 3.0 X 1013 [neutron/(cm? - s)] is the nominal flux
~ Mihermal = 1.2 X 10° [kg] is the thermal mass of the core
cp = 4186 [J/(kg - K)] is the specific heat of water

= hexchange = 5000 [W/ (m? - K)] is the heat exchange coefficient

— ATy = 50 [K] is the maximum allowable temperature gradient

based on delayed neutron kinetics and thermal balances [23];

° gy Rﬁ — {LOW, MEDIUM, HIGH, CRITICAL} evaluates the categorical alert level:

T. lant Primar
score = wq ¢ + w ooan L% P Y

2 3
¢max Tmax P max

where:
- wy = 0.5, wy = 0.3, w3 = 0.2 are the alert system weights
~ Pmax = 5.0 X 10!® [neutron/(cm? - 5)] is the maximum allowable flux
— Tmax = 320 [C] is the maximum coolant temperature
— Prax = 155 [bar] is the maximum primary circuit pressure

LOW if score < 0.3
() MEDIUM  if 0.3 < score < 0.6
1) =
92 HIGH if 0.6 < score < 0.8

CRITICAL if score > 0.8

The metamorphic relations are:

e R;(i,0° o') deals with the consistency between margin and scram®

if safety_margin < 0.2 = tscram < 5.0 [s]

Based on reactor control theory, see chapter 7 of [23]
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e Ry(i,0% 0%) deals with the consistency between margin and alert’

(safety_margin < 0.3 A alert_level € {HIGH, CRITICAL})V
(safety_margin > 0.7 A alert_level € {LOW, MEDIUM})

e R;3(i,0%,0%) deals with the consistency between time and alert®

if alert_level = CRITICAL = (tscram < 2.0 A feooling < 300)
if alert_level = LOW = ftseram > 10.0

The MRs defined above between the source function gy and the follow-up functions g; and g, allow the setting of
an instantiation of the NMFP architecture consisting of three programs, each implementing a different specification
of the nuclear reactor monitoring system, to enhance its robustness against the occurrence of a fault/attack,
following the logical scheme in Figure 3. The three outputs obtained are processed by the adjudicator component,
similar to the example detailed in Table 1. Due to the inherently unequal nature of the stated metamorphic
relations, in case the program implementing the source function is adjudged as incorrect, the recalculation of
the expected correct value for it may present degraded accuracy. While, on the one hand, reasonable tolerances
to specified degrees of inaccuracy can be expected to be accepted, on the other hand, the availability of the
additional R; metamorphic relation with respect to the two ones strictly needed to tolerate 1 fault, offers the
possibility of also strengthening the adjudication operations for this critical scenario.

9 CONCLUSIONS AND FUTURE WORK

We have introduced a novel notion of redundancy-based fault/intrusion tolerance, by which we propose to
use MRs to enhance diversity across redundant executions. In particular, we have defined two MRs patterns
leveraging data diversity and function diversity, and based on them; we have then presented the logical scheme of
the two architectures NMDP and NMFP that can be adopted with the aim to reduce common-mode failures. We
have also discussed in detail the logic behind the adjudicator to be included within these two logical architectures,
and have developed two realistic examples for the two redundancy schemes NMDP and NMFP in the domain of
Cyber-Physical Systems.

The goal of this paper is inherently foundational: we aimed to introduce the logical framework of MRs based
fault tolerance by providing a rigorous definition and characterizing its possible instantiation in two logical
architectures. Examples of applications are also included, as well as a preliminary evaluation of the benefits
deriving from metamorphic diversity in contrasting intentional attacks, quantified in terms of the higher effort the
attacker needs to compromise the newly proposed NMDP and NMFP architectures with respect to the classical
NVP architecture based on functionally equivalent programs, given a maximum number of attacks/faults to
tolerate. Overall, the achieved results so far are promising and position the proposed architectures as superior
alternatives for fault/intrusion tolerance in place of traditional NVP-like solutions based on design diversity to
enhance system protection, particularly when addressing deliberate attacks. Of course, the applicability depends
on whether the requested multiplicity of metamorphic data or function diversity relations can be found for the
specific application context under development. However, a relevant positive side effect of the metamorphic
functional diversity is that the identified set of metamorphically related functions can satisfy the needs of all the
applications where any of the functions in the set is of interest and must be fault-tolerant. For example, the set of
trigonometric functions sin, cos, tan, csc, among which proper metamorphic relations can be identified, is built
once and then adopted to satisfy the tolerance needs of any of the four included functions. This "reuse” property
brings a considerable advantage from the development point of view.

’Standard nuclear safety criterion, see appendix A of [23]
8Temporal requirements for nuclear safety systems, see I[EEE-279 standard.
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Due to its foundational scope, this work paves the way for several directions for future research. Pursuing a
more detailed assessment of the benefits brought by metamorphic diversity by refining the preliminary analysis
conducted in Section 7 is the first immediate extension. Moreover, in this initial study, the classical NVP fault
tolerant architecture (depicted in Figure 1) has been considered as the reference scheme to be evolved by
introducing the metamorphic relations concept. However, the metamorphic diversity practice can be applied as
well to alternative organizations of redundant programs proposed in the literature, which adopt a comparison-
like adjudication function. Among them, N Self-checking Programming (NSCP) [24] and Self-Configuring
Optimistic Programming (SCOP) [11] are indicated as good representative examples. The former tries to combine
advantageous features of NVP and RB, while the latter resembles NVP but is structured in more execution phases
to improve efficiency. The precise structure of metamorphic-based alternatives of NSCP and SCOP is postponed
as future work, though it appears to be a rather straightforward development.

A more challenging direction would be to build hybrid solutions that combine MDDR e MFDR within a single
scheme. The expected benefits are twofold. A first advantage grounds on the consideration that the number
of metamorphic relations required for assuring either data diversity or functional diversity can become too
onerous as the desired tolerance level increases (for the adjudicator presented in Section 6, the formula that
relates r with n is defined); depending on the specific application at hand, it could be even impossible to obtain
the needed set. Covering the targeted diversity partly by data diversity and partly by functional diversity seems
to be a viable solution to overcome such a problem and to obtain a suitable/affordable balance between the
two types of relations. The second foreseen advantage concerns the stronger degree of diversity so achievable
through mixing data and functional diversity, again especially desirable for intrusion tolerance purposes since
the attacker is required to be able to gain knowledge on both MDDR and MFDR relations (thus increasing the
cost of compromising the fault tolerant system, determined through an extension of the cost functions defined in
Section 7).

Another challenging task for applying the propoesed fault/intrusion tolerance schemes is the automated
identification of the MRs. In the illustrative examples of this paper, they have been manually derived, leveraging
the domain knowledge, but manual derivation is hardly viable when the needed MRs is high, in accordance with
the faults/intrusions to be tolerated and the adjudicator logic. However, given the affinity with the usage of MRs
in MT, which in recent years has proven to be an effective strategy to reveal errors in programs in many domains,
we expect that the software engineering community in the large will be increasingly interested in exploring
and exploiting MRs wherever they bring advantages, including the derivation of data and functional diversity
for fault/intrusion purposes, as proposed in this paper. In fact, MT has been applied for testing of real-world
software systems such as Google and Yahoo search engines [49]. Recently, MT has been adopted at Facebook
for industrial-scale deployment of web-enabled simulation [1]. The growing interest for MT in these real-world
and industrial environments has triggered interesting studies to identify MRs automatically, mainly in specific
domains such as numerical programs [47] or query-based systems [36]. Some approaches leverage machine
learning methods [20] and more recently even LLMs [39], genetic programming [8], or information derived
from inputs and outputs domains [41] for automatically generating MRs. In the future, we plan to investigate
the applicability of these existing approaches in deriving the metamorphic relations required by the proposed
redundancy schemes, in addition to devising new methods specifically tailored for achieving metamorphic
diversity in the proposed architectures. A more ambitious goal would be the development of general guidelines
for systematically identifying or deriving follow-up specifications starting from the metamorphic relations.

Finally, although our current examples are effective in illustrating the concepts behind our proposals and
provide straightforward scenarios, we intend to identify and select more complex software systems in real
application contexts to implement and evaluate the proposed architectures in future work.
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