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Abstract

This document presents a technical-practical methodology to discover multiple IP addresses
used by a single host with multiple network interfaces, regardless of using wired or wireless
technology.

After a brief introduction regarding the protocols involved and the requirements to satisfy, it
describes the main steps of the proposed algorithm. Finally it reports an example of
implementation to demonstrate its effectiveness. In fact, because of its usefulness it has been
integrated into a software instrument used for the management of the CNR research area
network in Pisa, .
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Introduction

Nowadays every device has multiple network interfaces, including both wireless and wired
technologies. Consequently, identifying and monitoring the IP addresses used by a single host
with multiple network interfaces has become a challenging task, particularly in dual-stack
networks. The process of correlating IPs, IPves, MAC addresses, DUIDs, and usernames is not a
simple one, and from the perspective of a network administrator, it is useful to know the
association between network hosts and users, regardless of the specific IP address used on a
given wireless or wired interface.
This technical paper presents a practical methodology for detecting all network devices
belonging to a single host, by correlating the various IP addresses used by all network
interfaces. The detection method can be integrated into network monitoring programs and
relies heavily on IPve NDP and DHCPV6 protocols [1].

DHCPvV6 DUID based address correlation

The IPv6 Neighbor Discovery Protocol (NDP) [2] defines five different ICMPV6G' packet types: a
pair of Router Solicitation (RS) and Router Advertisement (RA) messages, a pair of Neighbor
Solicitation (NS) and Neighbor Advertisements (NA) messages and a Redirect message. NDP
operates at the Network Layer of the Internet model [3] and is responsible for various tasks
including address auto-configuration of nodes, discovery of other nodes on a link, identification
of the Link Layer addresses of other nodes, duplicate address detection, the finding available
routers and Domain Name System (DNS) servers, address prefix discovery, and maintenance of
reachability information about the paths to other active neighbor nodes [2]. A previous
publication provided a detailed description of Router Solicitation and Router Advertisement
operations [4]. Based on that work, this paper presents a detection method to identify the
various IPv4 and IPv6 addresses used by all network interfaces belonging to a single host within
a given time interval.

Whether an IPv6 node uses stateless or stateful DHCPv6 auto-configuration [1] is determined by
the M and O flags included in the Router Advertisement (RA) packets [5]. To enable stateful
DHCPvV6 auto-configuration (e.g., clients get addresses from the DHCPVG6 server), the M flag in
the RA should be set. Similarly, to enable stateless DHCPv6 auto-configuration (i.e., clients
acquire configuration data such as DNS search domains from the DHCPVG server), the O flag in
the RA should be set. . The M and O flags do not indicate whether stateless address auto-
configuration (SLAAC) [6] may be used, which depends solely on the flag A included in the Prefix
Information option of the RA. It should be noted that, on a single interface, a host could use
both SLAAC and DHCPv6 auto-configuration simultaneously, resulting in the simultaneous
presence of multiple global unicast addresses at the same time. A Router Advertisement packet
with M and O bits set captured by Wireshark? appears as depicted in the following figure.

"Internet Control Message Protocol
2 https;//www.wireshark.org/



[* Ethernet II. Src: JuniperM c@:54:1F (G0:90:69:c0:54:1F], Dst: IPvGmcast_00:00:03:00 | 33:33:00:00:00:01)
[* Internet Protocel Version 6. Src: feB@::ff:60:0:0 (feBd:: ff:60:0:0],. Dst: FFOR::1 |FF02::1)
= Internet Contrel Hessage Protocol wé

Type: 134 (Rowter advertisessnt)

Code: 0

Checksun: OuBdca [correct]
Cur hag

.0 0... = Fouter preference: Medium
iais o@i. = Mot Proxied
Router lifetime: 1800
Reachable tise: a
Retrans timer: O
= ILHM#vE Option |Source link-layer addressi
Type: Sowrce link-layer address |1
Length: 8
Link-layer address: 00:00:5e:00:02: 60
= ICMPvE Option |®refix informationd
Type: Prefiz informstion | 3|
Length: 32
Prefix Length: &2
= Flags: Dxcd
1.. = Jn-limk TlagiLh: Set
1, . = Autensssus address-configuration flagia): Set
.. D3 0000 = Reserved: O
valid lifetime: Z533000
Preferred lifetine: S04800
Reserved
Prefix: 2a00:1620:c0:60: :

Figure1- A router-advertisement message with M and O bits set

When a network interface of a host that has a DHCPV6 client connects to a LAN, it sends a
Router Solicitation message [7]. If the received router-advertisement contains the M and/or O
bits set, the host is required to send a DHCPvV6 Solicit message.

A complete DHCPvV6 interaction consists of a solicit-advertise followed by a request-reply
message [1].

The DHCPVG6 client sends a multicast Solicit message to the [ff02::1:2]:.547 address;

The DHCPVG6 server replies with a unicast Advertise message to the client;

The client sends a multicast Request message to the [ff02:1:2]:547 address;

The DHCPv6 server concludes by sending a unicast Reply message that includes the
assigned address and the configuration parameters.



A typical DHCP Solicit message looks as follows:

»
» Ethernet II, Src: b8:8d:12:20:f3:6c (b8:8d:12:20:f3:6c), Dst: IPvemcast 00:01:00:02 (33:33:00:01:00:02)
» Internet Protocol Version 6, Src: feB80::ba8d:l12ff:fe20:f36c (fe80::ba8d:12ff;fe20:f36c), Dst: ff02:;:1:2 (ff02::1:2)
> User Datagram Protocol, Src Port: dhcpvé-client (546), Dst Port: dhcpv6-server (547)
~ DHCPv6
Message type: Solicit (1)
Transaction ID: ©x625b95
v Client Identifier: 00010001162809723c075434db4d
Option: Client Identifier (1)
Length: 14
Value: 00010001162809723c075434db4d
DUID type: link-layer address plus time (1)
Hardware type: Ethernet (1)
Time: Oct 12, 2611 10:16:50 CEST
Link-layer address: 3¢:07:54:34:db:4d
~ Option Request
Option: Option Request (6)
Length: 4
Value: 00170018
Requested Option code: DNS recursive name server (23)
Requested Option code: Domain Search List (24)
b Elapsed time
b Identity Association for Non-temporary Address

Figure 2: DHCPVG6 Solicit multicast message

In DHCPvVG6 each client or server can have a single (only one) persistent DHCP Unigue |dentifier
(DUID) ].

This implies that a single DUID, which uniquely identifies the host, is used by a client or server
and SHOULD NOT change over time, neither for instance as a result of a modification in the
device's network hardware [1].

There are various types of DUIDs, and they must be simple to generate for any given device,
including those that may not have any persistent storage making it impossible to retain a
generated DUID. Therefore, the DUID scheme must be able to accommodate all type of devices

1.
Currently four DUID types are defined:

Link-layer address plus time (DUID-LLT)

Vendor-assigned unique ID based on enterprise number (DUID-EN)
Link-layer address (DUID-LL)

UUID-based DUID (DUID-UUID)

N

The DHCPvVG6 Solicit message is sent to a multicast address ff02::1:2 and contains the DUID of the
client host.

DUID correlation algorithm
The resulting correlation algorithm consists in three main steps:

1. Collect the DUID of every host on the network, by listening to the DHCPv6 Solicit
multicast messages sent by the DHCPVG6 client hosts.

2. By associating the obtained DUID with the device's network hardware MAC addresses, it
is possible to correlate each of the MAC addresses to the host's DUID. For example, if a
host has two MAC addresses (wireless and wired) and a certain DUID, it is possible to
obtain a list of all MAC addresses belonging to that single node with the specific DUID
value.



3. After obtaining the MAC addresses of the host, the next step is to find the correlations
between the IPv4 and IPv6 addresses corresponding to all the interfaces, both wireless
and wired, belonging to the host. This can be achieved by listening to the IPv4 broadcast
and IPv6 multicast messages that pass on the monitored networks. By analyzing these
messages, it is possible to identify all the IPv4 and IPv6 addresses assigned to the various
interfaces of the host, and to correlate them with the previously obtained MAC
addresses. After a certain time, this algorithm allows for the construction of a complete
map of the host's network interfaces, including their associated MAC and IP addresses.

Add filters to compose your query. You can concatenate filters using brackets and conjunctions.
Selection fields ®- Value Query:
duid v = )0129dff2130c4dedd04bab) Add filter and or duid = 000129dff2130c4de9d04bab
>=
<= ( )
reg exp
Clear Search
Last seen First seen Mac source L Vian Probe Duid Duid Type Counter
2022-12-23 18:27:20 2022-04-07 10:37:59 Oc4d:e9:d0:4b:ab 4095 rasp3 000129dff2130c4de9d04bab DUID-LLT 20599
2022-12-23 12:09:24 2022-04-06 08:39:14 S0:fd:61:ef:45:4a 48 rasp3 000129dff2130c4de9d04bab DUID-LLT 5610

Figure 3: An example retrieved from the stored data of the developed application, regarding a
host having the DUID “0007129dff2130c4de9d04bab” and two related MAC addresses wireless
“90:fd:61:ef.45:40" and wired “Oc:4d:€9:d0:4b:ab”.

DUID Correlation implementation

The DUID correlation algorithm has been implemented and integrated into a software
instrument used for managing the CNR Research Area Network Campus in Pisa. [8]. The
resulting function has been particularly useful for identifying the following information:

@® Allthe network interfaces with the corresponding MAC addresses belonging to a specific
host;

@® All IPv6 addresses belonging to all the network interfaces used in a certain time;

@® Allthe IPv4 addresses belonging to all the network interfaces used in a certain time;

The overall process of the DUID correlation function operates as follows:

1. It begins by taking a MAC address as input and searching for the corresponding DUID in
the stored information of multicast IPv6 packets;

2. If a DUID is found, it is used to retrieve all the remaining MAC addresses that have the
same DUID from the information repository;

3. Once all the MAC addresses are found, each of them is used as a search-key in the data
of the SixMoNPIlus application’s modules [8], including IPv4 Watch ARP, IPve NS, Radius-
Acc Username, and IPv6 NC. The resulting information is then correlated and presented
in a graphical format.
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Figure 4: result of the DUID correlation function implemented in SixMoNPlus

The previous figure shows the result of the implemented DUID correlation function in
SixMoNPIlus. The research is performed in a selected timeframe and the results are shown in
two graphical elements:

@® =2 labeled graph with green nodes;
@® a matrix with cells of different colors.

The graph is a summary of the obtained results. From left to right, the first green node is the
MAC address used to find the second green node, corresponding to the DUID, which is
connected with two green nodes corresponding to the active MAC addresses of the wired and
wireless network cards respectively.

As stated above, a DUID is supposed to be unique for a given device, in particular cases it's
possible to have multiple DUIDs associated with a single device. This can happen if the device
has been cloned or has multiple operating systems installed.

The second graphical element is a matrix that displays the correlations between MAC addresses
and IP addresses

(both IPv4 and IPve) for each identified host.

This can be useful for troubleshooting network issues, identifying unauthorized devices, or



tracking the usage of specific devices over time. Overall, these graphical elements provide a
useful visual representation of network activity and can help network administrators make
informed decisions about network management and security.

To add a bit more detail, the rows in the matrix represent the different information in the
SixMonPlus modules retrieved using the DUID correlation function. The columns contain
information such as the time the device was last seen and first seen, the application module
name, and the related MAC addresses, VLAN, and IP addresses.

The orange color is used to indicate the MAC addresses associated with a particular DUID,
making it easy to see the various MAC addresses belonging to the same device. The red colors
represent the network VLAN and application probe used to detect the device, while the azure
and blue colors are used to represent the related IPv4 and IPv6 addresses respectively.

Conclusions

We have presented a practical method that is particularly useful in dual - stack networks to
detect multiple IP addresses used by a single host on different network interfaces, regardless of
whether wired or wireless technology is used.

After explaining the DHCPv6 communication process involved, we described the main step of
the methodology and provided an example of its practical implementation. In fact, this
approach has been integrated into a software instrument used to monitor the CNR research
area network in Pisa.

It is worth noting that this solution is not applicable in networks that use only IPv4 protocol and
in devices that do not have DHCPV6 client enabled. However, given the increasing use of IPvo
and the default configuration of DHCPV6 in device's operative systems, the number of cases
covered by our approach is significantly high.

The implemented function has proved to be helpful for identifying which devices are
communicating on the network and for troubleshooting network connectivity issues., making it
easier for network administrators to manage and monitor large campus networks.
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