
From Hardware-Functional to Software-Defined
Vehicles and their Security Issues

Chiara Bodei∗, Marco De Vincenzi∗†, Ilaria Matteucci†

∗ Department of Computer Science, Università di Pisa, Pisa, Italy
chiara.bodei@unipi.it marco.devincenzi@phd.unipi.it

† IIT, Consiglio Nazionale delle Ricerche, Pisa, Italy
ilaria.matteucci@iit.cnr.it

Abstract—Over the next few years, the automotive industry is
set to experience a revolutionary transformation driven by several
interconnected trends such as autonomous driving, connected
vehicles, and electrification. Our research focuses on Software-
Defined Vehicles (SDVs), their definition, and an analysis of
their possible cybersecurity issue. SDV is a new concept that
is changing the definition of vehicles from purely hardware-
based to software-oriented. The research analyzes the SDV
security following the ISO/SAE 21434 guidelines, performing a
complete vulnerability assessment to determine the main possible
threats and their impact on different aspects like safety and
operations. The findings suggest that SDVs may be the future
of the automotive industry and will offer greater convenience
and sustainability, throughout the vehicle life cycle but only if
appropriate solutions to mitigate potential security threats like
denial-of-service or jamming attacks, will be implemented.

Index Terms—Software, automotive, vehicle, security, safety.

I. INTRODUCTION

In the coming years, the automotive industry will face a
revolution driven by four main trends that reinforce each other:
Autonomous driving, Connected vehicles, Electrification, and
Shared mobility (ACES) [1]. These trends are already under-
way and will significantly change the vehicle architecture,
leading to substantial growth in the automotive electronics
and software market as new business models emerge. For
instance, the automotive software market is expected to grow
by 9.4% per year until 2030 [1]. In recent years, the use
of software solutions in road vehicles has accelerated the
ACES trends, offering advantages such as increased flexibility,
improved performance and reduced costs [2]. Today’s vehicles
can be classified as Hardware-Functional Defined Vehicles
(HFDVs), meaning that their physical components and systems
are purposefully designed and configured to meet specific
functional requirements. In this context, the term "functional"
refers to the ability of each component to perform a specific
task, which is typically fixed throughout the vehicle’s lifetime
but the emergence of Software-Defined Vehicles (SDVs) is
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changing this definition. SDVs are characterized by software
components that control most of the functions, making them
increasingly relevant. As a result, the definition of a vehicle is
beginning to shift from being purely hardware-based to being
software-oriented. SDVs can be easily updated and upgraded,
enabling continuous improvement and integration of new
features and technologies. In addition, SDVs can be designed
to be more energy-efficient, safer, and more environmentally
friendly. One of the most significant applications of SDVs is
the development of Autonomous Vehicles (AVs), which rely
on complex software systems to perform tasks such as naviga-
tion, perception, and decision-making. However, it raises new
security, ethical, and safety concerns, such as cyber-attacks,
allocation of responsibility in the event of a crash, and the
need for robust data privacy and security protocols [3][4][5].
In this context, we conduct a Literature Review (LR) on SDV
to define its state-of-the-art and establish a framework for
future development. Firstly, we analyze the literature review
results, from which the need for a clear and widely accepted
definition of SDV emerges. We compile a comprehensive
list of terms used to describe the vehicle ecosystem, such
as Vehicular Ad-hoc NETworks (VANETs), Software-Defined
Networking (SDN), Internet of Things (IoT) [6], Internet of
Vehicles (IoV), and the Software-Defined Internet of Vehicles
(SDIoV) and we propose a possible definition of SDV. We
examine the evolution of in-vehicle network architecture from
current vehicles to SDV. Then, we discuss the security of SDVs
by listing potential threats and vulnerabilities by following the
ISO/SAE 21434 guidelines [7]. Our work represents one of the
first comprehensive and systematic descriptions of SDVs and
their security issues, providing research and industry with a
framework for defining SDVs and addressing future design
challenges, as well as security concerns.
The paper is structured as follows. Section II presents a litera-
ture review of the academic contributions of SDV. Section III
performs an analysis of the different terms used in the vehicle
ecosystem, while Section IV introduces our definition of SDV.
Section V contains a description of the current and possible
future architecture for SDV. Section VI contains the threat
analysis with each ISO/SAE 21424 phase while Section VII
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summarizes our findings and possible future developments.

II. LITERATURE REVIEW

In recent years, SDV has emerged as a significant topic in
the automotive industry. However, as of February 2023, to the
best of our knowledge, no comprehensive systematic review
on SDV has been published. Therefore, we conducted an LR
to identify and critically evaluate relevant research and open
topics. it allows us to cover and cite all relevant literature
contributions exhaustively and provides an overview of the
size of this contribution. We apply the SALSA (Search, Ap-
praisaL, Synthesis, and Analysis) method [8]. In our case, the
Search phase defines the sources, the query and it outputs the
retrieved articles. The Appraisal phase selects suitable studies
according to the inclusion/exclusion criteria. In particular, in
this phase, three different readers with specific competencies in
automotive read the TAK (Title-Abstract-Keywords) to define
if an article is in-topic. Synthesis is another reading phase of
the entire article to identify its main topic, excluding articles if
out-of-topic, and to provide a narrative synthesis of the topics
and findings. The last Analysis phase contains a summary of
the results and some evidence.

A. Search

First of all, to start the Search phase, we need to write
the query string from the main search terms: software,
defined, in, vehicle. Due to the lack of an unambiguous
definition for SDV, we decide to also test queries without
“in” to avoid the risk to miss some relevant works. We
build some strings, like “software AND defined AND
vehicle”. However, if we query with the latter string,
for example, the library IEEE Xplore [9], we retrieve 2.480
articles, which most of all are out-of-topic. The main rea-
son is that the three terms are generic if taken individ-
ually, so we decided to create a more meaningful query
with the entire strings “software defined vehicle”
OR “software defined in vehicle” with also the
variants with the hyphen between “software” and “defined”,
and between “in” and “vehicle”. As shown in Table I, we
tested these query strings on the different sources and the
results appear to be significant, then, our hypothesis will be
confirmed during the Synthesis phase.

To create our article database, we decided to use primary
and secondary sources. Primary sources provide first-hand
articles that are close to the object of study and have a curated
repository of information, while secondary sources can be
considered crawler-based web search engines [10]. As primary
sources, we have selected the following digital libraries of
the most famous publishers and organizations in technical
solutions, engineering subjects, and computer science: ACM
Digital Library [11], IEEE Xplore [9], Science Direct [12],
and Scopus [13]. Since we are focused on the academic
contributions to SDV, we do not add any source which can
come from the industrial area like a specific conference. Note
that ACM Digital Library does not return any relevant results
with our complete strings, it returns results only if we split

the string into three/four words. However, in the latter case,
the results are numerous and mostly out-of-topic, so we had
to remove this library from our search. As a secondary source,
we decided to use Google Scholar [14]. Nevertheless, it does
not provide the possibility to refine the research to the TAK
only: it searches also in the full text. Google Scholar provided
a huge number of results, so we had to filter: we decided to
search our string only in the title, which is an option allowed
by Google Scholar.

After the definition of the query string and sources, and after
some tests, on February 3𝑟𝑑 2023, we performed the search
and the results of this phase are summarized in Table I.

TABLE I: Number of articles for each source after the selec-
tion steps.

Source Articles
Name Type Category Retrieved Excluded Selected

in-topic
IEEE Xplore Primary Library 66 2 11
Scopus Primary Library 29 2 10
Science Di-
rect

Primary Library 1 0 0

Total
Primary

- - 96 4 21

Google
Scholar

Sec-
ondary

Search
engine

79* 11 14

Total
Secondary

- - 79 11 14

Total
Primary
and
Secondary

- - 175 15 19**

* search only in title; ** total after removing duplicates

B. Appraisal

During the appraisal process, we defined the inclusion/ex-
clusion criteria to filter the articles. The inclusion criteria
required all articles to be written in English and focused on
software-defined in vehicles, not on related topics such as the
Internet of Vehicles. As for the exclusion criteria, the articles
had to be no more than 10 years old, because the introduction
of software in vehicles can only be considered significant in
the last decade. On the other hand, we accepted any type
of article, including peer-reviewed journals, published books,
governmental documents, or theses, without any restrictions
on criteria. To conclude, during this phase, starting from a
complete set of 175 articles from primary and secondary
sources, after applying the inclusion/exclusion criteria and
removing the duplicates, we obtained a final set of 19 articles.

C. Synthesis and Analysis

As suggested in the book of Booth et al. [8], the synthesis
could be narrative and the analysis chronological and concep-
tual. For this reason, we decided to merge these two phases
and provide some findings from the LR.

Firstly, the number of retrieved articles, 175, is relatively
low for a review and, at the end of the selection process,
we have 19 articles. According to the Search and Appraisal
phases, we can state that, until the beginning of February 2023,
in the academic and research area, SDV might be considered
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an under-studied topic or, at least, with few contributions. To
study this trend, using the most relevant search engines in
2022 (Google, Bing, and Yahoo) [15], we performed a search
with the same keywords as our query: “software defined [in]
vehicles”. All the first results came from industrial technical
papers like [16] and [17], or articles like [18], [19], and [2]. It
seems that the industry has an interest in SDV and contributes
to propose different issues and solutions.

In Fig. 1, we show the different document types and venues
of the final database, where we can see a clear majority of
journal articles, including transactions.

Fig. 1: Document type of each article of the merged database.

Fig. 2 shows the number of articles retrieved per year.
We can observe that all the articles in our final database are
concentrated in the last 5 years. We also retrieved also an
article [20] published in 1989. It was discarded because it
does not contain the concept of SDiV, however, it was one
of the first times the idea to apply software in the in-vehicle
network for the navigation system was introduced.

Fig. 2: The number of articles per year in our merged database.

To summarize, SDV is a trending topic in both academic
and industrial contexts, but it is still under-studied in academia.

III. VEHICLE ECOSYSTEM GLOSSARY

To arrive at a clear definition of SDV, it is necessary
to consider the various terms used to describe the vehicle
ecosystem, which refers to the interconnected network of
components, systems, and services that make up the current
vehicles. As shown in Fig. 3, the vehicle ecosystem can
be divided into two main sets: the in-vehicle and the out-
of-the-vehicle. The latter set can again be divided into two
parts: the road area, containing, for instance, the Road Side
Units (RSUs) and the out-of-the-road area, composed of nodes
like the data centers to support vehicle services and vehicle
production/maintenance.

Vehicle
Ecosystem

In-vehicle
Out-of-

the-vehicle

In-road Out-of-the-road

Vehicle Life Cycle Services

Infotainment
system

Communication
Network

Powertrain

...

RSU

Other vehicles

Network nodes

...

OEM

Suppliers

Maintenance
Service

...

Servers

Data Centers

Antennas

Satellites

...

Fig. 3: The vehicle ecosystem with some examples for each
category.

In this context, we would like to focus on the in-vehicle
environment where, in the near future, the vehicle standard
could become SDV [16][21][22]. However, the term SDV
could be sometimes ambiguous because it not well defined
and risks overlapping with other terms like (VANETs). Due
to this context, which may create puzzlement and not a clear
vision of the vehicle ecosystem, in Table II, we provide the
explanations of some terms and we give a possible definition
for SDV. Furthermore, in Fig. 4, we show the relationship and
the intersections among the different terms, as described in the
following part of this section.

Fig. 4: Venn diagram to represent the intersections among the
different terms.

To clarify, although VANETs can include software-defined
vehicles, the single SDV is just a node of a VANET and should
not be considered as a VANET, which instead also includes
the wireless connections and RSUs.

SDN can separate the network control (control plan) from
the forwarding process (data plane) to offer a scalable and
flexible network [23]. It can combine the advantages of cloud
computing and virtualization with the possibility to scale
resources from, for example, a central controller. SDN was
defined in the first decade of 2000 and today it can be
considered the ancestor of SDV. IoT allows us to describe
the IoV, which is a special case of IoT [24] and can be
defined as a vehicle grid, which is an intelligent transportation
infrastructure, to connect all the things that sense and move in
the vehicle ecosystem and, by coordinating them, to provide
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TABLE II: Vehicle Ecosystem Glossary

Description Abbreviation Definition Category
Vehicular ad-hoc network VANET Groups of moving or stationary vehicles connected by a wire-

less network [28]
In-road; Out-of-the-road

Software-Defined Networking SDN An approach to networking that uses software-based controllers
or application programming interfaces to communicate with un-
derlying hardware infrastructure and direct traffic on a network
[29]

-

Internet of Things IoT A network of devices that contain the hardware, software,
firmware, and actuators that allow the devices to connect,
interact, and freely exchange data and information [6]

-

Internet of Vehicles IoV A vehicle grid, which is an intelligent transportation infrastruc-
ture, to connect all things that sense and move in the vehicle
ecosystem and by coordinating them to provide a computing
environment [25]

In-road; Out-of-the-road/Services

Social Internet of Vehicles SIoV Vehicles are the key entities for sharing common interests and
information between themselves and the infrastructure [4]

In-road; Out-of-the-road/Services

Software-Defined Internet of Vehicles SDIoV Architecture composed by the vehicles and the external nodes
like the RSUs or the servers with implemented SDN solutions
[30]

In-road; Out-of-the-road/Services

a computing environment [25]. As shown in Fig. 4, when
the SDN idea is merged with IoV, we obtain the SDIoV,
which belongs to both the sets in-road and out-of-the-road in
the vehicle ecosystem. SDIoV can be considered as a subset
of VANET, where the functionalities can be controlled via
software. To complete our analysis, in 2015, Alam et al. [26]
and later other works [4][27], use the term Social Internet of
Vehicles (SIoV), where vehicles are the key entities for sharing
information between themselves and the infrastructure. This
definition is inherited from the Social IoT, which has enabled
the socializing trend among the different nodes for sharing
common interests and information [4]. From a dimensional
and components perspective, we can consider SIoV completely
superimposable on IoV, however, from a linguistic perspective,
SIoV can be used to underline more the social dynamics of an
IoV, while IoV tends to consider more the technical aspects.

IV. SDV DEFINITION

While industry is looking for applicable solutions for SDV,
the low number of scientific researches implies a lack of con-
tribution by the research and academic community. Therefore,
we would like to find a widely applicable definition of SDV.

SDV can be considered a change of relationship between the
hardware components of the vehicle (HFDV) and the software
(SDV). With the introduction of SDVs, carmakers are trying
to address several issues [2] like:

• Functional safety (e.g. defined in ISO 26262 [31]);
• Cybersecurity (e.g. defined in ISO/SAE 21434 [7]);
• Autonomous vehicle requirements;
• Long life cycle;
• Cost reduction;
• Manufacturing process (e.g. supply chain management).
SDV can be considered as an emerging paradigm that ad-

dresses these concerns and gives hope to change the limitations
of current vehicle network infrastructures. To label a vehicle
as SDV, it is required to find some objective properties, in
particular, a vehicle should have:

• Hardware abstraction: almost all the mechanical parts
of the vehicle (e.g. the steering system) should be con-

trolled using software solutions in ordinary situations,
while mechanical systems can be used in emergencies.
This property can address the long life cycle because
software is easier to update and usually less expensive
than a mechanical part.

• Scalable architecture: the vehicle network and its nodes
could scale resources according to the vehicle require-
ments, especially in AVs.

• Centralized/Distributed control: the allocation of vehi-
cle resources and services could be changed directly from
the onboard vehicle computer or remotely. This property
can address the cost pressure to achieve the best resource
allocation and provide services for the AVs.

• Software updates: components should be connected to
the network to receive continuous Over-the-air (OTA)
software updates to also improve security, as required by
ISO/SAE 21434 during the entire vehicle life cycle.

• Redundant applications processing: in the different
areas, software can enable redundancy to assure higher
safety, as required by ISO 26262.

These properties can completely change the automotive in-
dustry and the concept of vehicle. However, to establish a clear
definition of SDV, certain thresholds have to be established.
For instance, not all vehicle hardware can be virtualized,
meaning that a vehicle may still be considered an SDV even
if some parts are not abstracted. In Table III, we summarize
the SDV requirements with the minimum percentage of each
requirement necessary for a vehicle to be defined as SDV.

Definition 1. SDV is an in-vehicle solution that enables the
abstraction and management of hardware vehicle components
through software to create a scalable architecture with both
centralized and distributed local and remote controls. Addi-
tionally, all vehicle software components must support OTA
updates and the possibility to create redundancy for safety.

Today, industrial production and maintenance services are
mainly focused on mechanical components, while with SDV
most of the resources should be moved to software design and
maintenance. This new paradigm will also have an impact on
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TABLE III: SDV requirements

Property Description Minimum
%

Improvements

Hardware abstraction Mechanical parts of the vehicle should be controlled using software
solutions

90 Safety, OTA, long life cycle, cost pressure, man-
ufacturing process

Scalable architecture Vehicle network and its nodes could scale resources following the
vehicle requirements

90 Safety, AV requirements, cost reduction

Centralized/Distributed
control

Allocation of vehicle resources and services could be changed directly
from the on-board vehicle computer or remotely

90 AV, cost reduction

Software updates Components should be connected with the network to receive continu-
ous software OTA updates

100 OTA, long life cycle, cost reduction, manufactur-
ing process

Redundant applications
processing

In the different areas, the software can enable redundancy Not
applicable

Safety, cybersecurity, AV requirements, cost re-
duction

the vehicle life cycle, as defined in Fig. 3.

V. ARCHITECTURE

The kind of architecture is a crucial feature of SDV, as it
must be scalable and equipped with robust hardware to handle
big data for AVs and other software applications. The evolution
of vehicle architecture is a primary goal of the automotive
industry to reduce costs [1]. The current state of almost all
new vehicles is the distributed architecture, which sometimes
does not include a Central Gateway (CGW), and has several
ECUs connected by different protocols, e.g. CAN or Local
Interconnect Network (LIN) to create a specific domain, for
a specific common function like powertrain or infotainment.
The architecture can provide a connection to external nodes
in the cloud in order to receive services or exchange data.

The centralized architecture differs from the previous one by
the presence of a Domain Control Unit (DCU) between each
domain and the AE backbone, which connects the different
domains with high speed and large bandwidth. Each domain
consists of several ECUs that can communicate using the same
protocol. There may also be a CGW to manage the traffic from
the vehicle and external nodes, with security solutions such as
a firewalls or Intrusion Prevention Systems (IPSs) installed in
the CGW to provide additional protection.

The third architecture is the zonal architecture and is
considered the most likely candidate for SDV architecture
[17]. The HPC is the core of the zonal architecture and
deals with data exchange with the out-of-vehicle network. It
has the computational power to manage resource allocation,
redundancy operations in case of emergency, and security tasks
such as network control. Each zonal ECU can be connected
with wired/wireless sensors or with antennas to communicate
directly with the external nodes. This architecture is a high-
speed communication network to meet the new requirements
of data exchange. Connections are managed using, for ex-
ample, the Automotive Ethernet (AE) protocol [32], which
should be the most used in every communication of the
zonal architecture, however, for some specific operations, other
protocols can be used with the addition of a DCU.

VI. SECURITY

As SDVs become increasingly connected and rely more
heavily on software, they also become vulnerable to cyber-
attacks. Attackers may be able to exploit vulnerabilities in the

software to gain unauthorized access to the vehicle systems,
potentially allowing them to take control of the vehicle or ac-
cess sensitive data. An in-vehicle network of an SDV may have
different vulnerabilities that make it an attractive target for
attacks. The analysis of literature, given in Section II, on SDV
attacks reveals several types of attacks that can be suffered by
SDVs (see Table IV). A message injection may lead to the
injection of false information injection attacks, which can also
compromise safety, while the second attack, reconnaissance,
is the first step to explore possible vulnerabilities in an SDV
and prepare further attacks [33]. The third attack, DoS, aims
to make a service unavailable, but in a vehicle, this event may
immediately endanger people’s lives. Although no other types
of attacks directly related to SDVs have been reported in the
literature, we can deduce that some applied SDV solutions,
like Automotive Ethernet, may have security vulnerabilities,
as no ad-hoc solutions have been studied for the application
of Ethernet in vehicles [34][35].

TABLE IV: SDV analyzed attacks in the LR

Attack Consequences Ref.
False Message Injection Some vehicle functions can be con-

trolled by an attacker
[36]

Attack reconnaissance Attacker’s intelligence to retrieve infor-
mation

[33]

DoS Packet loss and/or large transmission
delay

[37]

To address security issues in SDVs, several articles propose
implementing security measures. For instance, in [33], the
authors propose a moving target defense (MTD) based on
shuffling to dynamically change the attack surface in order to
increase uncertainty and confuse the attackers. Building upon
our findings in the LR, we design a comprehensive security
threat model for SDVs that considers potential vulnerabilities
and threats from IoT and SDN as well. Then, we have con-
tinued the threat analysis following ISO/SAE 21434 [7], the
cybersecurity standard for engineering electrical and electronic
(E/E) systems for road vehicles. Our analysis highlighted the
need for actions to mitigate several vulnerabilities and protect
against potential threats such as DoS or jamming attacks.

A. Threat Model

We use the Threat Analysis and Risk Assessment (TARA)
model, which is an engineering methodology for identifying
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ECU Zonal ECU Ethernet CAN LIN

Distributed

Central Gateway

Cloud

Centralized
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Cloud

Zonal

High Performance Computer

Cloud

Fig. 5: Hardware electric and electronic vehicle platforms. From the current architecture (distributed) to a possible zonal
architecture for SDV. HPC is the High Performance Computer, the core of the zonal network [17].

TABLE V: SDV Assets and damage scenarios

Asset Cybersecurity properties Safety critical ID Damage scenario
C I A Priority order

ADAS x x x AIC Yes D1 Vehicle can not be driven, in particular the self-driving vehicles.
In general, vehicle features can be inhibited.

Brakes - x x AI Yes D2 Vehicle braking systems can be compromised with immediate and
relevant consequences on people’s lives.

Connectivity x x x CIA Yes D3 Vehicle communications can be spoofed, modified, and suffer
code injection with modification of vehicle functions.

Chassis - - - - No D4 Defined as a support for other components, chassis can not impact
directly on security, but physical damage can compromise the
functionalities of other assets.

Driveline x x x AIC No D5 A damage can compromise the motion systems making the
vehicle unusable.

Electrification x x x AIC No D6 A damage can compromise the motion and charging systems,
making the vehicle unusable.

HMI x x x CIA No D7 Information and data can be stolen and an attacker can inject
malicious messages, controlling some functionalities like door
opening or radio.

Vehicle body - x x AI No D8 A physical attack like electric interference can compromise the
functions of different assets.

cyber vulnerabilities and selecting appropriate countermea-
sures. We follow the order proposed by ISO/SAE 21434:
1) Asset identification; 2) Impact rating; 3) Threat scenario
identification; 4) Attack path analysis; 5) Attack feasibility
rating; 6) Risk value determination; 7) Risk treatment decision.

During each phase of our threat modeling process, we
focus specifically on security issues and do not delve into the
potential economic costs in detail. In summary, our analysis
aims to provide a general threat model for SDV security,
serving as the first general threat model for SDVs.

1) Asset identification: Following the zonal architecture
described in Section V, we can classify the different com-
ponents of an SDV such as ECUs, HPC(s), wired connec-
tions, and wireless connections. A modern vehicle can have
several domains, and for our work, we follow the company
Continental’s classification system [38] to ensure a recent and
comprehensive categorization.

• Safety-Critical (SC), defined as systems where a malfunc-
tion may lead to an unacceptable risk of injury or damage
to the health of people inside or outside the vehicle [31].
The following assets belong to this category:
– Advanced Driver Assistance Systems (ADAS): elec-

tronic systems that use advanced technologies to assist

the driver in autonomous driving and/or to mitigate
crashes;

– Brakes: the system in charge of braking, composed of
brakes and braking control systems like ABS;

– Connectivity: the network systems of the vehicle to
communicate internally, to users, and to environment.

• Non-Safety-Critical (NSC), otherwise. The following as-
sets belong to this category:
– Chassis: structure to carry and protect all the vehicle

components such as the engine;
– Driveline: system to drive mechanical power from the

prime mover like the engine to the driven components;
– Electrification [only for Electric Vehicles (EV)]: com-

ponents, systems, and services for electric propulsion;
– Human-Machine-Interface (HMI): components and

systems for the vehicle-human interaction;
– Vehicle Body: all electric and electronic components

responsible for the functionality of the vehicle.
Table V provides a summary of these assets and the possible

damage scenarios. In line with ISO/SAE 21434 guidelines,
confidentiality, integrity, and availability are considered essen-
tial for safeguarding data and information. These properties
can have different relevance depending on each asset. For
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TABLE VI: SDV impact rating for damage scenarios

Impact Category Damage Scenario ID [Table V]
D1 D2 D3 D4 D5 D6 D7 D8

Safety Severe Severe Severe Negligible Moderate Moderate Moderate Major
Financial Major Severe Major Moderate Major Major Moderate Moderate

Operational Severe Severe Severe Moderate Severe Severe Major Major
Privacy Moderate Negligible Severe Negligible Negligible Moderate Severe Negligible

instance, in the HMI domain, confidentiality could be consid-
ered the most relevant property to preserve, while in brakes,
availability is the main property to always assure. Hence, in
Table V, we also provide the priority order of the properties
from the most to the least relevant.

2) Impact Rating: Following Annex F of ISO/SAE 21434,
we perform a comprehensive impact rating analysis consid-
ering safety (S), financial (F), operational (O), and privacy
damages (P). The standard provides for each aspect a possible
rating scale consisting of four values from the most to the
less impacting: severe, major, moderate, and negligible. In
Table VI, we show our impact rating analysis for each domain
scenario. Damage scenario D4, related to chassis, seems to be
the less prone to impacts, while SC scenarios like D2, related
to the braking system, can be considered the most relevant and
impactful for the S, F, and O categories. Concerning privacy,
the most significant damages scenarios are D3 and D7, related
to connectivity and infotainment system.

3) Threat scenario identification and attack path analy-
sis: ISO/SAE 21434 requires the identification of the threat
scenario, which should include targeted assets, compromised
components, and attacks. However, the LR has only identified
a few vulnerabilities, and we need to explore other possible
attacks inherited from technologies used in the SDV environ-
ment. To this aim, we have identified vulnerabilities of IoT
and SDN that may be inherited by SDV, as shown in Fig. 3.
Additionally, we aimed to identify possible attack paths, which
refer to the routes that attackers may take to compromise an
asset. In Table X, we mapped each domain scenario with
the attacks retrieved from the LR and listed in Table IV.
Furthermore, we have included the possible attack paths that
attackers may exploit in each cell of the table. Table X shows
that some domains, such as the chassis and vehicle body, are
less susceptible to cyber attacks, while domains connected to
the external environment, such as HMI, are more vulnerable.
The most common type of attack is DoS, which is mentioned
both in the LR and in all four surveys that we retrieved.

4) Attack Feasibility Rating: As described in Annex G
of ISO/SAE 21434, we can apply different approaches to
compute the attack feasibility rating. We applied the potential-
based approach, defined in ISO/IEC 18045 [39], where the
attack potential is defined as a measure of the effort required
to attack an item, expressed in terms of an attacker’s expertise
and resources. This approach is based on the following five
parameters:

• Elapsed time (ET): time to identify a vulnerability, de-
velop and successfully apply an exploit. Scale: 1 for ≤
1 week, 2 for ≤ 1 month, 3 for ≤ 6 months, 4 for > 6

months;
• Expertise (SE): capabilities of an attacker based on skills

and experience. Scale: 1 = Layman, 2 = Proficient, 3 =
Expert, 4 = Multiple experts;

• Equipment (EQ): it is related to the tools the attacker has
available to discover the vulnerability and to execute the
attack. Scale: 1 = Standard, 2 = Specialized, 3 = Bespoke,
4 = Multiple bespoke.;

• Knowledge (KoIC): the amount pf information the at-
tacker has acquired about the item or component. Scale:
1 = Public Information, 2 = Restricted information,
3 = Confidential information, 4 = Strictly confidential
information;

• Window of opportunity (WoO): the access conditions
(time, type) to successfully perform an attack. It combines
access type (e.g. logical and physical) and access duration
(e.g. unlimited and limited) [7]. Scale: 1 = Unlimited, 2
= Easy, 3 = Moderate, 4 = Difficult.

This analysis can be expensive and time-consuming. There-
fore, we only perform the analysis on the damage scenario D7
of the HMI domain. We assign the feasibility scores for each
threat scenario of D7 in Table VII and we can obtain valuable
findings from it. The threats with the highest feasibility scores
are attack reconnaissance (T2), use of insecure or outdated
components (T8), lack of device management (T11), and net-
work jamming (T17). The first threat, T2, involves collecting
information about a system and is highly likely as it is the first
step for other attacks. The lack of device management (T11)
can lead to the use of outdated components (T8), which is a
common issue in vehicles with an expected lifespan, according
to the U.S. Bureau of Transportation, of around 12 years
[40]. Therefore, updating software and components is crucial
to reduce the risk of a successful attack. Network jamming
(T17) is also a high-risk threat as it can be performed from
outside the vehicle without requiring sensitive information or
in-depth knowledge of the vehicle. Some threats are classified
as Medium, as they require significant effort and expertise
to execute. Each carmaker implements its proprietary solu-
tions, included for cybersecurity, so the initial effort to scan
the vulnerabilities could be relevant. Moreover, the required
knowledge could be significant like the necessary expertise.
However, even when the risk values are low like in T1 or
T4, it is still important to address them in time. This is
because low-risk vulnerabilities can often be combined with
other vulnerabilities to create a larger and more serious attack.
Therefore, it is important to have a comprehensive and ongoing
approach to cybersecurity that includes regular vulnerability
scanning and patching.
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TABLE VII: SDV D7 Feasibility Rating

T. ID

Attack Feasibility Assessment

ET SE KoIC WoO Eq Value Rating
T1 19 8 11 1 4 43 Very Low
T2 4 3 0 1 4 12 High
T3 4 3 7 1 4 19 Medium
T4 4 6 11 4 7 32 Very Low
T5 4 6 7 4 7 28 Very Low
T6 4 6 3 4 4 21 Low
T8 1 3 3 1 4 12 High
T9 4 6 7 4 4 25 Very Low
T10 4 6 7 4 4 25 Very Low
T11 1 3 3 1 4 12 High
T13 4 3 7 10 4 28 Very Low
T14 17 8 11 1 4 41 Very Low
T15 19 8 11 1 4 43 Very Low
T16 19 8 11 1 4 43 Very Low
T17 1 3 0 0 4 8 High
T18 4 3 7 1 4 19 Medium
T19 19 8 11 1 4 43 Very Low
T20 19 8 11 4 4 46 Very Low
T21 19 8 11 4 4 46 Very Low
T22 4 6 7 4 4 25 Very Low
T23 4 6 3 4 4 21 Low
T24 4 6 7 4 4 25 Very Low
T25 19 8 11 4 4 46 Very Low

5) Risk Value Determination: As described in ISO/SAE
21434, the determination of risk value is done by mapping the
impact rating in Table IV and attack feasibility rating in Table
VII. In particular, we follow the value mapping of ISO/SAE
21434, as shown in Table VIII.

TABLE VIII: SDV Risk Matrix Mapping Values

Impact Rating Attack Feasibility Rating
Very Low Low Medium High

Severe 2 3 4 5
Major 1 2 3 4

Moderate 1 2 2 3
Negligible 1 1 1 1

Then, we decided to focus on the highest threats identified in
Table VII, namely T2, T3 T8, T11, T17, and T18. To compute
their risk value, we map each threat’s feasibility rate with the
four impact categories. The results of this mapping process are
presented in Table IX, where we assign a risk value ranging
from 2 to 5, the highest possible value on a scale of 1 to 5.

Of the threats identified, the most worrying are those
with a high possibility of interception from external vehicle
communication channels. This is because such threats can have
a significant impact on user data privacy and pose a high
operational risk to the vehicle. Therefore, the risk value for
these threats is 4 or 5.

6) Risk Treatment Decision: Following ISO/SAE 21434
Clause 15, several possible risk treatment decisions can be
applied to SDVs:

• Avoiding the risk: removing the risk sources.
• Reducing the risk: implement solutions to mitigate the

risk.
• Sharing the risk: transfer risk to a third party, for instance,

an insurance company or the car owner.

TABLE IX: SDV Determined Risk Values for the most rele-
vant threat of Table VII mapped with values in Table VIII

Threat Impact Rating Feasibility Risk value
Safety

T2-T8-T11-T17 Moderate High 3
T3-T18 Moderate Medium 2

Financial
T2-T8-T11-T17 Moderate High 3

T3-T18 Moderate Medium 2
Operational

T2-T8-T11-T17 Major High 4
T3-T18 Major Medium 3

Privacy
T2-T8-T11-T17 Severe High 5

T3-T18 Severe Medium 4

• Retaining the risk: maintaining the same risk without any
action.

The decision to apply each treatment option depends largely
on the context of the specific threat being analyzed. For this
reason, we do not provide the treatment decisions, however,
it is important to note that the issues listed in Table IX are
significant and should be addressed by at least reducing the
risk. By implementing appropriate solutions to mitigate these
risks, SDVs can become safer, more secure and more reliable,
thus achieving greater application on new vehicles.

VII. CONCLUSION

SDVs represent a significant development in the automotive
industry, with the potential to revolutionize the vehicles as
we know them. Our work provides a framework for research
and industry to define SDVs and address future design and
security challenges, and is one of the first comprehensive and
systematic descriptions of SDVs and their security issues.

We conducted an LR that highlights the need for a clear
and widely accepted definition of SDV, as there are few
academic and industrial contributions on the topic. We defined
the relations among the different terms used in the automotive
field, like VANET and SDN. We then proposed a definition
of SDV, based on key features, which could be an essential
element for SDV development to clearly define whether a
vehicle can be labelled as SDV and address future design
challenges. Finally, the analysis of security threats has under-
lined the need for an in-depth study on SDV security, as this
paradigm can suffer several attacks. While DoS or Jamming
attacks are the main external threats, outdated or un-updated
components pose a significant security risk. Overall, this work
aims to contribute to the field of automotive technology by
providing a framework for research and industry stakeholders
to understand the concepts and challenges associated with
SDVs. As the development of SDVs progresses, it will be
crucial to address issues related to security to ensure the
widespread adoption of this technology. This paper provides
a starting point for these discussions and lays the foundation
for future research in this area.
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APPENDIX

TABLE X: SDV threat scenario identification with attack paths

ID Threat Scenario
Damage Scenario ID [Table V]

D1 D2 D3 D4 D5 D6 D7 D8

Literature Review [Table IV]

T1 False message injection CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

- CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

-

T2 Attack reconnaissance CAN/Ethernet
channels

- Cellular interface
-> CAN/Ethernet

channels

- - - Cellular interface
-> CAN/Ethernet

channels

-

T3 DoS CAN/Ethernet
channels OR
Compromised

ECUs

CAN/Ethernet
channels OR
Compromised

ECUs

Cellular interface
-> CAN/Ethernet

channels OR
Compromised

ECUs

Compromised
components

CAN/Ethernet
channels OR
Compromised

ECUs

CAN/Ethernet
channels OR
Compromised

ECUs

Cellular interface
-> CAN/Ethernet

channels OR
Compromised

ECUs

Compromised
components

OWASP IoT Top 10 [41]

T4 Weak Guessable, or
Hardcoded Passwords

Software access
control

Software access
control

Cellular interface
-> Software access

control

- Software access
control

Software access
control

Cellular interface
-> Software access

control

-

T5 Insecure network services CAN/Ethernet
channels

- Cellular interface
-> CAN/Ethernet

channels

- - - Cellular interface
-> CAN/Ethernet

channels

-

T6 Insecure ecosystem of
interfaces

- - - - - - Mobile app -

T7 Lack of secure update
mechanism

Software/firmware
updates

Software/firmware
updates

Software/firmware
updates

- Software/firmware
updates

Software/firmware
updates

- -

T8 Use of insecure or outdated
components

Software Software Software - Software Software Software -

T9 Insufficient privacy
protection

CAN/Ethernet
channels

- Cellular interface
-> CAN/Ethernet

channels

- - - Cellular interface
-> CAN/Ethernet

channels

-

T10 Insecure data transfer and
storage

CAN/Ethernet
channels -> Storage

- - - - - CAN/Ethernet
channels -> Storage

-

T11 Lack of device management Not updated OR
compromised
components

Not updated OR
compromised
components

Not updated OR
compromised
components

Compromised
components

Not updated OR
compromised
components

Not updated OR
compromised
components

Not updated OR
compromised
components

Compromised
components

T12 Insecure default settings - - - - - - - -

T13 Lack of physical hardening OBD II OBD II OBD II - OBD II OBD II OR Plug OBD II -

SDN Surveys [42][43][44] [45]

T14 Spoofing [42] CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

- CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

-

T15 Intrusion [42] CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

- CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

-

T16 Unauthorized access [42] Software access
control

Software access
control

Cellular interface
-> Software access

control

- Software access
control

Software access
control

Cellular interface
-> Software access

control

-

T3 DoS [42] [43] [44] [45] and
Flooding attack [45]

See previous DoS analysis in Literature Review

T17 Network Jamming [43] External source External source External source - - - External source -

T18 Malware Attacks /
Spamming [43]

CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

- CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

-

T19 Eavesdropping / Traffic
analysis /

Man-in-the-Middle [43] [44]
[45]

CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

- CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

-

T20 Tunnel and Worm Hole
Attack [43]

- - Cellular interface
-> CAN/Ethernet

channels

- - - Cellular interface
-> CAN/Ethernet

channels

-

T21 Sybil attacks [43] - - Cellular interface
-> CAN/Ethernet

channels

- - - Cellular interface
-> CAN/Ethernet

channels

-

T22 Attacks on data integrity
(tampering,

masquerading,...) [43]

CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

- CAN/Ethernet
channels

CAN/Ethernet
channels

Cellular interface
-> CAN/Ethernet

channels

-

T23 Unauthorized applications
[44] and fraudulent flow

rules injection [45]

CAN/Ethernet
channels

- - - - - Cellular interface
-> CAN/Ethernet

channels

-

T24 Lack of authentication &
authorization [45]

Software access
control

Software access
control

Cellular interface
-> Software access

control

- Software access
control

Software access
control

Cellular interface
-> Software access

control

-

T25 TCP-level attacks [45] - - Cellular interface
-> CAN/Ethernet

channels

- - - Cellular interface
-> CAN/Ethernet

channels

-
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