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Abstract—The Android operating system has been dominating
the smart devices market in recent years. Smart home devices
are populating our houses and smartphones are indispensable
companions in daily life activities. In such a technological envi-
ronment, the amount of data and user information shared across
these devices is enormous and attractive for every malicious user.
Consequently, developing good malware detection techniques
is a crucial open problem to keep using these devices safely.
This paper proposes the application of a formal methods based
approach to detect banking malware in the Android environment.
The experimental results are really promising, as demonstrated
by the evaluation on real-world Android applications, where we
reached precision and recall equal to 1.

Index Terms—formal methods, model checking, malware de-
tection, mobile malware, banking malware, Android, security

I. INTRODUCTION

Smartphones and smart mobile devices, such as smart-
watches and fitness wristbands, have become an indispensable
part of our daily life. Nowadays, many daily tasks, like text
messaging or checking emails, are performed on these devices.
They are taking over the market share that was owned by
personal computers due to their portability and easy use. The
smart devices are very attractive and friendly also for their
easiness of customization; they are not a neutral and cold
piece of technologies but a very human-friendly companion,
able to target suggestions based on the user preferences. To do
so, the smart devices collect a huge amount of sensitive and
personal information, which make them an attractive treasure
for every malicious attacker that wants to profit from users
information [1]. The Android operating system is the domi-
nating mobile platform today with almost 80% of the market
share [2], and it is going to keep control over the market
in the next years as well: for this reason, more and more
attacks are targeting this platform by exploiting vulnerabilities
in its apps [3], [4]. Therefore, analyzing Android app for
detecting vulnerabilities is one of the most active topics in
mobile security research [5]–[7], but it is also one of the most
troublesome.

Most of the proposed approaches in the literature are
signature-based [8]–[10], thus techniques able to identify pat-
terns that match the signatures of known attacks. Since most of
the attacks perform code-reuse [10]–[12], these techniques are
very efficient against well-known problems. Nevertheless, the
efficiency of these approaches is compromised by obfuscation

techniques applied on the code [13], [14], which can hide the
real behaviour of the app from the vulnerability scanners.

However, the obfuscation cannot completely conceal the
malicious behaviour; even if the attackers obfuscate the code,
the undergoing malicious operations are still there, and anal-
ysis can be made to identify them. The approach proposed
in this paper lay down in the formal methods field, which
is being demonstrated to be a valuable ally for malware
detection tasks [15]–[17]. This paper presents a preliminary
work, focused on a specific class of malware, namely bank-
ing malware [18], [19]. Mobile banking relates to banking
transactions done through mobile operating systems (Apple
iOS, Google Android, etc.); this work focuses on Android
application. The banking malware perform malicious opera-
tions to steal login credentials and then transfer money using
mobile banking application [20]. These malicious apps look
harmless but the undergoing operations target apps of large
banks including Sberbank, Weels Fargo, Chase, DiBa, and
Citibank [20]. The malicious apps steal the login data (i.e.,
username and password) when the user enters that information
in the benign bank app to access it. Then, the bank details are
sent to the cybercriminals that can transfer money to their
accounts. Indeed, the banking malware are critical malware:
they cause significant exposure to every infected device.
The key tactic of Android banking malware is the so-called
overlay attack, a technique in which the malware overlays
the targeted application with a phishing screen whenever that
application is launched on the compromised device1. Such
phishing screens are very easy to craft nowadays2, and can
be virtually indistinguishable from the impersonated layouts3.
Moreover, the presence of malware on the device and its
connection to banking apps is meant to remain hidden for
as long as possible, ideally keeping the victims in the dark
until it is too late. In this paper, a model-checking based
approach is applied to detect and localize mobile banking
malware malicious payload. The analysis, applied on the byte-
code of the application, builds a labelled transition system.
After that, a set of properties expressed in mu-calculus logic
and describing the banking malware malicious behaviours are
verified by a formal verification environment. We evaluate the

1http://tiny.cc/xz209y
2http://tiny.cc/og509y
3http://tiny.cc/b0209y
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effectiveness of the proposed solution on the Overlay family,
one the of most dangerous Android banking malware.

The paper proceeds as follows: Section II introduces back-
ground notions about the formal methods technique, Section
III presents the proposed method to detect banking malware
in mobile environment, Section IV discusses the experimental
results. The current state-of-the-art literature is explored in
Section V, while Section VI provides insight discussions
on strengths and weaknesses of the proposed approach, and
conclusions.

II. PRELIMINARIES ON FORMAL METHODS

In the following, preliminary notions on formal methods are
recalled. To apply formal methods we need a formal model and
temporal logics.

The Calculus of Communicating Systems of Milner (CCS),
one of the most well-known process algebras, is exploited
to build the formal model. Readers unfamiliar with CCS are
referred to [21] for further details. The basic idea in the
definition of process algebras is the algebraic structure of
the concurrent processes. It uses a state-based approach with
labelled transitions, where states and transitions correspond to
processes and actions, respectively. Briefly, we assume that
the system behaviour is represented as a labelled transition
system, i.e, an automaton. It basically consists of a set of
nodes together with a set of labelled edges between these
nodes. A node represents a system state, while a labelled edge
represents a transition from one system state to the next. That
is, if the automaton contains an edge s α−→s′, then the system
can evolve from state s into state s′ by the execution of action
α. One state is selected to be the root state, i.e., the initial
state of the automaton.

Temporal logics are logical formalisms designed for ex-
pressing the above properties. In detail, in the model checking
framework, systems are modelled as transition systems and
requirements are expressed as formulae in temporal logic. A
model checker then accepts two inputs, a transition system and
a temporal formula, and returns true if the system satisfies
the formula and false otherwise. In this paper, we use the
modal mu-calculus [22] in the usual extended form [23] as
a branching temporal logic to express behavioural properties.
The syntax of the extended mu-calculus (in the remaining of
the paper mu-calculus for short) is the following, where K
ranges over sets of actions (i.e., K ⊆ A) and Z ranges over
variables:

φ ::= tt | ff |Z | φ∧φ | φ∨φ | [K]φ | 〈K〉φ | νZ.φ | µZ.φ

A fixpoint formula may be either µZ.φ or νZ.φ, where µZ
and νZ binds free occurrences of Z in φ. An occurrence of Z
is free if it is not within the scope of a binder µZ (resp. νZ).
A formula is closed if it contains no free variables. µZ.φ is the
least fixpoint of the recursive equation Z = φ, while νZ.φ is the
greatest one. From now on we consider only closed formulae.

Scopes of fixpoint variables, free and bound variables, can
be defined in the mu-calculus in analogy with variables of first
order logic.

The satisfaction of a formula φ by a state s of a transition
system is defined as follows: each state satisfies tt and no
state satisfies ff; a state satisfies φ1∨φ2 (φ1∧φ2) if it satisfies
φ1 or (and) φ2. [K] φ is satisfied by a state which, for every
performance of an action in K, evolves to a state obeying φ.
〈K〉 φ is satisfied by a state which can evolve to a state obeying
φ by performing an action in K.

For example, 〈a〉 φ denotes that there is an a-successor in
which φ holds, while [a] φ denotes that for all a-successors φ

holds.
The precise definition of a closed formula satisfaction ϕ by

a state s (written s |= ϕ) is given in Table I.
A fixed point formula has the form µZ.φ (νZ.φ) where µZ

(νZ) binds free occurrences of Z in φ. An occurrence of Z
is free if it is not within the scope of a binder µZ (νZ). A
formula is closed if it contains no free variables. µZ.φ is the
least fix-point of the recursive equation Z = φ, while νZ.φ is
the greatest one.

A transition system T satisfies a formula φ, written T |= φ,
if and only if q |= φ, where q is the initial state of T .

In the sequel we will use the following abbreviations:

〈α1, . . . ,αn〉 φ = 〈{α1, . . . ,αn}〉 φ
〈−〉 φ = 〈A〉 φ
〈−K〉 φ = 〈A−K〉 φ

[α1, . . . ,αn] φ = [{α1, . . . ,αn}] φ

[−] φ = [A ] φ

[−K] φ = [A−K] φ

In this work we resort to the Concurrency Workbench of
New Century (CWB-NC) [24] formal verification environ-
ment, which supports several different specification languages,
among which CCS. In the CWB-NC the verification of tem-
poral logic formulae is based on model checking [25]. In this
paper, we use CWB-NC as formal verification environment.
The CWB-NC is available by North Carolina State University
(NCSU) under a site license.

III. THE METHOD

In this section, we present the application of a model check-
ing based approach to detect banking malware in Android
environment. As stated in the introduction, we are focused
on Android malicious samples with the ability to steal bank
accounts. We describe mobile applications using Milner’s
Calculus of Communicating Systems (CCS) [21] language
specification and express behavioural properties using mu-
calculus branching temporal logic [23]. The methodology, as
explained in previous works [15]–[17], is based on two main
steps. The first step generates a CCS specification starting
from .class files of the analyzed application written in Java
Bytecode. Then, we define a Java Bytecode-to-CCS transfor-
mation function. This is defined for each instruction of the Java
Bytecode. It directly translates the Java Bytecode instructions
into CCS process specifications. The second step aims to
investigate mobile banking malware behaviours which are
successively expressed using mu-calculus logic. We specify
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TABLE I: Satisfaction of a closed formula by a state

p 6|= ff

p |= tt

p |= ϕ∧ψ iff p |= ϕ and p |= ψ

p |= ϕ∨ψ iff p |= ϕ or p |= ψ

p |= [K]R ϕ iff ∀p′.∀α ∈ K.p α−→K∪R p′ implies p′ |= ϕ

p |= 〈K〉R ϕ iff ∃p′.∃α ∈ K.p α−→K∪R p′ and p′ |= ϕ

p |= νZ.ϕ iff p |= νZn.ϕ for all n
p |= µZ.ϕ iff p |= µZn.ϕ for some n

where:
• for each n, νZn.ϕ and µZn.ϕ are defined as:

νZ0.ϕ = tt µZ0.ϕ = ff

νZn+1.ϕ = ϕ[νZn.ϕ/Z] µZn+1.ϕ = ϕ[µZn.ϕ/Z]

where the notation ϕ[ψ/Z] indicates the substitution of ψ for every free occurrence of the variable Z in ϕ.

the set of properties starting from current literature [1], [20],
[26] and with the manual inspection of a few samples. The
CCS processes obtained in the first step are then used to verify
the properties. Codes described as CCS processes are first
mapped to labelled transition systems and then verified with a
model checker. In our approach, we invoke the Concurrency
Workbench of New Century (CWB-NC) [24] as formal veri-
fication environment. When the result of the CWB-NC model
checker is true, it means that the sample under analysis is
malicious, false otherwise. We formulated logic rules from
the following characterizing malicious behaviours (typical in
mobile banking malware landscape): (i) stealing money in
background operations, (ii) intercepting SMS messages, and
(iii) password resetting. The distinctive features of our method-
ology are: (i) the use of formal methods; (ii) the inspection
on Java Bytecode and not on the source code; (iii) the use of
static analysis; (iv) the capture of malicious behaviours at a
finer granularity. Summing up the methodology, starting from
the Java Bytecode application files, we derive CCS processes,
which are successively used for checking properties expressing
the most common behaviours exhibit by the family samples.
Performing automatic analysis on the Bytecode instead of
the source code has several advantages: (i) independence
of the source programming language; (ii) identification of
malicious payload without decompilation even when source
code is lacking; (iii) ease of parsing a lower-level code; (iv)
independence from obfuscation [15], [16].

IV. THE EXPERIMENT

To evaluate our approach to detect mobile banking malware
we consider the following recent malicious threats in Android
environment: the Overlay malware family.

In this section, we describe the dataset used in the ex-
perimental evaluation and discuss the results achieved. This
section is organized as follows: first, we describe the logic
property aimed to detect the Overlay family and its malicious

Fig. 1: The schema of the proposed approach

behaviour, then we detail the dataset used during the evaluation
and finally we discuss the results obtained.

The Logic Property: The welcome pages of the malware
belonging to the Overlay family shows the logo of the Sber-
bank bank of Russia, which may trick the user to legitimize
the operation that he is performing. Once the user inputs their
credentials, the app communicates with the attacker domain
and uploads the user’s contact number and phone information.

The Overlay malicious payload basically consists in the
following malicious actions: intercepting SMS messages (code
snippet in Listing 1), stealing money in background (code
snippet in Listing 2) and password resetting (code snippet in
Listing 3). The code snippets come from the sample identified
by the SHA1 hash4. We formulated the properties shown in
Table II taking into account these representative malicious
behaviours belonging to the Overlay family.

The ψ formula in Table II is related to the money steal-
ing behaviour implemented in the code snippet in Listing
1, where the fraudulent SMS is composed. The SocketSer-
vice.access$100 method sends the message. The sensitive

4F53332B0F1B01D0DD282346C4E69DA964EDD137D
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Listing 1: Stealing money in background behaviour (implemented in
the SocketService class)

1 p u b l i c vo id onRece ive ( C o n t e x t var1 , I n t e n t va r 2 ){
2 Bundle va r5 = va r 2 . g e t E x t r a s ( ) ;
3 i n t va r3 = v a r5 . g e t I n t ( ’ c o n s t i d s e n d s m s ’ ) ;
4 i n t va r4 = v a r5 . g e t I n t ( ’ c o n s t t a s k i d s e n d s m s ’ ) ;
5 M. d ( ’ r e c e i v e r S t a t u s S m s ’ , ’ smsId : ’ + v a r3 \
6 + ” ; smsTaskId : ” + va r4 \
7 + ” ; g e t R e s u l t C o d e ( ) : ” \
8 + t h i s . g e t R e s u l t C o d e ( ) ) ;
9 sw i t ch ( t h i s . g e t R e s u l t C o d e ( ) ) {

10 case −1:
11 i f ( va r4 >= 0) {
12 S o c k e t S e r v i c e . a c c e s s $ 0 0 0 ( t h i s . t h i s $ 0 , va r4 ) ;
13 }
14 S o c k e t S e r v i c e . a c c e s s $ 1 0 0 ( t h i s . t h i s $ 0 , var3 , \
15 Const . SMS STATUS SEND ) ;

Listing 2: Intercepting SMS messages behaviour (implemented in the
Receiver class)

1 p u b l i c vo id onRece ive ( C o n t e x t var1 , I n t e n t va r2 ){
2 S t r i n g va r3 = va r2 . g e t A c t i o n ( ) ;
3 t h i s . app = \
4 ( A p p l i c a t i o n ) va r1 . g e t A p p l i c a t i o n C o n t e x t ( ) ;
5 i f ( va r3 . e q u a l s ( \
6 ’ a n d r o i d . i n t e n t . a c t i o n .BOOT COMPLETED’ ) ) {
7 M. d ( ’ R e c e i v e r ’ , ’ACTION BOOT COMPLETED ’ ) ;
8 t h i s . app . s t a r t S o c k e t ( ) ;
9 } e l s e i f ( va r3 . e q u a l s ( ” a l a r m c h e c k c o n n e c t e d ” ) ) {

10 t h i s . c a r d A c t i v i t y ( va r1 ) ;
11 t h i s . app . s t a r t S o c k e t ( ) ;
12 } e l s e i f ( va r3 . e q u a l s ( \
13 ’ a n d r o i d . p r o v i d e r . Te lephony . SMS RECEIVED ’ ) ) {
14 M. d ( ’ R e c e i v e r ’ , \
15 ’ a n d r o i d . p r o v i d e r . Te lephony . SMS RECEIVED ’ ) ;
16 ( new Thread ( new 1( t h i s , v a r2 ) ) ) . s t a r t ( ) ;
17 t r y {
18 t h i s . a b o r t B r o a d c a s t ( ) ;
19 } ca tch ( E x c e p t i o n va r4 ){
20 va r4 . p r i n t S t a c k T r a c e ( ) ;
21 }
22 }
23 }

Listing 3: Password resetting behaviour (implemented in the AdmAc-
tivity class)

1 void showReq ( ) {
2 t h i s . dev iceManger = ( Dev icePo l i cyManage r ) \
3 t h i s . g e t S y s t e m S e r v i c e ( ‘ d e v i c e p o l i c y ’ ) ;
4 t h i s . deviceAdmin = new ComponentName ( t h i s , \
5 MyAdmin . c l a s s ) ;
6 I n t e n t va r1 = new I n t e n t ( \
7 ’ a n d r o i d . app . a c t i o n . ADD DEVICE ADMIN ’ ) ;
8 va r1 . p u t E x t r a ( ’ a n d r o i d . app . e x t r a . ’ + \
9 ’DEVICE ADMIN ’ , t h i s . deviceAdmin ) ;

10 va r1 . p u t E x t r a ( ’ a n d r o i d . app . e x t r a . ’ + \
11 ’ADD EXPLANATION ’ , ’ E x p l a n a t i o n Message ’ ;
12 t h i s . s t a r t A c t i v i t y F o r R e s u l t ( var1 , 1 ) ;
13 i f ( t h i s . dev iceManger . i sAdminAct ive ( \
14 t h i s . compName ) ) {
15 t h i s . app . setAdmin ( 1 ) ;
16 }
17 }

ψ = µX .〈pushconstidsendsms〉 ψ1 ∨〈−pushconstidsendsms〉X
ψ1 = µX .〈invokegetInt〉 ψ2 ∨〈−invokegetInt〉X
ψ2 = µX .〈store〉 ψ3 ∨〈−store〉X
ψ3 = µX .〈load〉 ψ4 ∨〈−load〉X
ψ4 = µX .〈pushconsttaskidsendsms〉 ψ5 ∨〈−pushconsttaskidsendsms〉X
ψ5 = µX .〈invokegetInt〉 ψ6 ∨〈−invokegetInt〉X
ψ6 = µX .〈store〉 ψ7 ∨〈−store〉X
ψ7 = µX .〈pushreceiverStatusSms〉 ψ8 ∨〈−pushreceiverStatusSms〉X
ψ8 = µX .〈pushsmsId〉 ψ9 ∨〈−pushsmsId〉X
ψ9 = µX .〈pushsmsTaskId〉 ψ10 ∨〈−pushsmsTaskId〉X
ψ10 = µX .〈pushgetResultCode〉 tt∨〈−pushgetResultCode〉X

χ = µX .〈pushandroidintentactionBOOTCOMPLET ED〉 χ1∨
〈−pushandroidintentactionBOOTCOMPLET ED〉X

χ1 = µX .〈pushandroid providerTelephonySMSRECEIV ED〉 χ2∨
〈−pushandroid providerTelephonySMSRECEIV ED〉X

χ2 = µX .〈invokeequals〉 χ3 ∨〈−invokeequals〉X
χ3 = µX .〈pushReceiver〉 χ4 ∨〈−pushReceiver〉X
χ4 = µX .〈new javalangT hread〉 χ5 ∨〈−new javalangT hread〉X
χ5 = µX .〈load〉 χ6 ∨〈−load〉X
χ7 = µX .〈invokeinit〉 χ8 ∨〈−invokeinit〉X
χ8 = µX .〈invokestart〉 χ9 ∨〈−invokestart〉X
χ9 = µX .〈invokeabortBroadcast〉 tt∨〈−invokeabortBroadcast〉X

ζ = µX .〈pushdevicepolicy〉 ζ1 ∨〈−pushdevicepolicy〉X
ζ1 = µX .〈invokegetSystemService〉 ζ2 ∨〈−invokegetSystemService〉X
ζ2 = µX .〈checkcastandroidappadminDevicePolicyManager〉 ζ3∨

〈−checkcastandroidappadminDevicePolicyManager〉X
ζ3 = µX .〈pushandroidappactionADDDEV ICEADMIN〉 ζ4

∨〈−pushandroidappactionADDDEV ICEADMIN〉X
ζ4 = µX .〈pushandroidappextraDEV ICEADMIN〉 ζ5∨

〈−pushandroidappextraDEV ICEADMIN〉X
ζ5 = µX .〈invokeputExtra〉 tt∨〈−invokeputExtra〉X

ϕ = ψ ∨ χ ∨ ζ

TABLE II: Temporal logic formula for the Overlay malicious be-
haviour detection.

contents of the SMS messages and the private user information
are sent to attackers.

The χ formula in Table II is related to the detection of
the malicious behaviour codified in Listing 2: the SMS
message interception task is performed by this malicious
payload, which aims to intercept the one-time password
(OTP) usually sent when the user is authenticating to
its bank account. This behaviour is triggered at boot
time when the device boot is happening (using the
android.intent.action.BOOT COMPLETED intent) and
is listening for incoming SMS (making use of to the
android.provider.Telephony.SMS RECEIVED intent). Once
obtained the code sent by the OTP (and with the bank
account credentials obtained through the phishing screen
by the overlay attack) the attacker is able to perform the
fraudulent transaction.

The ζ formula in Table II can catch the password resetting
behaviour implemented in the code snippet shown in Listing
3. When users realize that the app is malicious, they may try
to uninstall the app. Unfortunately, they will not be able to do
this unless they remove the admin privileges (previously re-
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leased through the android.app.action.ADD DEVICE ADMIN
intent). When the user does so, the malware changes the
mobile device password, locking users out of their mobile
devices.

The model checking-based method identifies a mobile sam-
ple as belonging to the Overlay family whether it exhibits
at least one of the described malicious behaviours (i.e., the φ

formula in Table II) (regardless of how they are implemented).
The Dataset: We composed the following dataset to evalu-

ate the effectiveness of the proposed method:
• 75 samples belonging to the Overlay family (obtained

from the Contagio repository and freely available for
research purposes5);

• 250 samples randomly selected from the 10 most popu-
lous families of the Drebin dataset [27];

• 50 trusted samples (including app to intercept messages to
reset passwords as, for instance, WhatsApp6 and Gmail7)
downloaded from Google Play8, the Android official
market.

It worth to note that our dataset is composed only of real
word samples. Drebin dataset is a well-known collection of
malware used in many scientific works, which includes the
most diffused Android families. The family label is related
to the malicious payload that a particular family exposes.
Thus, each sample is labelled and categorized starting from
its malicious behaviour. The top 10 Drebin families are
FakeInstaller, DroidKungFu, Plankton, Opfake, GinMaster,
BaseBridge, Kmin, Geinimi, Adrd and DroidDream. The ma-
liciousness (the trustworthiness) of the malicious (legitimate)
samples was confirmed by submitting them to the Virustotal
service9. In our evaluation, we randomly selected 25 samples
from each one of them. These samples are used in order to
evaluate the Precision of the proposed method. We want to
demonstrate if our tool is able to correctly categorize and
distinguish the samples belonging to the Overlay family from
the other ones.

Evaluation Result: To estimate the detection performance
of our method, we compute the metrics of precision and recall,
F-measure (Fm) and Accuracy (Acc), defined as follows:

PR =
T P

T P+FP
; RC =

T P
T P+FN

;

Fm =
2PR RC
PR+RC

; Acc =
T P+T N

T P+FN +FP+T N
where T P is the number of malware correctly identified in the
Overlay family (True Positives), T N is the number of malware
correctly identified as not belonging to the Overlay family
(True Negatives), FP is the number of malware incorrectly
identified in the Overlay family (False Positives), and FN is
the number of malware incorrectly identified as not belonging
to the Overlay family (False Negatives).

5http://tiny.cc/w3209y
6https://play.google.com/store/apps/details?id=com.whatsapp
7https://play.google.com/store/apps/details?id=com.google.android.gm
8https://play.google.com
9https://www.virustotal.com

V. RELATED WORK

The malware classification and detection in Android sys-
tems is a very active research field, with many interesting
approaches [28]–[30]. In this section, we are going to review
some recent papers which have similarities with our work. In
details, we focus on malware detection works which make use
of model-checking verification.

Manual verification is usually not an option to validate code
analysis, since the amount of data taken into account oversized
human capability. Most of the works in literature make use
of Machine Learning (ML) to validate the approaches, but
usually, the ML models are applied as black-box and may lead
to invalid verification. Formal methods approaches try to over-
come this problem by applying precise formulas to check for
specific properties and behaviour. The Scandal static analyzer
tool [31] takes into account all the machine state that may
occur when executing an Android application, collects data
and looks for information sink. Model checking verification
is applied by the Leila tool [15] for classifying Android apps
into malware families. The Leila tool is evaluated using real-
world Android malware belonging to six different families
and achieves a classification accuracy ranging between 0.97
and 1. A similar approach is applied by the Talos tool [16],
specifically developed for addressing the ransomware problem
and pinpointing the exact code location of the payload. The
work by Song et al. [32] models applications as sequential
programs and then checks this model over some Linear Tem-
poral Logic formulas that express malicious behaviour. Each
formula expresses a specific (malicious) behaviour, rather than
a malware family as our approach. They take into account
privacy leaks problem mainly and analyzed more than 1260
android applications.The paper by Babić et al. [33] is not
related to Android malware, but is based on tree-automa
inference to capture malicious behaviour. The malware is
analyzed by extracting dataflow dependencies among executed
system calls and then model checking is applied to find similar
and malicious behaviour.

VI. DISCUSSION AND CONCLUSION

Our analysis considers model checking to verify whether a
mobile sample exhibits the Overlay malicious behaviour, one
of the most aggressive banking malware targeting the Android
platform. We achieved precision and recall values equal to 1
in the experiment results for detecting the Overlay malicious
payload.

The proposed approach can be extended in many ways. The
first improvement would be to include every kind of malware
in the detection phase, to discover malicious behaviours not
only restricted to banking malware. In this paper, we extracted
the representative malicious behaviours of the Overlay family
by performing a manual check on the code and supporting our
analysis on works in the literature. Nevertheless, this first step
can be automatized by designing a static analysis that extract
the features that characterize a specific family of malware.

The authors plan to apply a preliminary static analysis
to extract useful features from the code and use this infor-
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TABLE III: Performance Evaluation

Formula #Malware ∈ Overlay #Malware 6∈ Overlay #Trusted TP FP FN TN PR RC Fm Acc
ϕ 75 250 50 75 0 0 300 1 1 1 1

mation to guide the formal methods checks. By doing so,
it would be possible to apply the approach on a generic
code representation, not language-dependent, target specific
dangerous methods, and have a less computationally expensive
and scalable approach for heavy and large applications.
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