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Time- and Frequency-Domain THz Imaging for the
Characterization of Subwavelength Tags in
Anticounterfeiting Devices

Tiziana Ritacco,* Dimitrios C. Zografopoulos, Silvia Tofani, Romeo Beccherelli,
and Walter Fuscaldo*

Hidden tags are robust and efficient security systems for protecting assets but
their identification requires nondestructive techniques. Here, a contactless,
efficient, terahertz (THz) investigation protocol based on the electromagnetic
interaction between THz radiation and materials with subwavelength features
is presented. On top of an opaque, lossy dielectric substrate a metal “open
tag” is patterned as reference. This contains features that are visible to the
naked eye, but subwavelength in the THz range. An identical dielectric
substrate is then used to cover the metallic pattern and fabricate a “hidden
tag.” Both tags are then scanned using a THz time-domain spectroscope
(TDS). The collected spectra are used to evaluate different metrics, which
provide valuable pixel-specific information for sample imaging. While the
most common imaging techniques are demonstrated to be unsuitable for
decoding hidden tags, a thorough study of the THz response allows to
determine the best conditions for creating high-resolution images in both
time- and frequency-domain. Effective metrics are obtained by isolating the
peaks of the signal reflected from the tag or the substrates, or by suitably
considering the interaction between the two signals. The proposed method
provides a rigorous protocol for the THz imaging of hidden logos in multilayer
systems, which can serve as anticounterfeiting tags.

1. Introduction

Driven by the escalating presence of counterfeit products across
industries at multiple levels, which poses both economic and
safety risks, recent years have witnessed a significant increase
in the demand for anticounterfeiting devices and technologies
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to decode authentication tags.[1–5] One
of the approaches to address this issue
has been the additive manufacturing of
optical tags, usually made in materials
doped with dyes,[6–8] quantum dots,[9–12]

nanoparticles[13,14] or liquid crystals.[15–18]

While these strategies are often difficult
to fabricate and expensive, they endow
the tag with an optical fingerprint, that
goes beyond its morphology.[19–21] How-
ever, many of these tags have a major
shortcoming: in order to be read, they
must be placed on the surface of the de-
vice, thus making them susceptible to
damage, destruction, and, in some cases,
easy falsification.

A hidden tag, incorporated inside a
device, can provide a more robust solu-
tion for product authentication and can
hardly be recognized by counterfeiters.
Conversely, it does not provide a straight-
forward way to decode the product with-
out damaging it.

Among the different techniques pro-
posed so far to circumvent this is-
sue, terahertz time-domain spectroscopy

(THz-TDS) is the most suitable one to perform nondestructive
analysis on multilayer complex devices, thanks to the high pene-
trating capability of the THz radiation into nonconductive mate-
rials and nonpolar molecules, with respect to the visible light,
while featuring a nonionizing character as opposed to X-ray
technologies.[22–25]

Thanks to these properties, in the last decade, THz-TDS imag-
ing has been exploited in the field of medical imaging,[26–29]

cultural heritage,[30–35] quality control,[36–40] and, more recently,
in anticounterfeiting applications.[41–44] Usually, an infrared
femtosecond laser is connected to a photoconductive an-
tenna, generating a THz pulse. The signal propagates through
the sample and is collected by a second antenna and de-
tected. However, when a metal-dielectric multilayered elec-
trically thick device is analyzed, measurements in transmis-
sion mode can fail to accurately detect the sample features.
While the radiation can penetrate most dielectric materials,
it is strongly reflected by metallic parts, making this kind of
analysis unsuitable for many devices, like electronic chips or
paintings based on metallic inks. On the other hand, such
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information can be readily obtained through THz-TDS in reflec-
tion mode.

When operating in reflection mode, the sample is scanned in
both x and y directions and the time traces of the reflected sig-
nal are collected from each point. Different THz images can be
obtained by assigning to each pixel (i.e., each measured point) a
“time-domain” metric, such as the maximum value of the first
peak, the intensity at a specific time, the peak-to-peak distance,
the energy, or the average intensity.[45–47] By Fourier-transforming
the time traces, one can also assign to each pixel a “frequency-
domain” metric, such as the amplitude of the reflectance spec-
trum at a specific frequency.

While time-domain metrics provide information about mor-
phology and stratification (i.e., each layer interacts with the THz
signal at specific time intervals), frequency-domain metrics help
in recognizing the sample composition, since many materials
have specific spectral THz signatures.[48–52] However, these anal-
yses may not be enough to recognize the characteristics of multi-
layered devices, especially when the relevant information is em-
bedded in intermediate layers, as with hidden tags, and/or when
materials with no clear THz fingerprints are used (e.g., common
metals and polymers). These considerations hold even more true
when metallic patterns exhibit a subwavelength character as in
the cases here investigated.

In multilayered samples, multiple reflections occur at the
same pixel. Radiation going through the different layers may
be partially or completely reflected at the interfaces due to mis-
matches in refractive indices. As a result, multiple echoes are col-
lected at different times, depending on the optical path length of
the THz wave that undergoes through each layer. Since informa-
tion from intermediate layers can be obscured by the responses
of other layers, different types of imaging techniques should be
considered to decode features at different depths, each designed
to improve the contrast between signals from specific layers and
the overall device. For instance, in cultural heritage,[46] THz tech-
niques were used for the identification of features located on dif-
ferent levels in a stratified portrait. This task requires multiple
metrics, obtained by analyzing different segments of the raw time
traces to isolate information from each layer. A similar approach
is necessary but not sufficient to decipher hidden tags. Moreover,
even when some metrics (i.e., the signal amplitude at specific fre-
quency values) may decode hidden tags, this approach does not
always consider the electromagnetic interaction of THz waves in
multilayered media, providing only partial information and mak-
ing it hard to predict all the tag features.

Our objective of producing physics-based metrics—both in
time and frequency domain—focuses on the electromagnetic in-
teraction between the THz signal and each layer. We show how
this analysis allows both to significantly improve the image con-
trast in the context of anticounterfeiting and to predict the un-
falsifiable tag THz signature. To demonstrate the effectiveness
of the proposed technique, we have designed a hidden tag fea-
turing a patterned copper logo concealed between two ceramic
substrates, with the bottom substrate back-covered by a copper
layer. The materials and the geometry are specifically chosen to
exploit the differences in the signal behavior between metallic
and dielectric layers and confer a specific signature on the tag.
Remarkably, it will be shown that the subwavelength character of
the details of the logo plays a key role in determining the tem-

poral and spectral signature of the hidden tag; an aspect so far
overlooked. The analysis presented in this work can be applied
to any stratified tag, provided that the initial layer is not highly
reflective and allows the penetration of THz radiation.

Common dielectric materials suitable for product tagging,
such as teflon, polyethylene, cyclic olefin polymers and ceram-
ics are most suitable for the external layer, since the thick-
ness, opaqueness, and reflectivity prevent both morphological
and visible-optical techniques from detecting the logo hidden
within the device. Comparing the THz imaging of the opened
and closed logo demonstrates how most commonly used imag-
ing techniques,[30–33,37,38] fail to decode the tag. Conversely, we
show here that our proposed strategies are efficient tools for the
correct identification of the logo (or the tag).

In the following, we describe in detail the physics underly-
ing the proposed imaging techniques and experimentally demon-
strate their effectiveness in a practical case study.

2. Hidden Tag Fabrication

Figure 1 illustrates the tag fabrication scheme. Two 30.00 ×
30.00 × 0.64 mm3 opaque ceramic, quasi-flat substrates (Rogers
RO3006), covered by a 35-μm electrodeposited copper film on
both sides, are used. Their dielectric properties in the THz range
have been already characterized in ref. [53], revealing a refrac-
tive index and loss tangent that vary from 2.66 to 2.63 and from
0.02 to 0.11, respectively, in the 0.3–1.5 THz bandwidth. These
values compare to 2.4 and 0.002, respectively at 10 GHz, as per
the manufacturer data sheet. Thus, losses in the THz regime are
one order of magnitude larger. We will show in the following, that
these losses are advantageously used.

The substrates are cleaned in an ultrasonic bath, first in ace-
tone, followed by isopropyl alcohol, and finally in deionized water,
for a total of 15 min. They are then dried with nitrogen at room
temperature. A 1.3-μm thick film of the positive photoresist Mi-
croposit S1813 by Rohm is spin-coated (10 s at 500 rpm, 60 s at
4000 rpm) on one side of both substrates and prebaked at 115 °C
per 90 s.

The “Safe” logo is printed with black ink on a translucent foil,
which is then put in contact with one substrate under vacuum
conditions. Using a 390 nm UV lamp at 100 mJ with an expo-
sure rate of 5 mJ s−1, all the photoresist except for the logo is
exposed. The photoresist is then developed in a bath of MF319
by Rohm for 45 s and rinsed with water for 10 s to cleanse all the
exposed material.

Next, the two substrates are immersed in a copper wet-etching
solution (100 mL H2O, 60 mL HCl, 20 mL H2O2) to remove the
copper films not covered by the photoresist. After etching, the
substrates are rinsed with deionized water. In this way, one of
the substrates remains completely metalized on one side, while
the second substrate presents only the “Safe” copper logo pat-
terned on one of its surfaces. All the remaining photoresist is re-
moved using acetone, and both substrates are then cleaned with
isopropyl alcohol followed by deionized water, before being dried
with nitrogen. The substrate presenting the logo (i.e., the open
tag) is fully characterized by THz-TDS. The two sides are then as-
sembled with the logo hidden inside and glued on all sides with
the Norland Optical Adhesive 68 epoxy resin, which is then fully
UV-cured at 5 J under vacuum conditions.
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Figure 1. Hidden tag fabrication processes. The “Safe” logo is printed with a black ink on a translucent foil, that is used as a mask in the photolithographic
process. After development, the two substrates are etched and cleaned. The copper on the top substrate is completely removed, except for the patterned
logo, while the bottom substrate is still metalized on one side. The two ceramic layers are assembled with the logo hidden in their interior interface.

The final device is a multilayered structure with a Rogers sub-
strate on top, the “Safe” logo at the mid-interface, a second Rogers
substrate and finally the copper film. We note here that the let-
ters in the “Safe” logo have features in the order of fractions
of millimeters. Since the THz beam is typically larger than the
wavelength—which ranges from 0.2 to 1 mm in the considered
frequency range—THz radiation is not entirely reflected by the
metallic parts that mostly show a subwavelength character. This
aspect will have important consequences in the temporal finger-
print of the hidden tag as we will comment in the next Section.

Moreover, due to the high opacity and thickness of the Rogers
substrates, commonly used investigation techniques such as pro-
filometry, atomic force microscopy, near-infrared (NIR) or visible
light imaging, and electron scanning microscopy are unsuitable
for identifying the logo. While X-beam tomography could poten-
tially succeed in this task, it may pose risks to both the device and
the operator. Therefore, THz investigation proves to be the most
suitable method for examining this type of device.

3. Time-Domain Analysis

The time traces are acquired by using the TeraFlash Pro (Toptica
AG Photonics[54]) THz-TDS imaging system in reflection mode.
The sample is placed on an aluminum plate and the THz beam
is focused on it and collected by using two pairs of parabolic mir-
rors, with an angle of incidence 𝜃i = 8° with respect to the normal
direction. The setup is configured to record THz signals over a
time window of 200 ps, so as to collect higher-order echoes due to
multiple bounces experienced by the THz wave interacting with
the multiple layers of the device.

Before assembling the tag, a 2.8 × 2.8 cm2 area of the substrate
with the patterned logo is scanned in both the x and y directions,
with a 0.2 mm step size. The recorded time signal at each point re-
sults from the averaging of five (single-shot) measurements. The
same analysis is then repeated for the assembled tag. As shown
in Figure 2a,b, the THz signal is reflected differently by the
open and the closed tags. In the first case, the signal impinging

Figure 2. Schematic showing the THz radiation-material interaction on a) the open and b) the assembled tag. c–d) Images based on the highest
amplitude value, the peak-to-peak intensity, and the energy integrated on all the time range, obtained for the a) and b) cases, respectively. The highly
conducting “Safe” tag is clearly visible in the open device while is not decoded in the closed device. Color bars are reported in dB.
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directly on the metal logo is completely reflected and is acquired
at time

𝜏0 = 2d0∕(c0 cos 𝜃i) (1)

where d0 is the path length between one antenna and the open
tag, and c0 the speed of light in a vacuum. We refer to this signal
as the “zeroth-order echo.” On the other hand, the nonpatterned
surface of the dielectric ceramic only partially reflects the signal
(specular reflection), due to the refractive index mismatch, with
the remaining portion being transmitted through the substrate
and then reflected from the last metallic layer, which helps in
avoiding an air gap between the tag and the sample holder. This
results in multiple echoes, as each beam follows a distinct optical
path. The path length is increased by

dN = 2Nnsds∕cos 𝜃s (2)

where N is the number of echoes, ds the thickness of the sub-
strate, 𝜃s = arcsin

(
sin 𝜃i∕ns

)
and ns = 2.64 ± 0.01 the Rogers

3006 average refractive index calculated in the 0.3–1.5 THz
range,[53] respectively. Therefore, the “higher-order echoes” from
the open tag are registered at TN = 𝜏0 + Δ𝜏N with optical delays
(from the zeroth-order echo at 𝜏0):

Δ𝜏N = dN∕c0 = 2Nnsds∕(c0 cos 𝜃s) (3)

For N = 1, Δ𝜏N ≃ 11 ps.
The hidden tag, being a multilayered structure with alternating

metallic and dielectric layers (Figure 2c), presents a more com-
plex optical geometry. The specular reflection occurs on the uni-
form ceramic layer at

𝜏
′
0 = 2d′

0∕(c0 cos 𝜃i) (4)

where d′
0 considerably differs from d0 (and in turn 𝜏

′
0 from 𝜏0) be-

cause of the different thickness of the tags (the hidden tag thick-
ness is almost twice the open tag). As opposed to the open tag,
here only the portion of the signal that is transmitted inside the
device interacts with the logo. This transmitted signal is further
split into several rays that follow different paths depending on
whether they fall inside or outside the logo area. In particular,
inside the “Safe” region, the optical path is similar to the one ob-
served outside the logo in the open tag, with each beam being
registered with the optical delays Δ𝜏N, meaning each 11 ps after
the specular reflection. (We recall here that the logo in the hid-
den tag is sandwiched between two substrates identical to the one
used for the open tag.) Outside the patterned area, the signal goes
through the first Rogers substrate, an air gap, and the second sub-
strate before being reflected by the copper layer at the bottom.

The presence of an air gap is unavoidable due to differences
in the local thickness of the two substrates and the assembling
procedure. The thickness of this gap ranges from almost 0 μm
(at the side of the substrate, far from the logo area) to a 120 μm
(close to the logo area where a minimum gap of 35 μm is due
to the copper layer), which induces a non-negligible/measurable
effect in the propagation of the THz wave.

Therefore, the first ray passing through the initial dielectric
layer is split into two signals with optical delays Δ𝜏N (reflection

at the first ceramic-air interface) and Δ𝜏N + Δ𝜏gap (reflection at
the second air-ceramic interface), where Δ𝜏gap = 2dgap/(c0cos 𝜃i)
is the delay due to the air gap. The temporal separation between
these two signals can be rather narrow in areas far from the logo
where the gap is small (we remark that dimensions lower than
7 μm are below the system temporal resolution, namely, 50 fs).
We will see next that the contributions from these signals are
rarely resolved by the system and rather merge into a single echo.

The remaining part of the signal passes through the second
layer and is eventually reflected by the metalized surface, follow-
ing a similar pattern in reverse sense. The higher-order echoes
from the hidden tag are registered with optical delays:

Δ𝜏 ′N = dN∕c0 = 2Δ𝜏N + NΔ𝜏gap (5)

SinceΔ𝜏gap ranges from 0 fs to hundreds of femtoseconds (as can
be readily obtained from a straightforward application of Equa-
tion (3) to air gaps as large as 120 μ m), the first echo from the
entire device is thus registered almost simultaneously with the
second echo from the logo, i.e., with an optical delay Δ𝜏 ′1,dev =
2Δ𝜏1 + Δ𝜏gap = Δ𝜏2 ≃ 22 ps.

The results presented so far indicate that, for the open tag, im-
ages generated by assigning each pixel the signal intensity s(t)
registered at time values t ⩾ 𝜏0 always reveal the logo. In fact,
at t = 𝜏0 the signal reflected from “Safe” is registered, at t > 𝜏0
the signal reflected outside “Safe” is registered, but in all cases,
the imaging contrast is always sufficient to recognize the logo.
Vice versa, for hidden tags, this type of metrics only reveals the
tag at certain times tN = 𝜏

′
0 + Δ𝜏 ′N and, for even values of N, the

detected signal is a combination of the echoes from the logo and
the two substrates. In addition, these metrics primarily provide
information about the morphology of the device and are highly
sensitive to its flatness. Any surface roughness locally alters both
the time delay of the specular reflection and the optical path, po-
tentially leading to unclear imaging contrast or false features.

For these reasons, other information must be considered for
the accurate imaging of multilayered devices. Most common
imaging techniques typically assign to each pixel the maximum
of the amplitude signal (specular reflection) s(𝜏0), the peak-to-
peak intensity |max s(t) − min s(t)|, and the energy integrated over
the entire spectrum  = ∫ tmax

tmin
s(t)2dt. In Figure 2c,d, we compare

the images obtained for the open and the assembled tags, respec-
tively. In all cases, while the open tag imaging is clear and well-
defined, showing all the features of the “Safe” logo, including the
“spiral” pattern in the “S”, no information is visible for the hidden
tag, but for the energy imaging, in which the logo is barely rec-
ognizable and its features are not well resolved (Figure 2d, right
panel). By using other common metrics, such as the energy of
the first peak t1

= ∫ t1+Δt∕2
t1−Δt∕2 s(t)2dt, where t1 is the time of the first

peak maximum and Δt is a 2 ps time window around the peak,
the tag is not recognizable as well.

These data demonstrate that most of the signal is specularly
reflected at the first air-ceramic interface, which is the main con-
tribution to all these metrics, yet it does not contain any informa-
tion about the stratification inside the device. The intensity of the
residual signal collected from high-order echoes is not sufficient
to distinguish it from the noise in the most common metrics, so
they fail to decode the hidden tag.
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Figure 3. a) Time-domain spectra obtained for each pixel, reported row after row (each row contains 140 pixels of 0.2 × 0.2 mm2 size). Analysis of the
single rows: b) Row nr. 135, outside the logo; c) Row nr. 115, on the upper part of the “S” of “Safe”; d) Row nr. 90, at the logo center, corresponding to
the top of most letters; e) Row nr. 70, at the bottom of the “Safe” and the center of other letters; f) Row nr. 60, at the bottom of the logo. The scale bar
is in dB.

To correctly identify the tag, a detailed analysis of the time-
domain signals acquired for each pixel is mandatory. In the radar-
gram in Figure 3a, also known as B-scan, all the time-domain sig-
nals for the hidden-tag sample are reported as a reference. Focus-
ing on a single row of the sample that contains no logo features
(Figure 3b), the signals clearly reveal the stratification of the var-
ious interfaces. This stratification includes the surface of the top
substrate, the interface between the two Rogers substrates with
the air gap outside of the logo, and the bottom copper layer. In
principle, the maximum thickness of the gap dgap can be precisely
controlled and minimized (ranging from 0 to 35 μm, namely up
to the thickness of the copper layer) by assembling the device un-
der vacuum conditions. On the other hand, some randomness in
the spacing, which is known to the manufacturer, increases the
security level as it contributes to a unique fingerprint. Hence, we
choose to directly assemble the two sides of the device without
using spacers to trap an air layer of random thickness for each
pixel. In this way, each device has a unique and hard-to-reproduce

B-scan, that can be registered by the tag manufacturer and used
as a secure key for future authentication.

By analyzing different rows outside the patterned area, we find
that, in the time interval 1211–1213 ps, the optical delay between
the two air-ceramic interfaces is detected. The delay ranges from
0 fs (at the edges) to 800 fs (in the central area), meaning that dgap
varies from 0 to 120 μm across the device. In the areas near the
logo (within 2 mm of the latter features), the air gap is more uni-
form, with optical delays between 560 and 800 fs, corresponding
to a dgap of 80 to 120 μm. In this respect, it is worthwhile to note
that the differences in the gap size manifest themselves in the
B-scan (see the air gap region in Figure 3b) as areas where two
distinct, still faint peaks appear (larger gaps) and areas where a
merged, reinforced peak appears (smaller gaps), in agreement
with the previous discussion.

When the same analysis is performed on rows corresponding
to the logo (Figure 3c–f), the first-order echo produced by the
metallic “Safe” letters is well distinguishable and occurs at the
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predicted optical delay (i.e., 11 ps). It is worthwhile to note that
the signal reflected by the first layer is consistently stronger than
the one reflected by the metal parts. This effect has a twofold rea-
son: first, the significant step index difference between the air
and ceramic leads to a high reflection; second, the loss tangent of
the Rogers substrate (viz., 0.02 < tan 𝛿 < 0.11 in the 0.3–1.5 THz
range[53]), causes non-negligible absorption. We also underline
that on large metal areas, the signal would be entirely reflected,
making the gap unrecognizable since the logo is located on the
back of the first side. However, the wavelength of the considered
THz radiation, which ranges from 0.2 to 1 mm, is comparable
to the size of the sides and features of the “Safe” metallic letters
which range between 0.3 mm (internal circle of the “S” and left
side of the “A”) and 1.0 mm (external circle of the “S”), causing
scattering effects, mainly edge diffraction, and part of the signal
still reaches the second surface.

As a result, the echoes in the B-scan are discernible due to the
increased separation between the two interfaces, resulting from
the scattering effect (dotted squares in Figure 3c–f). This effect is
particularly evident in the “spiral” pattern at the edges of the “S.”
At these wavelengths (Figure 3c,e), the THz wave may diffract
in multiple directions at the edges of the metallic pattern, thus
enhancing the optical delay between the two interfaces to 2 ps.
The second-order echo is expected at 22 ps after the main reflec-
tion; however, as shown in Figure 3b, the B-scan analysis demon-
strates that even the first echo from the last layer is registered al-
most simultaneously, since the two ceramic layers have the same
thickness. Consequently, while this analysis is sufficient to de-
tect the presence of the logo, we still need the imaging analysis
to decode all the information. Figure 3c–f clearly illustrates why
common metrics fail to detect the logo: they all include the spec-
ular reflection, whose intensity is about four times higher than
that of the logo echoes.

We deduce that two strategies are most effective in generating
metrics for anticounterfeiting. The first one considers the energy
of the reflected signal integrated after a time delay 𝜏d, in order to
exclude the specular reflection. In Figure 4a–c, examples of time-
domain images generated from the following metrics


𝜏d
= ∫

tmax

𝜏0+𝜏d

s(t)2dt (6)

with 𝜏d equal to a) 5 ps, b) 10 ps, c) 20 ps, are reported. At the
bottom of each figure, the graph displays all the superimposed
time signals, with the gray rectangle indicating the time window
over which the remaining portion of the signal is integrated. For
𝜏d = 5 ps, part of the acquired signal still results from the in-
teraction between the THz radiation and the Rogers substrate.
As a result, while the logo becomes visible, the imaging contrast
is reduced. Vice versa, integrating the energy over the temporal
range from 𝜏d = 10 ps onward (Figure 4b) completely neglects
the initial contribution from the first layer, making the logo echo
the most prominent signal, thereby maximizing the imaging con-
trast. When the delay is increased to 𝜏d = 20 ps, the imaging is
influenced by contributions from the second-order echoes from
both the logo and the two substrates. Although the tag is still de-
ciphered, the imaging contrast is reduced.

The second strategy is to consider only the energy integrated
into the time windows in which the logo echoes are registered,
specifically within a Δt = 4 ps window around the tN values:

tN
= ∫

tN+Δt∕2

tN−Δt∕2
s(t)2dt (7)

In Figure 4d–f, the time-domain images display the energy in-
tegrated over the first- (N = 1), second- (N = 2), and third-order
(N = 3) echoes, respectively. The integrated part of the spectra
is highlighted at the bottom, while the echo behavior is shown
at the top. We underline that the time-domain image obtained
by the first echo (Figure 4d) is the one with the highest imaging
contrast, allowing to resolve the smallest logo features, such as
the hole in the “A” and the spiral shape of the “S.” As shown in
Figure 4e, the second-order echo occurs simultaneously with the
first-order reflection from the bottom layer. Therefore, the time-
domain image obtained from the second-order echo (Figure 4e)
is less resolved, with the logo edges in low contrast with respect
to the background. However, in the two holes at the center of
the “S,” the two signals interact constructively, resulting in more
intense energy integration in these pixels. For the third-order
echo (Figure 4f), the energy from the background is higher than
that from the “Safe” letters, thus while the presence of a metal-
lic logo is still detectable by the color contrast, it is no longer
decipherable.

It is also worth noting that, in most of the images in Figure 4,
the signal integrated from the logo is less intense than that from
the substrates. This contrasts with the open tag, where the signal
reflected by the metal parts is consistently stronger than that from
the surroundings, thus the logo appears brighter in the images
(Figure 4c). The main difference between the imaging obtained
from the two devices is due to the presence of the air gap in the
closed device. When the signal passes through the first ceramic
layer, it is partially transmitted into the air gap, where it can ei-
ther be transmitted to the second ceramic layer, reflected back
by it, or undergo multiple reflections within the air gap. Con-
sequently, a portion of the signal is reflected back into the first
ceramic layer and eventually reaches the surface after just a few
femtoseconds, depending on the gap thickness, and well within
the considered time interval of integration. Therefore, the signal
collected from each pixel arises not only from the direct reflec-
tion of the THz radiation off the impinged area, but also from
the collective contribution of the higher-order echoes occurring
in the air gap in nearby areas. Conversely, the signal in the gap
that encounters the metal logo cannot be transmitted, but it is
completely reflected back within the gap. Thus, in the vicinity of
the logo, only the signal reflected directly by the metal is detected,
and its intensity is lower than that of the signals registered due
to the air gap in the surrounding areas. Only at the third echo
(Figure 4e), this effect results negligible.

4. Frequency-Domain Analysis

By Fourier-transforming the time-domain raw spectra, we calcu-
lated the frequency-domain response of the device in the 0.5–1.0
THz range, with a frequency resolution of 1 GHz, obtained by
zero-padding the 200-ps-long time traces until 1 ns. In this spec-
tral window, the instrument provides maximum signal–to–noise

Adv. Mater. Technol. 2024, 2401799 2401799 (6 of 11) © 2024 The Author(s). Advanced Materials Technologies published by Wiley-VCH GmbH
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Figure 4. Time-domain images of the hidden tag. For all figures the color bar represents the energy integrated in a window of time delayed of a) 5 ps,
b) 10 ps, c) 20 ps or in a window of 4 ps including the d) first, e) second and f) third echoes from the metallic logo. On the bottom of each image, the
graph of the superimposed raw time traces is shown, with a–c) a gray rectangle, indicating the time window in which the energy is integrated. (The time
window starts at 𝜏′0 + 𝜏d, with 𝜏0 ≃ 1202 ps.), or d–f) the integrated time window around the echo. In d–f) the scheme on top represents the echo order.

ratio, and the signal is less affected by vapor absorption lines
which are very strong at higher frequencies. Additionally, since
the patterned logo features sub-millimeter details (e.g., the edges
of the letters), lower frequencies would produce wavelengths too
large to isolate the logo response from the combined response of
the logo and the substrate.

Point measurements are shown in Figure 5a,d, whereas 2-D
images are shown in Figure 5b,c,e–i. In Figure 5a,d, the ampli-
tude reflection spectra of the open and the assembled tag, respec-
tively, are taken at three different points (see the corresponding
colored spots in Figure 5b,c,e,f) and compared. The advantage

of this kind of analysis is the possibility to recognize the spec-
tral fingerprint of the materials composing the multilayer and
their THz characteristics. In particular, the results confirm the
behavior of the THz radiation in the ceramic (refraction) and the
metallic (reflection) areas, which causes the generation of mul-
tiple reflections in the substrates. This behavior is typical of a
Fabry–Perot étalon, meaning that the signal resonates inside the
Rogers layers at certain frequencies, predicted by its free spectral
range (FSR).

For the open tag, this behavior is observed only outside the
nonpatterned area, where the signal passes through the Rogers

Adv. Mater. Technol. 2024, 2401799 2401799 (7 of 11) © 2024 The Author(s). Advanced Materials Technologies published by Wiley-VCH GmbH
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Figure 5. a) Spectra acquired from three points on the open tag. The red line is from a point on the logo, the black and blue lines are taken from the
background. The purple line indicates the frequency f = 0.87 THz at which the frequency-domain image in b) is taken. In b),c), and e), the three indicated
spots correspond to the measured pixels, whose spectra are reported in a) and d). c) Frequency-domain image obtained by averaging the signal in the
entire frequency window. d) As in a), but for the assembled tag. The green and yellow lines indicate the frequency where the frequency-domain images
are evaluated, namely at e) f = 0.58 THz and f) f = 0.62 THz. g–i) Frequency-domain image taken averaging the signal on the frequency windows g) BW1
0.50–0.54 THz, h) BW2 0.55–0.59 THz, i) BW3 0.60–0.64 THz.

substrate before being reflected by the metal plate, thus the FSR
reads

FSROT =
c0

2ds cos 𝜃sns
(8)

corresponding to ≈ 88 GHz. In contrast, the hidden tag is more
complex. Around the logo, it can be described as a Fabry–Perot
étalon similar to the nonpatterned area for the open tag, mean-
ing they have a similar free spectral range FSRHT, logo ≃ FSROT.

However, outside the logo, the device comprises two ceramic sub-
strates separated by an air gap whose thickness varies across pix-
els. In this case, the free spectral range reads

FSRHT, bare =
c0

2(2ds cos 𝜃sns + dgap cos 𝜃i)
(9)

which ranges from 41 GHz, at the center of the sample where
dgap = 240 μm to 44 GHz at its edges where dgap = 0 μm. The
air gap has a significant effect on the FSR. Without it, the logo

Adv. Mater. Technol. 2024, 2401799 2401799 (8 of 11) © 2024 The Author(s). Advanced Materials Technologies published by Wiley-VCH GmbH
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FSR would be exactly half that of the areas outside the logo, i.e.,
FSRHT, bare ≃ 2FSROT causing the resonances of the signal from
the logo area to alternately overlap with those of the signal from
the nonpatterned area. However, the presence of the air gap shifts
and clearly distinguishes the signals.

Figure 5a shows the spectra taken at three different points of
the open tag, two on the Rogers substrate and one on the “Safe”
logo. The spectra from the substrate are mostly overlapped, even
though they are from two pixels distant by a few millimeters
apart, confirming the quasi-homogeneity of the substrate. They
also demonstrate the dielectric behavior of the Rogers layer and
its capability of acting as a Fabry–Perot étalon, whose measured
FSROT is 81 GHz. We stress that the open logo is not metalized on
the backside, but lies on the aluminum plate. Given its nearly flat
surface, an air gap is to be expected, thus explaining the slight dis-
crepancy with respect to the theoretically predicted FSROT (viz.,
88 GHz). In contrast, the spectrum of the logo exhibits metal-
lic behavior, with the signal completely reflected and only water
absorption features being recognizable. The frequency-domain
image obtained by assigning each pixel the signal intensity at a
fixed frequency value S(f) within the considered range highlights
the high reflectivity of the “Safe” logo compared to the substrate.
In Figure 5b the frequency-domain image at f = 0.87 THz (indi-
cated by the magenta line in Figure 5a) is shown as an example,
where the three dots represent the pixels from which the spectra
in Figure 5a are taken. A similar result is achieved by averaging
the signal over all the considered areas, with respect to the entire
frequency range under analysis (viz., BW = [0.5, 1.0] THz), i.e.,
computing the following metrics

S̄ = 1
ΔBW ∫f ∈BW

|S(f )|df (10)

whereΔBW = max BW − min BW. While inhomogeneities from
both the substrate and the logo are smoothed out, no further in-
formation is extrapolated.

Figure 5d reveals that the spectra from the assembled tag are
more complex, since the signal reflected from the hidden logo
also passes through the dielectric material. Therefore, both the
signal acquired from the “Safe” logo and from those areas out-
side of it exhibit a Fabry–Perot behavior. We emphasize that the
FSR of the Fabry–Perot étalon differs in correspondence with the
logo (only the first Rogers layer) and outside of it (both substrates
and the air gap). Therefore, for the logo (measured in correspon-
dence of the red dot in Figure 5e,f) FSRHT, logo = 88 GHz, in ex-
cellent agreement with the theoretical value, whereas the spectra
obtained from the two points outside the logo (black and blue
dots in Figure 5e,f) have FSRHT, bare41 GHz. We also note that the
spectra for these two points (near the logo) are similar, confirm-
ing that the air gap is fairly homogeneous in this region.

Frequency-domain images generated at fixed frequencies do
not present the same imaging contrast as in the case of the open
tag. Figure 5e,f shows the Frequency-domain images acquired at
f = 0.58 THz and 0.62 THz (green and orange lines in Figure 5d,
respectively). The imaging contrast varies between the two im-
ages due to the combined Fabry–Perot behavior of the signals at
the logo and outside of it. The reflectivity of these regions exhibits
maxima at different positions, meaning that while in Figure 5e
the response outside the logo dominates (cf., with the results of

Figure 5d at 0.58 THz), in Figure 5f the logo reflectivity is higher
(cf. with the results of Figure 5d at 0.62 THz). This effect re-
peats periodically.

As a result of the alternating behavior of the spectra from
inside and outside the logo, the frequency-domain images ob-
tained by averaging the reflectivity over the entire frequency win-
dow considered fail to show any information, rendering the logo
indistinguishable from the background. However, the spectral
analysis suggests that different metrics can be obtained by av-
eraging the signal over narrower frequency bandwidths, namely
BW1 = [0.50, 0.54] THz, BW2 = [0.55, 0.59] THz, and BW3 =
[0.60, 0.64] THz. This analysis naturally brings to the definition
of the following metrics:

S̄i =
1

ΔBWi ∫f ∈BWi

|S(f )|df (11)

with the obvious meaning of ΔBWi for i = 1, 2, 3. Figure 5g– i
shows the frequency-domain images obtained by averaging the
signal in the three frequency ranges indicated in the graph in
Figure 5d, labeled as BWi for i = 1, 2, 3 according to the defini-
tions above. In particular, in the first case, the interference of sig-
nals from both the logo and its surroundings creates a contrast
not achievable with the open logo, where only the “Safe” edges
are distinguishable. This effect can only be observed if the fre-
quency bandwidth is carefully selected. In fact, the imaging con-
trast on the edges is due to the difference between the maxima
reflected by the logo and its surroundings. When these two values
coincide, no contrast is visible. Conversely, when the integration
occurs within windows where one of the two reflectivities pre-
vails, one showing a maximum and the other a minimum, the
former dominates the latter, resulting in complementary image
contrasts as seen in Figure 5h,i.

5. Conclusion

We have demonstrated an efficient strategy for fabricating and
characterizing hidden tags at THz frequencies. Our results high-
light that commonly used techniques are effective for open tags,
where the logo is optically visible, but they fail to detect tags em-
bedded in multilayered materials, that are advantageous for in-
tegration into security and technological devices since they are
undetectable by visible light or direct contact.

We have proposed an electromagnetic approach that considers
the interaction of the THz radiation within dielectric and metal-
lic materials and exploits the characteristics of the different raw
spectra to create several metrics that, in this case, aim to define
the best conditions for decoding the hidden tag.

In the time-domain raw spectra, we identified the best time
windows for integrating the signal to maximize the imaging con-
trast. The highest resolution is obtained when the signal is inte-
grated in a window of 4 ps, centered around the time at which
the first-order reflection from the logo is collected.

In the frequency-domain analysis, instead, we focused on the
difference between the electromagnetic response of the open and
the assembled tag. In particular, the reflectivity from the hid-
den tag exhibits a Fabry–Perot behavior, meaning the imaging
contrast changes periodically at different frequencies. Therefore,

Adv. Mater. Technol. 2024, 2401799 2401799 (9 of 11) © 2024 The Author(s). Advanced Materials Technologies published by Wiley-VCH GmbH
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integrating the signal over specific frequency windows can ei-
ther maximize or smear out the contrast or, in some cases, high-
light the tag edges, depending on the presence of maxima in the
signal.

This analysis not only defines the best strategies for decoding
hidden tags but is also relevant for designing anti-counterfeiting
devices. In fact, both time- and frequency-domain results are
heavily influenced by the tag design, including the number of
layers, their thicknesses, refractive indices, and selected materi-
als. By finely adjusting the device design, its THz response can be
tuned as well, to ensure the logo is recognizable at different time
windows or exhibits varying imaging contrasts at specific fre-
quencies.

Our analysis points out that the metrics enabling tag recogni-
tion are intrinsically linked to physical phenomena arising from
the interaction of the radiation with the stratified layers of ma-
terials, having different refractive indices at THz frequencies.
This interaction generates multiple reflections within the mul-
tilayered device, which can be analyzed using their geometric op-
tical paths (in the time domain) and their Fabry–Perot behavior
(in the frequency domain). The primary contribution arises not
from the specular reflection of individual materials but from the
constructive and destructive interferences of multiple reflections,
predominantly occurring within the air gap. As a result, this pro-
tocol is applicable to any stratified and multicomposite device, not
necessarily limited to ceramic or metallic components, provided
the THz radiation can penetrate the initial layer.

This customization enhances the security and uniqueness of
the hidden tag, making it more challenging to counterfeit, as only
by knowing all the specifics of the entire fabrication process of the
device, its electromagnetic response can be predicted.
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