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Abstract

In this paper, an approach is presented to modelling the security policy of a health care
department by means of a deductive database tool. The goal of a security policy isto provide
a reliable mechanism for information sharing, at the same time ensuring its confidentiality,
integrity and availability. Once a policy has been defined, it is essential to be able to verify
that it really meets the security requirements and prevents any undesired situations. The aim
here isto build atool to help the security administrator of a health care organisation to handle
(define, verify, modify) its security policy. After investigating a number of available security
policy models, a role-based approach has been considered and specified in a logical form
handled by a logic database management system. Thus, the role- based model specification
becomes executable and various properties of the policy can be verified together with its
adequacy with respect to the expected behaviour. The approach has been inspired by the
security policy for the Radiological Department of the “Lotti” Hospital in Pontedera, Pisa.

Categories and Subject Descriptors

D.46 [Operating Systems]: Security and Protection — Access controls, Information flow
controls, Security kernel;

H.2.0 [Database Management]: General — Security, integrity and protection;

1.2.3  [Artificial Intelligence]: Deduction and Theorem Proving — Deduction, Logic
programming;

J3 [Lifeand Medical Sciences]: Health, Medical information systems;
K.4.1 [Computersand Society]: Public Policy Issues— Privacy;,

K.6.5 [Management of Computing and Information Systems]: Security and Protection —
Physical security;



1. INTRODUCTION

Security and privacy are crucial in several applications [JA96a], [JA96b], but their role can
hardly be underestimated in the health care sector. The need for a health organisation to
protect itself both from outsider and insider malicious usersis growing so much that it makes
even the existence of the organisation itself to depend on the safety and security of itsinternal
information bases. In particular, the Internet and the World Wide Web capabilities are
producing an explosion of information available on line. There is an ever- growing wish and
need to grasp information wherever it is located and this is unfortunately true also for
malicious users. In the past, privacy depended on the fragmentation and scattering of
information over different manual systems and stand- alone computers. Replacing such kind
of organisation with centralised, networked or, in general, integrated computer systems makes
it crucial to protect confidential information against improper or malicious disclosurein al its
handling phases (store, transmit, receive and delete).

In general, the goal of information security management is to guarantee continuity and
minimise damage by preventing, or minimising, the impact of security incidents. This goal
can be achieved by providing an effectual security policy, that is a reliable mechanism for
information sharing, at the same time ensuring its confidentiality, integrity and availability. In
other words, a security policy defines the rules that regulate how an organisation manages and
protects its information and computing resources to achieve security objectives. It results
from applying a process usually consisting of the following steps:

Identification of the resources to be protected (hardware, software, data, peripheral
supplies, people, communication media, etc.).

|dentification of threats. Threats may derive from individual criminals, malicious people,
mistakes made by people, hardware failures, software errors, communication loss, and
environmental problems.

Identification of vulnerabilities. Vulnerabilities are features (design, configuration,
procedure) allowing threatsto affect resources.

Assessment of risks. Risk can be regarded as the probability that a given resource will be
lost through a specific vulnerability due to a specific threat.

Selection of protective measures (if necessary), that is security features to be incorporated
in order to minimise vulnerabilities and risks.

The definition of security policies has been of great concern first in the military and
banking environments, where two of the most well known policy models of the literature have
been developed: Bell- La Padula [BL76] and Clark- Wilson [CW87] respectively. As it
concerns the health care environment, to the author’s knowledge, a policy model has been
defined by Anderson [And96], which consists of a list of rules that should be applied when
defining a Hospital policy. Regardless of the policy model and the application environment
(military, banking, health care, telecommunications, etc.), once a policy has been defined, it is
crucial to be able to verify that it really meets the intended security requirements and prevents
any undesired situations. This means that it would be desirable to have tools that, besides
allowing the definition of the policy, permit to define and verify properties that the policy
must exhibit.



In this paper, the goal is to study and implement an instrument to help the security
administrator of a radiological organisation to handle its security policy. To achieve this goal,
various possible policy models in the literature has been considered, and a role- based
approach has been chosen to model the security policy for the Radiological Department of the
“Lotti” Hospital in Pontedera, Pisa. Once the model has been decided, the next step was to
gpecify it in a logic language specification that can be run by a logic database management
system that allows for exercising the policy on examples (prototyping) and proving properties
by means of deductive rules and constraints. Thisway it is very straightforward to obtain an
implementation of the tool itsalf.

The motivation to this kind of approach consists in the major advantages of the logic
language supported by the system. They are the following:

its ease of use: the language consists of simple definite clauses and the system is provided
with a very smpleinteractive interface;

the possibility for the administrator of structuring the body of knowledge into different
theories;

the ability of proving properties of each body of knowledge by being able to define and
prove integrity constraints on the theory;

the ability to put together all bodies of knowledge by means of importing mechanisms and
thus being able to prove further properties on the resulting composed knowledge;

the ability to define and build output body of knowledge that can be passed onto other
different tools;

to run the defined policy on examples, thus being able to prototype the policy itself.

Asit has been already pointed out, the study has begun by considering the various possible
policy models that exist in the literature, such as mandatory and discretionary access control
policies, and the more recent role- based models. Particularly, the role- based approach seems
to be more general and allows for easier updates to the policy: within this modelsiit is easier
to handle a policy that can be modified or incrementally evolved. These considerations
suggest that role- based access control models can be considered more suitable to modelling a
health care security policy.

In this paper, the first results in this research will be presented: the next section is a brief
summary of the various kinds of policy models that can be found in the literature, with some
more details on the role- based models. The third section shows the characteristics of a
prototype deductive database management system capable of handling a particular form of
deductive- logic databases, while the fourth presents a possible specification of some
role- based models in the logic language supported by the system. Finally, section 5 presents a
brief description of a security policy for the Radiological Department, its corresponding
RBAC model and the mapping of the RBAC model onto the system.

2. A SHORT SURVEY OF SECURITY POLICIES

One of the first steps in designing and developing an information system is to define a
security policy to be applied at the internal elements of the system. Simplistically speaking, a
security policy concerns the different ways (read, write, modify, etc.) the passive elements of
the system (objects) can be accessed by the active ones (subjects). The owners of certain



permissions, or privileges, are authorised to access specific elements of information and, in
some cases, are able to give and/or revoke others individual accessto the information.

Every security policy includes a set of rules describing the permissions for the subjects
over the objects and a set of security mechanisms intended to verify the conformity of the
access requests to the rules (query validation process). Given an access instance, the system
should verify whether the request is consistent with the adopted access control policy.

In any computer- based organisation, data are stored in databases which may contain both
senditive and public domain information: in most cases, data show different levels of
sengitivity and are classified hierarchically, while users are assigned an opportune level of
confidence (clearance). According to this classification, no user can access information with a
sengtivity level greater than hisher own clearance level. However, not always to own an
adequate level of clearance is enough to be granted the access. in some cases, the
need- to- know information is needed. This policy is referred to as the minimum privilege
policy [CFMS94] and binds subjects with the organisation to use the minimum amount of
information they really need.

The first step in implementing a security policy is to adopt a security model. The security
model should reflect the characteristics of the policy, provide a high- level definition of the
security requirements and possibly allow for formal demonstration of the properties of the
system.

Selecting the security model strongly depends on the kind of policy to be adopted:
sometimes a model alone is not broad enough to accommodate complex and diversified
protection mechanisms and adopting a combination of models may result in a more effective
solution. Nevertheless, it is possible that no model, or combination of models, be adequate to
exhaustively describe all the protection requirements for a given problem. In this case, the
only viable approach isto completely design a model for the specific needs.

The most important security policy models that can be found in the literature are known as
mandatory, discretionary, and role- based access control policy models. Here is a summary
of the characteristics of such models:

Mandatory Access Control (MAC), aso called LBAC (lattice- based access control)
[OSMOO0]. In this moddl, all of the subjects and objects in the system are assigned to
security classes defining their role in the system. For each object, the associated security
class defines sendtivity level and application area. Subjects are classified according to
their confidence level. Bell- LaPadula [BL76], Biba [Biba77], Clark & Wilson [CW87]
are examples of security models based on this approach.

Discretionary Access Control (DAC). Users have complete jurisdiction on the objects
they own: as a consegquence, they can arbitrarily assign other subjects any rights on their
own objects. The administrative control resulting in this kind of security policies is
decentralised. The access matrix [HRU76] and Take- Grant [JLS76] are examples of
security models based on this approach.

Role Based Access Control (RBAC). In this case, security elements are modelled on a
framework matching the dstructure of the organisation. Privileges, here called
“permissions’, are assigned to roles. users can perform only the operations allowed to the
role they are associated to. Several models have been developed according to this
approach [FK92, FCK95, FBK99, Gui95, NO99, RS98, SCFY96, San98a, San98b,
TDH92] and a study conducted by NIST [FGL93] shows several implementations of
RBAC policies have been adopted. The RBAC mode is considered by various authors
more general. It is considered “policy neutral” and in [OSMOQ] it is shown how RBAC



can be configured to enforce MAC and DAC access control. One more claim with respect
to this model is that within this mode it is easier to handle a policy that can be modified
or incrementally evolve. RBAC96, [San96, SM 98] also provides for the use of constraints
and allows for working at high level in the definition of organisation policies.

2.1. Moreon theRole Based Access Control Models (RBAC)

As it has been anticipated, in these models the basic concept is the role. Roles are created
in correspondence with the various job types within an organisation. Users are assigned to
roles according to their competence and responsibilities. Differently from MAC and DAC,
here permissions (privileges) are associated to roles and not to users. Thus, a user can perform
all operations that are permitted by the roles to which he/she is assigned. Roles to which a
user isassigned and permissions associated to roles can change when necessary.

An important concept within this model is the concept of session: a user establishes a
sesson when he/she activates a subset of roles that he/she is member of. Each session is
associated to a single user and the association holds until the end of the sesson. During a
session the permissions of a user are those associated to all user’s active roles. Each user can
activate more than one sesson at the same time, each sesson with a combination of
associated active roles. Relations that bind users to role and permissions to roles are
many- to- many relations.

In RBAC roles can be defined in a hierarchy (it looks like a tree) that permits to a certain
set of roles to inherit permissions associated to other roles. Thus, during his’her session, a user
who activates a role to which he/she is assigned, can activate any subset of roles belonging to
the sub- tree of the hierarchy rooted in the role activated. In this case, the set of permissions of
the user in a session is the union of the permissions associated to all the active roles in that
session.

Another aspect of role- based models that makes this kind of approach appealing is the
possibility to use congtraints to define high level organisational policies [San96, SM98]. The
importance of flexible constraints to support many recent applications has been discussed by
Jaeger in [Jae99]. Generally, congtraints can be of two kinds: prohibition or obligation. The
first kind may require that the same person cannot be assigned to two or more different
mutually exclusive roles (separation of duty) while the second type can be used to ensure that
certain roles be smultaneoudly active in the same session.

RBAC is policy- neutral, that is the resulting policy is the direct consequence of how the
various components are configured, i.e. roles, constraints and the administration of the
assgnment of users to roles and permissions to roles. Furthermore, RBAC has a great
expressive power and it has been proved that by means of RBAC it is possible to smulate
various variants of MAC [NO96, San96] and DAC [SM98] poalicies.

Various RBAC models have been developed and many implementations exist.
Unfortunately, the lack of standards has made roles to be implemented in different ways, and
actually, even if this type of policies has been proved very useful, the word RBAC has not a
universally recognised semantics.

To define and model the security policy for the Radiological Department, it has been
chosen a family of four conceptual models developed in [SCFY 96]. The relationship between
these modelsis shown in the figure 1:
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Figure 1. RBAC models and their relationships

RBAC,, the base moddl, is at the bottom, indicating it represents the minimum requirement
for any system that professes to support RBAC. Both RBAC; and RBAC; include RBAC,, but
they add independent features to it. They are called advanced models. RBAC; adds the
concept of role hierarchy while RBAC, adds congtraints (which impose restrictions on
acceptable configurations of the different components of RBAC). RBAC; and RBAC; are not
comparable to each other. The consolidated model, RBAC;, includes both RBAC; and RBAC;
and, by trangitivity, RBAC.

The following are the formal definitions of the four RBAC models.

Definition 1. The RBACo model consists of the following components:
U, R, P, S: users, roles permissions and sessions respectively;
PA[ P xR, amany-to- many relation that assigns permissionsto roles;
UAT U xR, amany- to- many relation that assign usersto roles;
user : S® U, afunction mapping each session S to asingle user;
roles: S® 2%, afunction mapping each session Sto a set of roles so that:
roles(S) I { r|(user(S),r)T UA}

where the set of permissions associated to each session Sis:

? roles (9) { p | (p’ r)T PA}

Definition 2. The RBAC:model is defined by the following components:
U, R P, S PA, UA (see RBACy);
RHI RxR, apartialy ordered "roles hierarchy"
roles: S® 2%, afunction mapping each session S to a set of roles such that:
roles(S)1 {r|($r3r) (user(S),r)1 UA}
where the set of permissions associated to each session S is

? roess) { PI(Sr"Er)and (p, r") T PA}



Definition 3. As said previousy, the RBAC: model is based on RBACo to which it adds the
"constraints' concept. Constraints are applied to UA and PA relations and to the functions
roles and user and they are used to check if certain values of the model are acceptable.

Definition 4. The RBAC: puts together characteristics from the RBAC: and RBAC: models,
combining the role hierarchy with the constraints. As a consequence, constraints are inherited
into the role hierarchy and can be applied, for example, to reduce the number of senior
(junior) rolesof arole.

3. THEJEDBLOG SYSTEM

Implemented in SICStus Prolog, Jedblog [ADM85, ADIN94] is a prototype deductive
database management system capable of handling a particular form of deductive- logic
databases ("theories"). Within each theory, transactions (i.e. compound update operations on
the theory) can be defined and executed; constraints can be defined and verified and,
furthermore, theory compositions can be handled by "importing” theories into other theories.
When a database is created, the system allows for the execution of various operations such as.
guery a database, check the consistency of the database state, and execute transactions.

The Jedblog graphic interface presents two dide menus, called “File’ and “Commands’,
and four tags, called “Facts’, “Rules’, “IC”, and “Transaction”. These are shown in the figure
2.

File Commands

| -

Facts rRuIes IC [ Transaction
Facts

I

[4]

1 L

Figure 2 Manager Window

By means of the menu, the users can execute the set of commands illustrated in figures 3
and 4, to operate onto the theories.
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Figure 3 Commands of the File menu




The execution of the “Query” command opens the “Query Window” (Fig. 5) in which one
can define and send any question to the database.

Figure 4 The Query command

File | Commands |

Query -

Facts |’Ru|es IC [ Transaction
Facts

I

4]

4] L]




-Query
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-Query result-
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Figure 5 Query Window

Additionally, all the imported theories can be found in a suitable pop-up menu. The figure
6 lists the theories used to modelling the security policy for the Radiological Department.

File Commands

main b4

main

basic constructors

medical roles and hierarchy
technical roles and hierarchy

4]

(] [ »]

Figure 6 Theory list

More precisely, Jedblog is a deductive (logic) database that can deal with basic knowledge
management functionalities (storing, retrieving, querying), and besides it is enriched with
several additional features like:

Integrity Constraints and Checks, to define the data model entities must fit in;
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Transactions, to enter the operational framework;

A database in Jedblog is a logical theory that consists of different kinds of clauses. Facts,
Rules, Integrity Constraints, Checks and Transactions. The syntax of the different pieces of
knowledge is the following:

Facts. <Fact>;

Rules <Head> -~ <B;> &...& <B>;

IC: <Condition> >> <B1> &...& <By>;

Checks: <C;> &...& <Cp> ==><B> &...& <B,>;
Transactions: <Transaction> := <Pre> # <Body> # <Post>.

The semantics of the above rules is quite obvious: the "head" is true if the "body" is true.
This interpretation makes:

Rules to be generative, i.e. they generate new truth values from old ones, while in the case
of

IC and Checks the meaning is that if the condition(s) in the head is true than the
conditions(s) in the body must also be true; finally, for

Transactions the meaning is that to execute the transaction denoted in the head, the body
must be executed.

The system also provides two primitive pre- defined transactions:
in(<Theory>, <Fact>) to insert the fact “Fact” into the theory “Theory”

out(<Theory>, <Fact>) to delete the fact “Fact” from the theory “Theory”, if one such
fact existson it.

Furthermore, by means of the system pre- defined predicate theory, it is possble to
perform inclusons among theories. This way, given a starting theory Th, the associated
Jedblog theory can be defined as the set- theoretic union of all the theories in the inclusion
tree rooted in Th. The theories are included at run- time each time the starting theory is
opened.

The system also permits to import theories by means of the "import" command in the
<file> menu of the manager window. The imported theory is copied into the importing one
giving rise to a bigger theory that holds from one session to another.

4. A LOGICAL DEFINITION OF THE RBAC MODELS

As anticipated in section 2, RBAC models proposed in [SCFY96] correspond to four
different levels called RBAC,, RBAC;, RBAC: and RBAC: respectively. In the same section
their definitions have been presented. This section introduces the specification of some RBAC
models in the logic definition language, introduced above.

Definition of RBACo (according to definition 1 in section 2.1):
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Base predicates:
u(x), r(Y), p(2), s(Q)
pa(X,Y), ua(X,Y)
user(X,Y), user’s active roles(X,Y)

They respectively define the Universe of discourse: the set of users, roles, permissions and
sessions; the predicates pa and ua define the binding of permissions to roles and the insertions
of users into roles, respectively; Finally the predicate users binds sessons to user and
user’s active roles binds users to roles. The type definitions for the previous predicates are
given by the following constraints:

IC:
pa(X,Y) » p(X) & r(Y).
ua(X,Y) » u(X) & r(Y).
user (X,Y) » s(X) & u(Y).
user’s active roles(X,Y) » u(X) & r(Y).

According to the properties of RBAC described in session 2.1, the following operations
define the behaviour of the model:

open_session(X,Y): to open a new session X for a given user Y. Executing this instruction
resultsin updating the explicit knowledge that binds the user Y to the session X;

close session(X,Y): closing a session X means that, there must exist the knowledge in the
system of a user Y for that sesson that must be deleted. Furthermore, the knowledge of all
activeroles for that sesson must be deleted too;

actives a role in_a session(X,Y,Z): to activatearole Z in asession X, theuser Y for that
session must exist and also therole Z for that user must be already defined so that the explicit
knowledge that binds active roles to that session can be inserted into the system;

deactivates a role in_a sesson(X,Y,Z): to "deactivate' a role Z in a sesson X, the
knowledge that bind the user Y to X mugt exist in the system and the knowledge of active
roles for that sesson must exist too, then that explicit knowledge can be deleted from the
system;

Transactions.
open_session(X,Y):=u(Y) # in(user(X,Y)) # true.
close session(X,Y):=user(X,Y) # out(user’s active roles(Y,Z)) & out(user(X,Y)) # true.
activates a role in_a sesson(X,Y,Z):=
user(X,Y) & ua(Y,Z) #in(user’'s_active roles(Y,Z)) # true.
disables a role in_a sesson(X,Y,Z):=
user(X,Y) & user’s active roles(Y,Z) # out(user’s active roles(Y,Z)) # true.

Definition of RBAC: (according to definition 2 in section 2.1) :
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Base predicates.

u(x), r(Y), p(2), s(Q)

pa(X,Y), ua(X,Y), rh(X,Y)
user(X,Y), user’s active roles(X,Y)

These predicates are the same as in the previous case (RBACy) but here we have a further
relation rh that binds together roles to define the roles hierarchy.

IC:

pa(X,Y) » p(X) & r(Y).

ua(X,Y) » u(X) & r(Y).

rh(X,Y) » r(X) & r(Y).

user (X,Y) » s(X) & u(Y).

user’s active roles(X,Y) » u(X) & r(Y).

The transactions that can be invoked by the users are substantially the same examined for
RBAC,. Nevertheless, in this case we have an additional operation to activate roles, that has
been introduced to operate on the hierarchy defined by the relation RH:

Transactions.
open_session(X,Y):=u(Y) #in(user(X,Y)) # true.
close session(X,Y):= user(X,Y) # out(user’s active roles(Y,Z)) & out(user(X,Y)) # true.
activates a role in_a sesson(X,Y,Z):=
user(X,Y) & ua(Y,Z) #in(user’s active roles(Y,Z)) # true.
activates a role in_a sesson(X,Y,Z):=
user(X,Y) & ua(Y ,W) & rh(W,Z) # in(user’s_active roles(Y,2)) # true.
disables a role in_a sesson(X,Y,Z):=
user(X,Y) & user’s active roles(Y,Z) # out(user’s active roles(Y,Z)) # true.

The RBAC.1 model allows for putting restrictions on the hierarchic structure of roles. This
allows for limiting the aggregation of power and using "private roles’, in Situations where it is
highly important to prevent permissions from being inherited into the hierarchy.

The choice made in the implementation is based on the hypothesis that private roles are
datic, i.e. they cannot be activated during sessions. Private roles belong to the set R and are
inserted into the hierarchy by means of the relation RH.
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5. THE RADIOLOGICAL DEPARTMENT SECURITY POLICY

5.1. Defining the policy

The policy of the Radiological Department of the Hospital of Pontedera is depicted in Fig.
7. The process is described starting with the reception of a patient at the reception desk. The
patient who needs a specific radiological service can be an “internal patient” if coming from
other departments of the same hospital, or an “external patient” otherwise. To the purpose of
the specification of the department policy, this distinction is not important: only the notion of

"patient” is used.

Doctar Technician

Strong-roam
Administrator

Qﬁﬂﬁ@

Legenda

Informations

=

Controls

Figure 7 Organisational flow in radiology departments

The role of the receptionist is that of inserting into the on- line database the information
gathered on the patients, such as first name, family name, date of birth, etc., and also other
information needed to provide the service required: for example, the patient medical category
as well as the doctor assigned to him/her to provide the service. The operation of the
receptionist concerns the creation of the patient medical record. From the point of view of the
RBAC policy, the receptionist is a person in the department to whom the role of technician of
reception is assigned, while the creation of the medical record for the patients is the only

permission assigned to that role.
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From this first step we can recognise two kind of "subjects’, the patient and the
receptionist, one type of “object”, the patient medical record, and the operation of the
receptionist on the patient medical record: create.

Going further into the process of describing the policy of the department, one can
distinguish two kinds of subjects: doctors and technicians. Furthermore, there are different
functions (tasks), X-ray, CT, NMR, etc., and there is a relation between tasks and subjects
that assign doctors and technicians to tasks; the assignments give rise to roles, thus we have
roles for doctors and for technicians.

Every doctor has the possibility of accessing the on- line database in relation to hig’her
patients to read and eventually modify their patient medical records, as well as create and
eventually modify their medical report. Additionally, every doctor who belong to one specific
medical category (i.e. his’her role) is able to read some information of each patient who
belongs to that category: the results of the examinations (e.g. X-ray etc.) and the medical
reports.

Doctors must provide the technicians with suitable dispositions, based on the examinations
that need to be performed. The physical evidences of examinations produced by technicians
are delivered back to the doctor (that create the medical report), and at the end of the process
they are finally given to the technician who has the role of strong- room administrator, to be
stored.

Medical reports can be read and physically inserted into the on- line database by all the
users assigned to the role of typist, while only the archivist role has the permission to store
medical recordsin the historical archive.

Here (Fig. 8) isthe complete list of "permissions’ assigned to the roles of the Radiological
Department of the Hospital of Pontedera.

Reception Create medical record
Typist Read medical record, Update medical record
Archivist Read, Store medical record

Strong- room Administrator Read, Store x- ray examination
Technician Create x- ray examination

Doctor Read, Modify medical record of one’s own patient
Create, Modify medical report of one s own patient
Read medical report of his/her category
Read x- ray examination of his/her category

Director Read medical record
Read medical report
Read x- ray examination

15



Figure 8 Permissions and roles of the radiological department

As it has been already pointed out, RBAC permits the management of hierarchies. Roles
and hierarchies for the radiological department can be found in figure 9.

G

Figure 9 Medical and technical roles and their hierarchies

5.2. Implementing the policy

In this session we will consider the security policy described above, to define it using the
capabilities of the Jedblog system. In this case, the knowledge base is defined by four parts
(theories) named “basic constructors’, “ medical roles and hierarchy”, “technical roles and
hierarchies’ and “ main” which import the other theories.

Analysing some technical aspects, it is important to observe that the main structure of the
model isthe “medical record”, alist of five elements: the patient (patient(X)), hisher medical
category (category(Y)), the doctor assigned to the patient (doctor(W)), the medical report
produced by the doctor (medical_report(Z)) and a code that identifies the x- ray examination
(x- ray_examination(T)). For every patient, the technician at the reception desk defines the
first three fields of the list, leaving the fourth and fifth empty. These fields will be filled in by
the typist when updating the medical record.

All the insert operations can be performed by means of suitable transactions able to insert
the information into the "main" theory or into any other imported theory. These transactions
have not been defined because they are implementation details that will be defined when the
system is connected to a working environment, and they are not specific of the security
policy. As it concern the assgnment of a doctor to the patient, there is always a list of
available doctors and it is denoted by the predicate actives medicals roles. The instances of
such a predicate are updated every time the transactions of the "main” theory are called for
closing sessions or activating and disabling medical roles.
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The theory "basic constructor” defines, by means of five rules, the following predicates.
“profile_of”, “category_of”, “doctor_of”, “report_of” and “x- ray_examination_of” that are
used to capture part of the information from the medical record and from the patient's
examination folder, that are necessary to formulate the security rules of the main theory.

Analogoudy, the "medical roles and hierarchy” and “technical roles and hierarchy”
theories define the names of doctors and technicians, their roles and hierarchies, and assign
doctors and technicians to their own roles, the type correctness being guaranteed by
constraints and checks.

Furthermore, the “ main” theory is also used to define the kerndl of the policy that consists
of a set of rules for the medical records, medical reports and radiological examinations, and
meaningful transactions separately defined for doctors and technicians.

In the following, the list of predicates that represents the universe of discourse and the
specification of the policy are presented. Please note that every permisson is a pair
<operations, object> where the elements are defined from appropriate facts and rules in the
main theory. The defined hierarchy corresponds to the one depicted in figure 9 where the
"director” role dominates the "conventional Rx", "NMR", and "CT" roles.

Base predicates
user(X), permission(X,Y), role(X), session(X), patient(X), object(X), operation(X)
medical_role(X), technical_role(X), actives medicals roles(X,Y), actives_technicals roles(X,Y)
doctor(X), doctor_of(X,Y), technician(X), category(X), category_of(X,Y)
doctor_of the session(X,Y), technician_of the session(X,Y)
medical_record(X), profile_of(X,Y), medical_report(X), report_of(X,Y)
x-ray_examination(X), x-ray_examination_of(X,Y)
doctor_to_role assignment(X,Y)
technician_to _role assignment(X,Y)
permission to role assignment(X,Y,Z)

medicals roles hierarchy(X,Y), technicals roles hierarchy(X,Y)

“basic constructors’ theory

Check:
medical_record([X,Y ,W,Z,T]) ==>
patient(X) & category(Y) & doctor(W) & medical_report(Z) & x-ray_examination(T).

Rules.
profile_of(X,[X|Y]) = ? medical_record([X[Y]).
category_of(X,Y) = medical_record([X,Y [Z]).
doctor_of(X,Y) = ? medical_record([X,_,Y|W]).
report_of(X,Y) = ? medical_record([X,_,_,Y,_]).
x-ray_examination_of(X,Y) = medical_record([X,_,_,_,Y]).

“medical rolesand hierarchy” theory

17



Facts:
doctor(“user_name’).
{afact must beinserted for each doctor}
doctor_role(director).
doctor_role(sonography).
doctor_role(conventional _rx).
doctor_role(radiotherapy).
doctor_to_role assignment(“user_name” director).
doctor_to_role_assignment(*user_name” ,sonography).
doctor_to_role assignment(“user_name”,conventional_rx).
medicals roles_hierarchy(director,conventional_rx).
medicals roles hierarchy(director,nmr).
medicals roles_hierarchy(director,ct).
medicals roles_hierarchy(sonography,generic).

IC:
doctor_to_role assignment(X,Y) ==> doctor(X) & doctor_role(Y).
medicals roles hierarchy(X,Y) »» doctor_role(X) & doctor_role(Y).

“technical rolesand hierarchy” theory
Facts:

technician(*user_name”).
{afact must beinserted for each technician}
technical_role(sonography).
technical_role(conventional _rx).
technical_role(radiotherapy).
technical_role(nmr).
technician_to_role_assignment(“user_name”,sonography).
technician_to role assignment(“user_name”,conventional_rx).
technician_to role assignment(“user_name” radiotherapy).
technicals_roles_hierarchy(sonography,generic).
technicals roles_hierarchy(conventional _rx,generic).
technicals_roles_hierarchy(radiotherapy,generic).

technicals_roles_hierarchy(nmr,generic).
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IC:
technician_to_role_assignment(X,Y) ==> technician(X) & technical_role(Y).
technicals roles hierarchy(X,Y) » technical_role(X) & technical_role(Y).

“main” theory
Facts:
operation(create).
operation(read).
operation(modify).
operation(update).
operation(store).
category(sonography).
category(conventional_rx).
category(radiotherapy).
category(nmr).
category(ct).
category(angiography).
category(interventional_rx).

Rules.

user(X) = doctor(X).

user(X) = technician(X).

role(X) = doctor_role(X).

role(X) = technical_role(X).
permission(X,Y) = permission_to_role assignment(X,Y,Z).
session(X) = doctor_of the session(X,Y).
session(X) = technician_of_the session(X,Y).
patient(X) - medical_record([X|Y]).
object(X) = medical_report(X).

object(X) = report_of (Y,X).

object(X) = x-ray_examination_of(Y,X).

{ object: medical record}
permission to role assignment(create, X, Y) =
medical_record(X) & technician_to_role assignment(Y ,reception).

permission to role assignment(read, X, Y) =
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medical_record(X) & assignment_doctor-role(Y ,director).
permission to role assignment(read, X, Y) =

medical_record(X) & technician to_role assignment(Y ,archivist).
permission to role assignment(update, X, Y) =

medical_record(X) & technician_to_role_assignment(Y ,typist).
permission to role assignment(store, X, Y) =

medical_record(X) & technician to_role assignment(Y ,archivist).
permission_to_role assignment(read, X, Y) = profile_of(Z,X) & doctor_of(Z,Y).
permission_to_role_assignment(modify, X, Y) = profile_of(Z,X) & doctor_of(Z,Y).

{ object: medical report}
permission to role assignment(read, X, Y) = report_of (Z,X) & assignment_doctor-role(Y ,director).
permission to role assignment(read, X, Y) =
refeport_of(Z,X) & technician to _role assignment(Y ,typist).
permission_to_role _assignment(create, X, Y) = report_of(Z,X) & doctor_of(Z,Y).
permission to role assignment(read, X, Y) =
report_of(Z,X) & category_of(Z,W) & actives medicals records(Y,W).
permission to role assignment(modify, X, Y) = report_of(Z,X) & doctor_of(Z,Y).

{ object: x- ray_examination}
permission to role assignment(read, X, Y) =

x-ray_examination_of(Z,X) & assignment_doctor-role(Y ,director).
permission to role assignment(read, X, Y) =

x-ray_examination_of(Z,X) & technician_to_role assignment(Y ,strong-room_adminigtrator).
permission to role assignment(store, X, Y) =

x-ray_examination_of(Z,X) & technician_to_role assignment(Y ,strong-room_adminigtrator).
permission to role assignment(create, X, Y) =

x-ray_examination_of(Z,X) & category _of (Z,W) & actives technicals roles(Y,W).
permission to role assignment(read, X, Y) =

x-ray_examination_of(Z,X) & category _of(Z,W) & actives medical_roles(Y ,W).

IC:
permission(X,Y) » operation(X) & object(Y).
permission_to_role_assignment(X,Y,Z) ==> operation(X) & object(Y) & role(Z).
profile_of(X,Y) ==> patient(X) & medical_record(Y).
category of(X,Y) ==> patient(X) & category(Y).
doctor_of(X,Y) ==> patient(X) & doctor(Y).
report_of(X,Y) ==> patient(X) & medical_report(Y).

x-ray_examination_of(X,Y) ==> patient(X) & x-ray_examination(X).
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actives medicals roles(X,Y) ==> doctor(X) & doctor_role(Y).
actives technicals _roles(X,Y) ==> technician(X) & technical_role(Y).
doctor_of the session(X,Y) ==> session(X) & doctor(Y).

technician_of the session(X,Y) ==> session(X) & technician(Y).

Transactions:

{ doctors}
open_medical_session(X,Y):= doctor(Y) # in(doctor_of the session(X,Y)) # true.
close medical_session(X,Y):=
doctor_of the session(X,Y) # out(actives_ medicals roles(Y,Z)) &
out(doctor_of the session(X,Y)) # true.
actives doctor_role in_the session(X,Y,Z):=
doctor_of the session(X,Y) & doctor_to_role assignment(Y,Z) #
in(actives medicals roles(Y,2)) # true.
actives doctor_role in_the session(X,Y,Z):=
doctor_of the session(X,Y) & doctor_to_role_assignment(Y ,W) &
medicals roles hierarchy(W,Z) # in(actives medicals roles(Y,2)) # true.
disable doctor_role_in_the sesson(X,Y,Z):=
doctor_of the session(X,Y) & actives medicals role(Y,Z)) #
out(actives medicals roles(Y,2)) # true.

{technicians}
open_technical_session(X,Y):=technician(Y) # in(technician_of_the session(X,Y)) # true.
close_technical_session(X,Y):=
technician_of the session(X,Y) # out(actives_technicals roles(Y,Z2)) &
out(technician_of the session(X,Y)) # true.
attives _technical_role in_the session(X,Y,2):=
technician_of the session(X,Y) & technician_to role assignment(Y,Z) #
in(actives_technicals roles(Y,Z)) # true.
attives technical_role in the sesson(X,Y,Z2):=
technician_of the session(X,Y) & technician_to role assignment(Y ,W) &
technicals_roles hierarchy(W,Z) # in(actives_technicals roles(Y,Z)) # true.
disable technical_role in_the sesson(X,Y,Z):=
technician_of the session(X,Y) & actives technicals roles(Y,2)) #
out(actives_technicals roles(Y,Z)) # true.
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6. CONCLUSIONS

Security is crucial in several organisations, and its role certainly cannot be minimised in
the health care environment. In this paper the problem of defining a security policy for the
management of radiological information systems has been considered, to provide a reliable
mechanism for information sharing, at the same time ensuring its confidentiality, integrity and
availability. The first step toward the formalisation of such a policy is the selection of a
security policy model. After investigating the possible models available in the literature, the
role- based approaches have been considered more suitable. Thus, some RBAC models have
been specified according to a logic database definition language that can be handled by a tool,
Jedblog. Thisway, once defined, the role- based model specification of the security policy for
the Radiological Department of the Hospital of Pontedera becomes executable and properties
of the policy can be verified together with its adequacy to the expected behaviour.

This study can be considered encouraging towards the further development of more
complex security policies in the health care sector. In fact, it has proved that, the deductive
and role- based approaches have significantly contributed to define a security policy easly
modifiable and verifiable with respect to its requirements.

7. BIBLIOGRAPHY

[ADIN94] P. Adrdli, D. Di Grande, P. Inverardi e F. Nicodemi, “ Graphics by a logical Database
Management System”, Journal of Visual Languages and Computing”, vol 5, 365-38,
1994,

[ADM85] P. Agrdli, M. De Santis, e M. Martdli, “Integrity constraints in logic databases’, Journal
o Logic Programming, vol 3, 221—232, 1985

[And96] Anderson R. J., “ A Security Policy Model for Clinical Information Systems’, in Proc. of
1996 |EEE Symposium on Security and Privacy, Oakland, CA, May 1996.

[Biba77]  K.J. Biba, “Integrity considerations for secure computer systems’, ESD-TR-76-372, the
MITRE corp., MTR-3153, Bedford, Apr. 1977.

[BL76] Bel, D.E, eL.J. LaPadula, “Secure Computer Systems: Unified Exposition and Multics
Interpretation”, MITRE Corp. ESD-TR-75-306, NTIS #AD-A023588, Electronic
Systems Division, Air Force Systems Command, Mar. 1976.

[CFMS94] S. Castano, M. Fugini, G. Martela e P. Samarati, “ Database Security” ACM 1994.

[CW8T7] D. D. Clark e D. R. Wilson, “ A comparison of Commercial and Military Computer
Security Policies’, Proc. IEEE Symposum. Security and Privacy, |IEEE Computer
Society Press, Los Alamos, CA., 1987.

[FBK99] D. F. Feraiolo, J. F. Barkley e D. R. Kuhn, “ A role based access control modd and
reference implementation within a corporate intranet”. ACM Transactions on Information
and System Security, 1999.

22



[FCK95]

[FGLO3]

[FK92]

[Gui95]

[HRU76]

[JA964]

[JA96h]

[Jae99)]

[JLST76]

[NO96]

[NO99]

[OSMO0]

[RS98]

[San96]

[San984]

D. F. Ferraiolo, J. Cugini e D. R. Kuhn, “Role- based access control (RBAC): Features
and motivations’. In Proc. Of 11th Annual Computer Security Application Conference,
New Orleans, 1995.

D. F. Ferraiolo, D. M. Gilbert e N. Lynch, “ An examination of federal and commercial
access control policy needs’, in NIST-NCSC National Computer Security Conference,
Baltimora, 1993.

D. F. Feraiolo e D. R. Kuhn, “Rade based access controls’. In Proc. Of 15th
NIST- NCSC National Computer Security Conference, Baltimora, 1992.

L. Guiri, “A new mode for role based access control”, In Proc. Of 11th Annual
Computer Security Application Conference, New Orleans, 1995.

M. A. Harrison, W. L. Ruzzo e J. D. Ullman, “Protection in operating systems’. Comm.
ACM, Voal. No. 8, Aug, 1976.

Jgjodia S. (1996a) Database security and privacy, ACM Computing Surveys, 50th
anniversary commemorative issue,28(1).

Jgjodia S. (1996b) Managing Security and Privacy of Information, ACM Computing
Surveys, 28(4es), 129- 131.

T. Jaeger, “ On the increasing importance of congraints’, Proc. Of 4th ACM Workshop
on Role- Based Access Control, Fairfax 1999.

A. K. Jones, R. J. Lipton e L. Snyder, “ A linear time algorithm for deciding security”,
Proc. 17th Annual Symp. On Foundations of Computer Science.

M. Nyanchama e S. Oshorn, “ Modeling mandatory access control in role- based security
systems’. In Database Security VII1: Status and Prospects. Chapman- Hall, 1996.

M. Nyanchama e S. Oshorn, “The role graph model and conflict of interest”, ACM
Transaction on Information and System Security, 1999

S. Osborn, R. Sandhu and Q. Munawaer, "Configuring Rule- based Access Control to
Enforce Mandatory and Discretionary Access Control Policies’, ACM Trans. On
Information and System Security, Vol. 3, Num. 2, May 2000.

C. Ramaswamy e R. S. Sandhu, “ Role- based access control features in commercial
database management systems’, in Proc. Of 21th NIST- NSCS National Information
Systems Security Conference, Arlington, 1998.

R. S. Sandhu, “ Role hierarchies and congtraints for lattice- based access controls’. In E.
Bertino, editor, Proc. 4th European Symp. on Research in computer Security.
Sprinter- Verlag, Rome 1996.

R. S. Sandhu, “Role activation hierarchies” in Proc. of 3rd ACM Workshop on
Role- Based Access Controls, Fairfax, 1998.

23



[San98b] R. S. Sandhu, “ Role- based access control”, in Zelkowitz, editor, Advances in computers.
Academic Press, 1998.

[SCFY96] R.S. Sandhu, E. J. Coyne, H. L. Feinstein e C. E. Y ouman, “ Role- Based Access Control
Models’, IEEE Computer, 1996.

[SM9g] Q. Munawer e R. S. Sandhu, “How to do Discretionary Access Control Using Roles’,
Proc. Of 3rd ACM Workshop on Role- Based Access Control, Fairfax 1998.

[TDH92] T.C.Ting, S. A. Demurjian e M. Y. Hu, “ Requirements, capabilities, and functionalities
of user- role based security for an object- oriented design model”, in C. E Landwehr and
S. Jgjodia, editors, Database Security V: Satus and Prospects, North- Holland 1992.

24



