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Preface

This volume contains the papers presented at the 17th International Conference on
integrated Formal Methods (iFM 2022) held in beautiful Lugano, Switzerland, and
hosted by the Software Institute of the Università della Svizzera italiana (USI). These
proceedings also contain seven papers selected by the Program Committee of the PhD
Symposium (PhD-iFM 2022) chaired by Marie Farrell and João F. Ferreira.

In recent years, we have witnessed a proliferation of approaches that integrate
several modeling, verification, and simulation techniques, facilitating more versatile
and efficient analysis of software-intensive systems. These approaches provide pow-
erful support for the analysis of different functional and non-functional properties of the
systems, and the complex interaction of components of different nature, as well as
validation of diverse aspects of system behavior. The iFM conference series is a forum
for discussing recent research advances in the development of integrated approaches to
formal modeling and analysis. The conference series covers all aspects of the design of
integrated techniques, including language design, verification and validation, auto-
mated tool support, and the use of such techniques in software engineering practice.

iFM 2022 solicited high-quality papers reporting research results and/or experience
reports related to the overall theme of formal methods integration. The Program
Committee (PC) originally received a total of 53 abstract submissions, which even-
tually resulted in 46 paper submissions from authors in 24 different countries spread
over all six continents: 40 regular papers, five short papers, and one journal-first paper
submission. Each submission went through a rigorous review process according to
which all papers were reviewed by three PC members, with the help of many external
reviewers, followed by a short yet intense discussion phase. The decision to accept or
reject a paper was based not only on the review reports and scores but also, and in
particular, on these in-depth discussions. In the end, the PC of iFM 2022 selected 16
papers for presentation during the conference and inclusion in these proceedings: 14
regular papers, one short paper, and one journal-first paper. This amounts to an overall
acceptance rate of 34.8% (35% for regular papers and 20% for short papers). The PC of
PhD-iFM 2022 received eight submissions and selected seven papers for presentation
during the conference and inclusion in these proceedings.

To credit the effort of tool developers, this edition of iFM introduced for the first
time EAPLS artifact badging. The Artifact Evaluation Committee, chaired by Alessio
Ferrari and Marie-Christine Jakobs, received seven submissions and worked hard to
run often complex tools and long experiments. All artifacts achieved the available and
the functional badge, while two artifacts of particularly good quality were awarded the
functional and reusable badge.

The conference featured keynotes by Yamine Aït Ameur (Toulouse INP and
IRIT-CNRS, France), Roderick Bloem (Graz University of Technology, Austria),
and—as a joint keynote speaker of iFM 2022 and PhD-iFM 2022—Louise Dennis
(University of Manchester, UK). We hereby heartily thank these invited speakers.



We are grateful to all involved in iFM 2022. In particular, all PC members and
external reviewers for their accurate and timely reviewing, all authors for their sub-
missions, and all attendees for their participation. We also thank all chairs and com-
mittees (Journal First Track, Artifact Evaluation Committee, and PhD Symposium),
itemized on the following pages, and the excellent local organization and finance and
publicity teams chaired by Carlo A. Furia.

We are very grateful to the organizations which sponsored the conference: The
Hasler Foundation, Springer, and the European Association for Programming Lan-
guages and Systems (EAPLS).

Finally, we thank Springer for publishing these proceedings in their FM subline, and
for facilitating the EAPLS artifact badges on the papers, and we kindly acknowledge
the support from EasyChair in assisting us in managing the complete process from
submissions through these proceedings to the program.

We hope you enjoyed the conference!

April 2022 Maurice H. ter Beek
Rosemary Monahan
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Side Channel Secure Software
(Abstract of Invited Talk)

Roderick Bloem

University of Technology, Austria
roderick.bloem@iaik.tugraz.at

Abstract. We will present a method to analyze masked hardware or masked
software for vulnerability to power side channel attacks. Masking is a technique
to hide secrets by duplication and addition of randomness. We use the Fourier
expansion of Boolean functions to find correlations between variables and
secrets and we present an abstraction-refinement technique that reduces the
search for correlations to the satisfiability of a formula in propositional logic.
This technique allows us to find leaks in industrial-size circuits, while taking
detailed timing aspects such as glitching into account.

Formal methods to analyze the power side channel security of software often
take a simplistic view of the side-channel leakage that is incurred during a
software execution. We take a detailed look at how software executes on a real
processor, and specifically on the IBEX RISC-V CPU. Using our verification
tool, we find vulnerabilities that are surprising on first glance. We present both
modifications to harden a CPU against leaks and guidelines for writing software
that can be proven not to leak any further information.

References

1. Bloem, R., Gros, H., Iusupov, R., Könighofer, B., Mangard, S., Winter, J.: Formal verification
of masked hardware implementations in the presence of glitches. In: Nielsen, J.B., Rijmen, V.
(eds.) EUROCRYPT 2018. LNCS, vol. 10821, pp. 321–353. Springer (2018). https://doi.org/
10.1007/978-3-319-78375-8 11

2. Gigerl, B., Hadzic, V., Primas, R., Mangard, S., Bloem, R.: Coco: co-design and co-verification
of masked software implementations on CPUs. In: Bailey, M., Greenstadt, R. (eds.) 30th
USENIX Security Symposium (USENIX Security 2021), August 11–13, 2021, pp. 1469–1468.
USENIX Association (2021). https: //www.usenix.org/conference/usenixsecurity21/presentation/
gigerl

3. Hadzic, V., Bloem, R.: CocoAlma: a versatile masking verifier. In: Proceedings of the 21st
Conference on Formal Methods in Computer Aided Design (FMCAD 2021), New Haven,
CT, USA, October 19–22, 2021, pp. 1–10. IEEE (2021). https://doi.org/10.34727/2021/isbn.
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