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SUMMARY

Printing costs represent a significant part of computing budgets, especially since
printers can be shared on the network. The solution to this problem is therefore to
track and eventually limit their use. A print server-based solution may reduce the
workload for administrators by making it unnecessary to have install, maintain and
upgrade the software components (e.g., printer drivers) for different client platforms.
We will describe a case study at the Istituto di Elaborazione della Informazione, a
research organization characterized by an heterogencous computing and network
environment. The first step was to decide on the most appropriate operating system
among those running currently at the Institute, We opted for the Microsoft Windows
NT platform because it can interface a wide variety of operating systems (e.g.,
Microsoft Windows family, Unix, Apple) and it has a user friendly administration.
We verified that Microsoft Windows, Unix, and Apple Macintosh clients were all able
to print successfully using this print server. We also investigated the problem of
monitoring printing usage for a high-cost colour printer. This problem was addressed
by installing the printer as AppleTalk device and preventing Macintosh clients from
accessing it directly by setting the “capture” option on the Windows NT side.
Furthermore, the TCP/IP protocol was shutdown on the printing device so that all
clients could send print jobs only via the print server. By using a freeware utility
known as “Print Logger” we were able to extract and save print event details from the
Microsoft Windows NT logging files. These data were processed automatically by
using a Microsoft Excel macro which provided a table showing the monthly printing
activity for each single user. However, this procedure does not completely solve the
security problem because neither Unix and Apple Macintosh clients provide native
mechanisms supporting user-level access for printing. Therefore, at the present, a
secure access control as well as usage monitoring of printing resources can only be
achieved for Microsoft Windows clients. Although not definitive, the print server
strategy adopted at our institute represents an economic and easy-to-manage solution
allowing Macintosh, Unix and Windows clients to share network printers.

Categories and Subject Descriptors: C.2.2 Network Protocols; C.5.5 Servers: K.6.2
Installation Management.

Keywords: Printserver; TCP/IP; Apple Macintosh; Microsoft Windows NT; Unix.




1. Introduction

In today’s computing environment, tracking hardware resource usage is
more important than ever. The traditional open access to output devices has
the potential for generating high consumable costs with no accountability for
their use. In this framework, printing costs are becoming a significant part of
computing budgets, especially since printers can be shared on the network.
The solution to this problem is therefore to track the use of printing resources
and, optionally, to limit the utilization and/or charge users at all
workstations, transmitting the costs directly to those who have used the
service.

The architecture of a system capable of providing printing control must
necessarily match the organization’s choice of networking infrastructure as
well as the set of printers available. In academic and research organizations,
the main difficuity in managing this process is due to the non-homogeneous
hardware and software environment that is generally adopted.

In principle, printing can be monitored at several points during the
printing process, from the client's spooler to the server’s port monitor. The
decision on where to monitor has implications for system and network
administrators. A client-based system must have software running on each
workstation that can access the printer. This means that the administrator
must install, maintain and upgrade the printer software component on each
desktop client. This is a labor-intensive task on a network with several
workstations and a wide variety of operating systems. By contrast, a server-
based solution greatly reduces the administrative workload, as it represents
the only check-point for printing activity on the network.

2. A Case Study: the Istituto di Elaborazione della Informazione

The Istituto di Elaborazione della Informazione, hereinafter called IEL is
a typical example of a research or ganization characterized by a heterogeneous
computer architecture in which intranet client/server environments and
applications must interoperate using standard and proprietary protocols on
network segments cabled with different wiring systems.

IEI is located in Pisa (Italy) on a research campus formed by inter-
connected buildings which house fourteen different institutes of the Italian
National Research Council. The campus network infrastructure currently
consists of a fiber-optic backbone that interconnects local building Ethernet
segments to each other. Virtual Local Area Network (VLAN) technology is




used to dynamically construct and configure logical active LANs
independently of the way the network devices are grouped physically. Off-
campus access to the Internet backbone is provided through a Cisco router
using an 8 Mb /s leased line.

As shown in Figure 1, the Institute’s LAN, spreading across the campus
network, is made up of clients, workstations and servers running a variety of
operating systems (Microsoft Windows 95/98, Microsoft Windows NT, Read
Hat and Caldera Linux, Sun Solaris, HP UX, SG IRIX, Apple Macintosh). Staff
and students have the option to connect their platforms to 10/100 Mb
Ethernet ports via standard TCP/IP and Apple EtherTalk protocols using
UTP connections.

The Ethernet segment is also inter-networked with two Apple proprietary
Local Talk networks where a number of old Macintosh platforms and
LaserWriter printers are still running. The result is that the AppleTalk devices
on the LocalTalk medium can now share resources with the others connected
to the Ethernet segment. With these connections, all devices can access local
resources such as printers (e.g., Apple Laser Writer, HP Laser Jet, GCC/Elite,
etc.) as well as remote resources on the Internet (e.g., World Wide Web).
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Figurel: Network Architecture at the CNR Campus

With several printers on the network and consumable costs increasing
without any control on what is printed, it was imperative to implement a




printing activity policy. The first step was to install and configure a print
server. This implied considering the various options available on the market
and evaluating the associated interoperability problems that could occur.

3. Print Server System Architecture

One of the most important design decisions when planning a print
server was the choice of the operating system platform among those currently
running at our Institute, In the Unix environment, a high level of integration
can easily be achieved through the implementation of custom print filters.
However, when the network embraces platforms with different operating
systems (e.g., Microsoft Windows, Apple, Unix) and communication
protocols (e.g., AppleTalk and TCP/IP), managing ail printing activities
through Unix queues appears to be a very time-consuming task.

Alternatively, the Microsoft Windows NT platform is, by design, capable
of interfacing to a wide variety of operating systems including the Microsoft
Windows family, various Unix-based operating systems as well as the Apple
Macintosh world. It can thus be considered as an integration platform acting
as a central hub for different client platforms. The use of the Microsoft
Windows NT print monitor technology also provides a reliable interface
between the spooling subsystem and the physical printer.

4. Server-side Configuration

The wide range of protocols and services supported by the Microsoft
Windows NT Server allows it to accept connections from a variety of clients
using a variety of client-side software. It is very easy to implement
connections for clients running standard Microsoft operating systems. All of
Microsoft's operating systems support NetBIOS/SMB traffic over TCP/IP.
This enables clients to access printers with no additional client-side software.
Support for Macintosh clients is most easily provided by the Services for
Macintosh (SfM) network service, while UNIX clients that have not an easy
interface to Windows NT Server can get basic printing services via LPR/LPD
utilities.

4.1 Installing and Configuring Services for Macintosh

StM is a set of Microsoft Windows NT Server services, included in the

basic server product, which provides AppleTalk-based file and print services

to Macintosh clients [1]. SfM is only available as an option installable on the
Microsoft Windows NT Server and it is added just like another network




service, such as Windows Internet Naming Service (WINS) or Internet
linformation Service (IIS). You need the Microsoft Windows NT Server CD-
ROM or the distribution files to complete the installation. You then have to
install the SfM service in the Control Panel's network application. After this
service has been installed and Windows NT has updated the network binding
information, you will see the Microsoft AppleTalk Protocol Properties dialog
box, as shown in Figure 2.
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Figure 2: Microsoft AppleTalk Properties

The general windows shows the current network interface card (NIC)
that you are binding with the AppleTalk protocol. On this windows you can
also set the default AppleTalk zone to which this SfM server belongs. Use the
Microsoft AppleTalk Protocol Properties dialog box to configure AppleTalk
properties after installing SfM. You can also configure the AppleTalk routing
properties from the Microsoft AppleTalk Protocol Properties dialog box by
selecting the Routing page (Figure 3).

Figure 3: Routing dialog box




You can enable AppleTalk routing on this SfM server and, if the server is
a seed router, you can also enter an AppleTalk network range and a zone
name. Along with the AppleTalk network protocol, the two services, namely
File Server for Macintosh and Print Server for Macintosh (also known as
MacPrint Server), form the core of the SfM product. The AppleTalk-based
Printer Services enable Macintosh clients to print both to PostScript-capable
and to not-capable printers. When the printer is not PostScript, the server
provides the printer language translation from Macintosh-based PostScript to
the printer's native language (e.g., Hewlett-Packard's PCL). Alternatively,
both PC and Unix-based clients can access an AppleTalk network connected
printer. After you have installed SfM, you will find new utilities and updates
to existing ones that enable you to manage the service. In particular, the Add
Printer Wizard will have a new option for connecting to AppleTalk-attached
printers.

4.2 Installing and Configuring Microsoft TCP/IP Printing Services

The TCP/IP Printing service is generally referred to as LPD, which
stands for Line Printer Daemon (or service). This service adds support to two
of the TCP/IP utilities: Line Printer Remote (LPR) and LPD. The LPD
component allows the Microsoft Windows NT Server to receive print jobs sent
by other systems using the LPR command. LPR clients are often on UNIX
systems, but LPR software exists for most operating systems, including the
Microsoft Windows NT. The Add Printer Wizard will have a new option for
connecting to LPR ports.

LPR is one of the network protocols in the TCP/IP protocol suite. It was
originally developed as a standard for transmitting print jobs between
computers running Berkeley UNIX. The LPR standard is published as
Request For Comment (RFC) 1179 [2]. The problem is that the LPR protocol
does not pass detailed error status information back to the LPR client. If
anything goes wrong, from severe problems (such as the server being too
busy to process requests) to print-device problems (such as running out of
paper), the LPR protocol reports the same error condition.

4.3 How to Share a Printer

From the Start menu, select the setting Printers option and then click Add
Printer, as shown in Figure 4.




Figure 4: Starting Add Printer Wizard

The second window in this process (Figure 5) allows you to decide

whether the printer you are configuring is attached to your local system or to
another system on the network.

Figure 5: Selecting a Local or Remote Printer




Select My Computer option and then click Next. The following window
(Figure 6) then allows you to select to which port monitor the printer is to be
connected.
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Figure 6: Port Monitors

You can also change the port monitor. The local print monitor
executable supplied by Microsoft (Localmon.dil) controls parallel and serial
I/O ports that may have a printing device connected to them. Printing
devices connected to different types of I/0 ports, such as Ethernet ports on a
network card or adapter, are controlled by vendor-developed port monitors.
Fortunately, Windows NT provides port software for the most common ones
(e.g., Hewlett Packard Jet Direct (Hpmon.dll), LPR (Lprmon.dll), Macintosh
(sfmmom.dll)).

The Printer Ports dialog box lists the default Windows NT ports. By
default, the list includes only the standard ports controlled by the local print
monitor. When you want to print over other communication channels (to a
network-attached printer, for example}, you must create a New Monitor, then
insert the disk or type the network path to the port monitor files and then
click OK. Alternatively, to create a new port using an existing port monitor
(e.g. AppleTalk Printing Devices), click New Port and select the printing
device (Figure 6, on the right).

Note that, when the printers are configured as “AppleTalk devices”, the
printer can be captured, making it invisible to Macintosh clients on the local
segment. Macintosh users can therefore access printing devices from the




“Chooser” only through the Microsoft Windows NT shared queues.
Alternatively, if you select another kind of port, you have to disenable the
AppleTalk protocol in the printer, acting on the firmware in order to deny
Macintosh clients the possibility of installing their own spooler. Note that for
the printing devices manufactured by the GCC Inc. (e.g., model Elite) the
AppleTalk protocol is enabled by default, so the only alternative is to
configure the port as an “AppleTalk device”.

In the following window (Figure 7) you can select the printer type.
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Figure 7: Choosing the Printing Device Model

You can either select it from the list or, if the printer manufacturer
supplied a driver disk, click Have Disk. In this example, select Apple, and the
list on the right will change. Find Apple LaserWriter Pro 630, select it and then
click Next, If you have not loaded the driver for this printer before, you might
need to load it from your Windows NT software CD.
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Figure 8: Keeping or Changing the Printer Driver

If you have loaded the driver for the printer, you will see a window that

enables you to use the existing driver (Figure 8) or to load a new one. If it is
already loaded then just click Next.
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Figure 9: Defining the Printer Name

The previous window (Figure 9) enables you to name the printer (e.g.,
Apple LaserWriter Pro 630). This is the name you will see when you will open
the Printer Control Panel. Enter a name (e.g. ps-imm-lw630), and click Next.
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Note the difference between “printer” (the term “queue” is the equivalent
UNIX name), i.e., the software, and the interface in Windows NT that enables
you to print on a “printing device” that refers to the hardware that does the
printing. Specify the sharing options for this printer (Figure 10). Click Shared
and then write the name in the Share Name field. You can enter up to 80
characters in this field, but it is recommended that you use twelve or fewer for
compatibility with the Windows 95/98 environment.

Figure 10: Sharing or not Sharing the Printer

If you already have a printer configured on your local system but you
want to make it available on the network, the right starting point is the Printer
Control Panel. To get to the printer control panel (Figure 11), choose Start,
Settings and then Printers.
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Figure 11: How to Share existing Printers
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This is where the printer you have created can be shared. Right-click the
printer you want to share, and choose Sharing. A new window will appear. To
share the printer, click the Shared option.

5. Client-side Configuration

Clients send print jobs to the print server and the logic used by the
server to determine the job depends on the operating system running.

5.1 Microsoft Windows Family

The Windows NT print server receives print jobs from the Microsoft
Windows family clients through the Microsoft Windows NT server service.
The client can be configured to connect to a network printer served by the
Microsoft Windows NT print server by using the Add Printer wizard. As an
example, we will show the procedure for Microsoft Windows 98,

Figure 12: Selecting Printer Settings

On the desktop, select Start, Settings and then Printer (Figure 12).
Double-click Add Printer and then the Add Printer Wizard will start (Figure
13).
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Figure 13: The Add Printer Wizard

After you have pressed Next, insert the path of the printer by browsing
the network (Pigure 14). Choose Browse, double-click on PRINTSERV and
then select, for example, ps-imm-lw630. Click OK and then Next.
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Figure 14: Locating printer network path

Now, you have to define the local printer name (e.g., Apple LaserWriter
Pro 630}, as shown in Figure 15,
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Figure 15: Defining a Local Printer Name

Then click Next and the required print driver will be downloaded from
the server if it is not already on the client’s hard disk. Print a test page in
order to check whether the printer works properly (Figure 16). Look at the
printer paper format settings (almost always Letter) to check they do not mis-
match those currently set in the physical device (e.g., almost always A4).

Figure 16: Testing the Printer

On some devices (e.g., HP Laser 5/5M PS), the device can stop during
printing and write the “offending command” message. This means that the
printer was not able to interpret some Postscript command. In order to solve
the problem, you have to set “pure binary data” on the Windows 98 printer’s
properties  (Start/Settings/Printers/, right-click the selected printer, then
choose Postscript/Advanced Postscript options)
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You have also to install the RPC Microsoft Print Provider service in
order to enable users to pause and delete print jobs sent to the Windows NT

server. Click on Network Neighbourhood using the right mouse key and select
Properties (Figure 17). :

Figure 17: Selecting Network Properties

Then click Add, Service folowed by Have Disk (Figure 18). Browse the
Windows 98 CD-ROM and select the path \fools\reskit \netadmin\rpcpp. Click
OK and you will see a new item to appear in the Configuration window.

Figure 18: Installing the RPC Printer Provider
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5.2 UNIX

Unix clients must install the printer driver directly on their hard disks.
The installation and configuration of remote queues on these clients depends
on the Unix platform adopted (e.g., PC/Linux, SUN/ Solaris, Digital/QOSF,
etc..), so it is very difficult to document all the available releases. However, in
aﬂy;f) cases this g/ procedure must be executed by the system administrator.
Moreover, the only server-side information needed is the print server domain
name (e.g., printserv.iei.pi.cnr.it) and the remote queue name (e.g., ps-imm-
lw640). Here we will show a typical configuration procedure for the Red Hat
6.0 Linux distribution. From the prompt run “printtool &” and you will get the
Add Printer Wizard (Figure 19).

Figure 19: Printtool Utility

Select PrintTool, then the Add option and a new window will appear
(Figure 20). Select Remote Unix (Ipd) Queue.

Figure 20: Adding a Remote Print Queue
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A new dialog box (Figure 21) will appear in which you have to enter
information as follows:

Names: the name of the print queue on your own computer (e.g., Apple640)
Spool Directory:  the name of the spool directory (e.g., fvar/spool/lpd/lp1)

File Limit: the maximum file size in Kb (0= no limit)

Remote Host: the name of the remote print server (e.g., printserv.iei.pi.cnr.if)
Remote Queue: the name of the remote print queue, (e.g., ps-imm-640)

Figure 21: Print Queue Entries

Click Select, choose the printer model, the default paper format (e.g. A4)
and then press OK (Figure 22).

Figure 22: Driver Specifications
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In order to verify that the new queue works properly, run the command
Ipr -P ps-imm-hp40 file_name

assuming ps-imm-640 is the queue name and file_name is a generic ASCII or
Postscript file.

5.3 Apple Macintosh

The Microsoft Windows NT printers look) like any other AppleTalk
device to Macintosh clients. The print server receives the print jobs through
the SfM server service and functions as print spooler. Thus once the client has
transferred the print job, it can return to work as before. Print queues shared
by the Windows NT server are available to Macintosh users directly from the
Chooser dialog box (Figure 23) after selecting the Apple LaserWriter driver.
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Figure 23: Chooser Dialog Box

6. Printer Permissions

Printer permissions work differently than share permissions. There is no
different authority for a local or remote printer. You simply have to use the
Security tab from the printer's Properties window to specify security attributes
on a printer-by-printer basis. The permissions you set can be applied to both
local and remote users. The most efficient way to establish security attributes
is to assign permission levels to different user groups. For example, you could
give all non-administrative users in a department the print level of permission
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and all managers the full control permission.

Table 1 summarizes printer security permissions.

Type of Level of access
permission
Full Control Enables complete access and administrative
control.

Enables a change in status of any print job

Manage submitted by any user.
Documents
Print Allows a user to send print jobs to the printer
rn and to control pause resume or delete for his
own jobs.
No Access Denies access to a specific printer.

Table 1: Printer Security Permissions

The native Microsoft Windows networking software provides support
for print-device security, thus you can easily set the above printer permissions
for all Microsoft Win95/98/NT users by creating user accounts {username
and password) on the Microsoft Windows NT server. When client-users logon
the network they can print according to the printer permissions the
administrator has applied (typically only “Print”). In particular, they can
delete or hold documents just as for a printer on a local system. It is thus
impossible for Microsoft Windows users to impersonate other users.

By contrast, the AppleTalk protocol has no native mechanism that
supports client-user name or password. Macintosh clients, therefore, cannot
identify themselves on the network, so the Windows NT print server cannot
impose user-level security over Macintosh clients. In fact Windows NT Print
SfM does not require Macintosh users to logon to the Windows NT machine
in order to print.

For LPR/LPD, the TCP/IP Printing Service ignores the Windows NT
security, i.e., it has no native way to validate Unix users’ accounts. This is
because the LPD service has no provision for security. The result is that LPR
users can impersonate other users.
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6.1 How to control Macintosh Client Accesses to Windows NT printers

As stated previously, the AppleTalk protocol does not provide a
mechanism for requiring password access to printing resources. Therefore,
the Microsoft Windows NT cannot restrict access to printers on a single-user
basis for Macintosh clients. By default the Windows NT Print SfM runs with
the privileges of the local system account. This has full print permissions on
all print devices, so by default any Macintosh client can send a document to
any Windows NT shared print queue. If you want to limit the accesses to
printers, you need to set permissions for all Macintosh users as a group by
creating a new user account on the Windows NT print server giving it the
printer permissions you want Macintosh users to have (e.g. “print” mode).
You must then to set the Microsoft Windows NT Print SfM logging using this
user account (Control Panel/Services/PrintSfM/Sfartup).

6.2 How to control Unix Clients Accesses to Windows NT Printers

The built-in LPD server does not have a facility to authenticate LPR
clients. A possible solution that, however, requires work on both client and
server-side, would be to install the Windows NT Services for Unix Add-On
Package developed by Microsoft. This enables the Windows NT Server
system to appear as a native NFS server and offers both file and print sharing
services to any Unix clients that support NFS connections.

6.3 Pcounter: A server-based Commercial Solution

Pcounter is a commercial software developed by AndTechnologies [3]
which can be used to control printing to devices hosted on the network or
connected to Windows 95/98/NT machines. It can also automatically assign
print job ownership from Mac and Unix platforms.

This package is essentially formed by three modules. Port Monitor
monitors the data flow to printers by using its own ports which support
Appsocket (raw TCP/IP) and LPR protocols as replacements for the built-in
or third-party Windows NT ports. The Printer Control Service module
provides a network-centric view of print queues, jobs and permissions. The
Data Server Service manages all accounting data in order to provide statistics
on printing activity.

Printers must be configured using Pcounter ports for the above
protocols so that associated queues are available to Microsoft Windows, Unix
and Mac clients. The queues still appear to Macintosh users in the Chooser
dialog box. However, you have to turn AppleTalk off on the printers in order
to deny Macintosh clients the option of installing their own spooler. This is a
problem for printers manufactured by GCC and Apple where it is impossible
to turn AppleTalk off. It is however not a problem for printing devices
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manufactured by Hewlett Packard (e.g., 4000 series).

Pcounter can also be used to prevent unknown Macintosh and Unix
users from printing in each configuration without any workload on the client-
side. When Macintosh users submit print jobs to Windows NT printers, the
username is shown between parentheses, such as (username). Pcounter
automatically strips off the parentheses and processes the print job according
to the username inside them. Similarly, when LPR clients submit print jobs to
Windows NT printers using the Microsoft LPD service, the usernameis shown
as a username followed by the client IP address in parentheses, e.g.,
“username (192.168.1.27)”. Pcounter automatically strips off the IP address
portion and processes the print job according to the username.

This is not a complete solution because the origin of print jobs caanot be
authenticated, i.e., anyone can submit print jobs to the queues using any
username.

7. Print Event Logging

By default, print events are not logged by the Microsoft Windows NT
system. First, you have to verify that the Logging Service is running, and then
select Start, Setting, Printers, choose File menu, Server Properties and then click
the Advanced button. You can then select what kind of events (e.g. error,
information, warning) you want to record and then press OK (Figure 24).

Architettura - Printer GEC Eiite 12/600

Figure 24: Selecting Print Events to Log
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The “Event Viewer” utility in “Administration tools” can be used to
examine and filter the print events. Choose System from the Log Menu and
you will get a list of entries (Figure 25). Double-clicking a print event entry,
for example, you can view information related to the print job (e.g., owner,
printer, job size in bytes, etc.).

delbE R B £ : Hh
Print Stiavett PRINTSERV
2:27:22 PM Print Stigvetti PRINTSERY
2:26:52 PM Print Stiavetti PRINTSERY
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PRINTSERY
PRINTSERY
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Figure 25: Events in the System Log Window

If you want track and analyze printing activities, you need to save print
events regularly and then extract the information. A freeware utility named
Print Logger [4] has been used for this. This program, which runs as a service,
saves data to an ASCII file in a user-defined directory according to the
following comma-delimited structure:

Computer name, date, hour, printer name, owner, document name, job size, pages
Computer name, date, hour, printer name, owner, document name, job size, pages

LR AT

For Unix clients, the document name is substituted by the IP address.
Note that the Windows NT spooler is guaranteed to report the number of
pages correctly only if the print job was sent by a Windows NT print driver.
Windows 95/98 clients may all report incorrect number of pages (for example
sending two job copies of six pages will only report six pages, not twelve
ones). To track this reliably, you need a third-part program such as Pcounter
which can query the printer or eventually interpret the data-stream.

Finally, the ASCII output file has been imported in a Microsoft Excel
spreadsheet in order to receive statistics of printing usage on a monthly basis.
A set of macros has been developed in order to accomplish the various steps
automatically. The result is a summary showing the total print jobs sent to
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printers on a single-user basis, as shown below:

PRINTING USAGE SUMMARY MARCH 2000

Printer queue “ps-arch-Elit" N.jobs 23 sentby Rossi
“ 12 sentby Verdi

sew

Tot.

Printer queue “ps-GSR-HPCol” N.jobs 11 sent by Bianchi
" 15 sent by Rossi

....................................

8. Conclusions

We have described an economic and easy-to-administer solution, based
on the Microsoft Windows NT platform, capable of permitting Macintosh,
Unix and Microsoft Windows clients to share network printers. We have also
adopted a strategy for monitoring the usage of printing resources that is of
great importance for high-cost colour printers. The solution produces a
monthly summary table where the total number of print jobs sent to a printer
on a per-user basis is reported. The administrator can thus easily track any
kind of abuse. It is however clear that this is not a definitive solution because
Unix and Apple platforms have no provision for printing security. By
contrast, the native Microsoft Windows networking provides support for
print-device security and in this situation our solution is reliable.

Microsoft Windows NT allows to perform the above tasks, but does not
permit the tracking of printing usage. If you wish to control printing on a
per-user cost basis, you need to use some commercial software (e.g., see [8])
which supports sophisticated and accurate page counting technology. The
drawback of this solution is that you need to install server and client
components in order to get authenticated connections between them.
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Appendix A: AppleTalk Routing and Zones

The AppleTalk protocol is able to run on several LAN physical media
(e-g., Ethernet, LocalTalk). AppleTalk routers enable Macintosh users on one
physical medium to connect to Apple devices on another physical medium. A
variety of third-part devices are available to support AppleTalk routing. At
our Institute, we are using four Macintosh computers running the Apple
Internet Router software and equipped with two network cards, one
connected to the LocalTalk segment and the other connected to the Ethernet
segment. The LocalTalk port was configured in order to seed the relative
zone, while the Ethernet port was configured to acquire information from the
NT print server which was set up as a seed device on that port.

During the installation and configuration of the print server, it is
important to check that the AppleTalk network is stable. All routers must
agree about zone and network number information, otherwise conflicts will
occur on the network. For example, if routers are mis-configured, we can
observe zones that appear/disappear from the Chooser dialog box randomly.
A good way to determine whether the AppleTalk network segment you are
working on is running properly is to use the utility “Atanlyzr” provided by
Microsoft in the NT Resource Kit CD-ROM.

If the network does not appear to be stable or if you are thinking about
reconfiguring zones and network numbers, we recommend that you shut
down all the routers. This action will start the aging process for all network
numbers in all routers. The minimum amount of time you should wait before
timing out the network numbers is 10 minutes. After this time, you can
reconfigure all the seed router ports with the right zone names and network
numbers. Thus, you have first to restart the seed routers and then the non-
seed ones. However, please read [5, 6] for further information on AppleTalk
protocol and related network aspects.

Appendix B: Securing Printers on a TCP/IP network

TCP/IP provides peer-to-peer networking, which means that any
computer on the same network of the printer may connect to the printer. A
connection to the printer may be done using the client software of the server-
side server component running on the printer (e.g., if the printer is LPD-
enabled, any client running an “lpr” program can send print jobs to the
printer). If you decide to install a print server, you may wish to limit accesses
to other computers on the LAN as well as on the Internet and to decide that
only the computer configured as print server may send TCP/IP print jobs to
the printer.

The most recent printers manufactured by Hewlett Packard (e.g., model
4000 PS) and GCC (model Elite 12/ 600) can easily set up TCP/IP restrictions




via WWW, For older printers, you have three possibilities:

a) updating the printer firmware if this is possible;

b) connecting the printer to a private network protected by a firewall
system;

c) shutting down the TCP/IP protocol on the printer and configuring
it as a “captured” AppleTalk device on the Windows NT print
server.

Appendix C: Backing up the Print Server Configuration

In the Microsoft Windows NT Resource Kit CD-ROM, you can find the
Microsoft Printer Migrator (Printmig.exe) utility which allows you to backup
or restore a print server configuration. Printer Migrator provides backups
only for defined ports. Configuration data (printer quetes; print monitor
ports like Local, LPR, HP Network, Jet Admin, AppleTalk; print drivers; all
share point information, including file and print shares; registry information)
is written into the pm.cab file using the Microsoft Cabinet file format, while
current server status information is saved to the pm.log file. By default both
files are contained in the folder Yosystemroot %\ System32\Spool\Pm. Print
Migrator does not backup the printer monitor software which must be
reinstalled after the restore operation, to ensure complete functionality.

To perform a Print Server backup, you have to take the following steps:

a) on the Actions menu, click Backup;

b) leave the Target Server field blank because we are backing up the
local computer;

¢) in the CAB storage folder field, type the folder where the backup
files will be stored;

d) click OK

To restore a Print Server, you have to take the following steps:

a) on the Actions menu, click Restore;

b} type the file name of the Pm.cab file to be used to restore in the File
name field;

c) leave the Target Server box blank because we are restoring to the
local computer;

Printer Migrator temporarily stops both Windows NT spooler service
and the Print SfM service on the target computer to restore the print queue
information. Print monitor information must be consistent between the
backup and target computer. If port monitor software or some services are not
installed, Printer Migrator displays a warning to remind you to install and
then re-run the restore command .
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The lower panel of the Printer Migrator Window will display a
continuous progress report of the backup and restore activities. By default the
report is stored in the Pm.log text file.

Appendix D: On compatibility between Laser Writer Drivers and the
Microsoft Windows NT SfM

There are at least two known causes [7] that halt the SfM print server
when Macintoshes print through it:

a) A conflict with the LaserWriter 8.6 driver.

When we print from a Macintosh, the Microsoft Windows NT
print server accepts the job then immediately crashes showing
the blue screen. Several users reported such examples using
different 8.6.x drivers on Macintosh Operating System 8.x.

b) A problem when printing to Apple LaserWriter 16/600 PS printers

This problem is described in the Microsoft Knowledge Base
Article Q152553 [8]. It occurs with Macintosh computers
running Open Transport, which represent the majority today.
It is recommended to equip all clients with the LaserWriter
8.5.1 driver. However, this still does not solve the problem
explained in a).

Appendix E: On the Microsoft Windows NT print server test at IEI

We did several tests using all the printers reported in Table 2. On the HP
Color Laser Jet 5/5M Postscript printer, the AppleTalk protocol was enabled
while the TCP/IP one was shutdown. The Microsoft Windows NT operating
system was updated by applying the Service Pack 6a after configuring the
printer as an AppleTalk device. By capturing the printer, the Windows NT
print server provided a network-centric view of print jobs. We found that
Macintosh clients running Laser Writer driver release 8.x had to install the
Postscript Printer Description (PPD) file provided by HP, while older
platforms did not require any proprietary PPD file. It should be known that if
the print server shutsdown for any reason, users will be not able to print. This
situation can be accepted for color printers as the volume of color pages much
less than that for black and white printers. For this reason, we decided to
enable users to directly send print jobs to black and white printers. In this
case, the Microsoft Windows NT print server makes AppleTalk network
connected printers available to PC and Unix-based clients.



Printer Model Windows NT print queue name

GCC Elite 12/600 ps-Arch-Elit
Apple Laser Writer 630 ps-Arch-Imag
Apple Laser Writer Plus v. 422 ps-Arch-WWYW
Apple Laser Writer PRO 630 ps-imm-630

Apple Laser Writer PRO 630 ps-imm-630x

Apple Laser Writer 12/640 ps-imm-640
HP Laser Jet 4000 ps-LwDirezio
Apple Laser Writer NTX ps-mod-lwiif
Apple Laser Writer NTX ps-mod-lwntx
GCC Elite 12/600 ps-mod-R1E12
GCC Elite 12/600 ps-GSR-Elite
HP Color Laser Jet 5/5M ps-GSR-HPCol
HP Laser Jet 4000 ps-rep4-hp40
GCC Elite 12/600 ps-rep4-Elit

Table 2: Printer Queues at the Istituto di Elaborazione della Informazione
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