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Abstract—In the next decade, electric road vehicles have
the potential to reduce climate change and improve mobility.
However, not all charging methods are equally secure and private,
so this work provides a comprehensive analysis of the security
and privacy of various EV charging methods and highlights the
importance of addressing vulnerabilities to meet homologation
standards. Five charging methods are described in terms of phys-
ical components, communication protocols, and standards. This
research identifies weaknesses in each method and determines
which are less prone to cyber attacks or privacy disclosures. The
impact of different charging methods on vehicle homologation
is also discussed, as required by the cybersecurity regulation
UNECE R155. A mapping is provided between vulnerabilities
and suggested mitigations from the regulation. The evidence
suggests that different charging methods result in different
security and privacy levels, with conductive methods being more
vulnerable to security attacks and privacy disclosure, while
methods with fewer components may reduce security and privacy
risks.

Index Terms—Electric vehicle, conductive, inductive, battery
swapping, security, privacy, UNECE R155.

I. INTRODUCTION

The development of electric vehicles (EVs) such as full
battery electric vehicles (BEVs) and plug-in hybrid electric
vehicles (PHEVs) is contributing to the achievement of decar-
bonization goals and transforming road mobility [1]. Besides,
many countries are planning to prohibit the production of new
gas and diesel car models in the next fifteen years, which is
expected to modify our daily routines and the cities’ environ-
ments. To support this transition, an EV ecosystem, consisting
of three main components, is required to supply energy: the
EVs, the Electric Vehicle Charging Stations (EVCS) with their
connections, and the power grids.

In this work, we focus on the EV charging ecosystem and in
particular on EVCS which acts as an access point for EVs to
the electric infrastructure. The EVCS is a regulated and stan-
dardized device that can be installed in a private or public area
and includes various physical components, software solutions,
and communication protocols. EVCS models vary based on
their charging methods, such as conductive or inductive, which
can determine the complexity of the charging ecosystem. At
the same time, EVCS not only provides energy but can collect
a wealth of sensitive personal data from payment to precise
location or preferences data [2]. Different EVCS models,
which use distinct charging methods, can have a different
cybersecurity level [3]. Although the EVCS can be vulnerable
to cyber attacks, limited best practices have been adopted

by the industry to address security issues [4]. Our study
investigates security and privacy concerns from a charging
method perspective, which is a novel approach as security
problems are typically considered from a single component
or method perspective. Our work could have a real impact
on the design of charging solutions, suggesting industry the
less vulnerable or incentive to find mitigations. We start with
the description of the different charging methods and compare
them to retrieve security strengths and weaknesses, finding the
most and the less secure method. Privacy is also a relevant
topic because none of the existing standards or the Plug-and-
Charge (PnC) provide privacy-preserving solutions to protect
sensitive charging and billing data [5]. Our research provides
valuable insights for the industry to comply with the UNECE
R155 regulation [6]. This regulation requires not only ensuring
the security of the vehicle but also of the external components
that interact with it, such as back-end servers, which can
be targeted by attackers to extract data or launch an attack
on the vehicle. We identified possible vulnerabilities in the
external vehicle ecosystem through literature references, which
can help the industry to ensure compliance with UNECE
R155 - Annex 5. To this purpose, in Section V we map each
discovered EVCS security or privacy vulnerability with the
mitigations suggested by the UNECE R155. Another relevant
aspect of the EV life cycle is the range anxiety, namely the
fear that the EV has not sufficient energy storage to cover the
road distance to reach the destination or the next EVCS. This
anxiety may increase with the security and privacy risks that
the EVCS can suffer. For this reason, our work can contribute
to describe the state of the art to find possible mitigations to
be implemented by EVCS stakeholders.

The paper is structured as follows: Section II describes
the related work, while Section III defines the security and
privacy model that we use for our analysis. Section IV is
the core of our work, where we describe the five charging
methods and for each, starting from the scientific literature,
we analyze the security and privacy issues. Section V contains
the comparison among the different methods, summarizing
the results of the previous section, and a mapping between
the existing vulnerabilities with UNECE R155 mitigations.
Section VI is the conclusion of our work with the findings
and future possible research.

II. RELATED WORK

In the last years, several studies have discussed the different
security and privacy aspects of the EV charging ecosystem, in
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particular, the last three years can be considered the beginning
of a relevant research interest in EVCS security and privacy.

In July 2022, the United States Department of Energy by
National Technology and Engineering Solutions of Sandia re-
leased one of the main documents related to the cybersecurity
of EVCS [4]. This report provides the power, security, and
automotive industry with some recommendations founded on
research that are necessary to secure EV charging ecosystem.
Nasr et al. [7] analyze possible attacks against the EVCS like
firmware and billing manipulation. They propose also possible
mitigations and patching like enforcing authentication on all
endpoints to patch information disclosure issues (Common
Weakness Enumeration CWE-200). The review of Bharathi-
dasan et al. [8], published in 2022, provides a significant
study of the global market scenario for EVs with a focus on
cybersecurity needs. The authors analyze the different charging
methods describing present and future trends. They underline
that the Electric Vehicle Supply Equipment (EVSE) interfaces
have significant cybersecurity research needs, for instance,
techniques to avoid the loss or tampering of charging signals
through side-channel assaults. Regarding security mitigations,
in 2020, Basnet et al. propose a deep learning-based intrusion
detection system (IDS) to detect the Denial of Service (DoS)
attacks in the EVCS. They underline the need for protection
systems and, using long-short-term memory (LSTM) algo-
rithms, they can achieve more than 99% detection accuracy.

About information privacy, in 2022, Islam et al. [9] propose
an intelligent privacy preservation scheme for EVCS using
local differential privacy while Almuhaideb et al. [10] pro-
pose an efficient privacy-preserving and secure authentication
based on elliptic curve to fulfill the re-authentication protocol
requirements to reduce the overhead of future authentication
processes. Unterweger et al. [11] provide a deep analysis
and overview of the EVCS ecosystem concerning privacy,
suggesting a common naming convention and methodology to
analyze privacy and establish common standards. Dedicated
to the security issues and challenges of the Open Charge
Point Protocol (OCPP), the work of Garofalaki et al. [12]
describes the entities that take part in an OCPP-based smart
charging scenario, identifying the security threats and possible
solutions. Alcaraz et al. [13] focus on OCPP attacks which can
cause energy theft or fraud.

To conclude, concerning the current literature, our work
presents for the first time a comparative analysis among all the
five charging methods focusing on cybersecurity and privacy
aspects by highlighting the weakness of each charging mode
and discussing them with respect to UNECE R155.

III. THREAT MODEL

While an EV is connected to the charging station, it ex-
changes not only energy but also data with the infrastructure
and external nodes. The goal is to discover which cyber attacks
can be performed and their impact on each of the five different
charging methods. As proposed in [14] and [4], we decide to
use the STRIDE model, that is an acronym for:

« Spoofing: gain illegal entry into a secure system using
another user’s authentication information;

o Tampering: an intentional but unauthorized act resulting

in the modification of a system;

« Repudiation: a subject falsely denying having performed

a particular action;

« Information Disclosure: unauthorized divulging of, or

acquisition of, information;

o DoS: the prevention of authorized access to resources or

the delaying of time-critical operations;

o Elevation of Privilege: an unprivileged user that gains

privileges to perform security-relevant actions.

We consider also physical security because the EVCS infras-
tructure can range from little to no supervision. This situation
can allow an attacker to compromise the physical components
which can be a vector to enter into the charging ecosystem.
This type of situation can be called as “cross-layer attack”
[15], when the weakness of a layer like the physical, with,
for example, an accessible RS-232 port, is used to enter into
another component, generating a sophisticated, more difficult
to detect, and dangerous attack. The Open Web Application
Security Project (OWASP) threat modeling process states that
in the STRIDE model the Information Disclosure compro-
mises the property of confidentiality, which is the mandatory
property to preserve privacy. Thus, in our STRIDE model,
privacy is represented by Information disclosure.

IV. SECURITY AND PRIVACY OF CHARGING METHODS

The charging method defines the structure and the charac-
teristics of the EVCS. We can identify three main categories
of charging systems:

1) Conductive charging, a wired charging system to trans-
fer energy using electrical contacts. It can use i) Al-
ternating current (AC), an electric flow charge which
changes polarity and direction over time for On Board
Charger (OBC); ii) Direct current (DC), one-directional
flow of electric charge for Off Board Charger Board
Charger (DC Charger);

2) Inductive charging, also known as wireless charging. It
uses electromagnetic induction to provide electricity to
portable devices and it can be i) Static, when energy is
delivered from an EVCS to the vehicle when it stopped;
ii) Dynamic, when energy is delivered from the roadway,
which is the EVCS, to the vehicle when it is in motion;

3) Battery Swapping System (BSS), quick refilling with the
substitution of the empty battery with a fully charged
battery. It can be considered the shortest system to
have a complete charge. According to NIO, a Chinese
manufacturer of smart EVs, a swap station can take only
3 minutes to swap a battery [16].

Note that there is also the possibility, called trickle charge,
to connect directly the vehicle to the normal current sockets of
the house, without any other intermediate component. How-
ever, this charging system is not allowed in some countries
and it can not be considered an EVCS because it lacks the
main elements of an EVCS like a charger or a control device.

A. EVCS common components

Table I reports the vulnerabilities of the common com-
ponents of the different charging methods. The Power Grid
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TABLE I

COMMON ELEMENTS’ LIST OF VULNERABILITY OR ATTACK METHOD FOLLOWING THE STRIDE MODEL. IN SQUARE BRACKETS AND BOLD THE

IDENTIFIER OF EACH VULNERABILITY.

El . Security Attack Class
S T 1 D E
Power Grid [V.1.1] Increase in Charging De- [V.1.3] Consumption patterns can be
mand / Switching Attack [17] / used to observe and infer properties
[V.1.2] Under-frequency load event that many would consider private
[18] [19]
Power Link [V.1.4] Sites are often located in re- -
mote areas and difficult to monitor,
leaving them vulnerable targets [19]
EMS [V.1.5] The used pro- [V.1.6] False Data [V.1.7] Malware [20] [V.1.8] Malware [20]
tocols are vulnerable Injection Attack
to sniff [14] (FDIA) [20]
OSCP - - - [V.1.9] Electromagnetic attack [20]
CSMS - [V.1.10] Malware [20] [V.1.11] Malware [20]
OCPP [V.1.12] Highjack the [V.1.13] Passive traffic [V.1.15] Electromagnetic attack [20]
communication  and analysis [13] / [V.1.14]
gain control [21] Man in the middle on
data privacy [22]

represents the physical network to deliver electricity from the
producer to the users, connected by a power link. Both of
them can suffer DoS attacks, but also, with an escalation of
privilege, there is the possibility, starting from the consump-
tion patterns, to inferring personal information of the users,
compromising also privacy. The Energy Management System
(EMS) is a remote computer-aided tool used by power system
operators to monitor, manage, and serve optimal energy [23].
Usually, EMS uses OSCP to communicate with EVCS compo-
nents. The Charging Station Management System (CSMS) is
a software and hardware component that manages the EVCS
operations and its security and authentication. The EMS and
the CSMS can suffer malware attacks. Two communication
protocols are defined as follows:

o Open Smart Charging Protocol (OSCP) is used to com-
municate from the management system of a power grid
and the CSMS. The actual version, OSCP 2.0 released
in 2020 provides a 24-hour forecast of the available grid
capacity. Regarding security, the endpoints (HTTP) are
protected with SSL and token-based authentication;

e Open Charge Point Protocol (OCPP) is used to commu-
nicate from CSMS and the physical EVCS. The actual
version, OCPP 2.0.1 released in 2018 supports ISO
15118. Regarding security, it implements three different
profiles, chosen according to the security needs of the
EVCS ecosystem: Basic security profile, TLS with Basic
Authentication, and TLS with Client Side Certificates.

The communication protocols can both suffer electromag-
netic attacks, which can cause DoS. According to literature,
only OCPP can suffer sniffing and information disclosure.

B. Conductive Charging

Fig. 1 reports a schematic structure of a conductive charging
EV ecosystem which can be considered descriptive for both
AC and DC solutions.

We consider EVCS not only the station where the vehicle
connects to charge but also the incoming and outcoming wired
and wireless connections. For instance, it could be a wallbox
for home charging or a column in a parking area. In any case,

Power Grid CHAdeMO:
E CSMS: Charging Station Management System
EMS
= EVCS  CHAdeMO EV
o Ghyr
ISO 15118]
Ji fio iy
v —
CSMS 0}‘/",\‘/ -V

Fig. 1. EV ecosystem with the most commonly used communication
solutions. Solid lines represent the wired connections, while dotted lines are
wireless connections.

it has a wired connection with the power grid, and, usually, a
wireless or wired link with a CSMS using OCPP. The EVCS
has a socket outlet with a fixed or removable cable that is used
to connect the EVCS with the EV, using a charging connector,
which is usually classified by the rate at which the batteries
are charged. Level I connectors, following the standard J1772,
are the most basic and slowest charging solution. They use
AC, usually 120 V, for example, in a private context. Level
2 plugs are AC 240 V chargers in public areas, following
J1772 standard or having Tesla connectors. The last category
is Level 3, using DC fast charging only for public contexts.
Some charging connectors examples are:

o CHArge de MOve (CHAdeMO) is a fast-charging system
developed by Japanese carmakers since 2010 following
the standard IEC 61851. It is used in the DC stations.
It works with the Controller Area Network (CAN)-based
protocol: its messages are sent to the EV via CAN bus;

o Combined Charging System (CSS) is a charging system
developed by European and North American car manu-
facturers since 2011. CSS allows AC and DC charging,
following the IEC 61851. For DC connections, CSS1 is
mainly used in North America, while CSS2 is in Europe
and the rest of the world;

o Guobiao standards (GB/T) 18487.1/20234/27930 are a
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CONDUCTIVE CHARGING LIST OF VULNERABILITY OR ATTACK METHOD FOLLOWING THE STRIDE MODEL

TABLE I

- . Security Attack Class
S T R I D E
EVCS [V.2.1] Hard-Coded [V.2.3] Cross-Site [V.2.4] Repudiation [V.2.5] SQL Injection [V.2.6] Server-Side [V.2.7] Loss of fi-
Credentials  [21] / Scripting (XSS) [21] caused by [21] Request Forgery nancial/energy trans-
[V.2.2] Side-channel manipulation and (SSRF) [21] action or nonrepudia-
attack [20] obscuration of the tion [4]
transaction details [4]
CHAdeMO [V.2.8] The cybersecurity threats will follow the vehicle’s CAN communication security threats [24]
CSS [V.2.9] TLS is not re- [V.2.11] Fabrication - [V.2.13] Eavesdropping [V.2.14] Attack -
quired [24] / [V.2.10] of metering and tariff if information not en- on communication
Sniff data using un- information can result crypted properly [24] channels to inhibit
encrypted ISO 15118 in free charging [24] the charging [24] /
traffic [25] / [V.2.12] Injected a [V.2.15] Brokenwire
Log4Shell  payload attack [27]
[26]
GB/T [V.2.16] The cybersecurity threats for GB/T 20234 will follow the vehicle’s CAN communication security threats [28]
ISO 15118 [V.2.17] Sniff data us- | - - [V.2.18] Privacy con- | - -
ing unencrypted ISO cerns [21]
15118 traffic [25] [28]
IEC 61851 [V.2.19] Authentica- | - - - - -
tion was considered
outside the scope of
this protocol [21]
EV [V.2.20] Side-channel - - [V.2.21] Exposure of - -
attack [20] the EV driver’s sensitive
data [20]
EV Driver [V.2.22] Side-channel - - [V.2.23] Through smart- - -
attack [20] phone app access to per-
sonal EV driver and ve-
hicle information [29]

set of charging standards developed in China since 2011
containing requirements for safety and connection issues.
GB/T allows AC and DC charging, following IEC 61851.

Note that the possible configuration could be different,
especially for the connection EVCS-EV. For example, another
possible connector is the Tesla version, used in all markets for
Tesla vehicles, following the North American standard J1772
for AC and DC chargers.

Table II reports the result of our analysis on the possible
vulnerabilities of each component of the EVCS ecosystem.
From a physical security perspective, Levels 2 and 3 require
more protections because they are installed in a public context,
where an attacker could have more interest to perform an
attack. At the same time, the connection between the EVCS
and the EV is standardized by ISO 15118 and IEC 61851. The
EVCS is the core of the ecosystem and it can be attacked by
injecting malicious code to infer data or cause a DoS, with
also the possibility to cause financial loss with an elevation
of privilege. Among the different versions of connectors, CSS
seems to be the most studied and also prone to several attacks
like the recent brokenwire attack [27], causing sessions to
abort. While the other two connectors type CHAdeMo and
GB/T use the CAN protocol for handshaking and to exchange
configuration parameters, so they can suffer the vulnerabilities
of the CAN bus like the lack of confidentiality. The standard
ISO 15118 can suffer the sniffing of unencrypted traffic,
while the only application of the standard IEC 61851 can
not guarantee any security protection. Through its charging
systems, EVs can suffer different attacks like the side-channel
or the exposure of the driver’s sensitive data. The driver of the
EV should be considered as part of the ecosystem and could
be used as a vector to inject malicious code like using the

charging app installed on the driver’s smartphone.

To summarize, in this scenario, it seems that security may
be compromised in several components with high impact on
service availability, but also privacy could be risked in almost
all the software components of the ecosystem.

C. Inductive Charging

Power Grid

EV with
Receiver Coil

Jyyy

L

Transmitter Coil(s)

Fig. 2. EV ecosystem of the inductive static charging method. The PCS can
be located in a public or private area.

In the two inductive static charging methods, charging is
carried out when the EV is stopped in a public or private
area (Fig. 2). Concerning the conductive method, the main
differences are the presence of the transmitter and receiver
coil, and the presence of a Power Control Station (PCS), which
can be considered as the physical component to manage the
charging. The set of the transmitter coil and the PCS forms
the EVCS. The other parts of the schema reported in Fig. 2
are the same as the conductive charging with the same scope
to manage and provide energy to the EVCS. The PCS with
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its hardware/software components can be prone to spoofing
attacks, causing possible eavesdropping that can cause a leak
o the privacy of users’ information.

Power Grid

EV with
Receiver Coil

4 4 R A 4

Transmitting Coil Track

Fig. 3. EV ecosystem of the inductive dynamic charging method. The
Transmitting Coil Track is a road that can transmit inductive charge like the
Stellantis project in Chiari (Italy) [30].

During the driving, the receiver coil installed at the bottom
of the EV receives energy directly from the road in which
it is installed a transmitting coil track, composed of different
subsequent coils (Fig. 3). This method has several advantages
allowing theoretically infinitive driving. This technology is
under study and test: in the Swedish island of Gotland, where,
in 2021, it was installed a 1.6-kilometer trail track to test truck
charging. Regarding the physical component like the coils, the
only attack that can suffer is a DoS caused by jamming to
interfere with electromagnetic waves.

TABLE III
INDUCTIVE CHARGING LIST OF VULNERABILITY OR ATTACK METHOD
FOLLOWING THE STRIDE MODEL

- " Security Attack Class
S T | R |1 D E
PCS [V.3.1] The unshielded - - - - -
charging cable leaks signals
of the PLC-based charging
communication, which
allows an adversary to
eavesdrop wirelessly on the
communication [28]
Trasmitter - - - - [V.3.2] -
coil Broadband
noise jamming
[28]
EV - - - - [V.3.3] -
(Receiver Broadband
coil) noise jamming
[28]

D. Battery Swapping

The battery swapping method (Fig. 4) can be considered
the fastest among the different charging methods because it
consists only of the substitution of the empty battery with a
fully charged battery. This operation can be completed in a
few minutes in specific battery swapping stations (BSS) that
contains a different charged battery. When a user needs one,
it can independently change the battery for motorbike or wait
some minutes in a station for a road vehicle [16].

Today in the world, the BSS network is not enough devel-
oped to support the daily use of EV with battery swapping.

However in China, NIO is planning to have more than 1300
battery swap stations by the end of 2022 and to install 1000
BSS outside China by 2025.

EVCS: Swap Station

EV with
) Empty Battery
Power Grid CanE]
LT
| camg
(am [-.,il
X
Luag] 1]
CaEl (]

Fig. 4. EV Battery swapping ecosystem. The empty battery of the vehicle is
exchanged with a fully charged battery. The swap station is connected to the
power grid with a power line.

The main security problem may be related to the presence
in the batteries of a memory, which can store usage and user
information. In the case that the battery memory is not erased
after each usage, the information could be read by an attacker.

TABLE IV
BATTERY SWAPPING LIST OF VULNERABILITY OR ATTACK METHOD
FOLLOWING THE STRIDE MODEL

Security Attack Class
s|T|R|TI D | E
[V.4.1] If the battery has a memory, the - -
attacker can extract critical information
such as the driver’s habits and location

[15]

1 ¢

Battery

V. DISCUSSION

The charging methods can be compared from a security and
privacy perspective to identify their strengths and weaknesses.
Starting from the previous single analysis, all the charging
methods share the vulnerabilities of the power grid, power link,
EV, and EV driver. However, the conductive charging methods
(both AC and DC) suffer the weaknesses of the communication
protocols and applied standards, while the inductive method
and the BSS are not prone to this category of security issues.
The most common and studied threats are the DoS and the
elevation of privileges to perform cross-layer attacks.

Moreover, the five methods have different charging speeds
that can change according to the vehicle (Table V) and may in-
fluence the exposure to cyber attacks. Generally speaking, AC
charging can be considered a slow method as static inductive
charging. DC charging is considered the fastest between the
conductive and inductive methods. However, battery swapping
is the fastest among all methods to have a fully charged battery.
The location of the stations can vary from private to public.
Nevertheless, until today, only the AC and the static inductive
charging are usually installed in private areas like houses.

A. UNECE RI155 Mitigations

To homologate the new road vehicles, cybersecurity reg-
ulation UNECE RI155 requires that all implemented pro-
cesses should consider the probable sources of security risk,
providing an adequate assessment. During our analysis, we
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TABLE V
COMPARISON OF FIVE DIFFERENT CHARGING METHODS

Charging Method Charging Speed Usual location N T R I D E
AC Conductive Charging Slow Private / Public [ ] [ ] [ ] [ ] [ ] [ ]
DC Conductive Charging Fast Pubic [} [ ] [} [ ] [} [ ]
Static Inductive Charging Slow Private / Public [ ] (@] O (@] [ ] [ ]
Dynamic Inductive Charging Continuous Public [ ] @) O @) [ ] [
Battery Swapping Fastest Public O @) O [ ] [ ] [

discover that the vulnerabilities, found in the different charging
methods, correspond to the risks identified in UNECE R155
Annex 5 Table Al and that should be treated.

In Table VI, we report each discovered vulnerability with
the relative mitigation suggested by UNECE R155. For ex-
ample, the side-channel attack (V.2.2) on EVCS is a threat
identified in Table A1 (4.3.2 Threats to vehicles regarding their
communication channels, 4.1 Spoofing), which needs to be
mitigated to receive the vehicle homologation. In particular,
Table B1 suggests mitigation M10 where the vehicle shall
verify the authenticity and integrity of messages it receives
[6]. Regarding the connectors CHAdeMo and GB/T standards
in Table A1, point 11.1, UNECE R155 identifies the malicious
CAN messages as a possible threat (V.2.8, V.2.16). So, in Table
B1, the mitigation M15 suggests adopting measures to detect
malicious CAN internal messages. Note that the vulnerability
V.2.4, related to repudiation, following the OWASP definition,
can be classified as an attack on the transaction details and
logs. Thus, we map V.2.4 with mitigation M7, which can fix
unauthorized deletion/manipulation of system event logs.

In Table III, regarding the physical component of the
inductive charging like the coils, the only attack that can suffer
is a DoS caused by jamming to interfere with electromagnetic
waves (V.3.2, V.3.3). UNECE R155 requires to treat also this
last attack. Table Al, (4.3.5 Threats to vehicles regarding
their external connectivity and connections, 16.3 Interference),
considers the possible interference with short-range wireless
systems or sensors, which the transmitting coils can be. In
Table B1, mitigation M20 suggests adding security controls
that shall be applied to systems that have remote access or,
we can infer, that can suffer remote DoS attacks.

The issue V.4.1 in Table IV, related to the BSS, can be
the vulnerability of UNECE R155 Table Al (4.3.1 Threats
regarding back-end servers related to vehicles in the field, 3.5
Information breach), where it is reported the unintended shar-
ing of data. UNECE R155 Table C1 reports as mitigation M8
the security controls that can be found in OWASP documents.

With respect to the UNECE R155, all the charging methods
require actions to mitigate the possible threats. In particu-
lar, a single mitigation can treat several vulnerabilities. For
example, mitigation M12, which requires the verification of
the messages authenticity and integrity, can mitigate nine
discovered vulnerabilities. However, a conductive charging
station seems to need more solutions than a battery swapping
station. UNECE R155 Table Bl and C1 can provide the
necessary mitigations to the retrieved threats, but, until today,
each carmaker like Tesla seems to adopt propriety solutions
with a wide range of standards and different connectors, which

can increase the security risks.

To conclude, the conductive methods can be considered
more exposed to security attacks and lack of privacy with
the information disclosure, while the other methods with less
components and communication protocols seems to reduce the
security and privacy risks.

VI. CONCLUSION

This work provides a comprehensive analysis of the security
and privacy of various EV charging methods and highlights the
importance of addressing vulnerabilities to meet homologation
standards. Besides, it provides industry a complete security
analysis to design the future EVCS. We also describe how
vulnerabilities, even if out of the vehicle, should be treated
to reach the UNECE R155 homologation and we map the
vulnerabilities with the possible mitigations.

From this work, we can infer that the conductive methods
with more components and protocols seem to be more vul-
nerable, because, following the cross-layer attacks, the most
vulnerable node defines the level of security of the entire
ecosystem while the BSS seems to be the most secure and
fastest method because the substitution of the battery can
bring only an information disclosure. However, until now,
BSS security seems to be an understudied topic, so, as future
research, it may be useful to study its possible vulnerabilities
and security mitigations. To conclude, this work can serve as
a valuable resource for industry professionals and researchers
working on the design and development of secure and reliable
EVCS.
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