
1

Sensing the Health State of a City
Structural monitoring system by IoT wireless sensing devices
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1 INTRODUCTION

We are witnesses of technological ascent accomplished by
the Internet of Things (IoT) in the new era of the shared
informatization. Smart Cities make up certainly one of the
major areas of IoT applications. Despite the several defi-
nitions for this new concept, the aim is achieve a better
use of public resources, increasing the quality of services
and decreasing the costs of public services. Some initiatives
of Smart Cities around the world have become reality
[1]. Many components compose a smart city, e.g. smart
transportation, smart energy, smart education, and smart
building surely. A smart building consists in services offered
to the occupants, resources distributed to the city and, in
case of historical heritage, informations about its ”health
state” to municipalities. The core of a smart building, and
more in general of a smart city, is represented by the IoT
devices [2]. Physical objects connected over a network take
part in Internet sharing information about themselves at
any time. The marketplace offers several solutions for IoT
developments, both in hardware and software. Developers
have proposed simply and low-cost embedded systems,
that allowed users to develop on their own monitoring
and actuation systems [3]. The research in the structural
health monitoring field (SHM) [4] takes advantage by the
IoT paradigm. Indeed, the goal of SHM is to obtain informa-
tion about the characteristics of a structure, its constituent
materials, and the different parts that compose itself. The
SHM needs of observations of a structure over the time,
using measurements obtained with different kind of sensors
(accelerometers, thermometers, hygrometer, extensometers)
deployed along the whole structure to be monitored. Such
procedures are recognized as a good way to test the state
of conservation of a structure, and are also important aids
in identifying when interventions are necessary. Exploiting
low-invasive and aesthetically acceptable sensors becomes
essential to widespread SHM applications. IoT technolo-
gies have invaded SHM field providing an economical and
relatively non-invasive instruments for real-time structural
monitoring of buildings and monuments. Indeed, IoT-based
sensors are able to monitor wide areas and transmit data to
a remote server. We envisage their employment in a not too
distant future in the monitoring of entire areas within a city,
facilitating the management of maintenance operations and
prompt interventions in the case of an emergency.

The main issues that must be taken into account when

an IoT-based sensor network is used for SHM applications
are: the number and location of the sensors used to ac-
quire data, the synchronization of the acquired data and
the energy consumption of the nodes. The optimization of
the number and location of sensors is a new challenge in
these technologies, which typically involve a large number
of redundant sensors. Moreover, the synchronization of the
sampled data is essential in order to correlate data coming
from different sensors deployed in the ancient monuments.
Finally, adopting energy-efficiency policies becomes essen-
tial for long term monitoring systems.
In this paper we show how a long term monitoring infras-
tructure based on the IoT paradigm can be achieved with
off-the-shelf devices, where each sensing device is able of
autonomously transferring data (3-axial acceleration, tem-
perature and humidity) to a server. We deployed the sensing
devices on the San Frediano bell tower in Lucca, collecting
a large amount of data. Finally, we studied the structure
behavior under external stresses, showing results in three
particular conditions: environmental noise in a weekday,
during the ringing of the bells and during a large event
taken place in the city.

2 RELATED WORKS

The rapid spread of WS technologies has allowed the re-
placement of the wired infrastructures with the wireless
ones. Wireless infrastructures provide considerable advan-
tages for SHM applications, such as ease deployment of
sensor network and high degree of scalability, even in non-
urbanized areas [5]. The authors in [6] and [7] describe the
development of a dedicated wireless system for the real-
time SHM of a historic building. However, the accelerom-
eters resolution cannot be conditioned to evaluate large
signal variations that saturate the system output. Another
wireless system for SHM of large bridges is presented in
[8]. The system exhibits good wireless interface performance
in terms of data rate, network scalability and cost, but the
resolution is not suitable for ambient vibration acquisition,
as it does not provide high enough resolution for such
applications. The paper in [9] regards dynamic testing and
structural monitoring via wireless sensor networks in the
postearthquake assessment of the structural conditions of
buildings in L’Aquila. The authors designed an SHM sys-
tem exploiting commercial wireless transceivers, as well
as the Imote2 board for the acquisition of inertial signals.
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Transducers are embedded in Imote2 and the hardware
configuration, as well as the setup procedure, is impossible
to configure in accordance with building requirements. A
hybrid system, based on both wired and wireless tech-
nologies, is proposed in [10]. Each sensing node collects
data from transducers and communicates with its own base
station through CAN (wired bus) interface. The system
scalability and high cost of dedicated ad-hoc hardware
are the significant differences with the proposed system.
In [11] authors show the results about the modal analysis
performed on two different historical buildings. The pro-
posed system is mainly composed by high-cost transducers,
plugged via wire to a commercial acquisition system and
directly connected to a laptop for data analysis and storage.
Despite the good performance, the system is not suitable for
a long term installation, appearing bulky and too invasive.
In [12], [13], [14] authors propose some techniques to reduce
the energy consumption, i.e. sampling rate adjustment and
data compression. The first one is based on reducing the
data-sampling rate as much as possible without affecting
recognition accuracy [14] . While, the second technique
reduces the amount of transmitted data, saving energy that
would otherwise be consumed for radio transmission [13].
In this paper, we adopt these two energy saving techniques
and we further reduce the energy consumption solving the
synchronization issue endowing all WS nodes with a NTP
client without waste of energy.

3 HOW TO MONITOR A STRUCTURE

The experimental verification of modal parameters of a
structure (eigenfrequencies, damping ratios, modal shapes)
is important for its design and it can be used for SHM pur-
poses; indeed the analysis of the variation of these quantities
over time, can provide indications relating to a possible
structural damage. Therefore the knowledge of the modal
parameters is crucial to carry out the structural monitoring.
A preliminary experimental campaign performed by a high
precision instrumentation can be used to estimate accurately
the maximum level of acceleration reached by the structure
and to asses its modal parameters. Using vibration data
collected is possible to know eigenfrequencies, damping
ratios, modal shapes of the structure by numerical tech-
niques known as EMA (Experimental Modal Analysis) or
OMA (Operational Modal Analysis) [15]. Once identified
the dynamic behavior of the structure, the SHM is possible.
The method that underlies to the SHM can be summarized
in four phases: system definition, signal processing, data
gathering and numerical analysis. Figure 1 shows these
phases and how they have been accomplished, jointly to
the preliminary experimental campaign to achieve the SHM.
The system definition has the aim to establish the type of
physical quantity to be monitored and to understand the
problems that can arise during the structure monitoring
in light of the fact that the preliminary experimental cam-
paign has highlighted. In this phase a fundamental role is
given by the choice of the used sensors, and where they
will be placed. Through system definition, the target of
the monitoring is defined, as well as the features of the
monitoring system to analyze the type of physical quantity
under observation. The signal process procedure is essential

Fig. 1: SHM Phases: system definition, signal processing,
data gathering and numerical analysis.

to increase the signal to noise ratio, and it can be achieved
through either analogical or digital hardware. Economic
considerations and energy efficiency policies play a major
role in these two phases. The data gathering involves all
the technologies used to collect, transmit and/or storage
the data. An important consideration is how often the data
should be collected. In some cases, it is adequate to collect
data at periodic time intervals, sometimes continuous data
acquisition is required. Moreover, how to synchronize the
data that are collected from sensors placed in different
sections of the structure is crucial to evaluate the global
effect of an event on the structure. Finally numerical analysis
allows to extract, by using vibration data collected under
ambient forces, the dynamic properties of the structure
such as natural frequencies, modal shapes and damping
of the structure. Known these experimental quantities, a
finite element model of the structure can be created via
a finite element code and updated to fit the experimental
data. Such finite element model will be used to perform
further analysis of the structure and to evaluate its safety.
In the next section we discuss about the designed system,

(a) Requirements of the monitoring system

Range Acc. Resolution Bandwidth
[m/s2] [m/s2] [Hz]

±20 ±1− 5 · 10−3 25− 50

(b) Features of the accelerometers

Rng. Acc. Sens. AND Band.
[m/s2] [V/(m/s2)] [(m/s2)/

√
Hz] [Hz]

LIS 344 ±20 or ±40 0.066 5 · 10−4 1500
M4030 ±20 or ±60 0.1 5 · 10−4 200

TABLE 1

taking into account the requirements of a monitoring system
shown into the table 1a.

4 SMS: LONG TERM STRUCTURAL MONITORING
SYSTEM

After a preliminary experimental campaign which allowed
us to know the dynamic behavior of the structure and esti-
mate the maximum level of acceleration caused by ambient
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Fig. 2: The architecture and the data workflow.

excitation, we developed a long term monitoring system,
hereafter called SMS, taking into account the four aspects
previously described.

4.1 System Definition
WS nodes developed for our system have been endowed
with low-cost MEMS. Resolution R represents the strictness
constraint of the system (see table 1a). This requirement
is strictly correlated with the Acceleration Noise Density
(AND) and with the bandwidth B through the equation
R = AND

√
B. AND defines the minimum detectable

acceleration above and beyond the background noise within
the bandwidth of the transduced signal. So, on the basis
of equation and the values in table, AND must be strictly
below 10−3[(m/s2)/

√
Hz] . Among all available commer-

cial accelerometers, the LIS344 [16] and the M4030 [17]
have been considered. The features of the both, LIS344 and
M4030, are shown into the table 1b. We chose to endow
the WS nodes with LIS344 given its best quality-to-price
ratio. The sensor nodes are based on the single board

computer Galileo by Intel [18]. It is designed to be Arduino
hardware compliant and software compatible with Arduino
IDE, making it suitable for IoT applications [3]. Accelerom-
eter outputs are connected to an external three-channels 16
bits ADC through I2C interface. We adopted techniques of
sampling-rate adjustment to reduce the data sampling rate
as much as possible, in order to save energy without af-
fecting the resolution reported in table 1a. Temperature and
humidity transducers have also been connected through the
analog interface to the board.

4.2 Signal Processing
Due to the low resolution of the used MEMS, we need
to perform a signal processing to enhance the signal to
noise ratio of the acquired signal. Precisely, we use Finite
Impulsive Response (FIR) filters to filter out the Zero-g bias
introduced by the MEMS, to limit the bandwidth of the
acquired data in the range 0 − 5Hz and to decrease the
electrostatic noise. In this way, we can get only the signal
variations, which carrying the useful information about the
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natural frequencies of the structure. We, finally, adopted sen-
sor data compression to reduce the amount of transmitted
data and to save energy due to data transmission.

4.3 Data Gathering
The architecture of SMS is shown in Figure 2. The accelera-
tion data of all nodes have to be synchronized, otherwise
their data become useless for the applications. While in
[11] a gateway ensures the nodes synchronization through
ad-hoc protocols causing, moreover, a high power con-
sumption, in the proposed system each WS node is inde-
pendently connected to internet through an IP network.
Therefore, the synchronization issue is solved endowing all
WS nodes with an NTP client without waste of energy.
In order to receive and store data gathered from the WS
nodes we configured a back-end messaging service. It is
based on a single-core virtual machines provisioned with
a MQTT broker (Mosquitto1). The chosen communication
module leverages a Message-oriented system based on the
IoT/M2M MQ Telemetry Transport protocol [19], an ex-
tremely lightweight publish/subscribe messaging transport.
Moreover, this module, connects directly to the broker with
connection failover and message buffering mechanisms,
preventing data loss when connectivity issues arise on the
IP network. The sensing information received through the
messaging service are stored into two different databases.
Precisely, part of WS information are stored within a MySQL
database, and part in a Mongodb database. MySQL database
is used in order to store sensors IDs, type of data acquired
and the MAC address of the sensor nodes. These data
need to be related among them to provide information also
for applications different from the structural monitoring,
in the context of the IoT paradigm provided. Instead, the
MongoDB non-relational is used to store all the sensing
information gathered from the WS nodes. Moreover, the
proposed IoT-based infrastructure needs to be supported
through top-end services such as monitoring, analytics,
backup, REST. The monitoring services implements two
operations. Primarily, it offers virtual machine statistics such
as peak load, space utilization, hardware resources usage.
Moreover, it allows to inspect data stream coming from
the IoT nodes. The backup service burns periodically the
virtual machines snapshots in order to being able to restore
an existing configuration of the services. Finally, the restful
API service allows third-party applications (for instance
the numerical analysis described in Section 4.4) to retrieve
raw and/or aggregated sensing information stored on the
databases in order to produce other analysis and statistics.

4.4 Numerical Analysis
As previously mentioned, in OMA the modal proprieties
of a structure are extracted from measurement of the vi-
bration response only, assuming that the operational loads
(wind, traffic etc) are not disturbance but rather they can
replace artificial excitation. In the developed system the
EFDD (Enhanced Frequency Domain Decomposition) tech-
nique is used; this OMA method allows to estimate the
modal parameters by a singular value decomposition of

1. http://mosquitto.org

the spectral density matrix of the output data recorded
[20]. The finite element model of the structure is made by
NOSA-ITACA code [21], a freeware/open-source software
for computational mechanics with the aim of disseminating
the use of mathematical models and numerical tools in
the field of Cultural Heritage. In particular, it can model
the mechanical behavior of masonry constructions by the
constitutive equation in which masonry is described as a
non-linear elastic material with zero tensile strength and
finite compressive or bounded resistance.

5 SYSTEM VALIDATION

In order to validate the system described in section 4, firstly
we verified the proper operation of data acquisition and
signal processing, later we verified the system operation
performance. For this purpose, we built in laboratory a
wooden framed structure. The prototype, shown in figure
3(c) and schematized in figure 3(a), consists of two columns
with rectangular cross-section, rigidly connected to an up-
per rectangular cross-section wooden beam. All connec-
tions are ensured through steel angle bracket and bolts,
that approximates a perfect joint; this set-up prevents any
relative rotation between the wooden structure’s elements.
The structure is able to oscillate at a given frequency simply
by varying the mass of the structure, adding or removing
sandbags on the top. As shown in figure 3(b) we built the
finite element model of the structure through NOSA-ITACA
software (section 4.4). The tests were carried out for different
values of the mass and compared with the results of the
numerical simulations. We performed eight tests ranging
masses from 1 to 4.5 Kg. In order to evaluate the stability
of the system and the deviation from simulations, we also
performed four experiments for each test. The results of two
tests T2.0 and T2.5, at given mass of 2 Kg and 2.5 Kg re-
spectively, are shown in figure 3. In particular, figure 3(d) il-
lustrates the comparison between measured acceleration by
the system and the numerical NOSA-ITACA simulations for
each experiment. We analyzed the measured accelerations in
the frequency domain to calculate the natural mode of the
structure. The natural frequencies were obtained as the max-
imum of the Fourier Transform amplitude. All comparisons
show good agreement between the experimental data and
the numerical simulations. We observed a measured natural
frequency of 3.32 Hz for T2.0, that becomes 3.13 Hz for
T2.5 (figure 3(e)). Peak frequencies, calculated via NOSA-
ITACA code, are 3.31 Hz and 3.13 Hz for the same tests,
respectively. The relative error amounts to about 0.3% for
T2.0, while reaches 0% for T2.5. Considering the entirety
of performed tests, the error committed is below 1.3%. In
order to consider the system operation performance, we
evaluated the reliability of the SMS system. Reliability has
been evaluated as ability of the system to operate without
causing malfunctioning.

Structural damage is evaluated by means of a long-
term monitoring, comparing the time series collected in
several months or even years. A continuous acquisition for
SHM applications is unsuitable since leads to a high energy
consumption without adding much more information about
potential structural damages. In our case, we deployed the
IoT nodes on the San Frediano’s bell tower (see Section 6.1)
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Fig. 3: System validation: the wooden framed structure (a) schematized, (b) finite element model and (c) prototype
realization. Comparison between NOSA-ITACA simulations and (d) measured acceleration, (e) natural frequencies.
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for six months of monitoring, performing 30 minutes per
week of data gathering. During the monitoring, there were
no system failures and each of six WS nodes has reported
correctly the acceleration on the three axes , jointly with the
temperature and humidity values, for amount of samples
equal to five millions.

6 EXPERIMENTAL CAMPAIGN AND DISCUSSION

The bell tower of San Frediano church in Lucca (Italy),
shown in figure 4(b), is a masonry tower 52m high built
in eleventh century. The thickness of its walls ranges from
2.1 m to 1.6 m, from the base to the top, respectively. Inside
the tower there are not structural elements, apart from the
staircase that runs along the perimeter for 38m high. The
staircase allows to access at the bell floor, indicated with
Sec. 2 in the figure 4(a), from which it is possible to reach a
wooden floor (Sec. 1) that supports the bell infrastructure. In
June 2015, a preliminary experimental campaign was carried
out by a sophisticated and high precision instrumentation,
usually employed in seismic monitoring networks, made
available by the Osservatorio Sismologico of Arezzo. The
recorded data processing by an OMA technique allowed
us to collect a lot information about modal properties of
the tower reported in table 4(c). A finite-element model
of the structure has been built via the NOSA-ITACA code
and updated to fit the experimental data, allowing the
estimation of the mechanical properties of the materials of
the structure [22], [23].

6.1 Evaluate the Structural Behaviour Of The Bell
Tower

The SMS has been installed on the San Frediano’s bell tower,
placing the IoT sensor nodes, as depicted in Figure 4 (a), in
two different section of the tower. We chose to install the
sensor devices on the top of the tower since the measured
displacement is maximum. Through the proposed monitor-
ing infrastructure, we are able to monitor the induced effect
on the tower produced by movements of the bells as well
as the vibrations induced such as crowd, traffic and wind.
The acceleration power spectrum has been evaluated by the
analysis of the data along the main directions of the tower
indicated with X and Y in Figure 4(a). The main natural
frequencies of the tower fall into the range 0 − 5 Hz, as
obtained and described in [22].

Figures 5b and 5a show the power spectrum of the accel-
eration data from nodes of section 1 in two different events.
Precisely, Figure 5b shows the power spectrum during the
ringing of the bells in a day of the week, while Figure
5a shows the power spectrum when the tower is subject
only to environmental noise. The power peaks, due to the
bell oscillations, are close to the first and second natural
frequency of the tower, as shown in Figure 5b. However,
in this case, in order to estimate the exact eigenfrequencies
of the structure, is necessary not only to record the tower
vibration but also the bell acceleration and apply an EMA
technique. Instead, the environmental noise is able to excite
the natural frequencies with lowest intensity; for this reason,
the transducer is not able to detected the power peaks, as
shown in Figure 5a.

6.2 Beyond the structural Monitoring: Capturing the
Rhythm of the city

Lucca Comics Festival is the largest book and games con-
vention in Europe and the second biggest in the world, able
to attract in October 2015, inside the ancient walls of the old
city, four hundred thousand people. Analyzing the collected
data during the Festival, we observed that the crowd next
to the tower was able to excite the main natural modes of
the tower. Indeed, as shown in the following, the natural
frequencies of the tower gain energy thanks to the solicita-
tions induced by the crowd on the tower base. Moreover,
we observed that the solicitations due to the crowd excite
the natural frequencies of the tower, in a different way by
the oscillation of the bell. Also in this case we compare the
power spectrum of the acceleration induced by the crowd
on the tower, with those ones induced by the environmental
noise in a weekday. Figure 5c shows the power intensity of
the modes of the tower during the Lucca Comics Festival,
while Figure 5a shows the power intensity of the modes for
the same window of time but for a week day. The difference
of power of the frequencies is notable for the two different
days taken into account. Figure 5c shows that for the whole
observation window, the natural frequencies of the tower
are excited through a higher energy than in the case of the
week day.
Another interesting comparison is between the power spec-
trum of Figure 5c with that one in Figure 5b. The compar-
ison reveals that the excitation of the frequencies due to
the crowd is of higher intensity than that one due to the
oscillations of the bells. Even if the results shown in this
section are preliminary, from this analysis it emerges that
the presence of a large amount of people has an impact.
Hence, new scenarios for the monitoring of cities can be
investigated, for applications such as prevention of potential
hazards. In a futuristic scenario, if the SMS will be deployed
on many monuments of a city, and algorithms able to extract
more detailed informations about the crowd (e.g., size and
distance from the monitored structure) will be provided, the
crowd movements can be understood in real time. Hence,
the evacuation routes or the collection points could be
dynamically chosen by the municipalities that manage the
events.
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Fig. 5: Acceleration power spectrum analysis.


