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The PGP software tool

The PGP freeware program (Pretty Good Privacy) has been chosen as the basic tool to
perform file encryption and decryption. This program can run under many platforms.
PGP package is downloadable at the following address:

httpy//www.pgpi.org/ products/pep/versions/freeware

The current version (7.03) has a /ot fix, and then we need to download this file too.
In the following section, the procedure for Windows systems will be described, considering
that for other systems it is very similar.

Software setup

The installation procedure can be summarized as follows:
1) Unzip the application (PGPFW703.zip) in a temporary directory (e.g.: c:\tmp)
2) Launch the setup (PGPFreeware.7.0.3.exe)
3) Choose the following buttons: Next, Yes, Next, No I'm a new user, Next.
4) Select all the internet interfaces
5) Digit a password
6) Instead of “Yes, I want to reboot windows” select “No”.
7) Decrypt the PGPfreeware703Hotfix1.zip file in a temporary directory (e.g.: c:\tmp)
8) Run the PGPhotfix.exe program

9) Reboot your system.
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Encrypting files

The procedure for encrypting a file can be summarized as follows:
1) Select the files to be encrypted (e.g.: “Putting files on the induce web site.doc™)
2) Click the right button of the mouse and choose “PGP”
3) Click on “Encrypt”

|80 C:\Induce\nota

| Chinducehrota

Putting files on the induce web site.do
upload. gif
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(A new window will be opened)

4) Choose “Conventional encryption”

5) Click the “Ok” button

2800 INDUCE
The contents of this document are the intellectual

property of BRITE EURAM CONSORTIUM CONTRACT N° BRPR-CT98-805 INDUCE, Apart from those contractually-
agreed user rights, any copying or communicati

on of this document in any form is forbidden wilhout the wrilten authorisation of the BRITE EURAM CONSORTIUM.

4



(A new window will be opened)

6) Enter a password in the “Enter conventional passphrase” field

7) Reenter the same password on the “Confirmation” field
8) Click the “Ok” button

The encrypted file “Putting files on the induce web site.doc.pgp” has been created.

2 1.ipg
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Decrypting files

The procedure for decrypting a file is the following:

1) Double click the files to be decrypted (e.g.: “Putting files on the induce web

site.doc.pgp™)

2) Enter the password

The file has been decrypted.

Obviously, in this case both parties agree on the private key and they use that key for

encryption and decryption.
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Other possible uses of PGP

Some interest have also other possible uses of PGP:
* parlner-to-partner private communication and

* document personal authentication.

Partner-to-Partner private communication (Asymmetric keys)

Exchanging files privately between two partners is possible using a couple of passwords for
each person, a public and a privaie one (asymmetric keys).

A person “A” can encrypt a file that only “B” is able to read using his private key and the
public key of “B”; “B” can decrypt the file that “A” sends him using his private key and the
public key of “A” (see the following scheme).

Plain Text
Message Encoded
Message

Plain Text"
Message
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Document personal authentication (Digital Signature)

PGP can also be used for implementing a digital signature.

A user “A”

that its content has not been altered.

In the following scheme, the whole process is highlighted.

Anatomy of a digital signature

can sign a file to guarantee other users that it is really the file written by him and
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Exporting a Key

" Select the icon representing your key pair from the PGPkeys window

*  Click Export from the Keys menu. Enter the name of the file to which you want to

save the key.

= Drag the icon representing your key pair from the PGPkeys window and drop it where
you want to save the key.

" Select the icon representing your key pair in the PGPkeys window, click Copy from

the Edit menu and then click Paste to insert the key information into a text document.
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Importing a Key

Suppose to import the Public key of ‘Ovidio Salvetti’.

Click the “PGP” icon that appears at the right of the “Start” bar, then select “PGPkeys”.

From the “Keys™ menu select “Import”

0484008 pUblic key -
s 20431024 DA/DSS kep pai
UseriD

Supposing the key is included in the file “Ovidio Salvetti.asc” double click it
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then select the “Import” button from the new window
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Sign the key by selecting the “Ovidio Salvetti <o.salvetti@iei.pi.cnr.it>" row with the right
button of the mouse and then choose the OK button on the new window.
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Now you must enter your password
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The last thing to do
<o.salvetti@iei.pi.cnr.it>”
Properties”
“Trusted”

is to trust the key by selecting the “Ovidio Salvetti
row with the right button of the mouse and then select “Key
, moving the bar on the bottom right of the new window from “Untrusted” to
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Encrypting a file for one person.

To encrypt and sign a file for ‘Ovidio Salvetti’ (no other in this case could decrypt the file),
select it and with the right button of the mouse choose “PGP” and then “Encrypt & Sign”

uploadt.jp:

You must enter your password

At this point the file is created (filename.extension.pgp).
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Decrypt/Verify a file

1. Select the file or files that you want to decrypt and verify.
2. Right-click the file(s), point to PGP, and click Decrypt/Verify. The PGP Enter
Passphrase dialog box appears asking you to enter your passphrase.

3. Enter your passphrase and then click OK.
If the file is signed, a message appears indicating whether the signature is valid,

If the text file is encrypted with Secure Viewer enabled, a warning message will

appear,

4. You can save the message in its decrypted state, or you can save the original encrypted
version so that it remains secure.

5. Specify a filename and location for the decrypted version of the file. If you do not
explicitly enter a name, the original name is used.

6. Click Save.
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Checking a key's fingerprint

In the past, it was difficult to know if a key belonged to a particular individual unless that
person physically handed the key to you on a floppy disk. Usually, exchanging keys in this
way is not practical, especially for users who are located many miles far.

PGP includes a unique fingerprint associated with each key to verify that a key does without a
doubt belong to the alleged owner.

The safest way to check a fingerprint is to call the person who read the fingerprint to you over

the phone and compare it to the fingerprint on your copy of their public key.

To check a key’s fingerprint, follow these steps:

1. Start PGPKeys

2. Highlight the public key for the fingerprint you want to verify.

3. Choose Properties from the Keys menu.

4. Use the series of words or characters displayed in the Fingerprint text box to compare

with the original fingerprint.

By default, a biometric word list is displayed in the Fingerprint text box. However, you can

select the Hexadecimal checkbox to view the fingerprint as a series of hexadecimal numbers.

Protecting your keys

In addition to make backup copies of your keys, you should take care about where you store
your private key. Even though your private key is protected by a passphrase that only you
should know, it is possible that someone could discover your passphrase and use your private
key to crack your email or falsify your digital signature. For instance, somebody could look
over your shoulder and watch the keystrokes you enter or intercept them on the network or
even over the airwaves.
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