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Monitoring cattle in large grazing areas requires telemetry solutions that are energy-efficient on the animal
side, responsive during field operations, and robust to intermittent connectivity . This paper presents a smart
livestock-monitoring architecture that combines LoRa-enabled wearable collars, a UAV serving as both a mobile
gateway and an edge monitoring node, and a farmer-side node that exposes a configurable runtime monitoring
interface. The proposed system moves time-critical reasoning closer to the field through lightweight on-drone
rule evaluation, while preserving richer inspection, persistence, and rule management on the ground. To improve
alert availability under unstable connectivity, the architecture integrates a dependable dispatcher that prioritizes
terrestrial communication and escalates critical alerts to Iridium Short Burst Data (SBD) when Wi-Fi or LTE/4G
delivery is unavailable or cannot satisfy the required timeliness. Livestock-relevant conditions, including miss-
ing beacons, geofence violations, prolonged immobility, communication degradation, and delivery failures, are
represented as explicit runtime rules. The paper reports a controlled, prototype-based evaluation that combines
measured LoRa first-hop characterization, replayable mission scenarios, and direct timing observations along
the RockBLOCK-Cloudloop-CONCERN integration path. In the considered mission profile, on-drone rule evalu-
ation reduces detection latency by about 2 orders of magnitude compared to ground-centric processing, while
the hybrid configuration with dependable dispatch delivers all critical alerts within the adopted latency bud-
get during simulated terrestrial outages. These results indicate that combining explainable edge-side monitoring
with resilient multi-channel alert delivery is a practical direction for livestock supervision in infrastructure-poor
agricultural environments.

1. Introduction nificant challenges still exist. These challenges primarily relate to the

reliability and timeliness of alert delivery, especially in areas with lim-

The digital transformation of agriculture is increasingly driven by
sensing, communication, and automation technologies that improve
productivity, sustainability, and animal welfare. In livestock farming,
precision livestock farming (PLF) technologies offer significant ad-
vantages, especially in intensive farming scenarios with large herd
sizes, where managing individual animals can be challenging. Addi-
tionally, these technologies are also highly relevant in extensive and
semi-extensive farming settings, where animals roam across vast ar-
eas, communication infrastructure is limited, and manual inspection can
be costly and inconsistent. Low-power wide-area technologies such as
LoRa are attractive in this context because they support energy-efficient
telemetry from wearable collars, while unmanned aerial vehicles (UAVs)
offer flexible mobile assets for data collection and field supervision.

While many livestock monitoring systems currently offer features
like telemetry collection, animal localization, and alert generation, sig-
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ited infrastructure and intermittent connectivity. Additionally, there
are issues with the effective presentation of monitoring information to
farm operators and with integrating edge-side monitoring with resilient
multi-channel communication mechanisms. Farmers are not only con-
cerned with the availability of raw telemetry data; they also want to
ensure that important operational conditions are reliably detected and
communicated. Key examples of these conditions include prolonged im-
mobility, missing beacon transmissions, geofence violations, and the as-
surance that critical alerts have reached the monitoring platform, espe-
cially when terrestrial connectivity is poor.

This paper addresses these challenges through a smart monitoring
architecture that combines LoRa-based collars, UAV-assisted collection,
and a configurable concern-oriented monitoring infrastructure. The pro-
posed solution adopts a hybrid operational mode: critical rules can be
evaluated on board the drone for low-latency reaction, while richer
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visualization, historical inspection, and rule management remain avail-
able on the farmer-side node. In parallel, a dependable dispatcher dy-
namically selects the most suitable communication channel for forward-
ing alerts and mission data, combining terrestrial-first delivery with
time-bounded satellite escalation.

The design is motivated by four practical constraints. First, cattle
monitoring often takes place in areas where continuous Internet con-
nectivity and fixed gateway coverage cannot be assumed. As a conse-
quence, ensuring that critical alerts are delivered reliably and within
operationally acceptable time bounds becomes a central challenge dur-
ing field operations. Second, wearable nodes mounted on animals must
remain lightweight and energy efficient, which limits their local process-
ing capabilities. Third, anomaly detection in farming scenarios should
remain explainable and configurable by domain operators. Fourth, crit-
ical alerts should remain available to the farmer even when preferred
terrestrial channels are temporarily unavailable.

Starting from these considerations, this paper makes the following
contributions:

e it defines a UAV-assisted livestock-monitoring architecture in which
lightweight collars, a drone-side edge node, and a farmer-side mon-
itoring node cooperate under intermittent connectivity;

e it introduces a dependable multi-channel dispatch policy based on
terrestrial-first delivery with time-bounded Iridium escalation for
critical alerts;

e it details a working prototype integrating LoRa collars, on-drone
monitoring, CONCERN: COmplex eveNt proCEssing monitoR iNfras-
tructure [1], local buffering, and satellite-backed fallback delivery;

e it reports a controlled prototype-based evaluation that combines
measured LoRa first-hop characterization with model-assisted back-
haul stress scenarios to assess detection latency, alert timeliness, and
resilience under terrestrial outages.

Compared with prior UAV-LoRa agricultural systems, the proposed
work places a stronger emphasis on the integration of edge-side livestock
monitoring with dependable multi-channel alert delivery. In particular,
the architecture is designed to preserve alert timeliness and operational
availability under intermittent terrestrial connectivity, which is a recur-
rent challenge in infrastructure-poor farming environments.

2. Related work

The proposed work lies at the intersection of smart livestock moni-
toring, UAV-assisted agricultural sensing, resilient edge communication,
and rule-based runtime monitoring.

LPWAN-based livestock monitoring. Recent reviews on precision live-
stock farming and cattle-monitoring technologies show that extensive
and pasture-based systems impose strong constraints on sensing cov-
erage, device autonomy, positioning accuracy, maintenance effort, and
communication reliability [2-4]. In this context, LoRa and LoRaWAN
are widely adopted in agriculture because they offer low power con-
sumption and are well suited to sparse rural deployments [5-8]. In live-
stock scenarios, these technologies support wearable devices that peri-
odically transmit identifiers, positions, and sensor readings [9]. Broader
surveys on cattle wearables and biosensors also confirm the relevance of
collar-based sensing for health, activity, and welfare monitoring, while
highlighting recurring trade-offs among battery life, robustness, commu-
nication range, and deployment cost [10-12]. However, most proposed
systems still assume static gateways and backend-centric analytics, with
limited emphasis on how field alerts should be detected and delivered
under intermittent connectivity.

UAV-assisted agricultural and livestock monitoring. UAVs have been ex-
tensively investigated for crop inspection, mapping, precision agricul-
ture, and field surveillance [13-15]. In livestock settings, UAVs have
also been used for animal detection, counting, identification, posture
analysis, and feedlot observation through aerial imaging and deep-
learning-based processing [16-18]. These studies demonstrate the op-
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erational value of aerial platforms for observation and localization,
but they typically focus on sensing coverage, image acquisition, or
computer-vision accuracy rather than on integrating telemetry-driven
monitoring logic with resilient alert delivery.

UAVs as mobile gateways, edge nodes, and disconnected agricultural in-
frastructure. Recent work on UAV-assisted LoRaWAN, data-mule archi-
tectures, and edge-enabled drone gateways confirms the usefulness of
local processing and flexible communication in infrastructure-poor envi-
ronments [19-25]. More broadly, smart-agriculture architectures based
on cloud-edge-device collaboration and seamless distributed IoT infras-
tructures show that moving computation closer to the field can improve
responsiveness and reduce dependence on permanent backhaul connec-
tivity [26,27]. Likewise, delay-tolerant and data-mule-based solutions
highlight the practical relevance of operating under intermittent con-
nectivity in remote agricultural areas [28]. Still, these contributions are
usually assessed in terms of communication feasibility, collection effi-
ciency, or architectural flexibility. Much less attention is paid to the
operational question of how a field alert should be forwarded when Wi-
Fi or LTE/4G coverage becomes unstable during a mission, especially
when a bounded reaction time is required.

Runtime monitoring and event processing. Event-driven monitoring
and rule-based processing help bridge the gap between raw teleme-
try and actionable knowledge [29-32]. In agriculture, rule engines and
complex event processing have already been proposed to transform
heterogeneous IoT observations into higher-level events and context-
aware reactions [31]. The CONCERN infrastructure [1] provides con-
cern specification, rule-driven analysis, and operator-facing dashboards.
In this paper, these mechanisms are used as enabling technologies for
a smart agriculture scenario in which monitoring logic must remain ex-
plainable, configurable by farm operators, and deployable, in part, at
the edge.

Positioning of this paper. Existing livestock solutions predominantly
assume fixed gateways, UAV agricultural systems often focus on sensing
or aerial observation, and rule-based monitoring frameworks rarely ad-
dress hybrid edge deployment with resilient multi-channel delivery. To
the best of our knowledge, prior work does not explicitly combine LoRa-
based cattle telemetry, UAV-mediated collection, configurable edge-side
rule evaluation, end-to-end acknowledgment-aware dispatch, and de-
pendable multi-channel alert delivery with terrestrial-first communica-
tion and time-bounded satellite escalation. The contribution of this work
is precisely this integration, targeting infrastructure-poor livestock-
monitoring missions in which timely and dependable alert availability
matters as much as data collection itself.

3. Proposed architecture

Fig. 1 organizes the proposed solution around three main elements:
the Collar Node, the Drone Edge Node, and the Farmer Edge Node. The
architecture follows a hybrid deployment strategy in which low-latency
monitoring and communication decisions are executed on the drone,
while persistent storage, full visualization, and long-term analysis re-
main on farmer-side infrastructure. The figure also distinguishes the
system’s main operational flows, including LoRa telemetry collection,
terrestrial backhaul communication, satellite fallback delivery, and de-
ferred synchronization paths.

The Collar Node is a lightweight wearable device attached to the ani-
mal and designed to periodically broadcast LoRa beacons containing the
animal identifier, a position estimate, body temperature, battery level,
and activity indicators. The node is intentionally kept simple to preserve
energy autonomy and reduce maintenance costs. The architecture does
not prescribe a specific hardware platform: any collar capable of peri-
odic LoRa beaconing with a configurable payload can serve as a Collar
Node. This flexibility is important in livestock deployments, where cost,
ruggedness, and autonomy are often more relevant than onboard com-
puting capabilities.
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Fig. 1. Overview of the proposed livestock-monitoring architecture, showing LoRa telemetry collection, on-drone edge monitoring, terrestrial backhaul communi-
cation, satellite fallback delivery, and deferred synchronization flows among the Collar Nodes, Drone Edge Node, and Farmer Edge Node.

A relevant design aspect concerns the source of the animal position
used by location-aware rules, such as geofence monitoring. The Collar
Node may provide direct GPS coordinates when a positioning subsystem
is available; otherwise, the Drone Edge Node contextualizes each LoRa
transmission using its own GPS position, reception timestamp, and link-
quality indicators. Therefore, geofence-related rules operate on the best
position estimate available at runtime, while preserving traceability of
whether that estimate originated from the collar or from drone-side con-
textualization.

The Drone Edge Node serves as both a mobile LoRa gateway and
an edge monitoring node. During the mission, the UAV may operate
either through pre-planned waypoint navigation or under manual op-
erator control, depending on mission requirements and deployment
conditions. In both cases, it primarily acts as a mobile LoRa gateway
covering the monitored grazing area, rather than as a platform for ac-
tive animal tracking. Livestock telemetry is therefore collected oppor-
tunistically through LoRa beacon reception during flight. The Drone
Edge Node receives LoRa packets from the collars and enriches them
with contextual information gathered on board, including reception
timestamp, drone GPS position, mission identifier, signal-quality pa-
rameters, local connectivity status, and delivery constraints associated
with the generated alert. Wi-Fi is used exclusively for short-range high-
throughput data exchange when the UAV is close to the farm infrastruc-
ture, whereas LTE/4G and satellite communication support wider-area
connectivity and resilient alert delivery. The drone hosts a lightweight
CONCERN monitoring instance, previously tested on low-powered de-
vices in [33], that evaluates a selected subset of rules that require timely
responses. Representative examples include prolonged beacon absence,
severe communication degradation, geofence violations, suspicious sen-
sor values, and persistent alert-delivery failures.

In addition to local rule evaluation, the Drone Edge Node hosts a De-
pendable Dispatcher, a software component that manages channel selec-
tion and implements a terrestrial-first, time-bounded escalation policy.
For each outgoing alert, the dispatcher first attempts delivery over the
currently available terrestrial backhaul, preferring Wi-Fi when the UAV
is close to the farmer-side station and LTE/4G otherwise. Each trans-
mission creates an attempt record associated with an acknowledgment
deadline. Delivery is considered successful only when the Farmer Edge

Node returns an application-layer acknowledgment after message in-
gestion and persistence. If no end-to-end acknowledgment is received
within a configurable timeout, the dispatcher can escalate by re-sending
the alert through the Iridium SBD modem. Non-critical telemetry fol-
lows a store-carry-and-forward policy whenever no acceptable real-time
channel is available. This distinction between real-time alert delivery
and deferred synchronization is explicitly reflected in Fig. 1, where
terrestrial backhaul communication, satellite fallback escalation, and
buffered-data synchronization are represented as separate operational
flows.

The Farmer Edge Node hosts the complete monitoring infrastructure.
It can run on a Raspberry Pi or directly on the farmer’s laptop and
exposes the monitoring dashboard and operator interface for inspect-
ing events, configuring rules, visualizing traces, and performing post-
mission analysis. Compared with the drone-side instance, the farmer-
side node offers persistent storage, a richer dashboard, and support
for rule lifecycle management, historical comparison, and operator su-
pervision. Fig. 2 shows examples of the operator dashboard and rule-
management interface exposed by the Farmer Edge Node.

The proposed architecture supports four. In the first mode, LoRa
telemetry is collected by the drone and forwarded to the Farmer Edge
Node through Wi-Fi when the UAV is close to the farm infrastructure. In
the second mode, LTE/4G is used as the primary terrestrial backhaul. In
the third mode, when terrestrial connectivity is unavailable or does not
satisfy the required timeliness for critical alerts, the drone can activate
the Iridium satellite module. In the fourth mode, if no suitable real-time
channel is available or the data are not latency critical, the drone stores
events locally and synchronizes them later. This multi-mode behavior
is central to the architecture because it supports livestock-monitoring
missions in agricultural environments where persistent end-to-end con-
nectivity cannot be guaranteed.

A key architectural design choice concerns where monitoring and
dispatching logic should execute. A purely ground-centric solution
would reduce onboard complexity but would depend on continuous
backhaul availability. A purely drone-centric solution would minimize
external dependencies but would place unnecessary computational and
energy pressure on the aerial platform. For this reason, the selected de-
sign is hybrid: only a lightweight subset of rules and dispatch decisions
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Fig. 2. CONCERN interface on the Farmer Edge Node for event inspection and violation tracking.

is evaluated on the drone, while the full analysis stack remains on the
Farmer Edge Node. This arrangement balances latency, explainability,
robustness, and resource consumption in a manner appropriate for prac-
tical smart-farming deployments.

From an operational perspective, the architecture explicitly supports
the following concerns:

o missing-beacon issue: absence of transmissions from a known collar
for longer than a configurable time window;

e geofence issue: evidence that an animal is outside a predefined safe
region or moving toward its boundary;

o immobility issue: prolonged lack of motion, possibly combined with
abnormal temperature values;

e communication issue: deteriorating RSSI/SNR, repeated packet loss,
LTE outage, Wi-Fi unavailability, or satellite fallback activation;

o delivery issue: failure of a critical alert to reach the Farmer Edge Node

within a required latency budget;

device-health issue: low collar battery or unsustainable energy profile

on wearable or drone nodes.

These concerns are represented as explicit runtime rules over event
streams rather than as hard-coded control logic. This improves explain-
ability, maintainability, and adaptability across different farms, herd
management practices, and mission conditions.

4. Prototype implementation

The current prototype instantiates the proposed architecture using
low-cost and widely available hardware components.The implementa-
tion is organized as a hybrid deployment in which the Drone Edge Node
executes lightweight rule evaluation and dependable dispatching, while

the Farmer Edge Node runs the full CONCERN stack. Table 1 summa-
rizes the main hardware characteristics of the prototype components,
with particular attention to constraints relevant to agricultural and UAV-
assisted deployments.

The Collar Node is implemented as a LoRa-enabled wearable collar
prototype for periodic beaconing. The node includes a microcontroller,
a LoRa transceiver, a battery-powered subsystem, and optional sensors
such as temperature and motion sensors. In the current version, the
transmitted payload is intentionally compact to preserve energy auton-
omy and reduce channel occupancy. The beacon format includes at least
the collar identifier, a sequence number, and optional sensor fields. This
choice keeps the wearable device simple and consistent with the practi-
cal constraints of long-duration livestock monitoring. The compact pay-
load design also helps reduce LoRa transmission airtime and the radio
duty cycle, which are among the primary factors affecting energy con-
sumption in battery-powered collar devices.

The Drone Edge Node, shown in Fig. 3, is implemented on a Rasp-
berry Pi-based onboard platform equipped with a LoRa receiver, a GPS
probe, local storage, Wi-Fi, LTE/4G connectivity, and an optional Irid-
ium RockBLOCK 9603 modem. The implemented UAV platform sup-
ports waypoint-based navigation over the monitored grazing area, while
telemetry collection relies on opportunistic reception of LoRa beacons
during flight. UAV control remains logically separated from the commu-
nication backhaul used for telemetry forwarding and alert delivery. The
node runs five main functions: a LoRa acquisition module that listens for
collar transmissions and decodes incoming packets; a context enrichment
module that attaches reception metadata such as timestamps, drone co-
ordinates, signal-quality indicators, mission state, and channel-state in-
formation; a lightweight monitoring module derived from the CONCERN
rule engine; a synchronization manager for local buffering and deferred
uploads; and the Dependable Delivery Dispatcher, which selects the most
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Table 1
Main hardware characteristics of the prototype components.
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Component Main characteristics

Collar Node

LoRa-enabled wearable prototype with compact beacon transmission; battery-powered (3.7V / 1200 mAh Li-Po); estimated

mass ~ 85 g including enclosure and battery; IP67 enclosure protection

Drone Edge Node
9603 Iridium modem (45g)

Raspberry Pi-based platform; bare-board mass ~ 350 g including cables, LoRa receiver, GPS, Wi-Fi, LTE/4G, and RockBLOCK

UAV Platform
conditions (eg, DJI AIR 2S or superior models)

Small multirotor UAV supporting the Drone Edge Node payload; nominal flight autonomy ~ 28 min under standard operating

Farmer Edge Node

Raspberry Pi 4 or laptop-class platform running the full CONCERN monitoring infrastructure and operator dashboard

Fig. 3. Drone Edge Node prototype.

suitable uplink to the Farmer Edge Node. In this context, lightweight
refers to the computational and energy footprint of the monitoring layer,
which is designed to operate on resource-constrained onboard hardware
compatible with the limited payload of small UAVs. In the current pro-
totype, the drone-side monitoring instance runs on a Raspberry Pi 4B
platform. Additional hardware characteristics of the system components
are summarized in Table 1.

The Farmer Edge Node is deployed either on a Raspberry Pi at the
farm or directly on the farmer’s laptop. This node runs the full CON-
CERN stack, including the rule engine, the monitoring dashboard, per-
sistence services, and the user-facing interface for rule configuration and
trace inspection. The node stores both raw telemetry and derived moni-
toring outcomes, allowing post-mission analysis and comparison across
missions. Each LoRa packet captured by the drone is translated into a
normalized event representation.

A representative event schema includes the following fields:

(animalld, packetSeq, eventTime, sensorTemp, motionState, droneLat, droneLon, 1inkRSSI,
1inkSNR,missionId,wifiAvailable,wifiReliability,lteAvailable,1teReliability,
iridiumAvailable,iridiumReliability,droneBatteryPct, backhaulState, sourceNode)

To support position-aware reasoning, the event model distinguishes
between the reported animal position, directly transmitted by the wear-
able node, and the observation context generated by the drone at the
time of packet reception. Some rules, such as geofence violations, can
therefore operate on a precise collar-side position when available, while
other rules rely on the last-known observation context derived from the
drone trajectory and radio reception metadata. This choice allows the
monitoring layer to remain applicable even when the wearable node is
kept lightweight and does not continuously expose full positioning data.

For alerts generated by the rule engine, the system also uses a nor-
malized dispatch context:

(alertId,animalld, severity, generatedAt, latencyBudgetMs, escalationTimeoutMs,

minDeliveryProbability, requireEndToEndAck, selectedChannels, dispatchOutcome, retryCount, ackedAt)

This abstraction decouples rule evaluation from the original packet
structure and enables the communication policy to be analyzed using
the same event-based logic used for animal monitoring.

4.1. Rule-driven dependable dispatch

A relevant implementation aspect concerns how the system maps
alert criticality to communication behavior under intermittent connec-
tivity. Rather than selecting a single channel through a static rule, the
Dependable Delivery Dispatcher implements a terrestrial-first, time-bounded
escalation policy. For each outgoing alert, the dispatcher first attempts
delivery over the currently available terrestrial backhaul, preferring Wi-
Fi when the UAV is in proximity of the farmer-side station and LTE/4G
otherwise. When both terrestrial channels are available, critical alerts
may be dispatched redundantly to reduce delivery uncertainty. Each
transmission attempt is recorded under a unique messageId and associ-
ated with an acknowledgment deadline.

A delivery attempt is considered successful only when the Farmer
Edge Node returns an application-layer acknowledgment after the alert
has been ingested and persisted by the CONCERN platform. Lower-level
transport confirmations are treated as intermediate signals, but they are
not counted as end-to-end delivery because the system ultimately cares
about alert availability on the monitoring platform.

If no end-to-end acknowledgment is received within a configurable
timeout (e.g., 105s), the dispatcher escalates by transmitting the same
alert through the Iridium SBD modem, while keeping terrestrial prob-
ing active in the background whenever possible. Escalation, therefore,
does not permanently switch the system to satellite mode. Instead, the
dispatcher continues Wi-Fi scanning, LTE registration, and link-state re-
freshes so that subsequent alerts can return to terrestrial delivery as
soon as a cheaper, lower-latency path becomes available. To prevent ex-
cessive airtime consumption and duplicate flooding, the dispatcher en-
forces bounded retries, per-channel rate limits, and retransmission back-
off for non-critical traffic, and it cancels pending attempts for a given
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message as soon as an end-to-end acknowledgment is received from any
channel. On the receiver side, duplicate deliveries are handled through
idempotent de-duplication based on the alert identifier.

This policy is reflected in the dispatch context used by the rule en-
gine. In addition to alert severity, the context carries the latency budget,
the minimum required end-to-end delivery probability, the availability
and estimated reliability of each backhaul option, and the acknowledg-
ment mode required by the alert class. For critical alerts, the reliability
target applies to the dispatch plan as a whole, rather than to a single
isolated channel. Consequently, a terrestrial-first attempt followed by
time-bounded satellite escalation can satisfy a stringent reliability ob-
jective even if no individual terrestrial link alone would meet it.
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Collar Node, including the collar-side data fields and the position asso-
ciated with the transmitted message. The webhook metadata further
exposes delivery-related information, including the RockBLOCK serial
number, the MOMSN sequence number, and the satellite CEP indicator.
This makes the satellite fallback observable within the same monitoring
infrastructure used for livestock rules.

A dedicated rule named satellite-message-received, shown in
Listing 2, was then introduced to log successful webhook deliveries at
CEP level. This rule is intentionally simple: it confirms that the satel-
lite message reached the application, reports the decoded payload, and
records the measured application-visible latency. The same instrumen-
tation was used in the direct timing campaign reported in Section 5.1.

rule "Critical distress with dependable dispatch"
salience 100
when
$anchor : CattleTelemetryEvent( $animalld : animalld )
Number ( intValue >= 3 ) from accumulate( CattleTelemetryEvent (
animalld == $animalld, this after[0s,10m] $anchor,
motionState == "IMMOBILE", sensorTemp >= 39.5), count (1))
not CattleTelemetryEvent(animalld == $animalld, this after[0s,10m] $anchor,
motionState == "MOVING")
$link : LinkStateEvent (this after[0s,30s] $anchor, droneBatteryPct >= 20
then
Alert alert = AlertFactory.createCriticalAlert($animalld,
"Possible animal distress: prolonged immobility with fever",
$anchor.getEventTime ());
DispatchContext ctx = new DispatchContext ();
ctx.setPriority (AlertPriority.CRITICAL); ctx.setEscalationTimeoutMs (10000L)
ctx.setRequireEndToEndAck (true);
ctx.setAllowParallelTerrestrialDispatch (true);
ctx.setLatencyBudgetMs (20000L); ctx.setMinDeliveryProbability (0.995);
ctx.setWifiAvailable ($link.isWifiAvailable());
ctx.setWifiReliability ($link.getWifiReliability ());
ctx.setLteAvailable ($1link.isLteAvailable ));
ctx.setLteReliability($link.getLteReliability ());
ctx.setIridiumAvailable ($1link.isIridiumAvailable ));
ctx.setIridiumReliability ($link.getIridiumReliability ());
ctx.setDroneBatteryPct ($link.getDroneBatteryPct ());
dispatchReliably (alert, ctx);

Listing 1. Drools rule with dependable dispatch.

The rule in Listing 1 is representative because it couples anomaly de-
tection with a dispatch policy that explicitly accounts for timeliness, fall-
back, and end-to-end acknowledgment semantics. For evaluation pur-
poses, this enables assessment of both monitoring quality and delivery
assurance through end-to-end latency, budget adherence, channel us-
age, and fallback activation. The monitoring rules exposed through the
CONCERN infrastructure are intentionally configurable in order to re-
duce false-positive alerts under heterogeneous operational conditions.
Representative tuning mechanisms include minimum-event accumula-
tion thresholds, such as requiring multiple motionState readings within
a temporal window rather than reacting to a single sample, config-
urable observation windows, severity levels, and operator-adjustable
rule parameters for motion and temperature conditions. These mech-
anisms allow monitoring sensitivity to be adapted to different livestock-
management scenarios without modifying the underlying monitoring
infrastructure.

4.2. Satellite webhook integration

A further implementation step was the integration of the Iridium fall-
back with the operational CONCERN backend. To this end, a dedicated
REST entry point was added to the platform so that Cloudloop can no-
tify CONCERN as soon as a mobile-originated RockBLOCK message is
delivered by the satellite service. The current integration path therefore
comprises the RockBLOCK modem on the drone, the Iridium network,
the Cloudloop platform, an HTTP webhook destination, and the CON-
CERN REST API.

When the webhook is triggered, the backend decodes the hex-
adecimal payload, extracts the message identifier and transmission
timestamp, computes the elapsed time between satellite transmission
and Complex Event Processing (CEP) side reception, and creates a
SatelliteMessage event that is inserted into the Drools engine and
persisted by the platform. In the current prototype, the transported pay-
load contains the monitoring information originally emitted by the LoRa

rule "satellite-message-received"
no-loop
when
$event: ConcernBaseEvent (this.getName() == "SatelliteMessage")
then
String serial = getSerial($event);
int momsn = getMomsn($event);
String payload = getPayload($event);
double latency = getLatency($event);
KieLauncher.printer ("Satellite message #" + momsn + " from "
" | Latency: " + String.format("%.1f",
latency) + "s" | Payload: " + payload);

+ serial +

Listing 2. Drools rule for satellite notification.

A second relevant implementation aspect concerns synchronization
semantics. Since agricultural missions may occur in areas without con-
tinuous terrestrial backhaul, the drone must support a store-carry-and-
forward mode. In this mode, the drone maintains a local queue of raw
events, derived alerts, and dispatch metadata, including transmission
attempts, selected channels, first-send timestamp, retry counters, and
acknowledgment status. Once a connection becomes available, the syn-
chronization manager uploads pending data to the Farmer Edge Node,
preserving temporal order, mission provenance, and alert identifiers
for safe de-duplication. This mechanism keeps the system operational
even when online monitoring is only partially feasible, while preserving
traceability of both monitoring outcomes and communication behavior.

5. Prototype-based evaluation

The current stage of the work is assessed through a controlled,
prototype-based evaluation in an open environment before moving to
an extended farm campaign. The goal is not yet to claim full ecological
validity, but to verify whether the proposed architecture satisfies the
targeted monitoring and delivery properties under reproducible condi-
tions. The prototype was exercised without live animals, while adopting
open-area distances and communication conditions designed to approx-
imate realistic cattle-monitoring scenarios.

The evaluation is organized around four research questions:

e RQ1: Can the hybrid monitoring architecture detect livestock-related
concerns with sufficiently low latency for practical mission support?

¢ RQ2: Does dependable multi-channel dispatch improve end-to-end
delivery of critical alerts compared with fixed communication poli-
cies?

e RQ3: What trade-off emerges between alert timeliness, delivery ro-
bustness, and communication cost when Iridium is introduced as a
resilient fallback?

e RQ4: Is the system robust to intermittent terrestrial backhaul
through a combination of local buffering, delayed synchronization,
and satellite escalation?

To address these questions, the evaluation compares four deploy-
ment and dispatch configurations:

1. Ground-centric monitoring: rule evaluation is performed only on the
Farmer Edge Node and the drone forwards telemetry without local
reasoning;
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2. Drone-centric monitoring: rule evaluation is performed only on the
drone;

3. Hybrid monitoring with fixed policy: critical rules are evaluated on the
drone, but alerts are forwarded using a static LTE-first strategy;

4. Hybrid monitoring with dependable dispatch: critical rules are evalu-
ated on the drone and alerts are delivered through the Dependable
Dispatcher using Wi-Fi, LTE/4G, Iridium, or deferred synchroniza-
tion.

The experimental setup emulates a cattle-monitoring mission by re-
playing LoRa event traces generated from synthetic or semi-synthetic
cattle trajectories and sensor readings. The replay engine injects con-
trolled variations such as missing beacons, prolonged immobility, out-
of-range temperature values, degraded RSSI/SNR, temporary Wi-Fi
unavailability, LTE outages, and satellite-only fallback conditions. The
considered mission profile assumes waypoint-based UAV coverage of the
monitored area rather than active animal-following behavior; telemetry
collection is therefore modeled as opportunistic LoRa beacon reception
during flight. This controlled setup allows the same mission conditions
to be reproduced across all deployment configurations.

The monitored metrics are the following:

detection latency: time elapsed between the occurrence of a triggering
condition and the generation of an alert;

o alert completeness: proportion of injected anomalies that are correctly
detected,;

end-to-end alert latency: time elapsed between alert generation and
alert availability on the Farmer Edge Node;

e delivery success within budget: proportion of critical alerts delivered
within the adopted latency budget;

channel-selection distribution: proportion of alerts delivered through
Wi-Fi, LTE/4G, Iridium, or deferred synchronization;

o buffered critical alerts: number of critical alerts deferred because no
acceptable real-time channel was available.

A representative experiment concerns the rule shown in Listing 1.
In the considered mission, the same anomaly type is injected while the
availability and quality of Wi-Fi, LTE/4G, and Iridium vary over time.
This makes it possible to assess whether the dependable dispatcher can
preserve alert timeliness under fluctuating connectivity while contain-
ing the use of costly channels. The experiment, therefore, links livestock-
oriented anomaly detection with communication resilience.

The evaluation combines three evidence sources. The collar-to-drone
hop is grounded in measured LoRa data collected on the prototype
and then replayed across configurations. Wi-Fi and LTE/4G conditions
are reproduced through controlled availability profiles and technology-
specific latency/reliability models. In addition, the RockBLOCK-to-
Cloudloop-to-Concern chain was directly exercised on the operational
prototype, ensuring that the satellite fallback is supported by real,
application-visible timing measurements rather than documentation
alone.

The main limitation of the current evaluation is that, although the
prototype is tested in open conditions with distances comparable to
those in realistic deployments and the satellite path has been directly
timed, the campaign does not involve live animals. As a consequence,
the study cannot capture all field-related factors, such as animal be-
havioral variability, body-induced radio occlusions, herd dynamics, and
UAV disturbances during actual missions. The present campaign should
therefore be interpreted as a controlled, reproducible, prototype-level
validation step aimed at assessing monitoring latency, dispatch behav-
ior, and resilient alert delivery before future in vivo farm studies and
larger, repeated operational campaigns.

5.1. Direct validation of the satellite integration

The Iridium fallback was validated in the real integration chain,
which includes the RockBLOCK modem, the Iridium SBD service, the
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Cloudloop platform, the Cloudloop HTTP webhook destination, and the
CONCERN REST endpoint. In this configuration, the webhook notifies
CONCERN as soon as the mobile-originated satellite message reaches
the service platform. The backend then decodes the message, com-
putes the elapsed time between the satellite transmission timestamp and
webhook reception at the CEP level, persists the event, and inserts a
SatelliteMessage event into the rule engine.

The measured quantity is the application-visible delivery time from
message transmission to CEP notification. In the current prototype, the
payload transmitted over the satellite link includes monitoring infor-
mation from the LoRa Collar Node, including collar-side data fields
and the position associated with the transmitted message. The web-
hook metadata additionally exposes delivery-related fields such as the
RockBLOCK serial number, MOMSN, transmission timestamp, and satel-
lite CEP information. An example of the message received on the Clou-
ploop interface is shown in Fig. 4. This enables satellite deliveries to be
observed through the same event-processing infrastructure used for live-
stock monitoring.

Across repeated trials in open-sky conditions, the application-visible
satellite delay ranged from about 10s in the best cases to about 30s
when the session required additional transmission attempts. The tests
were executed in a site with favorable sky visibility, typically with three
satellites visible, so the upper-end values should be interpreted as re-
transmission or session-completion effects rather than as severe line-of-
sight blockage. These measurements confirm that the satellite fallback
remains within a tens-of-seconds reaction window, which is substan-
tially faster than minute-scale deferred synchronization and sufficient
for the critical-alert class considered in this work.

6. Evaluation results

This section reports the results of the prototype-based evaluation
described in Section 5. The campaign used a 10-minute emulated
mission (600s, 300 LoRa events at 2s intervals), during which nine
anomaly injections of varying severity were distributed along the time-
line. Four configurations were compared: (i) Ground-centric monitoring,
(ii) Drone-centric monitoring, (iii) Hybrid monitoring with a fixed LTE-
first policy, and (iv) Hybrid monitoring with dependable multi-channel
dispatch.

The connectivity profile was designed to stress-test backhaul re-
silience. Wi-Fi was available only within the first and last 60 s of the mis-
sion, simulating proximity to the farm. LTE coverage was deliberately
removed between ¢ = 180s and 7 = 420s, simulating a rural dead zone
with only sporadic service. Iridium SBD remained available throughout
as a resilient fallback. In the replay-based mission, the satellite segment
is abstracted through the empirically grounded model introduced be-
low, while Section 5.1 reports direct timing measurements on the real
RockBLOCK-Cloudloop-Concern path. Unless otherwise stated, critical-
alert timeliness in the replay campaign is assessed against a 20 s latency
target.

6.1. LoRa link characterization

The LoRa measurements used in this evaluation were collected in
an open-area campaign using three transmission distances. After filter-
ing invalid acknowledgments (RSSI = 0 dBm) and likely retransmissions
(MSG_Time > 5000 ms), the dataset comprises 561 valid samples. Ta-
ble 2 summarizes the per-distance statistics.

The measured RSSI values range from —112 dBm to —56 dBm, with a
median of approximately —72 dBm, well above the typical LoRa sensi-
tivity threshold of —137 dBm [34]. The mean single-hop latency across
all distances is 358.1 ms, which is consistent with the LoRa spreading
factor and payload size used in the experiment. These empirical values
were used as input to the mission replay, where each emulated cattle
beacon samples RSSI and latency from the measured distributions.
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Fig. 4. Cloudloop HTTP destination configured to deliver RockBLOCK messages to the CONCERN webhook endpoint.

30 LoRa RSSI Distribution by Distance

@@ D=100m
D=400m

Count

LoRa Transmission Latency by Distance

200 4 @@ D=100m

D=400m

175 A . D=700m

1504
1254
100 4
75 A
50

25 A

0 T T T T —=
0 500 1000 1500 2000 2500
Message Time (ms)

Fig. 5. LoRa RSSI distribution and transmission latency by distance, measured in open-area conditions.

25 A
[ D=700m
20
o
5
3 151
o
10 A
5
-110 -100 -90 -80 =70 -60
RSSI (dBm)
Table 2
LoRa link characterization from open-area measurements.
Parameter D =100m D =400m D =700m
Valid samples 152 215 194
RSSI range (dBm) [-112, -56] [-109, —58] [-107, —-57]
Mean MSG latency 304.1 446.5 302.6
Packet loss (%) 31.5 1.8 9.3

Fig. 5 shows the RSSI and transmission latency distributions grouped
by distance. The unexpectedly higher loss observed at 100 m should
not be interpreted as a monotonic distance effect; it is more plausibly
explained by near-field effects, receiver saturation, or artifacts intro-
duced by acknowledgment filtering and retransmission removal in the
raw logs. Even with this anomaly, the overall characterization confirms

that the collar-to-drone hop contributes sub-second latency and is not
the dominant component of end-to-end alert delay.

6.2. Backhaul channel assumptions

The evaluation distinguishes between the first hop (collar-to-drone),
which is grounded in the empirical LoRa measurements reported in
Section 6.1, and the backhaul segment (drone-to-Farmer Edge Node),
which is represented through a technology-specific channel model. Wi-
Fi and LTE/4G are modeled through measurement-informed assump-
tions derived from the literature, whereas the Iridium SBD path is now
anchored to the direct RockBLOCK-Cloudloop-Concern timing measure-
ments reported in Section 5.1.

Wi-Fi is modeled as a low-latency, short-range channel available
only in the vicinity of the farmer-side station, with latency distributed
as N'(12,4%)ms and nominal transport reliability of 0.98. LTE/4G is
modeled as a coverage-dependent terrestrial channel with latency
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Table 3

Backhaul channel parameters used in the evaluation.
Channel Latency model Transport reliability ~ Availability Cost/msg
WiFi N(12,4*) ms 0.98 Near-base only Negligible
LTE/4G N(55,182)ms 0.96 Coverage-dependent ~ $0.01
Iridium SBD 10-30s empirical envelope  0.995 Global, sky-dependent ~ $0.05
Deferred sync ~ 30-180s 1.00 Always available locally ~ Negligible

N(55,18%) ms and nominal transport reliability equal to 0.96 when ser-
vice is available, consistently with recent rural and semi-rural mea-
surements reported in the literature [35,36]. For Iridium SBD, the di-
rect webhook-based integration tests reported in Section 5.1 showed
application-visible delivery times of about 10-30's from satellite trans-
mission to CEP notification. The replay campaign, therefore, represents
the satellite fallback through a bounded tens-of-seconds latency en-
velope anchored to those observations, while the reliability parame-
ter remains conservatively configured at 0.995 under sky-visible con-
ditions [37-39]. Deferred synchronization is modeled separately from
the online channels as a store-carry-and-forward mechanism whose de-
livery time depends on outage duration rather than on instantaneous
channel latency (Table 3).

Under this empirically grounded envelope, the satellite-assisted path
is treated as a bounded fallback for critical alerts with a tens-of-seconds
reaction window, while still remaining clearly slower and more expen-
sive than terrestrial delivery. This choice is sufficient for comparing dis-
patch policies and is now supported by direct end-to-end timing mea-
surements along the webhook-based integration path.

6.3. Direct RockBLOCK-to-CEP timing observations

Beyond the replay-based mission, the satellite path was exercised on
the real integration chain connecting the RockBLOCK modem, the Irid-
ium service, the Cloudloop platform, and the CONCERN webhook end-
point. In these trials, the application-visible delay was measured from
the satellite transmission timestamp to the instant at which the webhook
notification became available to the CEP layer. The direct measurements
ranged from approximately 10s in the best cases to approximately 30s
when additional transmission attempts were needed before completion.

These timings are operationally relevant because the transported
message is not a synthetic ping: it contains the monitoring payload gen-
erated from the LoRa Collar Node, including the collar-originated in-
formation and the position associated with the transmitted message.
Once received, the payload is decoded by the webhook endpoint and
immediately inserted into the CEP engine, where the rule satellite-
message-received confirms receipt at the application level. The result
is a concrete validation that the satellite fallback used in the architec-
ture is implemented and observable in the deployed prototype, rather
than only represented in the replay model.

6.4. Detection latency (RQ1)

Table 4 reports the main evaluation metrics across the four con-
figurations. All configurations detected the nine injected anomalies.
The key difference lies in detection latency. Configurations with on-
drone rule evaluation (Drone-centric, Hybrid-fixed, Hybrid-dependable)
achieved mean detection latencies of 33.2 ms, 28.6 ms, and 27.5 ms, re-
spectively, because rules are evaluated locally immediately upon event
reception. In contrast, the Ground-centric configuration required for-
warding telemetry before detection, resulting in a mean detection la-
tency of 1364.4 ms, dominated by the forwarding path and ground-side
processing.

The values in Table 4 show that local rule execution reduces mean
detection latency by roughly two orders of magnitude with respect
to ground-centric processing. For a livestock-monitoring system, this
means that abnormal situations can be recognized while the UAV is still

Table 4
Summary of evaluation results across the four configurations. Nine
anomalies were injected in the mission script.

Metric Ground  Drone Hybrid-F ~ Hybrid-D
Alert completeness 9/9 9/9 9/9 9/9
Mean det. latency (ms) 1364.4 33.2 28.6 27.5
Mean E2E latency (ms) 36,482 55,443 48,880 4234
Median E2E latency (ms) 1943 106 109 137
Delivery in budget 6/9 5/9 6/9 9/9
Buffered critical alerts 4 4 4 0

False positive alerts 0/9 0/9 0/9 0/9

in the field, rather than waiting for full telemetry to be forwarded to the
farmer-side station. The false-positive count is zero in all configurations
because the replay-based anomaly injection uses known ground-truth
conditions. This result should therefore not be interpreted as a statistical
characterization of false-alarm behavior under real livestock-monitoring
deployments.

6.5. Dependable dispatch effectiveness (RQ2)

The most significant finding concerns delivery success within the la-
tency budget. The Hybrid-dependable configuration delivered all nine
critical alerts within the adopted 20s budget, compared with six out
of nine for the Ground-centric and Hybrid-fixed configurations and five
out of nine for the Drone-centric configuration. The improvement is at-
tributable to the dispatcher’s ability to escalate to Iridium SBD when
Wi-Fi and LTE are unavailable, rather than deferring the alert to store-
carry-and-forward.

Fig. 6 compares the delivery success ratios. The fixed-policy con-
figurations suffered during the LTE dead zone (¢ € [180,420]s), where
four of the nine anomaly injections occurred. In these cases, alerts were
deferred to local storage and synchronized only after terrestrial connec-
tivity was restored, resulting in end-to-end latencies exceeding 30 s and
often above 60 s. In contrast, the dependable dispatcher selected Iridium
for four alerts during the outage period, avoiding deferred delivery and
keeping satellite-assisted alert latency within the order of tens of sec-
onds under the adopted model and the direct measurements reported
for the real integration path.

Fig. 7 shows the channel selection distribution for the Hybrid-
dependable configuration. Wi-Fi was selected for two alerts generated
near the base; LTE was used for three alerts within coverage; and Irid-
ium was activated for the remaining four alerts during the terrestrial
outage. No critical alerts were deferred.

6.6. Latency-reliability—cost trade-off (RQ3)

The introduction of Iridium as a resilient fallback reduced the mean
end-to-end latency of the Hybrid-dependable configuration to 4234 ms,
compared with 36482-55443 ms for the other configurations. The cost
of this improvement is the per-message satellite fee (approximately
$0.05 per SBD message). Over the simulated mission, four Iridium trans-
missions were required, corresponding to an estimated cost of $0.20. In
practical livestock monitoring, this cost appears modest relative to the
operational value of keeping critical alerts timely when terrestrial cov-
erage is lost.
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The dispatcher uses satellite transmission only for critical alerts
that cannot be served by terrestrial channels within the required
timeliness constraints. Routine telemetry and non-critical information
can still be deferred to synchronization, thereby avoiding unneces-
sary satellite costs. This behavior should therefore be interpreted as
a policy-level trade-off: terrestrial communication remains the default
low-cost path, while satellite escalation is activated only when re-
quired to preserve timely alert delivery. In large-scale or long-duration
livestock-monitoring deployments, the cumulative number of satellite-
assisted alerts may nevertheless increase depending on herd size, mis-
sion duration, environmental conditions, and rule sensitivity. For ex-
ample, repeated connectivity outages combined with highly sensitive
monitoring rules could lead to multiple satellite-assisted alert deliver-
ies during a single operational mission. The proposed communication
policy is therefore intentionally designed to keep Iridium usage sparse
and event-driven, reserving satellite escalation for operationally rele-
vant critical conditions. Although the present study does not provide
a complete energy characterization of the system, the hardware con-
figuration adopted in the prototype was selected to remain compati-
ble with lightweight UAV-assisted deployments. As summarized in Ta-
ble 1, the drone-side monitoring layer operates on a Raspberry Pi plat-
form with limited computational and power requirements, while satel-
lite escalation is intentionally kept sparse and event-driven to limit ad-
ditional communication overhead. In practical deployments, the dom-
inant energy constraint is expected to remain UAV propulsion rather
than the monitoring logic itself. A more comprehensive energy charac-
terization across extended operational missions remains part of future
work.

10

6.7. Resilience to connectivity disruptions (RQ4)

Fig. 8 provides a timeline view of the mission, showing channel avail-
ability, LoRa signal quality, and alert dispatch events. The LTE dead
zone between ¢ = 180 and ¢ = 420 s is clearly visible. During this interval,
the fixed-policy configurations accumulated deferred alerts that were
only delivered after reconnection at ¢ ~ 420s.

The Hybrid-dependable configuration maintained zero buffered crit-
ical alerts throughout the mission. In contrast, all other configurations
accumulated three to four deferred alerts during the outage, with syn-
chronization occurring only when LTE or Wi-Fi became available again.
For configurations without satellite fallback, the worst-case end-to-end
latency for a critical alert exceeded 120s, The acceptable reaction win-
dow for livestock-monitoring alerts depends on the operational con-
text and on the type of monitored condition [2,3]. In particular, events
involving prolonged immobility, abnormal temperature conditions, or
communication failures may require timely operator awareness to sup-
port rapid intervention. In this context, the adopted 20 s latency target is
intended specifically for critical alerts requiring prompt delivery, rather
than as a universally applicable requirement for all livestock-monitoring
events.

This result is relevant because the gain does not arise solely from
faster local monitoring. Rather, it derives from the combination of lo-
cal alert generation, explicit criticality-aware dispatch, and the avail-
ability of a satellite-assisted fallback path when terrestrial connectivity
becomes temporarily unavailable.

6.8. End-to-end latency analysis

Fig. 9 presents the mean and median end-to-end latencies on a loga-
rithmic scale. The large gap between mean and median for the Ground-
centric, Drone-centric, and Hybrid-fixed configurations reflects the
bimodal latency distribution caused by deferred alerts: most alerts are
delivered within a few hundred milliseconds, but deferred alerts inflate
the mean by one to two orders of magnitude. The Hybrid-dependable
configuration shows a much smaller mean-median gap (4234 ms vs.
137 ms), because satellite-assisted alerts incur delays of several to tens
of seconds rather than the 30-180 s delays associated with deferred syn-
chronization.

The mean value of the Hybrid-dependable configuration remains
higher than the median because only a subset of alerts experiences satel-
lite escalation. This is consistent with the intended policy semantics: the
system is not designed to make all traffic uniformly fast, but to keep crit-
ical alerts within a bounded time window even under backhaul degra-
dation.
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Fig. 9. Mean and median end-to-end alert latency (log scale).

6.9. Additional mission-profile sensitivity analysis

To provide preliminary evidence regarding the robustness of the
proposed dispatch strategy under different operational conditions, ad-
ditional replay-based mission profiles were considered beyond the
primary evaluation scenario. These profiles do not constitute indepen-
dent field campaigns, but controlled variations of the replay environ-

11

ment designed to stress the communication layer under different con-
nectivity conditions.

Three representative profiles were analyzed: (i) a short LTE outage
scenario (MP-A), (ii) a prolonged terrestrial outage scenario (MP-B), and
(iii) an intermittent LTE-instability scenario with fluctuating terrestrial
availability (MP-C). The replay engine preserved the same livestock-
monitoring logic and anomaly-injection strategy adopted in the primary
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Additional replay-based mission-profile observations for the Hybrid-dependable configuration.

Profile  Connectivity condition Delivery in budget  Iridium alerts  Buffered critical alerts
MP-A Short LTE outage (60 s) 9/9 2 0
MP-B Long LTE outage (300 s) 9/9 5 0
MP-C Intermittent LTE instability =~ 8/9 3 1

campaign while varying the temporal characteristics of backhaul degra-
dation.

Table 5 summarizes the observed behavior of the dependable dis-
patch configuration under these additional profiles.

The results remain consistent with the experiment’s main findings.
In particular, the dependable dispatcher ensures timely delivery for
most critical alerts even during prolonged or unstable terrestrial out-
ages, while escalating satellite requests only when necessary to avoid
deferred synchronization. The intermittent-connectivity profile (MP-C)
also suggests that highly variable terrestrial conditions may still result
in occasional budget violations despite resilient dispatching, highlight-
ing the importance of additional large-scale operational campaigns for
a more comprehensive statistical characterization.

6.10. Discussion

The results support the idea that hybrid monitoring with dependable
multi-channel dispatch offers the best trade-off among the evaluated
qualities for the considered mission profile. On-drone rule evaluation
reduces detection latency by approximately 2 orders of magnitude com-
pared to ground-centric processing, while the dependable dispatcher
eliminates deferred critical alerts by exploiting a satellite fallback when
terrestrial channels are unavailable.

The LoRa characterization confirms that the first communication hop
contributes relatively modest latency (~ 300-450 ms) and that the dom-
inant factor in end-to-end alert timeliness is the backhaul segment. This
observation reinforces the architectural decision to place a lightweight
monitoring capability on the drone instead of delegating all reasoning
to the ground. However, for extended operational missions spanning
several hours, the dominant endurance constraint is expected to remain
UAV propulsion rather than the onboard monitoring logic itself. In this
context, prolonged coverage would likely require battery replacement
strategies, professional drones, scheduled recharge intervals, or coop-
erative multi-UAV deployments, whereas the computational and com-
munication overhead introduced by the monitoring infrastructure re-
mains comparatively limited. At the same time, the current evaluation
remains partly model-assisted for the backhaul. Wi-Fi and LTE/4G are
represented through measurement-informed assumptions from the liter-
ature, whereas the Iridium path is now calibrated from direct webhook-
based timing measurements on the actual RockBLOCK integration chain.
The reported satellite-assisted results should therefore be interpreted as
policy evidence supported by preliminary real-time observations, rather
than as a complete statistical characterization of every operational con-
dition.

Two limitations should be emphasized. First, the satellite timing ev-
idence should be extended through larger, repeated RockBLOCK cam-
paigns that cover different sky conditions, payload sizes, and operational
contexts. Second, the current evaluation uses a single mission profile; ad-
ditional profiles with different outage patterns, payload rates, and mis-
sion durations are needed to assess generalizability more thoroughly.
These limitations are consistent with the threats to validity discussed in
Section 6.12.

6.11. Scalability considerations

The current evaluation considers a moderate number of concur-
rent collars. To provide preliminary evidence on the scalability of the
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monitoring layer, we refer to the stress-testing results obtained with
MOTEF [32], where the CONCERN rule engine sustained thousands of
events per second with sub-millisecond per-event evaluation time on
commodity hardware, and rule-set growth up to several hundred active
rules introduced only linear overhead.

In the cattle-monitoring scenario, the expected event rate is bounded
by the number of collars and their beaconing interval. With 100
collars transmitting every 2s, the drone-side engine would process
approximately 50 events/s, which is well within the throughput
measured in [32]. The practical bottleneck for larger herds is there-
fore more likely to be LoRa channel capacity and collision prob-
ability than rule-evaluation overhead. A dedicated scalability cam-
paign with multiple concurrent transmitters remains part of future
work.

6.12. Threats to validity

The present evaluation is subject to several threats to validity.

Internal validity. The assessment is performed on a working proto-
type through controlled experiments and replayable scenarios, but with-
out live animals. Although the considered distances and communica-
tion conditions approximate realistic livestock-monitoring settings, the
absence of animal behavior removes several sources of variability, in-
cluding irregular mobility, body-shadowing effects, collar orientation
changes, and herd dynamics. As a consequence, telemetry generation
and radio-link behavior may be more regular than in real farm de-
ployments. Nevertheless, the controlled setup improves reproducibility
across deployment configurations and allows communication and dis-
patch behaviors to be evaluated under comparable mission conditions.

Construct validity. The selected metrics capture relevant technical
qualities of the proposed monitoring and dispatching architecture, in-
cluding detection latency, alert timeliness, delivery success within bud-
get, and resilience to connectivity disruptions. Likewise, the replay-
based setup does not allow for a statistically representative estimate of
false-positive alert rates under realistic conditions of animal behavioral
variability and environmental noise. However, they do not directly mea-
sure higher-level farming outcomes, such as welfare improvements, re-
duced manual inspection effort, or long-term operational benefits across
heterogeneous husbandry conditions. In addition, for the satellite path,
transport completion and end-to-end platform delivery are not equiva-
lent constructs: a successful SBD session only shows that the message has
reached the service infrastructure, whereas the paper ultimately cares
about alert availability after ingestion and persistence.

External validity. The prototype has not yet been validated in a full
in vivo deployment. Real farms may introduce additional variability
due to terrain morphology, vegetation, weather, herd dispersion, long-
duration flights, and mission-specific operational constraints. The satel-
lite path may also be affected by sky visibility, power-supply conditions,
and integration details that are only partially represented in the current
study. Transferability to production livestock-monitoring deployments
must therefore be confirmed through field trials.

Reliability and reproducibility. Part of the evaluation relies on con-
trolled anomaly injection, emulated backhaul outages, and replayable
mission scripts. This improves repeatability, but it may under-represent
the stochastic behavior of real wireless links and mission dynamics. In
addition, the current results are based on a single mission profile and
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should not be over-generalized to longer or more heterogeneous opera-
tional scenarios.

Integration-path validity. The satellite fallback depends on a multi-
stage path that includes the onboard modem, the Iridium SBD trans-
port, the Ground Control delivery service, and the CONCERN ingestion
endpoint. Official documentation states that HTTP webhook delivery
is the preferred integration path, but also that the endpoint must re-
turn HTTP 200 within a short time window; otherwise, the message
remains queued, and retries are restarted after one minute with expo-
nential backoff [38]. This means that satellite availability alone does
not guarantee end-to-end deadline satisfaction: failures in the applica-
tion endpoint or in its acknowledgment logic can shift delivery from
a second-scale path to a minute-scale retry schedule. Accordingly, any
claim about critical-alert timeliness under satellite fallback should be
interpreted with respect to the full integration chain, not only to the
modem-side transmission outcome.

7. Conclusions

This paper presented a smart monitoring architecture for cattle
farming in infrastructure-poor agricultural environments, where timely
anomaly detection and dependable alert delivery cannot rely on continu-
ous terrestrial connectivity. The proposed solution combines low-power
LoRa-based collars, a UAV that acts as both a mobile gateway and an
edge monitoring node, and a farmer-side platform that supports rule
configuration, event inspection, and post-mission analysis. Its central
contribution is the explicit integration of explainable rule-based live-
stock monitoring with a resilient multi-channel communication strat-
egy.

The architecture adopts a hybrid design in which a lightweight sub-
set of monitoring rules is evaluated directly on the drone, while the
full monitoring stack remains available on the Farmer Edge Node. This
choice allows the system to react in the field to operationally relevant
conditions such as missing beacons, geofence issues, prolonged immo-
bility, communication degradation, and alert-delivery failures, without
moving unnecessary complexity onto the wearable device. In parallel,
the dependable dispatcher implements terrestrial-first forwarding with
time-bounded satellite escalation, ensuring critical alerts still reach the
monitoring platform when Wi-Fi or LTE/4G connectivity becomes un-
available.

The prototype-based evaluation provides encouraging evidence for
this design choice. In the considered mission profile, local rule execu-
tion on the drone reduced detection latency by approximately 2 orders
of magnitude compared to a ground-centric solution. The results also
showed that end-to-end alert timeliness is dominated not by the LoRa
collar-to-drone hop, but by the backhaul strategy adopted after alert
generation. Under terrestrial outages, the hybrid configuration with de-
pendable dispatch delivered all critical alerts within the adopted la-
tency budget, avoided deferred critical notifications, and achieved this
behavior through selective satellite activation rather than pervasive
use of costly fallback communication. In addition, the RockBLOCK-—
Cloudloop-CONCERN integration path was exercised directly on the
operational prototype, confirming that the satellite-assisted path is not
only modeled in replay experiments but also observable at the applica-
tion level.

At the same time, the present study should be interpreted as a
prototype-level validation rather than a full-farm demonstration. The
evaluation does not yet include live animals, repeated campaigns across
multiple mission profiles, or a complete characterization of energy over-
head and long-duration operational behavior. For this reason, the cur-
rent results support the feasibility and practical value of the proposed
architecture, but not yet its full generalization to production livestock
deployments.

Future work will extend the study along four directions: repeated in
vivo farm trials with live animals; broader experimental campaigns with
multiple outage patterns, mission durations, and herd scales; deeper
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characterization of the satellite-assisted path under different environ-
mental and operational conditions; and energy-aware extensions of
the dispatch policy, including cooperative multi-UAV monitoring for
larger grazing areas. These steps will be necessary to move from strong
prototype evidence to robust field validation in precision livestock
farming.
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