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ARSTRALCT.

Ay algorithm  for the Byzarmtine Agreement without auvuthenti-
cation in o a set of n progesses 15 presented. This algorithm haws
the pecuwliarity of bBeing morve efficient as  lese maliciows  the
behaviocuwr of the fauwlty processes ls and less the number of actual
faulty processes 1s. I the number of actually faulty processes is
less of /72 (6 1s the maximum allowable number of faulty proces-—
ses ) it i ehown that the proposed algorithm converges very guic-—
kly too the agreement. In a svyetem compesed of 3Bt processes and one
sender [process, 1 at most Lt/2)+) faulty processes are present
fexcept the sender). rveachling the agreement vyequires 3 rounds and
Zin—1Y  messages exchangsd per process. A& comparison wiith o kEnown
algorithms based on €imilar hypetheses s performed.
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L INTRODUCTION

The Byzantine Generals problem arises in svatemg compesed  of
& numlie ¥ a ot independsnt. cooperating processes. at most b oof
which carn Ffall, exhibiting & unpredictable bhthlcur.

M ogiven process S in the systems. called the zsender, broad-
casts a value v &V te all the other processes. Each of them must
agres  on oa value in the set V U {dl, where d is a default value,
in such a way that

g

€1 Al correct processes agree on the same value; and

IC2y If the sender & 1s corvedct, then all corvrect prooesses
iv the syestem agree on the value =zent by 8.

I¥ 3t 1= ot reogulred that all proceszes determine  thelr
value at the same time., the problem s referred to as " Eventusal
Byrantine Agreement” (ERAY [DREal. The algorithm presented  in
thie paper glves a scluitlorn to this subcoclass of the general prob-
lem.

In the system considered herve the following assumptions holds
Any process can dirvectly communicate with any other process;
Communications lines are reliable;

A orecelving process can alwavs identify the sender process;
Frocesses step throwgh synachronocus phases.  This assumption al-
lows detecting missing messages.
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Neo authenticaticon technigue is reqguived for messages.

The algorithm FOM (Frurned OM) presented here is based on the
same  ldea inspiring the algorithm OM  described in [L8FI:  the
agreement on the value sent by 8 1s pwsued by reaching agreement
o the value that each process in the syetem received from 8. Hut
in FOM the information carrvied by messages ie analvred during each
algorithm steps trving to detect the conditicons that guarantes the
agreement on a unigue value. As a consequence, processing time and
informaticon exchange requived by FOM depend on the actual number
of faulty processes. and on how these processes behave. The upper
bounds tm‘thw values of these parameters are the same as  in (M,
that is t+1 "rounds" and Ont respectively;  but the main result
of the present work 1= that. it the actual number of faulty pro-
cesges  is  lower than /2 the complexity of FOM  ie considerably
lowey than that of OM, az it will be shown in Section 4.

The complexity of FPOM will be compared to relevamt eclutions
te the zame problem presented in the literature. The algeorithms
presented  in [DRSRhI. mamed D1 arnd D2, arid  the randomized
algorithms reported in [CCI1L.0F1.  veferred to as OO and Fo will be
examined.

Im Sectiorn 2 the proposed algorithm FOM  ie desoribed; 1y
Secticn 3 the correctness procf is given and in Secticn 4 the
complexity of POM 1s evaluated in comparisor with bknown algorithimes
bazed wn similar hypotheses,

g.1. Preliminary definiticons

In the same way as in OM, the agreemsnt value pertinment to S
ie  determined by a process p oon the hasie of the agrveemnant values
cbhtalned for amy other process which received a mes
The activity erecuted by p to obtain this resglt w
oo as activity of p "in the 8 comtext".

For  each process g that partecipates to the agreement on the
value sgent by 8,  the activity of p in the 8 context implies the
activity of p in the context Qqq NhiLh v burn implies the activi—
ty of p oin the contexts Sgr, Mere v lae a process which
pates to the agreement on the value rersent by

e Tram 5.
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More generally a corntest will be vamed PEIrY . where 1 oiw &
stiring (possibly of null length) of process mames whiioch have  re-
sents in the given orders the message veceived from & wnbil ve oand
voole the process which has retransmitted to pothe message From 2t
upor which p ise determining the agyreement value.

If 1 i of null length, @y oeincide with Sy in this case
the actual context i1s S. .

Note thats owing to the algorithm structures Slr 18 a =47 irg
without repetiticons.

Duwring  the execution of FOM. pois concurrently  active  in
several contexts, so that the agreement value found in the contest
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Slr  is used by p to cbtain the result pertaining to the context
5ls to which S1lv belorngs.

When p has determined the value v in V U {d} as the result
for  the context Srl, it will be =s=aid that '"p reached termination
on the value v in the context Srl1". When p has reached the termi-
naticon in a context 817 "containing' Slra. that is 817 is a prefiux
af  Slras it will e sald that "p reached indivect termination in
the context Slv'.

Felevarnt informaticon cbtained by the process p o in ite activi-
ty iy the context Slv s collected into the tuples F(ELr), AIBIr),
TiSIr)y having dimensicon equal to the number of partners in Blr.
The meaning of the tuples 1 as follows:

RISy ig) i the message value that process g has received from
oand subseguently retransmitted to p; 1f g = p this is
the value that p has recelived direcitly from v.

A8y ig) 1z the value on which the process p  has  reached
tevymination  in the context &lrg i if g =p this is
again the value received by p divectly fraom r.

o
i3
-
-

:d

ie the value of a special messages called "termination
message”, which g =zends to p when g succeeds in deter—
mining the agreement value in the context Slr.

The agreement algorithm wees the following functions, det ined
cver a domeln of tuples of values in VU {ddy if m isg the dimen—
sicr of the generic tuple Ms  the rnumber of elements actually

=410 .

gnecified in the tuple will be indicated by m® (Od=m"

ma 3 i 1w & majority function over M:

v BV v va M Ee=Timrl ) /20

may (M= d 1F for all v B Vs friveM)+im-m™) < Mm+l)/20
undet ined otherwise

where friveM) ie the rnumber of ccocuwrvencies of
v oim othe tuple M.

maiiMl is rot defined 3if m-m® F= Tim+l)/87; 1t
ie always defined 1f M s completely specified
LT .

ma it ie oa speclal majority function over M:
voBE OV AT frdv e MYreTim+l ) /27081
maigiMi=4d if for all v B ¥V in M friv.sMI<T{m+id/ 27 -(t-1)

undef ined ctherwise

The  Function majg ie only defined over completely specified
tuples. I majgiMr 1s defined then majg{Mi=majil).

2.2 Terminaticrn in the Slr context




In the FPOM algorithm termination in the context Sly can occcur
in three different ways:

1. Bo-terminaticon

Frocese p  reaches F-terminstion in the context Blr  on the
value v € V U {d} if

vaEma g iRIS1Ir )
. A-termination

Frocess p reaches  A-terminaticor in 8ly on the value
v 8 v U fdir af

l“

vEma 3 A8 )

Y

Izterminaticon
Frocess 0 reaches  T-terminaticrn in Slv on the value
v 8 VU {dy if

The wvalue v obtained at the termination in the context 8ly is
uwsed by p to determine the agreement value in the COﬁte’t Sl.

If 8lr = S p has completed the execulbicn of the algorithm
FOM(tY: the firnal value cbtained is the result of the agreemsnt.

Upery termination in the context Blys the process p osends  a
specilal message to each processys which le =t111 active 1n the same
context; thise meesage signals the terminaticn of py,  and carvies
the termination value. The special message 1s needed toe distin-
gutish  the behavicwr of the {(correctly) terminated process  from
that of the Taulty ores, which can mamifest thelr fault by stop-
ping sending nessages.

Aftey recelving & termination messs O [T the process o
wees the termination value in placwe of the values reguired from p
in  the seguel of the algorithoms v w81y o ivm which  p
~eached termination. This by no means imp SRl rellan—
ce i1z coredited to the termivation value. Moreover, q sends o opono
more messages relative to the context Slrv.

The terminstion value is vesed Dby o wrbtll 31t receives from oo &
new termination message. pertaining to a conbtexst 817 conbalning

o
0
%
1T

wtive and pagsive processzes

The processes 1n the svetem are arvanged In two sets.  as in
[DFFLSD:

¥ the set NA of active processes. compoesed by 8 and 3t more
processes

#® the

et NF of passive processess composed by  all  yemalning
process

B E .

The active processes execute the full algoerithms  seeking the




agreement value relative to 8 by determining the values relative
to the other processes in NA.

Fassive processes wallt for receiving termination messages in
the context S and are allowed to reach T-termination only.

This behavicuwr may entail the need of twoe more message-
exchange roundss namely up to t+2s: for the execution of FOM by all
the processes 1v the system.

The introeduction of passive processes allows a further re-

ducticor in the message traffics: the full algorithm being executed
by only the minimum number of processes reguired to tolerate  the
evpected number of faults t.
Moreovers partitioning a system designed to be t-—faults tolerant
inte the sets MA and NF increases the probability that not all the
actual Taults be in MNAs  so favoring the conditions where FOM
performs hetter.

In  the description of the algorithm the following functions
are used:

¥ SENDERS {pak) s
determines the set of prefixes having format Slrs such that:
1Y p o has not yvet terminated in 8lr, and 1i) r is a sender to
poiv the vound k-1,

* FECEIVERS{SIrp):
determines the =set of processes that partecipate to  the
agreement in the context Slri thise et dees not include the
processes already terminated in 8lr. namely processes g such
that TiS1")iqg) iz defined, where 817 1 a prefix of 8ly.

# SELECT (EMDMSE) » '
thiz function selects from the set of terminatiorn messages
{which is its argument) all termination messages relative to
the generic context Slrs such that ne  termination message
exiets for any context 817 where 817 iz & prefix of 8lr.

To keep the notation simples the tuple=s Ry 6, T relative to
process powill be indicated by Rps Ap, Tp respectively.

The wormal messages sent by process p have the format:

THlvrpr v

The termination messages relative to the context Sla have the
Farmatb: "#8laz: v,

The notation Migi=7 means that the g-th element in the tuple
M oie noet defined.

L=
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POMLL) /executed by process p/
be=13

TERMINATED is a boeolean variable having initial value "false";

if p belongs to NA

then CURRENTCONTEXTS is an empty set of prefises
texts)y
EMDMEE is an emty set of terminaticn messages:
Wl le ko= t+1 and not TERMINATED do
& ROUND (k) g
bz kel

{i.2. C oy

oy

elee while ko= {+2 and rnot TERMINATED do
F_ROUMD (k) g
b owme i

/veceived from g B MNA in the round k/ do

-
S

ool g
if it exists v B V U {d} such that friv.TI(8)) = t+1
then "the agreement value for 8 is wv';
TERMINATED := trueg

then send "S: v" to all processes in NA-{&I:
TERMINATED := tyrue

elee 1T ot recsived "S5 v

1
then Epig) = AHp{sg) 1= d

eles Rpl8) = A4p{8) 5= v

f

elee

f

e ganding messages in the round ko e e

for all "#8la: v" in SELECT(ENDMSE) do
it Sla=s
then send "#8: v" to RECEIVERS(Slap) U MNP
elese send "#8lar v to FECEIVERS(Slap?
Cid‘.;

ENDMSE = @y

CURRENTCONTEXTS := SENDERS (@, k)




1f CUREBENTCONTEXTS = @
then TERMINATED = true;
round k ois terminated

for all Blv iy CURRENTCOMTEXTS de

send "Blrp: RSIv)(p)" to RECEIVERS(Slrp)
rcd g

recelving messages i the round kB ———mmmmmm e

for all msges /received from a preocess g/ do
1t mesg is "Slvrg: v? oand Bly is in CURRENTCONTEXTS
then F{81ri{g) = v 3
it msg 1is "FGla:z M
then for all Slal”™ in CURRENTCONTEXTS do
RiGlal™)ig) = wv 3
TiGlariql) == v

o
od i
e ggbe b itution of values for already-——————————————

terminated or faulty processes

for all Slr in CURRENMTCONTEXTS do
foorr all RIGlIr)ig) = 7 where g 1s in NA-{Slrp3 do
if T8Iy iy ~= % where S17 1is the minimal
lenght prefix of Slr
ther RISIr){g) = T(81%){(qg)
elee R{IBly)ig) = d
oo

if ko okl
then for &ll Slry in CURRENTCONTEXTS do
for all g in NA - {(8lrp> do

Figlyrglip) := R{I8S1v){g) j;
ALSIrgrip) == RISIvryiag)
cd g
o T .-
et S A - (B B T vl B e e
foor all "#8lay " received in the yound k do
3T it oexnists v £V U IdY such that
frivaTiEla))r=t+1
then insert "#8lar v" in ENDMGE i
Tiglai{p) = v 3
1f Sla = 8
thern "the agreement value for S
(R-SAVEL

round bk o1se terminated

elee ABlY{a) = v

v

gecd g




e B—termination —eee e e e e e e

for &ll Slr in CURRENMTCONTEXTS do
1f majgiR{8lr)) = v
then insevt "#5lr: v" ivn ENDMEE;
TLSLlvryipr = vi
if 8Ir = &
then "the agreement value fTor B
iz vl
veund k 1s terminated

elee A1) 2= 9w
ooy »

e & e o 1 O T B R i Tl

if ko= t+i
then Ffor &1l Slr in CURRENTCONTEXTS where p has not
yvelt terminated do
GL81rrlgy 2= RBIritgr
odip

for all AiSla) where Sla 1 a prefix proper to rvound hs
Pa=hd=k—~1,s such thalt TIi{Sladip) = % do
if maiiAlSlal) = v
then insert "#8la: " in ENDMSG;
TLElarip)y = v
if Sla = &
then "the agreement valus for 8

1 v

i
vourd B ois berminated

mlee A(Eliia) 1= v

a3
I3
[im}
[pen}
i
i
i1
Jod
el
it
in
i
z
HI ]
Ha
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Ivi the followings the part of the FOMIL)Y algorithm rvelative
te  the agreement in  the context Slr will be indicated by
FOM{LY iB1r.,

Let L be the length of the string Sly (1 <= L <= $+1):  then
the active processes need at most k=t+2-L  reounds  to complete
FOMIEY 181y,

The proof will start by showing the correctnesss of POMILEY) as
executed by the processes belonging to the set NA of active pro-
cessess which has cardimnality 3t+1 by definition.

LEMMA 1

Let Slv be the context relative to the agreement on the value
that the non-faulty process v has recelved through the path 81 and
re-sent ta all processes v NA-{S1v 3y let v € V be the value ye-
sent by .




If at most t preocesses in NA-{81lr} are faulty., and the non-
faulty processes that have indirectly terminated in Slrs 1 anys
have terminated on the value vs: then any cocther non-faulty process
in NA-{SIrY which has not indivectly terminated in Slr  reaches
termination in 8lvy on v by execubting FPOMLIIS1r.

Froot @ by induction on ko which is the maxisum number of
rounds of POMILYIS1v.

Every process ps  which ig non—faulty and is n.0 indivectly
terminated, does terminate in 8ly on the value received from v by
erxecuting FOMIt) 181r. Since v sent the value v this 1= also the

value cn which p terminates.

Induction step: k » 1

Aoesume that the lemma holds for k-1,

Let p be a process which is non—-faulty and net  indirectly
tevrminated in Slv.

Since p iz non-faulty ands  from the hypothesiss v 1e the
value substituted in place of that pertaining to non—faulty pro-
cesses indirectly terminated in Sly. then '

Fpli8lriig? = v

for every non-faulty process in the context Slr.
It Foellows that the number of elements of HFHp{8ly) having
valus v o is noet less than the number of non-fawlty processes.

Since INA-{GlrY] = Z3t+l-L and in this case 3It+l-lL = Pt
sivnce L U= te  then the norn—faulty processes constitute a majority
in  the =set of processes partecipating to the agreement in 8lr.,
that is

mn

majiRpiSlyri) = v

Mow 1t will be shown that p terminates on the value v inde—
penderntly of fthe kind of termination reached in Sly by executing
FOMIL 1 81r.

& Frocess o R-terminates in Slhr.
Qince maj{RpiSlyr)) = v 1t p has R-terminated then
majglRpiSiri)y = v
therefore the termination wvalue is wv.

b Mon—faulty processes that have terminated in Slry before p, if
anys have FR—terminated.

There are twoe cases:

(l})




bl) Frocess p A-terminates in Sir.
The algorithm executicn by p in the contexts Slrg depends on:
* the termination values relative to contexte 817, where

817 is a prefix of Slr, 1f they exist. Thesze wvaluss can
ocnly be equal to vs by hypothesis.

£ the termination values relative to  the context Sly,
which are the algorithm result produced by processes
already terminated in Slv. These processes can only have
F-terminated. As shown in the point a) above, all these

values must be egqual to v.

It follows that all processes that have indirectly terminated
in 8lyrg have found the value v.

Since no more  than  t faulty processes can be in the set
NA-{81rgls where g is non—faulty. the inducticon hyvpotesie holds,
s that 1t can be concluded that

ARI(Slr)iqg) = v

Tor  each wnon-Taulty process g in NA-{Slrgl, if this element is
actually computed by p.

Moreowver s
Ap{Slv)ip) = v

zince p has received the value v directly from «.

At lasts  since the non~faulty processes are the majoy ity in
the zet NA-{8lr}s 1t follows that

majl{Apl8ly))y = v
b2) Frecess p T-terminates in Sir.

Fecall that the T-termination rule implies that at least ore
sender  out of  the t+! cnes which have sent the same wvalue in
termination messages as vecovded in TpiSlr) iz non—-faul by let o
be such a process,

Since in this case g can only have F-terminated, hence on the
value v as shown in the point a) above. the process p oalso termi-—

Mates in Slvy orm v,

) The non faulty processes which have terminated in Slr before
p ohave all found the value v.

Two caszes are distinguished: A-terminaticn and T—termination.
cl) PFrocess p A-terminates in Slr.

The algorithm executicon by process p o in the contexte Slrg

c 1O




depends one

¥ termination values relative to contexts S1°. where 61°
i a prefix of 813 by hypothesis these values are all
equal ta vy

*® the termination wvalues relative to the context Slr,
which are the algorithm result produced by processes
already termivated in 8lr; in this case these values too
are all egual to v.

Therefore the termination value v is determined by &ll  the
non-faulty processes which reach indivect terminaticon in S8lrag.
Then, in  the same way as in the case bl, it is possible to
show that p terminates in Slr on the value v.
c2) Frocesse p T-terminates in Sir.

The procet follows the same pattern as in b2,

[l QED

-

The following theorem shows that FOMItY) satisfies 108,

For every ts  the FOMIL) algorithm satisfies ICE in a evstem
rewving mere than 3t processess at mest v of which are fTaulty.

-y

oot

!

Consldeyr the norn-trivial case where the sender & is  non—
faulty:; let v € ¥V be the value sent by § to all cther procezses.
The thesilis follows by applying the Lemma 1 to the corntext .

L1 QED

Lemsa © states that the ccowrence of the conditions  that
allow  a non-faulty process to R-terminate in a context Slr on  a
value v implies that all the other non-faulty processes  in bhe
sveten will terminate on the same value v, regardless of the kind
of terminaticon they will arvive at.

Let Bly be the context relative to the agreement on the value
that the precese v has received through the path 51 and re—sent ta
all  processes  in NA-{Slri; morecvers suppose that no process
seeling  agreement in the context Slr be indirectly terminated in
Sl

I at most ¢ processes ocut of those in MA-{SIr} are faulty,
and  a non-faully process p € NA-{Slr} F-terminates 1in Sl on
v B Ve then all ather non-faulty preocesses in NO-{81lrY. which have
et yvet indivectly terminateds do terminate in Slv on  the same




value v.
Proof

<

Let m be the majority in MA-{Blrs.

Firstly it will be shown that. if the process p has H-termi-
nated in Slr on the value v then :

* It exisets a subset MENA-{Slr2 such that IMI = m
¥ Every process in M is non-faulty
. For every non-faulty process g € NA-{8lri:
if g” B M then RQ(8lriig™) = v

Hence majiRgi8lv)) = v
In facts since
majglifRp{Siri) = v
it follows that
FriveFRpiSly)) == m+it-1)
Two cases can be distinguished.

. Frocess v+ 1 non—faulty.

(X8

Thers for every non—faulty proceses g’ € My where M le the zet
of noen—-faulty preoecesses in NA-{Slri,

Fo(8lrif{g™) = v
Ae  the non—faulty processes in NA-{81r) comstitute a8 majori-
tyws then
M = omg
maji{Rgi8lyr)) = v

ii, Frocess v is faulty.

I this case the number of faulty processes in MNA-{SIv3 1z at
mest (t—1); hences in the worst case, process p ooay have recelved
the (corvect) value v from each of thems. whether each other ©mon-
faulty process g may have received from them a wvalue diffevrent
from v.

Since Rp(S8ly) and Fgi(Sly) may differ only by elements coming
from faulty processes 1t follows that:

* FrivsR{S1lr)) = Fyriv:Rp(Slr)Y—(t—-1) = m

and then




majibhgiB8ly)y) = v
for each noen-faulty process g in NA-{Slrp3
* Define the set M as:

M o= {giRp(B8lrX{ig) = v and g is non—faultyli;

vMa e Tr (v Rp (Slyiy—0t-11 F=om

This result allows to proceed with the proof. b consioering
the different terminaticrn medes in Slr.  for a non—faulty process

& g has F-terminated.
Simnce the functlon majgiRgi{Slr)) is defined., then:
majaqiFagi{Slr)) = maij Fgi{Slr)) = v,

b i AL noen faulty processes alvyeady terminated in 8ly (bhefore g)
have R—-terminated.

v oroved in the preceding point al)s the termination value
for all these processes 18 V.

I¥ g A-terminates in Sly. thevn. applying Lemma 1 te the
contexts Slyg’s @ B M, 3t follows that:

AGS1r) (g™) = v  for every q’ € M

zince all processes Indivectly terminated in Sly have the termina-—
tion value v,

Az the set M is composed by the majority of processes sesking
agreemernt in Hlv 1t follows that:

majifgi8lrey = v

I g T—terminates 1 Sl there are at least t+1 egual ele-
ments In Tgi8lyiy at least one of them must be sent by a non-
Faulty process.  ands as proved aboves 1t must bhe equal to v.e Then
the same value ls assumed by g as termination valuse for the oon-

teat Slv.

) A11 norn-faulty processes,  terminated in Slry before g have
terminated oo the value wv.

Consider the case where g d—terminates in Slr.

The algovithm execubticon by g  In  any context S8lrr ', where
vTE MA-{Slragls depends  on the termination values of non-faulty
processes relative to the context Slvy  these values can only be
equal to v,

By applving Lemma 1 to every corntext Slrg™s g € M, it fol-
lows thatbt:




Aq(Slz)(q’) =y and
majiAgiBlyi) = v

If g T-terminates in Blr. the same reasoning as in poeint )
above proves that the termination value iz v.

L1 QED
The following thecrem proves that FOMIOL) satiefies ICL.

THEOREM 4

For every t» let MA be a sets baving cardinality n & 3t
composed by processes which execute the FOMIt) algorithm to reach
agreement on the value sent by a process 5 € MNA;  no movre than ot
processes can be faulty. I a non—faulty process p € MA-{8F termi-
nates for 8§ on the value v € ¥V U {d} and nec other non-faulty
process has terminated before p (in a preceding roundl)s then  any
non-faulty process in MA-{SY will terminate for & on v.

Froef: by inducticm on t

Inducticon basge: t = O

The thesis is true since there are no faulty processes.

Inducticon step: t »= 1

Aesume that the theovem holds Tor t-1 it has to be proved
that it holds for t.

Observe Tirset that if § i1s norn—faulity then Theorem 4 follows
from Theorem 2. Therefore in the following the sender 9 is azsumed
to be faulty.

1.~ The termination value is v B8 V.,

The process p can have terminated Tor © in executing  POMIL)
exclusively by R— or A-termination.
la.— H-termination.

R o S the thesis follows

it

Sinces  from  the hvpothesiss 0
from Lemma 2.

ih.~ f~-termination.

~—r
[y

In this case v = mailfpis)

Let Id{p) = {riApi{8)i{ri=vi,

The activity of p in the contexte Sry for every v 8 Iip),
does not  depend on terminaticon values for 8§ originated by non-
faulty processes.
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Any  other non-faulty process g will only  A- or  T—terminate
for S and only in the zame round as that of p or later.

ibl.~ g terminates in the same round as D

Since no noen-faulty process can have terminated for S before
p and gs process g cannct T—terminate. =o it can only A-terminate.
The activity of g in any context S did not depend on terminaticon
values originated by non—faulty processes,

In this case the erxecution of FPOMIE)Y!Sr ie equivalent to the
executicn  of FOMt-1) by the processes zeeking the agreement on
the value zent by r. Thern from the induction hypothesis it follows
that g terminates in S on v by executing FPOMIEYISr if +» B Itp)
and AgiSYiry is defined.

Thise implies that

Tiprye Iiqy

at least potentially, meaning that g needs not be actuwally termi-
nated in every Br such that v & I(p), 1f this has not been neces-—
zary to determine majidgi8)r.

Since
PIdpyt w= I /E0 fi.e. the majority over a (n-1) ele-
ments tuplelr then
majlfAgqiSil = v

Ib2.—- g terminates for 8 after . p.

Iy

In this case g can both & and T—terminate.

SLDD oS in both casess  that the round k where g has termi-
nated be the first round where some non-faulty process does termi-—
mate for S, after the round where p iteelf has terminated.

Examine firet the case where g has A—terminated.

The activity of g in the contexts Sr, v B IipYsy where it is
=ti11l acting in the round k. depends on the termination values for
B originated by p and possibly by cther processes terminated in
the <ame round as p.  These values, which are all equal toe v as
just  showns are wsed by g in place of the messages that g would
receive from those processes in the contexts Sr.,

Mote that in this way g uses informations that are extranecus
to the contest Br for what concerns the "ovrigin'. whereas the
informaticon contents  are still pertinents as p (and  the other
DYOCesses ., 1T any? hasz already terminated in 5S¢ on v . Therefore
their termination for 8 doee not influence the activity of g in Sr
wWwith improper values.

This observation allows to establish again that the execution
of  FOMOE)ISr in every context Sr is equivalents as far as aq is
concerneds  to the execution of POM{t-1). Therefore it is possible
to apply the induction hypothesis to conclude that g terminates on
voin each context Srs such that v B I(p)  and AgiS) (r) is defined.




Hences at least potentially:

I(pIeI(q)
majiAg(s)) = v

As  just shown in the case of po the termination of g for §
does not influence the activity of other processes in the contexts
Sr by means of improper values.

Examine now the caze where g has T-terminated.

Then at least one of the (t+1)  egual-valued terminatlion
messages for S received by ¢ has bheen sent by a non-faully process
g’ =ince q’ bhas terminated before g. 1t must have A-terminated in
the same round as p. Therefore the value found by g and hence by
gs  is v. Az in the preceding cases, the termination of g dees not
introduce extranecus values in the contexts Sy, v 8 Tip).

The reasoning followed so far in the case of g "first termi-
nated" after p can be replicated for the process g7 "first termi-
nated" for & after g, since it was proved that processes  termi-
nated in  the same or in a preceding round as g do not  originate
values effectively extranecus in the contexte Sr. where v & Tipl.

The thesis fallows by carrying cut this iteration.

pns

2.~ The terminaticn value i1z v=d.
This means that p has terminated Tor & on d.

Suppose, by cornbtradiction. that a non-fauwlty process o be
terminated for 8 on v = od.

Thens as a conseqguerce of point 1. above, all non-faulty
processes, including py will terminate for 8§ on v thus contradic-
ting the hypotheses.

Therefore all non—faulty processes do terminate for & on d.

L1 QED

Ae a conclusion of the corvecteness proeefs  ohserve that the
algorithm  POM{t) executed by processes i MNA terminates in finlte
time, =ince it is composed by t+1 rounds. each of finlte duwration.

I fact, if the non—faulty process p E MA has not yvelt termi-
nated in the t-th round, iy the (t+1)—-th reound 1t completes all
the A tuples relative to contexts Slvyy  Bly having length t. where
it has noet vet terminated.

Note that ifs.  as in this case, ApiSly) ls completely zpeci-
fied. then the function maj(Api8lr)) ie defined. Therefoure &1l
the agreement values velative to all the mentioned contexts  &Gly,
where p has noet indivectly terminated,. are defined. These values
allow the complete specification of the tuples ApiSlY; then
majiApi8l)) is defined, and =c forth until maij{Api8)) 1s  found.
which is the final result of the algocorithm,
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The following theovem shows that the execution of FOMOL) by
the passive processes gives the correct result.

THEQREM

ien

The algorithm FOMIt) as executed by passive proceszses satis-
fies the conditicns ICL and 1IC2.

et o be a non—faulty process in NF.

Frocess p odo terminate for 8.

Iv facts &1l non—faulity processes v NA reach terminstion for
S no later than the (t+li-th rounds ands in the next rounds they
send the termination messages to all active and passive processes.
Thern: no later then the {(t+2)-th round p receives the termination
messages for 8 by all non—Taulty processes 1n MA.  Thelr number is
at legast 2t+1., and they have all terminated for & on  the =same
values as proved by the Theorem 4.

Therefore p T-terminates for 5 ng latey than  the {E+2 ) —th
o,

Fecall that the T-termivatiorn value v 1s such that
FrivaeTp(Br) = t+1
Thie implies that there exists at least orne non-faulty process  in

Ma  which bhave sent to p a termination message for 8§ carryving the

valus v,

Ther the corvectress of FOMIL) as executed by processes in NF
follows by the correctnesss of POMIT) as executed by processes  In
R alveady proved by Theovrems 2 and 4.

L1 BED

.= COMPLEXITY QF BEQM

Ivy  thise section an evaluation of FOM 1s givers in terms  of
pavamelters  wswally used in the literature to measuwre the comple-—
ity of Byzantine GSoreement algorithmes namely:

of processes the system must be composed of
t oeimslitanecus faulte.

Tt haz besn eshown in [FSLT that 3t0+1 1se the lowey bound  to
this paramelter, for the algorithms which do not make use of authe-
mtication techniques.

parameter glves a measwe of the time reguired by the
algorithm to complete.

17




If F indicates the number of faults actually present in the
systems it [DRShI it has been shown that the lower bournd for this
parameter is f+2, for ERA algorithms.

# Number of mezsages.

This is the numbey of messages exchanged by all processes in
the algorithm execution.

The exact evaluation of POM will be carvied cut only for some
significant cases, since the detalled executicr depends, as 1n any
cther EBA algorithms, on the actual number of faulte and on  theilr
effects.

Systems composed by (3t+1) active processes only will  be
coneidered;  in the more general case where passive DroCREsEes  are
presents i computing the complexity figuwres orne must take  Inta
account the - {3t+1) termination messages sent  to EEE ] e
procesees by each active precesees, and possibly one mere round as
required by passive processes ho terminate.

e

A compariscn among FOM and the algorithms D1, D2, CC. Fs will
e carried ocut and summarized in several tables.

The minimum  time reqguived by FOM toe complete is 3 vounds;
this ie also the minimum time for almost all cother ERA algorithms.
Thie happens when every non—faulty process can F-termivate Tov &y
ivi this case each non-faulty process sends 2in-1) messages.

The complexity parameters of FOM when the actual rumber  of
tu iy the Eyﬂﬁgm is 4t can be precisely gilven only 1

137285 or fo=Lt/21+1s in the cases where the sender & is
ty oy nats vespectively.

I fact under such conditions the R-termination can not  be
impaired by the behaviour of faully processes, andg 1t can  cocour
dirvectly iv  the context S5, or anyveay In a numbﬁv of  contexts
contained in § such that the tebtal activibty is remarkably veduced.
e & CoNEeqUENTE . iy these cases the cmmplexit; oof POM is much
loweyr than that of 0OM.

The following table shows the number of messages computed for
FOM o and OM for the case where the sender 8 and LU/8) move proces
ses are Taulty, for some value of n. The fivet column relative to
FOM reports the number of messages sent by a non-faulty progess in
the better case, that i1 when 1t can terminate in 2 rouwids. The
second  column refers to one of the wioset caszes,  when o process
can terminate in a context Sly.  where Slr ie a prefix composed by
names  of faulty processes only, In this case the HR-termination
rule  allows any non-faulty process o terminate in contexts  Slir.
where ©l 1s a prefix of length >= 1 composed by faulty processes
enly s  and v oils a non-faulty process. At vound T2 every process
can termivnate in any contest where 1+ 1o €till active. eince such
contexts are indicated by prefixes ending with the name of & non-
faulty process.
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(heerve. Cmmpéring the values obtained for FOM and OM, that
the better use of the information made by POM reduces considerably
the amount of Iinformaticon to be exchanged.

The next two tables compare the complexity of  FOM  against
that of the menticormed ERA algorithms.  In both tables the column
headed by 'messageszs" contains the crder of the total number of
meesages sent by a non-faulty process 1 the pertinent algoithm,
given  that the number of processes partecipating toe the agreement
Ire the minimum.

It ehould be noted alsc that in the number n the sender is
included and that the sender terminates its activity in FOM in the
Firet younds vt this yound it sends 1ts value to all obher n-1

Py CoCesses,

The vumber of rounds has been evaluated taking into account
the initial round of the sender: it ise an exact rnumber for  FOM.
i, [ while for FPoand GG, Since these protocels use a
probabilistic mechanisms a lower bound carn only be given.

The values of v number of rounds and of messages in the cacse
1

of noyn-faulty sender and of at most LIt+1)/8] faulty processes are
shown 1 the mext table.
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From this table we see that FOM ie elther better or compar-

able to the other algorithms with respect to the number of @ mes—
sages. DB ils  the algorithm which shows the leowest numbey  of
rounds, but  a larger redundancy is needed for the number of par-
tner processes.

The next table shows the resulte in the case in which the
zender is the only faulty process in the system.

1

H i borounds H e

e

FamM

I

D1 7

4

e e meem e memm waie mame bk e e

e 2t + 1 = i)

The random algorithme have a number of @ messages which  is
lowey than that of the other algorithmsg iy any csse 1t should be
noted  that 1t iz not possible to define an upper bound on the
number of rounde for the vandom algorithms. The number of messages
exchanged in D2 is compevable with that one of FOM, since in D2
there is a larger redundancy and therefore both D2 and FOM are
0(t2) Ffor what concerns the number of exchanged messages.

Wher the rnumber of faulte s grester than /72 it omay happen
that mo process iy FOM can esrly stops vt thise ca the FOM has a
behavicouwr which coinclides with OM.
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