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IMPLEMENTING MULTIPLE AUTHORIZATIONS BY EXTENDED CAPABILITIES
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In a protected system, we deal with a multiple authorization when a subject is allowed to

a protected
examined,

object only if
and a

access
problem is

solution

several other

1s

given with

subjects agree. In

reference to an

this paper, such a
aextended capability

environment. The solution presented holds for every number of agreeing subjects. Application

problems are briefly illustrated.

1. INTRODUCTION

system provided with a capability
the entities to
referred to as

In a computer

pased protection mechanism, which
must be validated are
and the entities that access objects are
refl to as subjects 1,2,3/. The ability of a
subject to access a given object is demonstrated
a capability,
identifier for an object and a set of
that object. A
authorize another subject to access a given object

accesses

objects,

erred
oy the possession of that consists
of a unique
access can

rights on subject

by passing a capability for that object to it.

In this paper, we will refer to memory segments as
and we will analyze the specific problem
authorizations, which
making a subject able to access an object only if
/a/.
simply by a
approached by

classical

objects,
of multiple consists in
ome other in authorizing it

3 sSubjects agree
The

orcblem, that cannot Dbe solved

capability passing, will be

utilizing a generalized form of

capabilities, called extended capabilities /5/.
2. CAPABILITY BASED ADDRESSING

The capability
have been widely described in literature.

characteristics of environments
We will
refer to a particular capability based addressing,
in /6/. the

let us briefly recall the most important features

as described For sake of clearness,

of such environment.

The objects to be protected are the segments of a
segmented virtual memory SVM, and an address in a
segment consists of a unique segment identifier ID
(AR, ID),
where AR is a set of access rights on the segment
identified by ID, Possible

and an offset W in the segment. A pair

is called capability.

This work has been sponsored by the Convention of
S.p.A. delle
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and
Italy.
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Ricerche,

(53]

access rights are
containing data;
TAKE,
ing capabilities. The meaning of the access rights
READ, WRITE and EXECUTE are self-explaining. The

TAKE and GRANT access rights allow the loading and

READ and WRITE for segments
EXECUTE for segments containing

codes; GRANT and ENTER for segments contain-

storing of capabilities from and to capability
segments, respectively. The meaning of the ENTER
access right will be clarified later. A set of

capabilities forms a domain. A domain is generally

structured as a rootad tree of capability

segments, the root of the tree being called 3ase
Capability Segment (BCS), and the other necdes
Auxiliary Capability Segments {ACS'3). In =2

capability segment relative to a node N there are
for the capability segments
to the sons of N, with the access rights
GRANT. At a given time,

specific domain,

relative
TAKE and
a process operates

capabilities

in a
and the pair {process, domain} is
referred to 3s a

subiect. A subject enters another
AR AAAT

subject when the pertinent process switches from

one domain to another.

the
requires

referred
addressing that
processor is provided with n capability registers

CH, CR_, ..., CR , the
6] 1 n-1

resources. the
the index of a capability register and zn

A possible
capability based

implementation of
each

besides classical

Moreover, Program Counter PC must

contain

offset. Some special instructiocns, that are now

briefly described, must be provided:

- Loadcap CR,, W, CR
1 J

It loads into CRj the capability stored in the

segment pointed by the capability contained in CR{

(at offset W). The capability stored in CRi must
have the access right TAKE.
W', CR_, W

-~ Transfer CR_,
1 -

It transfers
by the

the capability stored in the segment

pointed contained in CR, (at

1

capability

offset W') into the segment pointed by the



The

mustT ccntaln

TAKE

access Cights and respectival

It pushes the contents of the capability registers

and of the Program Counter into a

stack. it
segment pointed by CR_, with the access right
i

Moreover, loads a capability

TAKE, into CR,, and loads the capability stered in

this segment W) intc LRO. Finally, it

icads the Program Counter with the index O and the

offset 0, and clears all the capability registers,

excluding CR_ and CR_. The capability initially
~ +

contained in CR, must have the access right ENTER.

- Reenter

It restores the contents of zth capability
registers and the Program Counter with the
quantities popped from the process stack.
A classical instruction has the Jorm
~ Do npto CR, W

action on *the segment polnted

It performs cthe

3y the capabi {at orfset W). The

stored in IR,

sapacility stored in CR. mustT have an access right
consistent with the action n.
Nete that when is entered, since R,

e
its 3ase Capability

sontains a2 =

first instruction %o e axecuted is 3
R

Segment, *the

Loadcap instruction with =CR . Note also thart,

the
capabilities

due %o rooted ftree structure of a dJomain,

stored in Auxiliary Capabiiity

can be lLoaded inte the

by

Segments oI level
zapability

Loadcap instructions.

any

registers, axecuting successive

Zn the next Section, we will modify

oy: i}
capability;

“he previous

capability environment, troducing the

slightly
nstructions;

concept of extended

nodifying *the previously described
iii) the
Newpseudo and Amplify and
AMPLIFY.

introducing new special Instructions

the new access rignht

3. THE CONCZPT EXTENDED CAPABILITY

The
generalized by

be
introducing the concept of 2xtended
as follows. An axtended capabi

-
(F.,F_,ID), where: i F 1
172 ) 1 (
extended capability is a true-
ii) F

T2
for a true—

classical concept of capability can

Py e
i3

capability, oy
bit)

a riplet

the
a2 a

specifies 1if

capabili

psuedo~capability;

of
or an offset

represents a set access rights

capability, for a pseudo-capability;
and D

True-capabilities have

iii) is a unique identifier for a memory

segment. exactly <the same

aim of classical capabilities. Instead, a pseudo-

(5]

osini, L.

Qy

o]
1

iore

LoD

capapility is utilized in crder o peint to a
speci (i.e., the entry specified by the
orfsex F)/ of <he segment identified bty ID. A
crccess possessing a given pseudo-~zapability for
an entry of a segment is only a2ilowed to acce that

will

e S35
entry and only under further constraints that
c r

be stated later in detail. ?ro are prevented

s
from Corging true—-capapilities: :I they need a new

segment, they can ask a special protecticn monitor

ty. Ingtead,
authorized to forge pseudo-capabilities.

for a

new true-capabl they can be

All the previously introduced instructions must Dde
nodified to treat extended capabilities.
all
Transfer instructions,

In parti-

cular, instructions, excluding <the Loadcap and

must abort if they work on

sseudo—capabilities.

In order to understand the aim of pseudo-
capabilities, let us introduce the new special
inszructions Newpseudo and Amplify, and the new
ccess right AMPLIFY.

The Newpseudo instruction generates 2 pseudo-
capability for an entry of a capability segment
2S_, and loads it into ancther capability segment
cs .. The axecuticn of such an  instruction
serminates correctly only if the subject cossesses
a true—capability for CS,, with the access right

TAKE, and a <rue-capability for CS), «ith the
access right GRANT. More srecisely, the
instruction has the Jorm
ca , we
involves the Zollowing actions
PRCCESSOR SVM
CRg | |
: T
—_— | wi W
CR, ®| & | 10 | v _L l
i 1,
. ! 7 L
: t P-} I//// ol 10
) W
CR; FlF1 10" T, s
e 1]
Fig. 1 Actions involved in the execution of the
Newpseudo Instruction
1) consider the extended capability stored in CR ,

say (F' ,F'_,ID'), and the extended capability
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stored in CR , say (F"_ ,F"_,ID");
J 1 2

2) if (F'I,F‘Z,ID‘) is a true-capability, if F‘Z
contains the access right TAKE, if
(F"l,F"Z,ID") is a true-capability and if F"2
contains the access right GRANT, then the

axecution phase continues, otherwise an access
vioclation occurs;

3) construct a pseudo-capability (P,F*_,ID*),

2

where F*2=W' and ID*=ID', and store it into the

location specified by the pair (ID",W").

The Amplify instruction requires, as its operands,
a ‘true-capability for a capability segment with
the access right AMPLIFY, and a pseudo-capability

for an entry of the same segment. The result of
the instruction execution is the leading into a
capability register of the extended capability

pointed by the pseudo—capability. More precisely,

the instruction has the form
- Amplify CR_, CR

1

Its execution phase involves the following actions
(Fig. 2):
PROCESSOR SVM
1}
CR; J Fa . 0 { s p T T

.
:
[
» E—
.
\
1

Actions involved in the execution of the

Amplify instruction
1) consider the extended capability stored in CR_,

(F'

e

X 'Z,ID'), and the extended capability

stored in CR_, say (F”T,F”z
;
3 1

say

yIDM);

I}

if (F' ,F'_,ID') is a true-~capability, if F°'

1 2 2
contains the access right AMPLIFY, if
(F*_,F"_,ID") is a pseudo-capability, and if

i <
ID"=ID', then <the execution phase continues,
otherwise an access viclation occurs;
3) by utilizing the pair (ID",F"Z), find the
addressed extended capability in the pertinent
capability segment, and load it into the

capability register CR .

The main application of extended capabilities and

the Amplify instruction is the efficient

U

implementation of objects of abstract type /S/. In
the next Sections,
that is the
problem.

a further application is given,
solution of the multiple authorization

4. MULTIPLE AUTHORIZATIONS

The problem of multiple authorizations consists in
making a subject able to access a given segment R
of SVM in a manner 15 only Lif
subjects all consentient.
subject s* must be allowed to
capability for R,
with the action )

several other

are More precisely, a
obtain
rights consistent
under the constraints that

a true-
with access

each one of agreeing subjects s _,s ,...,S i;
q ag 1°4 J o5 a-1

does not possess the suitable true-capability for
its
authorize s*
ii)
agreement for the considered access.

R in domain, and so it cannot autonomously

to access R in the stated manner; and

performs a proper action, that shows izs

Let us now solve the stated problem in the case
q=2 (Fig. 3). Each of the two agreseing subjects
SV M
!
|
acs~ i
— |
R ,//, S i
SR
TlTx
32 \
10{T{TK — |
S ! ;
/,/;’/_/ e

Fig. 3 Virtual memory situation for implementing
multiple authorizations: the case g=2
s, i=0,1, nDOoSsesses in 1ts Bagse Capability
i
Segment BCS; a true—capability for a capabilitg

segment ACS | with  the access right  GRANT.
Moreover, the subject s* posSsesses a true-—
capability for ACS  with the access right TAKE.



=, Zorsin:,

scmmunication

capacilities

ex=anded

capacil

Capability Zegment T 2 unigue

entry. This Ior
R, with access riznts consistent with the action

n- Note that ECSQ and SCS1 do not contain any
true—capab =y for the segment X. Mcreover, they
cannot %ake such a true—capability from HC3, as
they do not possess the required true-capaplilty

for this segment. Instead, BCS(‘ contains a true-
9]

HCS
zonzains 2

with the access

for

The actions to be gperformed by 33 and s, =o give
{
<heir agreement to <ne access of 3% o R are the
-5, must s-ansfar the fTrue~capabilisy Jor HCS
«ith the aczssss ~ight AMPLIFY into %CSD;
- zhe 3seudo for =he

s+ zan load <he =srue-cezpability ror R,
in =C3, into a capability register, 2y
<he Tollowing :instructions ‘we Irerer %o
siTuation shown tn Tig. 3}:

Loadcatr

woadcap 2,22
<

Loaacap 23, 20,CR

) instricTions lzac <he crue-
capability ZTcr Z2CS with the accsss AMPLITY
inte CR_. The third and Jourth :instouctions icad
“he pseudo-carability {for the unique antry of HCS

The Amplify instruction

into CR_. b locads the <rue-
3
capability stored in HCS into CR .
o
The above soluticon can Te generalized to the case
of g in pjects, with g >2. In Fig. 4 the
tase g 5 A cemmunication channel must te
crovided ch agreeing supject to s*: let
ACS | be such communication channelis.
Moreover, 1; Hdidden Capability Segments HCS ,
r
r=1,2,...,6-1 must be provided, which are linked
Zo form anunidirectional list: the last segment of
~he list HCS contains a true-capability for R

~ights consistent with the action 7,

wnile =ach of the other segments ccntains a true-
capability with the access right AMPLIFY for the
next segment in the list. Zach of the 3 agreeing

sucjects contains in its 3Base Capability 3Jegment

~
T

frosini,

311

[a%]

L. Lopriore
an extended capability for a Hidden laparility
Segment. More pracisely, i) SCSj sontains a2 True-
capaolllty Tor  HCS with the access right
AMBLIFY:; and ii} 3CS_,585_,...,B8C8 | contain a
cseudo-cavapility for the uriaue 2ntry or
HCSw,HCSA,...,HCS ., respectively. The actions to

1 2 g-1

be perrormed by the g agreeing sutjects to allow
segment R are the following:

for HCS,

s* to access the

- sO must transfer the true—capabiliiy

with the access right AMPLIZY iato ACS ;

2

= 5.,8_,+++,8 must TransTer the oseudo-
s <

capapility for the unigue antry of

HCS L, HCS |, ... ,HCS into LACS )

; i ACS ,ACS_, ...
1 2 g-1 e 2

i
|
|
f
; |
| :
i i
| ¢ {
i i
i i
i
acs, 203 ACS, ‘
i | i ‘ i
g " s “‘
| i
acs.
7 s
{riaR [ s
S
Pt A e
P |
't =CS. SCS, HC Sy
PTiAMAY R — ﬂ‘"“p' — i7§ A , .__'.\!
|
b
t 3
Fig., 4 Virtual memory situation Zor implementing

multiple authcrizaticns: the case g=4

when s* has obttained the vpertinent extended

capabilities from the agreeing subjiects, it can

gain the true-capapility for R, stored in HCSQ .

More orecisely, this true—capability can ce

obtained by performing successive stTeps:

~ in the first step, s* wutilizes the eaxtended
capabilities stored in and for

ACSG ACS:
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obtaining the true-capability stored in HCSL’ by

means of an Amplify instruction;

- in the r-th step, r=2,3,...,0-2, s* utilizes
true-capability obtained in the (r-l)-th
and the opseudo-capability stored in ACSF for

the
step

obtaining the true-capability stored in HCSF, by

means of an Amplify instruction;
- in the (q-1)-th step, the true-capability for R,
stored in HCS = can be so obtained.
q-

5. CONCLUDING REMARKS

The multiple authorization technique just describ-
ed can be typically utilized to implement protect-
ed forms of fact,
subject s*, waiting for an access authorization on

rendez-vous mechanisms. In

a given resource, can only proceed after all the

consentient subjects s _,s ,...,S have reached
0 1 g~1

che point in their evolution where they perform

their The mechanism is protect-
in the sense that it is not possible for s* to

if it

= i tions.
agreein actions
ed,

proceed without the needed agreement even

wants to do so, because it does not possess the
required capabilities. This is in contrast with
the raditional synchronization mechanism based

only on semaphores, that can be simply overcome by

malicious agents. Semaphores are also to be utiliz-

ad in the presented solution, and they allow the
agreeing subjects to notify to s* that the a-
greement nas occured.

Note <inally that, once s* has received <the

pertinent access authorization, the authorization

itself cannot be revoked unless an explicite
mechanism for access right revocation is provided
by the protection system /7,8/. In this case, the
class of problems in which the multiple
authorization technique is userul enlarges
substiantially, to include all <the cyclical
situations in which a given autherization must
nold only during one cycle. An interesting

application is represented -by protected forms of

synchronization.
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