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ABSTRACT Software defect prediction is essential for ensuring the reliability and robustness of software
prototypes during development. The current study has proposed a novel strategy that integrates explainable
artificial intelligence (XAI) techniques with adaptive feature engineering and autoencoder neural networks
to improve defect prediction accuracy and interpretability. Adaptive feature engineering processes input
data to identify critical features, while autoencoders handle non-linear datasets, reduce noise, and generate
meaningful latent representations by learning underlying data patterns. A Multi-Layer Perceptron (MLP)
is employed to classify code snippets and localize defects, leveraging its ability to manage complex data
patterns and diverse input features. To enhance transparency and trust in model predictions, the XAI
component provides insights into feature significance and classification outcomes. Empirical evaluations
were conducted on the PROMISE dataset, with performance assessed using metrics such as sensitivity,
specificity, Fl-score, and the Matthews correlation coefficient. The proposed approach has demonstrated
superior accuracy compared to other defect prediction methods, highlighting its effectiveness in identifying
defective code snippets and enhancing software quality.

INDEX TERMS Software defect prediction, explainable Al, multi-layer perceptron, feature engineering,

autoencoders.

I. INTRODUCTION

Software defects are often characterized as discrepancies
among the desired programming outcomes and software
requirements. In the software project development lifecycle,
the later the phases in which the defects are identified, the
higher the expense of rectifying them. So, it is desired to
identify the errors in the earlier phases to build a robust
software model [1]. Considerable research is underway in
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the field of automating software defect prediction (SDP).
A tremendous transformation has taken place in the software
development field, where contemporary software models are
more complex, often leading to complicated architectures
and larger codebases. This results in an elevated probability
of software defects, which impact the overall performance.
Hence, rigorous evaluation models are needed to localize the
defects, and using human intervention in defect identification
is a tedious task [2]. According to the report released
in September 2018 by the Consortium for IT Software
Quality (CISQ), over 50% of total software expenditure is
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FIGURE 1. The impact of SDP on a software company.

allocated to bug identification and rectification, alongside the
losses incurred due to software failures in the production
environment [3], [4]. The impact of SDP on a software
company is shown in Figure 1. The data is obtained from
the website raygun.com, an error tracking and reporting
software [5].

There are various machine intelligence models being used
in the process of SDP [6], [7]. These advanced models
are efficient in simultaneously reducing time and costs by
effectively allocating necessary resources to the sections with
a high likelihood of defects [8]. Traditional defect prediction
approaches largely depend on handcrafted features and clas-
sical classification techniques, which often lack the decision
interpretability and scalability for handling complex software
models [9]. The conventional approach that is used in SDP
is vulnerable to overfitting and underfitting, which would
lead to poor generalization results and biased outcomes [10],
[11]. Hence, the current study the use of the explainable
artificial intelligence model (XAI) [12] in analyzing the
feature dependencies and their contributions to the decision
process.

Most of the SDP models are dependent on the features
that are part of the training data, and the features are
used in the prediction of the defect in the software code
snippet. It is necessary to identify the essential features
that assist in the precise classification of the code snippets.
There are various research questions (RQ) that are associated
with the research gaps that are being analyzed from the
previous studies. Some of the research questions that
are associated with the current field of study are listed
below.

« RQ1: Does feature engineering have an impact on the
classification accuracy of the model, especially when
dealing with software defect detection datasets with
distinct features?
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o RQ2: Does Adaptive feature engineering yield better
efficiency than the conventional feature engineering
approaches?

+« RQ3: How does the use of autoencoders affect the
feature selection mechanism in SDP?

e RQ4: What insights can XAI provide into the
decision-making process of the defect prediction model?

The aforementioned research questions are worth investigat-
ing to build a robust SDP model where feature engineering
would have a considerable impact on the classification out-
come of the model. Adaptive feature engineering recognizes
the meaningful and domain-specific features from the code
bases, which improve the relevance and quality of inputs
for the classification models. Autoencoders are unsupervised
feature extraction models, where the model does not need
training. Moreover, they can identify the more significant
features and non-linear dependencies among them [13]. The
combination of the autoencoders with MLP would yield a
better classification outcome over the other state-of-the-art
(SOA) model. The listed below are the contributions of the
current study.

« Adaptive feature engineering is performed alongside the
autoencoders to identify the significant features in the
data, thereby assisting the decision process with domain
knowledge.

o The use of shapely values to determine the dependencies
and contribution of the feature in the decision process is
important to make the decision process interpretable.

o MLP technique is used to classify the code snippets with
possible defects in the code.

o The current model is being assessed with respect to
various standard metrics, and the results obtained are
evaluated against various SOA models.

The major components of the proposed SDP model are
depicted in Figure 2. The rest of the discussion on the study
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FIGURE 2. The components of the proposed SDP model.

is arranged as follows. Section II presents the systematic
literature survey on various defect detection approaches.
Section III presents the background of the study, which
discusses the dataset, feature engineering, XAl analysis on
the identified features, and the implementation settings.
Section IV presents the MLP technique for classification
and localizing the defective code base. Section V outlines
the results and discussion, and finally, Section VI is the
conclusion, along with the future scope of the proposed
approach.

Il. SYSTEMATIC LITERATURE REVIEW

Software defect prediction is a critical aspect of the software
development lifecycle, where various ML and DL models are
extensively used to localize software defects in the code. The
use of ML techniques like support vector machine (SVM),
random forest (RF), k-nearest neighbor (KNN), naive Bayes
(NB), and Atomic Rule Mining (ARM). Divergent machine
intelligence approaches are being extensively used in SDP
across studies [14], [15], [16], [17], [18]. Various studies are
discussed in the current section to outline the advancement
in the precise localization of the abnormalities in the code
snippets.

Mohammad et al. [19] have investigated the impact
and stability of four different SVM kernel functions in
software defect prediction across 38 datasets, analyzing
factors such as data granularity, imbalance ratios, and feature
subsets through 1520 experiments. The findings recommend
using the radial basis functions kernel, which consistently
outperforms linear and other nonlinear kernels, particularly
on imbalanced datasets and when using the top 40% of
features. Goyel et al. [20] has proposed a novel filtering
technique to use along with the SVM model for SDP. The
model is efficient in dealing with the imbalanced datasets and
results in, generating highly accurate classification results
with around 16.73% improvement in accuracy. Decision
Tree regression analysis [21] is being used in the SDP
by making use of the requirement and agile-based metrics.
The experimentation has shown that the requirement-based
metric outperforms the agile-based metric in fault prediction.
Thomas and Kaliraj [22] have proposed an optimized RF
along with SMOTE to handle the class imbalances in the input
dataset. Optimizing hyperparameters to improve accuracy,
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achieving 82.96% accuracy and an F1 score of 89.53% on
the NASA JMI dataset. Kun et al. [23] has proposed an
SDP model, that has done feature selection using the whale
optimization algorithm (WOA) and simulated annealing (SA)
to construct an enhanced metaheuristic search based feature
selection algorithm named EMWS. The model has been
evaluated across 20 different projects and the study has
proven that the feature selection would have a significant
impact on classifying the defective code blocks.

Arasteh et al. [24] have a hybrid SDP method combining
an autoencoder for feature selection and dimensionality
reduction with the K-means algorithm for clustering, which
has achieved an accuracy of 96% in evaluating the NASA
PROMIS dataset [25]. Hybrid Instance Selection Using the
Nearest-Neighbor (HISNN) method, which is a combination
of KNN and NB approach for achieving high performance,
and improved detection probability [26]. SDP often involves
larger-size datasets with many software snippets, making the
computational burden of k-NN significant during prediction,
as it requires calculating distances for all training instances.
Similar to k-NN, the NB model struggles with class
imbalance, as it tends to predict the majority class, leading
to poor defect detection and low recall. Another study using
RF and ARM was used simultaneously for SDP [27], which
achieved reasonable accuracy with minimal computational
time. The RF and ARM have demonstrated a 90.09%
accuracy and a 54.14% reduction in prediction time compared
to existing models. A study using Hierarchical Neural
Network (DP-HNN) [28] that leverages the hierarchical
structure of abstract syntax trees (ASTs) to improvised SDP
has been evaluated over 11 open-source projects and the
achieving an average improvement of Matthews correlation
coefficient (MCC) and Area Under the Curve (AUC) scores.

There are various DL models being extensively used
in SDP for enhanced performance and to use larger-size
datasets. There are various generalized regression neural
networks (GRNN) [29], which have been evaluated over
28 public datasets, and the results indicate that the model
achieved higher accuracy. Convolutional Neural Network
(CNN) is being used in an enhanced framework for
SDP where pre-processes input data to extract various
statistical and higher-order features, followed by feature
selection using improved Principal Component Analysis
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(PCA). The abnormal code snippets are being classified
using the optimized CNN using the Seagull Adopted Ant
Lion Optimization approach, and it is observed that the
model performed well [30]. A study using a bidirectional
long short-term memory (Bi-LSTM) network with the use
of oversampling approach such as random oversampling and
Synthetic Minority Oversampling Technique (SMOTE) has
been used in the precise classification of abnormal code
snippets [31]. Experimental outcome on PROMISE datasets
demonstrate that the approach significantly improves SDP
accuracy. Another method of combining the CNN model
and gated recurrent units (GRU) with SMOTE Tomek, when
experimenting with the PROMISE datasets, has been found
to be efficient in the precise classification of abnormal code
modules.

Daza [32] in a study on SDP using the multiclassifier
with hyperparameters. Four hyperparameter-based stacking
models are used to improve the classification performance,
especially under imbalanced data conditions. The study has
used the Kaggle dataset of over 10,000 defect records.
The authors conducted a series of actions that involve
preprocessing, model calibration, and evaluation through
cross-validation and stacking techniques. The performing
model—Stacking 3A with Gradient Boosting (GB) and
oversampling has achieved the highest accuracy of 95.64%
and ROC-AUC of 98.00%, demonstrating that ensemble
learning significantly enhances early defect detection. Zhi-
jing et al. [33] has introduced a hybrid approach that
combine residual networks with an improved Fish Migra-
tion Optimization algorithm for better SDP by capturing
both semantic and structural code properties. The model
hybrid model has achieved about 93% of accuracy on
evaluation.

Xu et al. [34] has proposed an explainable SDP model that
simultaneously trains both the predictor and its interpreter
to improve accuracy and interoperability. By incorporating
feedback loops and penalizing unreliable interpretations
in the loss function. By making use of the Knowledge
Distillation process and incorporating interpretation results
into the loss function, the model captures richer decision
logic and outperforms baseline methods like SVM, RF, Deep
Belief Network (DBN), and CNN in terms of F-measure
and AUC across standard datasets. Awal et al. [35] evaluates
the robustness the rule-based Explainable Al techniques,
specifically PyExplainer and LIME, in generating consistent
explanations for ML models across software analytics tasks
like defect prediction and code review classification. Experi-
mental outcome has outlined the inconsistencies concerning
to the XAI framework, which highlights the need for more
robust XAI methods in real-world software engineering
applications. TRGNet [36] is a deep transfer learning model
that transforms the software module metrics into images and
make use of the pre-trained Googl.eNet with a meta-estimator
to enhance both within-project and cross-project defect pre-
diction. TRGNet approach has improved the prediction per-
formance by over 13% in within-project defect prediction and
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TABLE 1. Details of the software projects in the PROMISE dataset that
are considered in the current study.

Project Number of | Defect Number of

Instances Percentage Defective
Instances

camel-v1.6 2137 27.52 588

ivy-v1.2 352 11.36 40

log4j-v1.0 244 15.16 37

ant-v1.7 745 22.28 166

Xerces-v1.3 | 588 13.10 77

jedit-v4.1 1029 6.12 63

16% in cross-project defect prediction, while also reducing
memory usage and maintaining efficient computational
performance.

Current studies in SDP often lack interpretability and
struggle with effectively capturing complex relationships in
the data. The adaptive feature processing would assist in
retaining critical features that assist in better precision. The
XAI model would assist in understanding the underlying
dependencies among the features that would assist in
obtaining a better comprehensibility model [12].

Ill. BACKGROUND

The current section outlines the dataset used in the current
study, feature processing, XAl-driven feature dependency
analysis, and the details of the implementation environment
across multiple sub-sections. The architecture diagram that
comprises all the components of the proposed model is
depicted in Figure 3.

The architecture diagram of the proposed SDP model
using the Autoencoder and MLP. It begins with the input
layer, which accepts the software code artifacts formatted
into structured data for further analysis. These inputs
undergo Adaptive Feature Engineering for normalization
and are standardized to ensure consistency and improve the
effectiveness of learning processes. The processed data is
then passed through an Autoencoder module, to perform
the feature selection. This includes the encoder Phase that
compresses input features into a lower-dimensional space
and the Decoder Phase that reconstructs the original input
to preserve information. Finally, the Loss Analysis step
evaluates reconstruction quality and ensures that meaningful
patterns are retained.

The architecture incorporates an XAl Analysis module,
that used the sharply analysis to analyze the dependencies
among the features. Finally, the Multi-Layer Perceptron
(MLP) Classifier, which receives the learned representations
and performs classification to determine whether a software
module is defective or non-defective.

A. DATASET DESCRIPTION

In the current study, open-access publicly accessed imbal-
anced datasets from the PROMISE repository are being
used [37]. The datasets comprise software metrics, such as
lines of code (LOC), cyclomatic complexity, and coupling,
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FIGURE 3. The architecture diagram of the proposed SDP model.

as well as defect labels indicating whether a software module
is defective or non-defective. The data in the repository
is imbalanced in nature, and it consists of diverse metrics
that capture the complexity, design, and structural aspects
of the software models. Some of the metrics include LOC,
cyclomatic complexity, and coupling and defect labelling that
assist in the training and evaluation of the learning models.
The details of all the six projects that are being considered in
the current study are discussed in Table 1.

Furthermore, the details of the various features that are part
of the PROMISE dataset for fault localization are presented
in Table 2. These features are processed using the adaptive
feature engineering approach to recognize their significance
in the decision process. The correlation across all the features
listed in the dataset can be depicted from the heatmap image
that is shown in Figure 4.

B. ADAPTIVE FEATURE ENGINEERING
The aforementioned features are being processed using the
adaptive feature engineering strategy. Before the feature engi-
neering is applied to the dataset, the feature normalization and
scaling techniques are applied to the dataset to pre-process
the training data. The operations that are presented on the
input data are processed. Feature normalization is performed
in the input data to confine the values in a given range.
The primary purpose of data normalization is to ensure that
all features contribute equally in the learning process. The
corresponding formula for the data processing using the
min-max normalization is presented in Equation 1.
Vo= _V T Vmin_ (D)
Vimax — Vmin
In the equation, the alphabet v denotes the actual value of
the instance, the symbol v designates the normalized value
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of the feature. The symbol v, represents the minimum
value among all the instances corresponding to the feature
and, similarly, v,y designates the maximum value among all
the instances. Then the feature standardization is performed
across the instances using the Gaussian distribution. The
associated formula for the feature standardization is identi-
fied by S, is shown in Equation 2.
/
o @)
o

In the equation, the symbol w represents the mean value
of the feature value across all the instances. The symbol o
represents the standard deviation value associated with the
feature.

Sy =

1) FEATURE SELECTION

Feature analysis and selection are being performed using
the Pearson correlation coefficient technique with Autoen-
coder approaches to precisely identify the features that
contribute to the decision process. Initially, the Autoen-
coder technique is being used in the feature selection
process [38]. The autoencoder-based feature selection is
processed using the encoder and decoder phase for fea-
ture selection. Either of the phases would compress and
uncompress the data as part of the feature selection, and
finally, the loss measure is calculated to assess the robustness
of the autoencoder model in the feature selection process.
The encoder phase would compress the input data d into a
smaller size representation z, which is known as the latent
space. As it compresses the data, only the significant features
that represent the input data are being retained, and lesser
significant features are being discarded. The representation of
the latent space in the encoder phase is shown in Equation 3.

z=fe(d) =y (@ed + Be) 3

168697



IEEE Access

P. N. Srinivasu et al.: XAl Driven Software Defect Prediction Using Adaptive Feature Engineering

TABLE 2. Details of the feature in the PROMISE software faulty detection repository.

Feature Label | Full Abbreviation Feature Description

amc Average method complexity | The average size of methods within a particular class.

avg_cc Average Cyclomatic | The highest McCabe’s cyclomatic complexity (CC) score assigned to a particular
complexity method.

ca Afferent coupling Measures the count of classes that rely on a specific class.

cam Cohesion among methods of | Ratio of the sum of all parameter types of every method within a class to the product of
class all methods in the class and the count of method parameter types in the entire class.

cbm Coupling between methods The total count of new or rewritten methods that all class-inherited methods are connected

to.

cbo Coupling between objects The count of classes that are connected to a particular class.

ce Efferent coupling Quantifies the count of all classes on which a specific class relies.

dam Data access metric The ratio of private/protected attributes to total attributes in a class.

dit Depth of inheritance tree The maximum distance between a particular class and the root of an inheritance tree.

ic Inheritance coupling The count of parent classes that a class is connected to.

Icom Lack of cohesion of methods | The count of method pairs in a class which do not have access to any class attributes.

lcom3 Lack of cohesion in methods | Structural and logical qualities of source code, including McCabe’s cyclomatic, essential,

and design complexity.

loc Lines of code The number of lines of code.

max_cc Maximum Cyclomatic com- | Quantifies the maximum number of linearly independent paths through a program’s
plexity source code.

mfa Measure of functional ab- | Ratio of all methods inherited by a class to all methods that can be accessed by its member
straction methods.

moa Measure of aggregation The count of attributes in a class with user-defined types.

noc Number of children The total number of subclasses of a class in an inheritance tree.

npm Number of public methods The number of public methods in a class.

rfc Response for classes Total number of different methods called by code in a specific class.

wmc Weighted methods for class Sum of the complexity values across all methods in a class, possibly weighted.

In equation, the symbol y represents the activation function
being used. In the current study, a Rectified Linear Unit
(ReLU) is used. The symbol w, denotes the weight matrix
at the encoder side, which assist in transforming the input
into a new feature space. The symbol S, represents the bias
vector, that assists in adjusting the output value. The decoder
reconstructs the input d from the latent space representation,
which ideally performs the inverse operation, mapping back
the bottleneck to its original dimension. The same was being
represented using Equation 4.

d' =f1() =y (waz+ Ba) 4

From the equation, the symbol d’ represents the reconstructed
version of the input d. The symbol w; designates the
associated weight matrix at the decoder side. The symbol
Ba designates the bias vector associated with the decoder
component. The mathematical representation of the ReLU
function is shown in Equation 5.

f(x) = max(0, x) ©)

The ReLU activation is efficient in capturing complex
patterns from the data, and it allows gradients to propagate
without significant attenuation for positive inputs [39]. The
diagram representing the encoder and decoder phase of
the autoencoder component as depicted in Figure 5. In the
process of selecting the precise features, the selection of
the features is updated continuously until the minimal loss
value is attained. The Binary Cross-Entropy (BCE) approach
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is being used in the current study for assessing the loss
measure. The corresponding formula for the BCE approach
is presented in Equation 6.

L= —% ; [xilogfc" + (1 = xDlog(1 — fci)] (6)

In equation, the alphabet n designates the count of samples
being considered. x is the actual label associated with the
sample. The symbol x’ is the predicted label of the i sample
of the data. The logarithmic value logi! is used to penalize
overconfident incorrect predictions of the positive class.
(1 — x")represents the ground truth of the negative class and
log(1 — x') penalize overconfident incorrect predictions for
the negative class. The resultant outcome of the autoencoder
is presented in a heatmap image in Figure 6. Now, the
features that are being selected using the autoencoders are
further processed using the Pearson correlation coefficient
(PCC) [40] for approximating the correlation coefficient to
determine the feature weight. The formula for PCC is shown
in Equation 7. 7.

Sy (mij—m) (nj—n')
SEN iy — ) (o — )

From the equation, the symbol T designates the target
variable, the symbol m;; designates the j™ the instance of
the feature my;, Similarly, the n; designated the j™ instance of
the target value. The symbol mrepresents the mean of values

Cir = @
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FIGURE 4. The feature correlation heatmap of the PROMISE dataset.
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FIGURE 5. The architecture diagram of the autoencoder model for feature selection.

associated with the feature m;, and n’ represents the mean
of the target value. Now, the initial rank R, is assigned to
the features based on the absolute correlation coefficient as
shown in Equation 8.

| omi.n|

Ry = —=——F——
" Z;:l {pmian|

®)

2) FEATURE RANK UPDATION

The feature rank value is updated over the training
process concerning the learning rate of the model. The
corresponding formula for rank updating is shown in
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Equation (9).

oL
=R,

R, —
mi i ale»

&)

From the equation, the 3 designated the gradient of the
loss function concerning to 1nput R,,. Furthermore, the fea-
ture dependency and significance are assessed using the
XAI models for better interpretability of the current

model.

C. XAl BASED ANALYSIS
The XAl-based analysis is exceptionally significant in
understanding and trusting the decision-making approach in
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the prediction model. The feature analysis in the current
study is analyzed using the Shapley Additive exPlanations
(SHAP) based analysis [41]. The SHAP-based analysis
would assist in quantifying the contributions of every feature
to the model’s prediction. The use of SHAP in feature
engineering to anticipate SDP bridges the gap between model
performance and interpretability. The corresponding formula
for the SHAP-based feature analysis is presented through
Equation 10.
1k — Ip| — D!
o= > PP D0 - om - a0)

PEF{x}

From the equation, the symbol p designates the subset
of features excluding x(p < F {x}), and the symbol |p|
designates the count of features in the sub-set p. The symbol
f(p) represents the features in x that contribute to the
model’s prediction. The symbol f (p U x) denotes the model’s
prediction over the features in p and x. The output of the
model corresponding to the input is expressed as the sum of
the Shapley values, and the same was shown in Equation 11.

k
fO=f@)+ > o (11)
x=1
The feature significance in making the final assessment is
assessed by assessing the mean absolute Shapley value for
each feature across all instances, as shown in Equation 12.

sp = ;Z ol (12)
i=1

In the equation, the notation 4’; denotes the Shapley value
of feature x for the i Sample. The notation n designates
the number of instances. The features that are exceptional
in the decision process of defect detection are presented
in Figure 7. The Shapley dependency graphs are good at
providing a visual representation of feature dependencies and
their contributions to model predictions. The positive and the

168700

negative dependencies among the features can be depicted
using dependency graphs. Figure 8 presents the dependency
graphs for some of the most significant features, offering
insights into their individual and interactive effects on the
model’s performance.

D. HYPERPARAMETERS

The current section outlines the hyperparameters and the
experimental configuration that are used in evaluating
the current model. The settings are set to be the same
throughout the experimental process without changing the
configuration. The finetuning of the parameters would yield
better accuracies [42]. However, that analysis has not been
done in the current study. The hyperparameters are described
in Table 3.

E. IMPLEMENTATION SETUP

The sub-section discusses the specifications of the execution
environment that is being used in the current study. The
evaluation of the model is done through the Google
Colab platform. The details of the standalone machine for
implementation and various libraries that are used in the
implementation process are presented in Table 4.

IV. MULTI-LAYER PERCEPTRON FOR SDP

The current section outlines the role of the multi-layer
perceptron model in classifying abnormal code snippets.
MLP classifier has been proven to be efficient in handling
non-linear data in a much more effective way [12], and it
works well with multi-feature datasets. MLPs are efficient
in assessing the integrals, making it possible to handle the
non-linearly separable problems. Built from units called
perceptron or neurons, an MLP takes input features and
assigns a specific weight to each one during processing.
The input layer at the MLP would accept the input, where
every single input variable a neuron is being assigned. The
hidden layers do have the business logic, which performs all
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FIGURE 7. The graphs represent the feature significance in the model output.

TABLE 3. Experimental configuration parameters.

o 1 2

—2
SHAP value (impact on model sutput)

Parameter

Description

Number of Epochs

Activation Function - Autoencoder
Activation Function - MLP
Optimizer Used

Batch Size

Learning Rate

Dropout Factor

Loss Function - MLP

Loss Function - Autoencoder

50 (Same for Autoencoder and MLP)
ReLU (Encoder), Sigmoid (Decoder)
ReLU

Adam

32

0.001 (Same for Autoencoder and MLP)
0.2

Binary Cross-Entropy

Mean Squared Error

TABLE 4. System environment and experimental setup.

Environment Details

Machine and Make Windows 11 Asus Vivobook S 15

Processor Core 19 13" Generation 2.6GHz

Storage 16 GB LPDDR5 RAM

Memory Allotment 30 GB

Online Platform Google Colab

GPU NVIDIA Tesla T4

Programming Language Python

Libraries Used Scikit-learn, PyTorch, Pandas, Mat-
plotlib, SHAP

processes. The output layer returns the belongingness of out
across various classes. Let us assume there are F' features that
are being scaled down to k features by using the autoencoder
from the input / having the instances iy, iz, . . ., i, for all the
n inputs. A function is applied over the input samples that
assess the value by adding up the corresponding values of all
the input samples, the formula is shown in Equation 13.

n
) =" oy, (13)
=1
From the equation, the w, designates the weights that are
associated to the data sample x. The weights are labelled as
wj, for all connections from the input to the hidden layer
and similarly, wy, for all connections from the hidden to the
output layer. The network adjusts the weights and biases to
learn the connection between input units and the predicted
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High

Low

Feature value

outputs based on feedback. The corresponding formula for
MLP approach over the r”* neuron corresponding to the

m™ node over the presumed inputs si,s2,...,8, at the
corresponding layer is shown in Equation 14.
m
O, = Z a)ﬁof (Z a)}hsv(m) + th) (14)
r=1

From the equation, the notation #;, designated the assessed
threshold at the hidden layer, where it is assumed to be
the bias term. The f() is the activation function applied
a non-linearity to the weighted sum of inputs. The ReLU
function is being used, and the corresponding formula is
shown in Equation 15.

f(x) = max(0, x) (15)

The next sub-layer in the hidden layer will take the output
of previous layer fed as input for additional processing. The
values from the output layer are used to calculate the neuron’s
output, as shown in Equation 16.

m
Om = 0 x Oy (m) + Bro

r=1

(16)

From the equation, the notation Sj¢ bias value that is
associated with the hidden output layer. The architecture
diagram of the MLP can be depicted through Figure 9, which
is composed of input, hidden, and output layers.
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FIGURE 8. The dependency graphs of various significant features in the decision process.

A. MODEL EVALUATION

Furthermore, the model is evaluated concerning the hyper-
parameters like the loss and accuracy measures at both the
training and validation phases. The corresponding graphs
would assist us in understanding the generalizability of the
model. The corresponding loss and accuracy graphs over
the 50 epochs are shown in Figure 10. It can be observed
from the loss and the accuracy graphs that the model has
been appropriately trained, where the model performs well
during the training phase as well as during the validation
phase.
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V. EMPIRICAL STUDY

To validate the effectiveness of the proposed XAlI-driven SDP
using the multi-layer perception and autoencoders. Initially,
after the features are analyzed using the Autoencoders,
the most significant features are selected to carry out
the classification process. The significance of the features
are analyzed using statistical ranking and model-based
relevance scores, and furthermore, the feature dependencies
are being analyzed. This analysis was critical in ensuring that
the autoencoder preserved insightful feature representations
during the process.
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FIGURE 9. The architecture diagram of the multi-layer perceptron neural
network.

The model’s performance was rigorously evaluated using
widely used metrics for classification, which include Accu-
racy, Precision, Recall, F1-Score, and the Area Under the
Receiver Operating Characteristic Curve (ROC-AUC). These
metrics would outline the holistic view of the classifiers
ability in distinguishing the defective and non-defective mod-
ules. The empirical results demonstrated that the integration
of adaptive feature selection and non-linear feature com-
pression significantly enhanced the MLP’s generalization
capability.

The empirical results demonstrated that the integration of
adaptive feature selection and non-linear feature compression
significantly enhanced the MLP’s generalization capability.
The performances are evaluated across various configurations
as shown in the Table 5.

The steps involved in the empirical process are listed
below.

o The first approach involve working with MLP model
directly on raw input features, without any feature
engineering or selection, serving as the baseline.

« In the second approach, relevant features engineering
approaches like min-max normalization, and feature
standardization of performed. Then the resultant dataset
is given as input to the MLP model.

o The third approach has applied an autoencoder to
compress the raw feature space and identifying the sig-
nificant feature that contributed better data classification
and MLP is used along with them.

« Finally, the MLP model is applied over the data that
is processed using the adaptive feature engineering
approach and selected features using the Autoencoder.

VI. RESULTS AND DISCUSSION

The current section presents the statistical analysis of the per-
formance of the proposed approach along with the outcomes
of the SOA techniques used for SDP. In the current
study, the model is evaluated in terms of standard metrics
such as sensitivity, precision, recall, precision, and F1
score [43]. The dataset was first divided into training
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set of 70%, validation set of 10%, and testing set of
20% sets to ensure the robustness of the model evalua-
tion and generalization. Adaptive feature engineering was
applied to the input data, which involved feature normal-
ization and standardization to eliminate scale disparities
and improve convergence during training. Multiple model
configuration were considered, including baseline MLPs and
enhanced architectures with adaptive feature engineering
and autoencoders. The training process utilized the training
set to optimize the model weights, while the validation
set was employed for hyperparameter tuning and early
stopping.

The performance of the model is evaluated individually
for each of the projects. The current study considers six
different projects, including camel, ivy, log4j, ant, Xerces,
and jedit. The ablation study is also being performed to
assess the efficiency of the model alone without the feature
engineering task. The complete input data is considered to
be across binary classes, which include the code snippets
that are normal and have defects. The same was assessed
across the projects, and the obtained confusion matrices
are presented in Figure 11, and the associated values are
presented in Table 6. It can be observed from the obtained
results the proposed model has performed well, and the
overall accuracy across all the projects is close to 98.3%, and
precision is close to 99.8%, which is assumed to be good
accuracy in SDP. Furthermore, the current model is also being
evaluated concerning the receiver operating characteristic
(ROC) curves [44], which outlines how well the proposed
classification model is able to classify both classes. The
ROC curve illustrates a classifier’s efficacy in distinguishing
both classes by displaying the true positive rate against the
false positive rate at various threshold values. The ROC
curves across all the projects are presented in a single graph
in Figure 12.

A. ABLATION STUDY

The ablation study is conducted to analyze the robustness of
the MLP model in the SDP, without the role of adaptive fea-
ture engineering using an Autoencoder. The observed results
in the form of a confusion matrix are presented in Figure 13,
and their associated values are presented in Table 7. The
analysis of the performances for both the current model and
the model that is presented in the ablation study without
the feature processing component is being compared across
all the projects, and the same has been presented as bar
graphs in Figure 14. To evaluate the individual contribution
of each component within the proposed SDP framework, the
ablation study was further extended using four configurations
as discussed in the empirical analysis as shown in Table 5.
These configurations includes a basic MLP trained on raw
features to the complete pipeline integrating both adaptive
feature engineering and autoencoder-based feature selection.
This analysis aims to highlight the incremental performance
gains achieved at each component, and to justify the
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FIGURE 10. Training performance of the proposed model: (a) Loss curve and (b) Accuracy curve over epochs.

TABLE 5. Model approaches considered in the empirical analysis.

Approach Configuration Used

Description

Configuration-1 Raw features + MLP

No feature engineering or the autoencoder being used; Data
being directly classified using MLP.

Configuration-2 Selected features + MLP

Adaptive feature engineering being applied, but no autoen-
coder. Followed by an MLP-based classification.

Configuration-4 Autoencoder + MLP

Autoencoder are used for feature selection before final classifi-
cation using MLP. But the feature engineering is not performed

Proposed Approach

Feature Engineering + Autoencoder + MLP

Autoencoder is performed after the feature engineering and
final classification using MLP.

TABLE 6. Experimental results of the proposed model.

TABLE 8. Performance comparison of different model configurations.

TABLE 7. Evaluation outcomes of the proposed model without feature
processing.

Project Precision Recall Accuracy | F1-Score
camel 0.991 0.928 0.976 0.959
ivy 0.750 0.750 0.943 0.750
log4j 0.857 0.750 0.938 0.800
ant 0.909 0.909 0.959 0.909
xerces 0.800 0.800 0.949 0.800
jedit 0.692 0.692 0.961 0.692
Overall 0.833 0.804 0.954 0.818

design of the proposed approach. The obtained experimental
results are presented in the Table 8. The outcome of the
ablation study, demonstrates the incremental performance
improvements achieved by progressively enhancing the
model configuration. Configuration-1, which has used the
raw features directly with an MLP, achieved the lowest
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Project Precision Recall Accuracy F1-Score Approach Precision | Recall | Accuracy | F1-Score
camel 0.991 0.943 0.981 0.966 Configuration-1 0.755 0.702 0.872 0.728
ivy 1.000 0.800 0.971 0.888 Configuration-2 0.785 0.751 0.905 0.768
log4j 1.000 0.875 0.979 0.933 Configuration-3 0.812 0.778 0.931 0.794
ant 1.000 0.942 0.986 0.970 Proposed Approach 0.998 0.893 0.983 0.942
xerces 1.000 0.937 0.991 0.968

jedit 1.000 0.866 0.990 0.928

Overall 0.998 0.893 0.983 0.942

scores across all metrics, highlighting the limitations of using
random features. Introducing adaptive feature engineering
has resulted in noticeable gains in precision with 0.781,
recall with 0.744, and overall accuracy 0.902, confirm-
ing the significance of feature. Similarly, Configuration-3,
which has used autoencoder without prior feature selec-
tion, showed further improvement. The best results were
obtained with the proposed approach, which combined
both adaptive feature engineering and autoencoder-based
configuring achieving a better accuracy of 0.954. These
findings validate the effectiveness of integrating both feature
engineering strategies in enhancing model robustness and
efficiency.

Furthermore, the proposed model is evaluated concerning
to the wilcoxon signed rank (WSR) [45] for the proposed
model. To assess the statistical significance of the per-
formance between proposed model and the other baseline
configurations as discussed in empirical study. The current
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FIGURE 11. The loss and accuracy graphs of the proposed model. The sub-figures Figure corresponding to the camel project, corresponding to
the ivy project, (c) corresponds to the log4j project, (d) corresponds to the ant project, (e) corresponds to the Xerces project, and

(f) corresponding to jedit project.

study has considered assessing the model using WSR test,
which is a non-parametric statistical test used for comparing
two related samples. The corresponding formula for WSR is
shown in Equation 17.

Wi=X;—Y; (17)

From the equation, the X; is corresponding to the proposed
model and Y; is corresponding to the baseline configuration.
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The test is run for multiple cross-folds repeatedly. In the
current study the evaluation is done for 5 fold and the
observed values are presented in Table 10.

B. ANALYSIS WITH SOA MODELS
The proposed Multi-Layer Perceptron with adaptive feature

processing with autoencoder is being analyzed in conjunction
with the other SOA models used in SDP. The obtained
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TABLE 9. Evaluation out of wilcoxon signed-rank test across different

configurations.
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FIGURE 12. The architecture diagram of the multi-layer perceptron neural network.

Model Compared Folds p-value
Configuration-1 5 0.005
Configuration-2 5 0.014
Configuration-3 5 0.019

TABLE 10. Comparative analysis with SOA models.

Approaches Precision | Recall Accuracy| F1-
Score
Dynamic 0.924 0.942 0.943 0.942
Classifier [48]
Deep Q-Learning | 0.790 N/A 0.830 0.780
[49]
LSTM [50] 0.920 0.920 0.910 0.920
Bi-LSTM [50] 0.925 0.921 0.929 0.921
RBEN [50] 0.815 0.811 0.818 0.811
DBN [51] 0.534 0.816 N/A 0.645
CNN [51] 0.534 0.759 N/A 0.627
ARNN [51] 0.538 0.618 N/A 0.575
GNN [51] 0.639 0.713 N/A 0.673
BERT [51] 0.769 0.626 N/A 0.689
SLDeep [52] 0.570 0.979 0.980 0.920
NF [53] 0.508 0.612 N/A 0.566
NN [54] 0.949 0.978 0.936 0.946
DT [48] 0.846 0.963 0.894 0.901
BAG [48] 0.888 0.963 0.921 0.924
Adaboost [48] 0.711 0.747 0.721 0.728
GaussianNB [48] 0.782 0.280 0.601 0412
RF [48] 0.898 0.972 0.923 0.934
Proposed Model 0.998 0.893 0.983 0.942

performances are being compared with various existing
studies like LSTM, Bi-LSTM, Radial basis network (RBFN),
Deep Belief Networks (DBN), CNN, Adaptive Recurrent
Neural Network (ARNN), Graph neural networks (GNN) and
Bidirectional Encoder Representations from Transformers
(BERT), neural network(NN), Decision tree (DT), Bagging
(BAG), Random forest (RF) and neural forest (NF) in
Table 10.
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C. POTENTIAL LIMITATIONS

Despite the promising outcomes the study have some
potential limitations. one of the key limitation of the study
lies with the dataset used for evaluating the proposed
model, that is the PROMISE dataset, which is widely
adopted in academic research, is relatively outdated. Modern
software programs are comparatively more complex and
generate much advanced and context-dependent bugs. As a
result, the performance of the proposed model may not
translate directly to real-world. Additionally, the PROMISE
dataset lacks dynamic behavioral attributes, and the feature
engineering that is used in the current study did not include
data balancing, which would reduce model robustness. The
class balancing has not been performed in the current
study, which would have a considerable impact on the
performance of the model’s outcome. In the comparative
analysis with other SOTA models, different datasets have
been used in some of the studies, which limits direct
comparability.

The evaluation of the model is limited only to the
PROMISE dataset, but the performance of the model
is not evaluated over a large dataset, and the model’s
ability to handle diverse programming languages, which is
another potential limitation of the current study. From the
explainability perspective, the current study has employed
a Shapley based approach to quantify the individual feature
contributions. Analysis is primarily limited to analyzing
feature dependencies and independence. It does not fully
capture the underlying model decision logic or complex
feature interactions. Furthermore, the decision process of the
model remains partially interpretable, and techniques like
LIME, which offer a local approximation of the model’s
behavior, provide more comprehensive and instance-specific
interpretations.
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FIGURE 13. The loss and accuracy graphs of the proposed model without the feature processing task. The sub-figures Figure (a) corresponds to
the camel project, (b) corresponds to the ivy project, (c) corresponds to log4j project, (d) corresponds to the ant project, (e) corresponding to the

xerces project, and (f) corresponding to jedit project.

D. THREATS TO THE VALIDITY

In the process of conducting the comparative study with SOA
models in the SDP process, the current study approximates
the overall performance calculated as the mean of the
performances across all the projects. However, in the
comparative analysis, the other model may not consider all
the projects or different projects. However, to showcase the
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superiority of the current model, it is compared with the other
projects irrespective of the projects that are being considered
in the other studies. This is considered to be one of the
potential limitations of the comparative analysis phase of the
study. The PROMISE dataset has ten different projects, out
of which only six are being considered in the current study,
which is another potential limitation of the current study.
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FIGURE 14. The graph represents the comparative analysis of the current model.

VII. CONCLUSION

The current study on software fault prediction uses the
MLP with adaptive feature engineering with an autoencoder.
The model is evaluated across six different projects in the
PROMISE dataset, and the obtained results on evaluating
across the standard metrics like precision, recall, accuracy,
Fl1-score, and the ROC curves seem to be reasonably fair,
and results across the majority of the projects outperforms
the existing models used in SDP. The model is also evaluated
without feature engineering as part of the ablation study, and
it was observed that the current model yielded reasonable
accuracy with feature engineering. The model interpretability
is being analyzed using the shapely values, the significant
features that have contributed to the decision process of the
model, and an outline of the dependencies among various
features in the dataset. The current model can be used as the
future assistive model for defect prediction in the real-time
scenario. The future research direction concerning the current
study involves involving divergent projects in the evaluation
process and using the cognitive machine intelligent models
for more precise outcomes. The LIME based analysis can also
be used in assessing the feature significance of the features in
the decision-making process. Furthermore, the large language
models can also be used to analyze the code snippets in
real-time scenarios along with the current strategy for better,
more precise outcomes.
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