The design of the OSIRIDE Management
functions.

E.GREGORT, L.LENZINI, C.MENCHI

Rapporto interno C84-26

Pisa, Maggio 1884 °
Istituto CNUCE - CNR




USIBIDE internal use only

List Of PigULES o« o o .o .® v o = ©. o 6. a o« .o © = o = a o « o « 4il

1e 0 Desa.gn prlnCJ.}_JleS & w ® e @ _ @ e ® ® o @ » w _ o6 8 @ W ® @ ,a 1
1.1 oOverview of the OSIRIDE management functions. « ®» = o = 1
17«1.1 BAlarm Handling <« « o =« 2 « » = s 2 s s 5 =2 » a o o » 1
1.7.2 Diagnpnostic Handling s = o o a @ m 6 w @ 2 ® o w s o 1
1.1-3 Data Collection o o ®» » . 5 w_ ® ® » & = » =w o 3 @ s ® 1
“1.1.4 Software Distribution e o & 8 ©° @ e 3 v = s & @ a = 1
1.7.5 HOtify o+ = o = o = o s ' s s = s o s s = s o s =« » o 2
1.1.6 Transparent Transfer Command « « = « o « = o = o « o« 2
1.2 OSIRIDE general organizatiofi « « « = o @« = a s a s =« o o 3
1.2-1 OSIRIDE roles definition <« s « = o 2 5 o = a » » s a 3
12 2.2 OSIRIDE roles distribution . = + = » = = = = = = = = 3

2.0 Hanagement Architecture o . ® ® @ ® ® @ @ v @ ® ® . @ 0 o e @,

2. IMS architeCtuIe o« o ¢ « o = s s » o 3 a v s o « « a » =
- e Operator Interface <« 2 « 2 s « v« a = =2 « = = o o = =

« 1a Comnmand Handler 5 © 3 » s o s = s e s o a2 @ o = e =

o T1a Utilities Handler s ¢ s s = ® 8 2 © = = = @ w = o =
»Ta Management List Handler e s s & o s s s ® » =z s 3 =

- 1s Signals Handlex s ® % » ® 4 8 @4 = 58 ®w = s s ®w a 8z @
.1 Layers Interface Handler . o « = = » =« « s s « = » =
Notify Handler <« 2 <« = = = = = » = = 2 = = = = & s =

Transparent Transfer Command Handler .« « =« = = = = =«
1LMS Alarr Handler s » s % & 8 ® % ® 3 8 % 2 8 @ e =
1LHS Diaguostic Handler @ ©. 4 o m v e w e & = a a =
L¥S Data Collection Handler <« a o = o« @« s o 3 » s =
LMS Software Distributicn Handler « « « « = = =« « =
architectUC€ + 2 &« o 2 s « o s s = = a & = & s = s =
CHS Alarm Handler » @ 2 a4 ¢ @ 2 = e o = = @ = & s =
CHS Diagnostic Handler =+ « s « » » s o s o s s o = =
CHS Data Collecticn Handler | o o « « = e w ® % = =
CHMS Software Distribution Controller Haudler e % o =
CHS Software Distribution Host Handler <« o o o = = =
C ArchitectUre o+ s « o % e » s o 2 2« s = s s = s s o =
History Provider =« « =« « 2 2 = + = = « 2 a = o a « =
Data Collection Mamager e s & 3 % s s & w s s s = a

L]

8 [ ]
3

L]
ad b el eed end ) sl e el el aed
[

L3

O R N G S S Y
NN L 2 N 2 OOV WWD WO N

]

U Ry = O

mt ¥
DO b o (0 T N = 3 b e e D O O (S W R -

e

#
@

® ¢ 6 8 @
RORND N RO
tyt e & &

°
[FSIESS]
o

DR WO RN NN 0NN R RN RN AR R -
]
JEOU N NNPORE S S N W Y

[
-t
W

3.0 Hanagement facilities detailed descriptioas « @ @ ® @ ®

3.1 alarm Handling structure, flow and user visibility . . 12
3.7.71 Alarm generationl « o « o o = 2 o « s o8 « s = = = « 19
3.7.2 Alarm solution + w « o » 4 & s 2 o » e s s o s w e s 21
3.1.3 Alarm reporting and enquiring e ® o« @ w @ @ = fa s & 23
3.1.4 CHS operator visilkility e s 2 » s @ = a s e s e s o 24

3.2 Data Collection structure, flow and user visiipility o o 24
3.2.1 Data Collection selection e % e s s e s e s s w o s 27
3.2.2 Data Collection activatioll .« « o o = =« « o 2 « = s s 27
3.2.3 Data Collection informatiocn retrieval e 5 e s @ = = 27
3.2.4 CHKS operator visikility s s s s = @ e s s 8 e e o = 25

2.3 Transparent Transfer Command structure, flow and user

Visibility 4 2 £ 3 o = » - s a - @ @ - 2 < - L] - - - -

@ -« L] @ 2
2.4 Notify structure, flow and user visibility . . « « « « = Z

Table of Contents




OSIBIDE internal use only

e e . s et T S R LTS 4

) Fig. 1. OSIRIDE management functionms physical orgamizaticn . . 4
Fig. 20 LHS AIChitecture L4 .' o L 2 2 @ = 2 - L] - ?@ @ @ ® @ L4 L ] 7
Fig. 3. CHS ArchiteCtuUr€ . o « o =« o = o s o o = o < = o o . o 3
Fig. u‘ DAC Architecture 2 @ @ L] a '. -2 k] - a3 a D - - . ] » - ® 2 16
Pig. 3. Alarm generation schenma e o o« » % a v o e = v « » o o 20
Fig. 6. Alarm solution and reporting schema P - e« e = o 22
Fig. 7. Data Collection SCHEMA ¢ o o o = o » o o s s s » » o o 26
g
iii

List of Figures




OSIRIDE imtermal use only

OSIRIDE release one =Binimum
Alarm hapndling =« « = « =
Diagnostic handling o =
Data collection ® ® o @
Software distribution -
NOtify o o © = = o o o =

4.

FEEEEEEO
1]
AU E LR -

¢

Table of Contents

reguirements

= » * » - @ -

@ ® o e @ @ w

Transparent Transfer Command « o = s o

« 31

31
31
32
32
32
32

iii




OSIRIDE internal use only

Abstract: This document describes what aad how the Network Hanage-
pment desigmed in the first phase of the OSIRIDE project can be used
to meet the initial requirements of the OSIRIDE environment.

The criteria for splitting and distributing responsabilities among
the OSIRIDE End-Systems have been dictated ty the need to have, on
one hand, a plamning center for the network and, on the other the
need to cope with a large set of manufacturers minimizing the work
to do in .order to wait for stable 0SI choices.

Abstract
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1.0__DESIGN_PRINCIPLES

1.1 OVERVIEE OF THE OSIBIDE HANAGENEHT FUNCTIONS.

In this section the Network danagement System (NMS) reguirements
are briefly descriked.

1-3.1 Alarm Hamdling

Any time a fault is detected the OSIRIDE software should be able to
send an alarm to a specialized End-System for its analysis and sol-
ution. The history of each alarm and its soluticn is stored in a
data-base which can be accessed to retrieve information during the

alarm treatment phase.

1. 1.2 Diagnostic Hamndling

In general, the report provided by an alarm is not specific enough
to allow an immediate determination of repair actiou. The NMS must
have facilities for further isolating the fault until there is a
high degree of certainty as to the repair responsibility and scope.
This wusually involves the .run of special modules that nmeasure
detailed aspects of OSIRIDE operation in Loth the frequency and
time domain. :

1.1.3 Data_Collection

It should be able to record each End-System traffic in order toc
determine End-System usage and to detect potential overloads. Irn
particular for each OSIRIDE Connection between Applications, infor-
mation such as anumber of bytes exchanged (sent/received) during the
life of the Conpection, times at vwhich the Conmection was estak-
lished and released should be available for accounting purposes.

1. 1.4 Software Distribution

New versions of OSIRIDE software modules and lists nmust be distrir-
uted to the appropriate End-System. There must be a capability fcr
loading End-Systems with the current software version after a Sys-
tem start-up. The OSIRIDE software configuration which is currently
working should be stored in a well defined End-System which iz

Design priunciples
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named Network Conmtrol Centre (NCC) from wvhich it <can be retreived
if pecessary. Software Distribution operation is controlled by ¥CC.
Aowever the real software distribution is performed by an End-Sys-

‘tem which is named Distribution Host (DH). In principle there is a

DH for each make.

1.1.5 BHotify

There must be the capability for an active Application to notify
its availability to accept cosnection reguests coming from one or

all remote End-Systemns.
In this way, it may be avoided:

1. that Applications start timeouts or loors to repeat comnection
requests if the remote counterpart is not active?l

2. that in any End-System, functions are inplemented to activate
Applications when connection regquests arrive. These functiosns,
which may be applicable only to Applications already known by
the NMS, would in fact limit the flexibility, which is a
requirement of the research environment where OSIRIDE 1is run-

ning-

Any Application which reguires a connecticn to a not yet active
counterpart may ask the HNNS to hold its request until the related

NOTIFY arrives.

1e 16 ggansparént Transfer Command

There must be a capability to transfer a command, issued by an
0SIRIDE operator, transparently to a remote End-System according tc
the syntax and semantics of the related local implementation. 2
completion code and any message generated by that ccmmand must Le
returned to the command originator.

Authorization is needed for using this capability.

1 By mnot active Application we mean an Application which did not
declare itself to its NHKS, or which resides on an End-Systez

not reacheable at the¢ moment,

[ 8}

Design principles
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J2 OSIRIDE GEMNEBRAL CBGANIZATION

The facilities provided by CSIRIDE ©Network Kanagement System (NHS)
are achieved in a distributed way, i.e. the various modules imple-
menting each of then may reside on different End-Systems using a
management protocol fcr information exchange.

These modules are located in +the Application Layer and therefore
the infcermation exchange among them is performed by means of Appli-
cation protocols. In order to meet the communicaticn requirements
of management processes, a set of Hanagement Service Elements have
been defined, each providing an independent ranagement capability.
The Hanagement Service Elements constitutes the boundary Lketween
the NMS and the communication system by defining an akstract inter- .
face which hides the actual messages exchanging. By this way the
Hanagement Service Element allow the NHS to ke designed independ-
ently on the communication systen.

It is worth noting that this approack fully complies with 0sSI
- directives. :

J-2-.1 QSIRIDE roles defimition

Some of the NMS modules must reside om each End-System ccnstituting
its Local Management System (LMS) and some others may reside on ome
or more End Systems constituting the Control Management Systex
{CHMS) and/or the Field Service support center {FS) i.e the End-Sys-
ter entitled to manage techncians interventicn on failed

resources=2.

Besides the LNS, CMS, FS roles, the Data Accumulaticn Center {DAC)
role exists and it is played by a unigue system in the network; it
is in charge of collecting anrd storing data coacerning error histo-
ry and resource utilization.

A detailed description of the NMS roles will pe given in chapters
2.1, 2.2 and 2.3. ,

1e 22 OSIRBRIDE roles distribution

The following figqure shows how the NMS design was used to meet tke
CSIRIDE requirenents.

2 At the mwmoment FS role has been envisaged but no specialized
module was developed. Initially, in OSIEIDE, this role will ke
played manually by the ACC ocrerator (see next chapter).

Design principles 3




QSIBRIDE internal use only

AREA AREA
L L L
Hlie ¢ @ @ M Mie © @ @ M :
S 8 S '
® 8 E 8 8 8 , i
CiL ClL
MiM MM
SiS N 5|8
ACC Vi ACC
AN N
a8 a8
B A ®
- > N C C N = :
a a i
AN N
AREA _ ’ AREA
Li- L < L
Mlie @ @ @ Ml Mle ¢ ¢ @ M
s S S
clL 8 B R @a@s 8 clL
MIM 5 HiM ;
Sis ! Sis i
ACC ACC ,
RCC=Network Control Center
LMS=Local Monitor System
CMS=Control Monitor System
ACC=Area Control Center
Fig. 1. OSIRIDE management fuuctions physical organization

Design principles




[

OSIRIDE interﬁal use only

The Network Control Center {NCC) is unique in the OSIRIDE euviron-
ment and is responsible for all the planning activities. It plays
the DAC zrole and has the responsibility of ‘managing the OSIRIDE
software distritution.

End-Systems of the same maker are put together to form a homogene-
Oous area. One of these End-Systems plays the CHS and FS role for
the whole area and is mamed Area Control Center {ACC) .

All the End-Systems in the network must support Local Nanagenment

System functions to control local network functions and to cooper-
ate with their ACC. :

Design priunciples 5
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HAEAGEMERT ABCHITECIURE

This section .gives amn example of LHS, CHS and DAC architectures.
The same functionality can te obtained with different architectures
but the aim of the section is to clearly point out what to do and
not to put unnecessary constraints to the implementor.

2.1 1LHS ABCHITECTURE

The LHS consists of a set of functional modules which ailow:
» managing of the local OSIRIDE user activity and resources,
- panaging of the End-System network Lesources;

° providing of the distributed management functions.

The structure of the CSIRIDE LMS is shown in Fig. 2 Eag. 7. It
includes the Handlers, data flows and jnterfaces to the local envi-

ronment and the CSIFIDE software.

Managencnt Architecture
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The following sections contain a brief description of the LHiS's
functional modules. The aspect related to the Network Software
activation is not considered here because it is strictly correlated
with the Operating System facilities. :

The architectural modules? design also considers thkat the manage-
ment functions handle data. From a logical point of view .such data
are organized in a set of lists. Each list has one or more ele-
ments containing one or more fields. 1In order to avoid information
incoherence in the lists (e.g. two simultaneous buit  contrasting
updatings), all operations relative to cne list or one set of lists
are grouped under one execator. Each executor is provided with an
entry gueue where all reguests relative to that list will ke
enqueued to be processed by the executor following the FIFO disci-

pline.

The executors are therefore the only ones authorized to caxry out
the operation directly on the management lists. '

2.1.1 Qperator Interface

It allows thke 1HS operator to imteract with the LHS software
through the IMS commpands. It is also used tky the LHS software to
send signals to the operator consol.

2.1.2 Comzmand_Handler

It performs a syntactic check of the command and controis 1if the
originator is authorized +to send such comrpand 3. Once the job is
accomplished, it infcrms the source of the correct execution send-
ing also every possible message that nay te produced by the exe-
cution ¢f the command.

The commands may arrive at the LHS either locally by mearns of
the operators or by means cf the Applications through ISIDE, or
remotely by means of the TIransparent Transfer Command -

Every command known by the Command Handler is associated to an
authorization class so that conly sources having the requested class
nay ask for execution of the command. A remote source {operator or
Application) is identified also by the nrname of the End-Syster fron
which it has asked for transmission.
it is worth while tc fpoint out that commands exchanged between Han-
agement Application processes, advanced by means of Service Ele-
ments, are not subjected to authorizatiou. This is to state that

3 The couple management command and target Tresource identifies
the necessary authorization class.

Mauagement Architecture
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the authorizaticn is an operation which is perforwmed . before
enyueueinrg a reguest to a generic management function.

It keeps a list of utility tools {(e.g. to collect statistic data
¥ith a certain time freguency) and activates them, upon request by
the operator or by the <concerned functions {(e.g. Data Collection

Handler) .

It can activate these utilities even at pre-established tinmes
with the requested initialization values.

2. 1.4 Hanagement list Haandler

“The Management List Handler performs the @main role of handling the

management data structure. ,
It is made of all the 1LMS-1list's executors which are entitled to

update the management data structure.

2.1.5 Signals Handler

The Signals Handler {SH) performs the main role for distribution of
signals. Whenever any process detects an occurrence which could be
of interest to other rrocesses, it, generates a signal and seads it

to the SH.

Signals may be alarms, advisory reports exceeding a pre-defined
threshold, etc.

The SH first £filters the signal according to selection criteria
and then forwards them to the aprreopriate destination(s).

Information filtering is available over a large number of class-
es or origin. For example, a hardwvare maintainer could view only
signals from conmponents of a particular type, or those which appear
to be hardware-related, or which exceed a particular level of

severity. !

2. 1.6 Iaxers Interface BHandler

The LMS rneeds a particular interface with the 0SI-Layers. This
handler contaius the ianterfaces Letween LY¥S and the CSIRIDE Session

Management Architecture g
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and Transport layers. The documents of the Transport and Session
layers contain a detailed description of these two interfaces.

2.1.7 HNotify Bandler

The Notify Handler offers the OSIRIDE users two inter-related capa-
bilities: :

1. a function to hold a request of «connection towards remote
Applications that are mot active at reguest time

2. a function to alert one or all the Applications in one or all
the remote hosts that the user is ready to accept connection
reguest which may have been previously held.

2.1.8 Transparent Transfer_ Command Handler

This service is called by the command reyuesting transparent trans-
pission of a string of data (IMS Command) to a Command Handler

residing on a remote LHS.
_The command sent, if syntactically <coxrect and authorized, %ili ke

executed as a locally given LHS command.

The "completion code™ and all possible messages are sent back t
the originator. The identifier of the source (CPERATOR or name OZI
PSADP of the Application) is tramnsmitted together with the strinj of

characters.
I%o0 authorization levels are thus obtained:

T1e local control of the right of the source to ask <for trans-
pission of the cozmand

2. remote control of the right of the source to ask for executiocrn
of the command on the receiving END-SYSTEN 4.

Given that no analysis of transmitted string of data is done at
the sending LMS side, it is necessary to have the comgand in con-
formance with the syntactic and semantic rules of the receiving

LHS.

4 This control is done by the Command Handler of the receivinz
END-SYSTEH.

Management Architecture
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. 2.1.9 1HS Alarm Handler

LMS Alarm Handler has the task to signal locally detected alarms to
the CMS Alarm Handler for their sclution.

2.1.10 1LHES Diagnostic Handler

Lns piagnostic Handler manages the running cf the diagnostic pro-
grams om the local End-System. It is also able to retrieve informa-
tion about diagygnostic programs which are present on the End-Systen.
S50 it supports the CHMS Diagnostic Handler in providing a suitable
diagnostic ofperator interface. :

It has a null fuctionality inm OSIRIDE release one.

2.3.11 1IHS Data Collection Handler

e s . S i i o S e o o

LMS Data Collection Eandler manages the Data Collections activation .
on the local End-System. This activation can be requested by tke
CMNS operator through the CMS Data Collection Handler. Some Data
Collections are supposed to be started without the explicit CHKS
operator request, i.e. gathering of accounting data etc..

In OSIRIDE release one only this type of bata Collection are avail-
able.

In any case the results of these Data Collection are stored in
local files, by the 1¥S Data Collection Handler. The names of these
result files must be known by the Data Collection Manager and/or by
the CMS operator.

2.1.12 1MS_Software Distribution Hapdler

LHS5 Software Distritution Handler provides the capability to
receive the software distributed by the CHS Software Distribution
Host Handler either through wail -"off-line sending"- or through
the File Transfer facility -"on-1line sending"- and enakles tke
activation of the received software reguired by the CHMS Software
Distribution Controller Handler.

It has a null fuétionality in OSIRIDE release one.

Management Architecture 11
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In the following a brief description of each module is givens
-The Management List Handler, the Command Handler and the Operatcr
Interface blocks have the same role as im 1HS, therefore the
description is not repeated here.

2.2.1 CHS_Alara_Handler

CHMS Alarm Handler receives the alarus communicated by the INS Alarm
Handler. It also provides the wmeans by which a skilled teanm of
technician may resolve the fault condition including the capability
to retrieve informaticn from the History Providers

When a fault condition has been solved, the CHS Alarm Handler cou-~
municates information about the alarm and its solution to the His-

tory Provider.

2.2.2 CHBS Diagnostic_ Hapdler

CHS Diagmostic Handler provides the operator with the capakilities
to reguest for running of a diagnostic prcgram on a specific
End-System. The operator is assisted with a suitable interface to
read the list of diagnostic prcgramus present on an End-Systen and
to follow the executicn of one of then.

It has a null fuctionality in OSIRIDE release omne.

.

2.2.3 CHS Data Collection Handler

Ay bl R e R e T o0 o e o B o s e s ot s e i i

CHS Data Collection Handler provides the operator with the capabil-
ities to reguest a LMS Data Collection Handler for activating of a
Data Collection on the related End-Systerm.

%“hen a CHMS operator has activated a Data Collection on an End-Sys-
tem he must inform the Data Collection Hanager about that, indicat-
ing also the result file names.

It has a null fuctionality in OSIRIDE release one.

2.2.8 CHS_Software Distribution Controller_ Handler

A e e e o o o o e o e o et T e e S o s s e s i

CES Software Distrikution Controller Handler manages the whole
software distribution operation. It asks CHS Software Distribution
Host Handler -to imitiate the sending phase and controls the acti-
vation of the distributed software by dialoguing with the 1LMS Soft-
ware Distribution Handlers.

Management Architecture 14
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It is important to point out that there mpust be only ane
End-System in the network in charge to support the C¥S Scftware
Distribution Controller Handler.

It has a null fuctionality in QOSIBRIDE release one.

2.2;5 CHS Software Distribution Host Handler

CHS Software Distribution Host Handler provides the sending in
‘on-line' or ‘Yoff-line' mode of software +to the destination
End-System specified by the CHS Software CTCistribution Controller
Handler. It is the module which accepts the Software Distribution
reguest and performs the real sending of the software. It dialcgs
with the CHS Software Distribution Controller Handler to receive
the request and to confirm the execution of it. To perform the
"on-line" sending, it uses the File Transfer . facility. The
"off-line" sending 1is performed Ly the operator throughk the PIT
mail. :

It has a null fuctionality in OSIRBIDE release one.

2.3 DAC ARCHITECTUERE

DAC cooperates with CHS in two management functions:

- the Alarm Handling, in the role of Alarm History Provider :(His-
tory Collector and Enquiry Facilities)

- the Data Collection, in the role of Data Collection Manager
{the importer of collected data)

so it consists of two functional modules.
The dialog with CHS takes place via Management Protoccls.

The DAC system uses the File Transfer Facility to "ipport" data
collection files and store them in his file system. The error
report data are imported through the dedicated protococl and they
are stored in the DBHS. It also provides a user interface to con-
struct statistical and charging Applicaticn.

The following figure outlines +the TAC organisation. A brief
descrigtion is also given.

-t
in

Management Architecture




OSIRIDE internal use only

i DAC
FILE :
<]:§ PILE
SYSTEM d TRANSFER DATA
: FACILITY COLLECTION
: MANAGER .
A ’ 1
. B P HISTORY. |
¢ L O COLLECTOR D
I DBMS
A A ¢E> [ E
T M |  ENQUIRY
o FACILITY
N ; ‘
§ HISTORY PROVIDER
- Fige. 4. DAC Architecture

-3
N

Managemeni Architecture




OSIBIDE intermnal use only
2.3.1 History Provider

It is the module which receives (passively) error regorts from the
CtS Alarm Handler when the fault is recovered (History Collector
submodule). The error reports are used btoth to provide for the
history of the network and to satisfy the ‘*"enquiry" reguests frosm
‘the CHS Alarm Handlers {Enguiry Facility subrodule).

2. 3.2 Data_Collection_ Hanager

Data Collection Mapayer imports and stores the result files of Data
Collections from the End-Systens. '

The design of programs for data reduction and analysis is out of
the scope of this documexnt.

Management Architecture 17
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3.0 HANAGEMENT PACILITIES DETAILED DESCRIPTIONS

T e S Dt M e o s e e 2 e s

3.1 ALARH HABDLING STBUCTURE, FLOW AND USER YISIBILITY

Alarms are generated when faults .are detected in hardware/software
netvork components. They are collected locally by the LHES which
selects, through a switching mechanism inside the Signal Handler,
those to be notified by the LMS Alarm Handler to the CHMS Alarm Han-
dler. Alarms may also be stored im a local error logger and/or
displayed at the operator console.

Two main types of alarms are <reguired to be comnunicated to the
CHS : '

- +hose issued because of a fault on a resource which needs
an intervention to restore its normal workimg conditioms

- those issued because attention is —reguired on a resource
where threshold 1levels have been overcome. This type of
alarms are intended to be warnings to avoid further compro-
mising of the normal working conditions.

LKS communicates alarms to CHS asking for cooperatiom. The CHNS
operator will generally send there a technician to solve the sig-

nalled fault. The intervention of technician can be invoked by
using a suitable metwork service.

When a fault is solved the CHS Alarm Handler sends a recport to the
DAC {History Provider) to update the Alars Data Base which keeps
the history of the network components.
The Service Elements invoked for these purpcses are:
M~ALARM-35END
M-CALL-FIELD-SEERVICE 5
N-RESET-FIELD-SERVICE-CALL S
¥-REEAIR-DCNE
E-REFORT
M-ENRQUIRY-DAC
and the followinyg ccanstraints apply:

each LMS Alarm Handler communicates to a unique CHS Alarc
Bandler

s not used in OSIRIDE release one

Management facilities detailed descriptions 18
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"hen a network component detects a fault it sends ar alarcm signal
to the Signal Handler. This is to state that each component abled
to alarm signalling is provided sith the means to notify faults, in
a specified format, to the Signal Handler. Trassport and Session
layers are provided with a Layer Interface for this; such interface
is described in the related documents. An alarm signal must contain
sufficient informaticn to uniguely identify the originator network
component and the +type of alarm. The Signal Handler uses +this
information together with a predefined data structure containing
threshold value associated to each couple alarm type/alarm origina-
tor to filter and dispatch the alarm. ’

Signal Handler may dispach alarm signals to

» local operator, through the operator interface,
» local files, through a dedicated interface,

- LMS Alarm Handler,

. some of theu.

Alarms may also be originated by the local operator. For doing
‘this he shall wuse an Operator Interface comrand. As for each 1HS
comnmand, the Operator command is processed by the Command Handler
for an authorization control. The Conmand Handler, when receiving
this command, dispatches an alarm signal to the LMS Alarm Handler.

e T e s e e il e S e e o s

45 Alarm Handler, after receiving locally an alara signal, asks
the CHS Alarm Handler for ccoperation +ta sclve the fault sending
the N-SEND-ALARM Service Element. An alarnm identifier is returned
through the confirmation of this Service Element. This identifier
univocally identifies the notified alarm both on LNS and on CKS
sides.

The following figure describes the CMS modules involved in the
repairing procedure, the interaction between them and with the LES
Alarm Handler. In the figure the main submcdules constituting the
CMS Alarm Handler are outlined.
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Fig. 6. Alarm solution and reporting schema-
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’

An incoming M-SEND-ALARH is processed Ly the Receiver subrocdule of
the CMS Alarm Handler. It first assigns an identifier +to the sig-
nalled alarm and return it back to the LES Alarm Hamdler in the
confirmaticn of the service.

After this the Receiver passes the alarnm to the Processor of Alarms

Submodule. This submodule

» updates the CHS OPEN-ALARM~LIST, which is the list of pend-
ing alacms,

° signals the alarm to the CHS ogperator,

. activates a pre—defihed appropriate repairing procedure if
.any {this is called "automatic" error handler).

The alarm can now be solved by +the CHUS operator or by a technician
reaching the critic End-System for this purrose. This technician
can be invoked by issuing the ¥=CALL-FIELD-SERVICE Service Flement
{(the call can be reset through the M-RESET-FIELD-SERVICE-CALL Serv-
ice Element) 6. In the first case after having solved the fault
condition, the operator updates the CMS OFEN-ALARM-LIST finally
classifying the alarm as YCLCSED",

In the second case after having solved tke fault condition the
LMS operator signals this to the CMS5 Alarnm Bandler by wmeans of an
LMS Operator Interface command which invokes the NH-REPAIR-LONE Ser-
vice Element. As for each LMS command, the Cperator Interface cog-
mand 1is processed by the Command Handler for an authorization
control. The Receiver submodule, when receiving such indication,
asks the Repair Handler submcdule to update the CMS OPEN-ALARM-LIST
classifying the alarm as "AWAITING FOR OPERATOR CLOSUREY,

3.1.3 Alarm reporting and enquiring

The €4S Alarm Handler contains a keport Sernder submodule which can
be started either automatically once over a predefined reriod of
time or by an explicit CHS crerator request. It scans the QPEN-A-
LAEM-LIST and for each "CLCSED" alarams itz

. sends a report +to the History ©Provider (DAC) containig
information about the alarm and its soluticn through the
E-REPORT Service Elerent and

- deletes the alarm from OPEN-ALARN~LIST.
The CHS Alarm Handler supplies the operator with the capakility to

enquire the DAC about alarms both related to a specified resource
and occurred in a specified period througyh tke Enquiry sukmodule.

6 In CSIRIDE release onc the Area Control Center plays Lcth CHS
and TS roles, therefore no Service Elements are needed to call
tecnicians. ‘

o
(9]
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This is obtained by sending an H-ENQUIRY-DAC Service Element and
receiving the related M-DATA which contains the data requested.

3.1.4 CHS operator wisibility

For the alarm recovery, CMS operator is supplied, through the Oper-
ator Interface, with a set of tools. :
These tools enable the operator to:

- display information about current alarms;
® retrieve information about the origimator cf the alarm,

s retrieve information about standard recovery procedure, if
any for each type of alarm;

. follow the reccvery progress of an alarn;

) close in orderly fashicn an alarm after its soluticn.

3.2 DATA COLLECTION STRUCTURE, FLOE AND USEBR VISIBILITY

It has a reduced functiomality in OSIRIDE release one.

The OSIRIDE NMS must be able +to collect information about the
operation on the network resources and to make this information
available to various 2pplications for management purpcses, €.9.
statistics, accounting etc..

This information is gathered by accessing data availatle Ly
resource managers and is imported by the Data Ccllection Manager.

In OSIRIDE Rkelease one only the communication software has to ke
considered as a network resource in the data ccllection activity.

The Data Collection management function provides the capakbilities

- to supervise the activation of data collection according to the
CMS operator requirements and

- to import data collected.

Data Collection function alsoc includes automatic activation (at IPL
time) of measurement functions availabale on End-Systems to collect
information on the use of resources. They don®t nced explicit acti-
vation from CMS. Their results are imported daily by DAC.

Only automatically activated Data Collections are supported in
QSIRIDE release one .
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- To activate a Data Collection on a specific End-System, informa~
tion must be exchanged between the CMS Data Collection Handler and
the related LMS Data Collection Handler. After the activation of a
Data Collection, the CMS Data Collection Handler dinforms the Data
Collection Manager which imports directly data collected fram that
End-System through the File Transfer Facility.

The Services invoked for these purposes are
M~RUN-PROGRAM~-EQSTEFONED
H-ABORT~PROGERAH
M=-DC~-MANAGEER
and the following constraints apply

each LHS Data Collection Handler interacts with a unigue CHS
Data Collection Hamdler

a unigue Data Collection Manager is present in the network.

The following figure shows the functional modules and their inter-
action in providing the Data Collection management function.
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Figqa 7. Data Collection schema
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3.2.1 Data Collection selection

The CHS Data Collection Handler provides +the CHMS operator with the
Leans to get information about the Data Ccllections which are sugp-
posed to be available om a srecific End-Systecn.

The CHMS Data Collection Handler retrieves this information directly
from a personal data base; in fact there is no need to ask the LKS
Data Collection Handler for +this informatica, being the 1list of
Data Collections alvays the same in each End-Systenm.

S g - b - M d

3-2.2 Data Collection_activatiaon

The CHS operator can reguire the activation of a Data Collection an
a specific End-Systenm.

Accordingly the CMS Data Collection Handler signals such a reguest
to the specific 1MS Data Collection Handler through the H-RUN-FRO-
GRAYZ-POSTPONED Service Element.

As a consequence of this the 1HS Data Collection Handler first.
controls the correctness of the regquest {i.e. if the corresrondent
function exists and is really availalle).

If tke comntrol fails an errcr code is retursned, othervise it asks
the Utility Program Handler Lo start that Data Collection and sends
back the informations hecessary to construct the name of the result

file in the confirmation of the Service EFElement.

At this ©point the CHS Data Collection Handler, if the reguest
has been accepted by the 1¥S Data Collection Handler, signals tthe
event with the related information (e.g. the mask to construct the
result file name, etc.) to the Data Collection MNanager by means of
the B-DC-MANAGEE Service Element. So the Data Collection NManager
is able to construct the result file name witkout knowing the file
System syntax -of the related Enxd-Systew and can import the col-
lected data.

3.2.3 Dpata_cCollection inforsation retrieval

The Lata Collection Hanager has the task to import the files con-

taining the results of the active data collection.

When receiving an M-DC~MANAGER Service Elemernt, the Data Collecticn

Manager constructs the result file nane and decides when that file

has to be retrieved from the related End-Systen, according tc¢ the
Start-gdate

End-date

Start—-tice
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End-time
Deletion-date

parameter values specified in the Service Element. :
Files are imported through the File Transfer TFacility and are

stored in its DEES.

Some data collection are surposed to be activated without the

explicit reguest of the CHS operator (e.g. accounting data). They
are activated automatically on each End-System at IPL tinme.
The Data Collection Manager is able to daily retrieve the result
files generated by this class of data Collection programs because
each End-System must gemerate the result file nanes according to a
predefined rule.

The data collection programs definition is out of the scope of
the document. Nevertheless it is important +to point out that the
result files produced must be constructed in a standard forsat in
order to minimize the number of the LAC's reduction programs.

3.2.4 CHS operator ¥isibility

The CHS Data Collection Handler provides the CHMS Operator with the
following capabilities in order to supervise the data collection
activity. ‘ .

- capability to provide the CMS operator with the means to acti-
vate a data collection on a specific End-Systenm.

- capability to forcedly stop a -previously activated Data Col-
lection specifying if the already collected data rust be
deleted or not.

- capability to signal +to the DAC the activation of a Data Col-
lection with the information necessary to retrieve the result

files.

3.3 TRANSPARENT TRANSPER CONMAND STRUCTURE, FLOR AND USER VISIBIL-
ITY

This function enables an authorized OSIRIDE user to request trans-
parent transmission of a string of data (LES Command) to a Command
Handler residing on a remote End-System. The &ranagement Service
Elements used for these PUrLroses are:

H-CCHHMAND
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H-DATA.

The command is sent Ly means of the H-COKEAND Service Element to
the appropriate End-Systen. '
1f such conmand is Syntactically correct and authorized? it will be
executed as a locally given command.

The H-Command Service Elenent contains also the identifier of the
source {OPERATOR or User-name); this information is used, together
¥ith the sending End-System name, by the destination Command Han-
dler to perform the authorization control. *

It has to be noted +that no analysis cof transmitted string of
data is done at the sending LHS side, so it is necessary to have
the command in conformance with the syntactic and semantic rules of
the receiving LHS. :

The "completion code" and all pPossible messages are sent back tao
the criginator by means of the M-DATA Service Flement.

3.4 NOTIFY STRUCTURE, PLO¥ AND USER VISIBILITY

The NOTIIFY function enables aun active Aprplication to signal its
availability to accept reguests c¢f connection to one or all the
remote LMS. It also enables an Application. executing a connection
Fegquest on a non-active Application to ask the LMS to store this
request until the arrival of the relative KCIIFY event. The re-ex-
ecution of the ccnnection reguest is the jok of the 1LHS.

An Application may use the NOTIFY function to ask for a new attempt
of all the pending incoming connection Leguests, or cnly those of a
certain Application through the READY primitive (see ISIDE) using
the options EROALCAST,SYSTFM AND IUSER.

If no connection request with this Application is pending, the
NOIIFY Service Flement is ignoreds, :

An Application asking for a connection may specify, through the
HAIT option (see ISIDE - CONNECT primitive) whether it wishes to
wait until the receiver becones active. '

In this way 1no loop of the connection request of the Applications
is needed, onor is it becessary to provide every End-Systenm with
Special functions to activate the Applicaticns for +tke connection
Lequests. Khen applied omnly to the Applications already known to
the LMS, such functions will rcduce the flexibility required by the
Cesearch environment of CSIRIDE.

7 This check is performed by the Command Eandler of the destina-
tion End-Systenm.
8 ‘This is the reason why this Service Elewent is not confirmped.
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The Service Element invoked for this purpose is:

H-NOTIIFY

Lad
[
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4.0 _OSIRIDE RELEASE ONE HIRIHUN BREQUIREMENTS

This section describes the CSIEIDE release one nanagement minigpun
reguiremeant. It points out for each managerent function the sup-
ported subset, the related Service Elements and the rationale of

the choices. A
Alternative solutions are suggested for the services not selected.

4.1 ALABM HAEDLING

This management function is of primary importance; OSIRIDE release
one shall sugport the Ffunction described im "3.1 Alarnm Handlixng

stxucture, flow and user visibility" pag. 18.
Only two Service Elements are not supported in OSIRIDE release one:

® H-CALL-FIELL~SERVICE
* B-RESET-CALL-FIELD-SERVICE.

This is due to the fact that the CHS and FS roles are played by the
sampe End-Systen, namely the Area Control Center.

4.2 DIAGHOSTIC HARDLING

A simple Diagnostic activity can be initially performed in a homo-
geneous environment. In fact the Area Control Center may activate
the diagnostic tools locally available on each End-Systea Ly means
of Transparent Coamand Transfer facility,

Results, if stored in files, can be imported by ACC using the File
Iransfer Facility.,

Anyway, initially all the OSIRIDE End-Systems are supposed to have
an operator which can supply a diagnostic activity. For this Lea-
son no Diagnostic Service Elements are supported in OSIRILDE release
One. :
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4.3 DATA COLLECTIION i

Initially a subset of the function descrikted in %3.2 Data Col-
lection structure, flow and user wvisibility" pag. 24 is supported.
This simplified data collection does not need Service Elements. In
OSIRIDE release one Data Collections are suppaosed to be always
active {i.e. started at the IEL of the network software).

The DAC has the task to daily 4import the result files whaose nane
root is predefined i.e there is a table in the DAC containing the
root of the data collection files of each End-Systen.

4.4 SOFTEARE DISTRIBUTION

Initially software distribution will be performed im a sinple way
by means of file ~transfers under the control of the End-Systens

operators.
This simplified Software Distribution does not wueed any Service

Elements.

4.5 HOTIFY

The Notify management function shall be provided.

4.6 TRANESPARERT TRANSFER COHRHARD

The Transparcut Transfer Command management function shall Lke fro-
vided.
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