VoIP Network Covert Channels to Enhance Privacy and Information Sharing

Jens Saenger?, Wojciech Mazurczyk!, Jorg Keller?, Luca Caviglione?

Abstract

Information hiding is increasingly used to implement covert channels, to exfiltrate data or to perform attacks in a stealthy manner.
Another important usage deals with privacy, for instance, to bypass limitations imposed by a regime, to prevent censorship or to
share information in sensitive scenarios such as those dealing with cyber defense. In this perspective, the paper investigates how
VoIP communications can be used as a methodology to enhance privacy. Specifically, we propose to hide traffic into VoIP conver-
sations in order to prevent the disclosure, exposure and revelation to an attacker or blocking the ongoing exchange of information.
To this aim, we exploit the voice activity detection feature available in many client interfaces to produce fake silence packets, which
can be used as the carrier where to hide data. Results indicate that the proposed approach can be suitable to enforce the privacy in
real use cases, especially for file transfers. As interactive services (e.g., web browsing) may experience too many delays due to the

limited bandwidth, some form of optimization or content scaling may be advisable for such scenarios.
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1. Introduction

Enforcing the privacy of end users and organizations re-
quires to hide information from an external observer, which can
be a censor, a firewall deployed by a regime as well as an at-
tacker trying to collect data for social engineering, or prevent
collaborative cyber defense campaigns. This usually entails
the adoption of techniques to guarantee secrecy, anonymity and
non-interference [[1]. Even if information hiding approaches,
including covert channels, have been primarily adopted by mal-
ware to implement anti-forensics mechanisms or abusive com-
munication services, they are increasingly used to engineer file
systems able to preserve the privacy, bypass limitations im-
posed by a regime, prevent censorship or protect sources in
journalism [2]].

In general, Privacy Enhancing Technology (PET) is an um-
brella definition enclosing a variety of tools. Encryption is one
of the most popular mechanisms and it assures protection by
making the original data unreadable without the proper key.
Modern encryption techniques offer a very high degree of pro-
tection but do not prevent to identify that two parties are com-
municating, which could be a valuable information for a censor
or an attacker [3]]. In this perspective, network covert chan-
nels are crucial not only to protect data, but also to hide that a
conversation had taken place [4]]. Applying some form of in-
formation hiding to a traffic flow can be used to create a covert
communication path by injecting secret data into different fea-
tures of the network traffic. Possible carriers are unused fields in
the header of a packet or statistics characterizing the flow, such
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as the throughput, the packet error rate, and the jitter [5, |6].
Recent works also investigate methods targeting emerging net-
work scenarios, for instance those embedding data within IPv6
traffic or in IPv4/IPv6 transitional mechanisms [7]].

To remain unnoticed, the overt traffic flow, i.e., the traffic
in which the covert message is hidden, should not appear as
an anomaly. Thus, its popularity plays a major role [5, 8] and
Voice over IP (VoIP) applications are an excellent choice, as
they are ubiquitously available, produce vast volumes of data,
and the conversation is intrinsically bidirectional and balanced
in terms of traffic volumes [9)]. To create a covert channel
within a VoIP flow, we present a method taking advantage and
largely extending the information hiding technique originally
presented in [10, [I1]. In essence, it exploits the Voice Activ-
ity Detection (VAD) feature used to save bandwidth by sus-
pending the transmission of packets during speech pauses. Se-
crets are then injected into fake Real-time Transport Protocol
(RTP) packets generated during silence intervals acting as the
carrier. The feasibility of using information hiding techniques
for PET purposes has been already partially investigated (see,
e.g., [12]). Unfortunately, the “arm race” between cyber crim-
inals and security experts imposes to consider new approaches
for supporting collaborative cyber defense campaigns. In this
vein, novel and advanced techniques to enforce privacy are an
important building block, especially to mitigate the impact of
counterattacks [13] as well as to prevent the poisoning of data
exchanged by Law Enforcement Agencies (LEAs) or generated
by distributed security frameworks [[14]. However, at the best
of our knowledge, this is the first work evaluating the perfor-
mances of network covert channels to enforce the privacy of
users exchanging data through the Internet.

Compared to our previous works [10, [11], in this paper we
introduce a framework to implement a steganographic commu-
nication service exposed via a generic, virtual network inter-

March 19, 2020



face, which can be used to tunnel other protocols. To effec-
tively implement a PET and support collaborative cyber de-
fense, hidden channels should deliver a bi-directional commu-
nication path. Thus, differently from [10} [11], we extend the
original mechanism to support full-duplex communications. An-
other important difference with [[10} [L1]] concerns the analysis
of the impact of embedding data in silence/talkspurt patterns in
terms of delay and resource availability. In this paper we also
assess collaborative cyber defense, which is a totally different
scope compared to our previous works.

Summing up, the main contributions of this paper are: i)
the design of a PET-capable framework leveraging VoIP traffic
by providing a virtual network interface for tunneling protocols
of the TCP/IP suite, ii) the extension of the original injection
technique presented in [[10, [11]] to support full-duplex paths of-
ten used for Machine-to-Machine (M2M) communications and
collaborative defense frameworks, iii) an assessment of the per-
formances experienced by the different functional layers using
the covert channel, and iv) an increased understanding of secu-
rity requirements of collaborative cyber defense efforts, which
still lack of successful models [13]].

The remainder of the paper is structured as follows. Section
[2] deals with the related work, while Section [3] discusses VoIP
basics and its use for information hiding purposes. Section [4]
introduces the threat model and the design and implementation
choices of our approach. Section [ showcases the performance
evaluation and Section [f]assess the quality experienced by end-
points secretly exchanging data. Lastly, Section[7|concludes the
work.

2. Related Work

In essence, the goal of privacy enhancing methodologies is
to protect individuals by using techniques to enforce anonymity,
pseudo-anonymity, unlinkability, and unobservability of their
data [12| [15]. This can be done by acting on different lay-
ers, for instance, on network traffic, user identity, data stor-
age as well as by deploying mechanisms to encrypt and sep-
arate the information [12} [16]. Even if the literature lacks of
PET technologies specifically tailored for sharing and collabo-
rating for cyber defense purposes, it offers many general solu-
tions [12} [15[16] targeting different parts of the protocol stack.
However, in this work, we concentrate on PET methodologies
for protecting endpoints communicating through the network.

In general, the most notable example is Tor [[16], which
widely demonstrated its effectiveness to enhance the privacy
of users. That is why some states are developing countermea-
sures to prevent its usage. For instance, Chinese Tor users are
blocked by the Great Firewall that drops the SYN/ACK sent by
a Tor bridge in response to a connection request from a client
[[177]. Therefore, obfuscating the usage of Tor through a proper
Pluggable Transport (PT) is of paramount importance [17]. A
possible idea is proposed in [18]], where Tor traffic is morphed
to resemble a Skype video call for bypassing blocks or fire-
wall rules. However, as discussed in [19], trying to achieve
unobservability by mimicking another protocol is substantially

a flawed approach as the censor only needs to find few discrep-
ancies, which are very difficult to avoid. Moreover, the wide
amount of different implementations accounts for a multitude
of bugs, quirks and peculiar behaviors that have to be replicated
to make a convincing duplicate of a specific protocol. Conse-
quently, our approach of embedding data in a real network flow
generated via a publicly available client interface aims at pre-
venting such issues and increases the chances that the secret
conversation will remain unspotted.

Concerning the use of VoIP for building covert channels,
the literature showcases several techniques. As possible ex-
amples, [20]] and [21]] survey data hiding methods targeting 1P
telephony in a wider sense, e.g., algorithms for embedding se-
crets in signaling or metadata. Instead, [6] and [22] focus on
techniques to inject information in audio/video streams. Anal-
ogously, [23] and [24] demonstrate how different fields of the
Real-time Transport Control Protocol (RTCP) can be manipu-
lated to encode arbitrary information. A similar approach is
presented in [25]], which shows how to inject secrets by ad-
justing the timestamps used for synchronizing the streams. As
regards works targeting the voice, in [26]] authors compare four
different hiding techniques, such as low-bit coding, spread spec-
trum, echo data hiding and phase coding. In [27] the voice
data of two unaware parties is compressed to make room for
secrets, whereas in [28]] a bidirectional covert channel is set
up by using the least significant bit of frames generated by the
G.711 codec. Similarly, the work of [29] exploits unused bits
of G.723.1 frames. A different approach is proposed in [30],
where the FO parameter used by Speex to control the pitch of
the vocal signal is altered to free bits for secret data. Lastly,
[31]] and [32] discuss more specific techniques as they propose
methodologies that are built for Skype. The former manipulates
the inter-packet delay for selected protocol data units, whereas
the latter embeds secrets by replacing the payload of packets
containing silence.

In contrast to the works above, the framework that is pro-
posed in this paper leaves the voice information unaltered but
adds fake RTP packets during periods of silence to transport
the secret data. Also, it not only implements a network covert
channel in VoIP communications but extends this approach to
provide a virtual network interface through which other proto-
cols can be tunneled. This path can then be used to orchestrate
devices implementing firewalls or probes, as well as nodes col-
lecting data to feed machine-learning-capable detection tools.

We point out that covert channels have been previously used
both to improve privacy [33] or as a threat to privacy [34].
Moreover, a recent trend deals with the creation of air-gapped
covert channels allowing to secretly exchange data between two
endpoints without network connectivity (see, e.g., [35] or [36]
and [37]). However, to the best of our knowledge, there is not
any previous study presenting a privacy-enhancing network in-
terface that uses a network covert channel especially when in-
formation has to be shared to counteract or prevent attacks.

As regards countermeasures, literature proposes two differ-
ent approaches: detect and block a covert channel in a spe-
cific communication, or modify all communications to disrupt
the potential covert channel or at least restrict its bandwidth



[211 38]]. Unfortunately, both approaches are tightly coupled
with the used injection mechanism. For instance, removing
data hidden in timing statics of traffic could require to act at
a packet level, whereas sanitizing an HTTP conversation may
lead to inspecting protocol internals or statistical indicators de-
scribing the tags composing the hypertext [[6]. Moreover, devel-
oping a middlebox for blocking a covert channel is not a simple
task. In fact, inspecting the traffic may lead to scalability issues
and “sanitizing” all the flows (e.g., by buffering mechanisms
or by overwriting ambiguous/unused fields of a specific proto-
col) which means penalizing also clean flows. For the specific
case of VoIP communications, the main approach aims at find-
ing signatures or distortions in the VoIP stream (see, e.g., [39]]
for a technique using the Mel-cepstrum technique). However,
as it will be detailed in Section[6] our approach does not lead to
appreciable distortions on the audio quality.

3. VoIP fundamentals and its data hiding potential

With the VoIP hypernym, we refer to the family of services
enabling voice conversations through the Internet. The advan-
tages of using VoIP traffic for embedding the secret information
are: it is ubiquitously available and its presence is not perceived
as an anomaly; it is widely used leading to a volume of data
difficult to block, inspect or manipulate; it requires real-time or
quasi real-time constraints, thus invasive monitoring method-
ologies, such as deep packet inspection could be inapplicable
or easily detected.

3.1. VoIP Basics

In essence, VoIP enables remote peers, each one imple-
menting a User Agent (UA), to communicate by converting the
voice from analog to digital samples delivered through a suit-
able media protocol. A popular solution to manage the call is
the Session Initiation Protocol (SIP), which offers various meth-
ods mimicking operations performed in legacy telephony (e.g.,
ringing) as well as parameters for initializing the media stream
[40]. To transfer voice data, the UA typically uses two proto-
cols. The RTP actually transports the voice data through the
network, while the RTCP provides information for synchroniz-
ing the streams. Both flows are transported via UDP [10].

For the purpose of creating a covert channel, in this pa-
per, we exploit the VAD optimization available in many UAs
[LO} [11]]. Put briefly, VAD allows the sender UA to stop the
transmission during speech pauses of the talker [41]]. This can
lead to relevant bandwidth savings, as typical VoIP conversa-
tions are characterized by silence periods ranging from 35% to
70% [42,'43]|. Figure [I]depicts the RTP streams generated by
the UA with or without VAD.

Implementing an efficient VAD strategy could be challeng-
ing, as it should not reduce the quality of the conversation by
causing additional distortions or delays [41]. In fact, aggressive
interruptions of the voice flow can lead to cropping of speech
samples (and result in quality issues) and a total lack of noise
can confuse the talker, i.e., it gives the idea that the conversation
has been finished. In this case, ad-hoc synthetic comfort noise
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Figure 1: The different RTP traffic streams used for creating the covert channel.

should be transmitted or generated locally by the receiving UA
[44].

3.2. Covert Channel with Voice Activity Detection

As previously mentioned, the method originally proposed
in [10} [11] creates fake silence packets when the transmission
of RTP data is stopped by the VAD. The resulting overt stream
is composed of the VoIP traffic plus the covert channel, which is
embedded in fake silence packets. In other words, this method
hides information to a third party controlling the network, by
transforming a VAD-enabled VoIP conversation into a non-VAD
one, as depicted in Figure[I] During this process, the resulting
overt RTP flow should not be disrupted and the quality of the
conversation should remain unaltered. In general, fluctuations
in the voice (including additional noise) are due to the impact
of the network, for instance in terms of lost packets or late de-
livery of samples, which are discarded by the codec due to the
expiration of suitable timeouts. However, deviating from an ex-
pected outcome can trigger some additional investigations (see,
e.g., [19]] and the references therein) and an external observer
could reveal the presence of the hidden information. Conse-
quently, the injection/extraction of secrets is crucial as well as
creating fake silence packets in adherence to a recognizable,
well-known template [10, [11]. Therefore, the ultimate goal of
the used method is to preserve all the features of the entire VoIP
conversation, even by paying something in terms of throughput
of the secret data.

To better understand the performance of the proposed PET-
enabled framework, we briefly summarize how the data is in-
jected and extracted from the VoIP flow. Preliminarily, the in-
formation to be transmitted through the covert channel is dy-
namically subdivided into chunks to fit into Protocol Data Units
(PDUs) generated by the RTP layer. The fake silence pack-
ets embedding data are identified at the receiving side by using
a 4-byte long hash placed in the payload as a preamble. To
avoid the disruption of the RTP stream and the VoIP conversa-
tion, the secret sender spoofs the Synchronization Source
Identifier (SSRC ID) and the Payload Type (PT) fields.
It also adjusts the values of the Timestamp and the Sequence
Number. To not reveal the presence of VAD, the mark bit M is
set to zero. The secret receiver probes every incoming PDU for
the hash. If found, the secret is extracted and the RTP packet



is dropped. For regular packets, altered RTP fields are changed
before they are delivered to the UA of the callee. Indeed, al-
terations of the stream could be revealed by inspecting counters
and statistics provided by the RTCP. Hence, the method used to
create the covert channel intercepts RTCP messages and spoofs
Sender Reports to adjust the Packet Count, Octet Count, as
well as the current Timestamp. This allows to compensate al-
terations in terms of volumes and delays due to the additional
non-VAD RTP packets.

To guarantee the stealthiness of the covert channel, the in-
formation embedded in fake silence PDUs should not represent
an anomaly. To this aim, the used VAD injection technique
can infer the speech codec used by means of a heuristics con-
sidering timestamps, data patterns, and the delay and jitter of
packets. Then, fake silence packets not carrying secrets are
filled with suitable, comfort noise patterns (e.g., samples en-
coded with G722.1) [10].

The bandwidth of a covert channel implemented taking ad-
vantage of talkspurts characterizing VoIP conversations mainly
depends on the number of silence packets filled with secrets.
Even if a detailed discussion on tuning such parameter is out-
side the scope of this work, we point out that the higher the
number of silence packets filled with secrets, the larger the
amount of covert information that can be sent per time unit.
However, this would lead to a non-negligible alteration of the
spectrum of silence/comfort noise. In addition, the “aggressive-
ness” in stopping the transmission of voice data (e.g., due to re-
duced overhangs) may lead to additional disruption in the con-
versation quality, hence reducing the stealthiness of the covert
channel [10]. According to [45]], such parameters are governed
by a “magic triangle” rule, i.e., increasing the bandwidth of the
covert channel reduces its stealthiness and vice versa.

4. Threat Model, Design and Implementation

In this section, we first describe the considered threat model
followed by the design and implementation details.

4.1. Threat Model

To design the proposed PET-capable framework, we assume
a threat model where two peers want to exchange information to
establish a collaborative cyber defense efforts. As the attacker,
we consider a malicious entity able to control the network in-
frastructure as well as to capture, drop or modify communica-
tions of the users, for instance by using suitable traffic policies,
filtering or firewall rules or heuristics. Even if many attacks are
launched by state-wide or well-financed teams, we consider as a
worst case, an attacker able to perform relevant damages even in
the presence of modest equipment. Thus, to consider a realistic
case, the attacker has only limited computational power and/or
storage resources. Hence, he/she may possess capabilities like
deep-packet inspection, but they could be applied to network
traffic at a “full” wire speed only for short observation windows.
Also, the captured network traces are very space-consuming,
thus they cannot be stored for long periods and sophisticated
traffic analysis could be unfeasible with cost-effective hardware
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Figure 2: Reference threat model considered for creating a covert channel with
PETVAD and a typical use case.

or without paying relevant monetary costs. Lastly, we assume
that the attacker has no interest in blocking access of legitimate
users to standard Internet services like VoIP communications.
As discussed in [2, [19]], such assumptions allow to model two
different kinds of privacy threats: i) a state-level oblivious ad-
versary acting as a censor [2] and ii) an attacker wanting to
block alarms, poison samples to be used for training Al-based
countermeasures or launch a DoS against collaborative security
frameworks [[14].

In the following we refer to the proposed framework as
PETVAD. Moreover, with the secret sender and the secret re-
ceiver we denote endpoints wanting to exchange data through
the covert channel. For instance, they can be a client want-
ing to access a remote server blocked by a firewall, or a source
needing to send a picture to a journalist via an insecure network
path. According to the literature on information hiding, a war-
den is an external observer able to inspect the overt traffic flow
for discovering and blocking the hidden data exchange [5. [6].

Figure [2h depicts the reference threat model, originally in-
troduced in [10]. We point out that the warden can be both a
censor blocking communication between two individuals or an
attacker wanting to gather the information exchanged between
entities cooperating for security-related duties. Despite the sce-
nario, different covert channels can be built by using PETVAD.
Specifically:

e End-to-End (E2E): the secret sender and the secret re-
ceiver are co-located within the hosts running the UA of
the caller and the callee, respectively. The overt network
traffic is the RTP stream carrying the VoIP conversation,
and the covert data is embedded in the flow of fake si-
lence packets.

e Man-in-the-Middle (MitM): the VoIP conversation be-
tween two UAs is hijacked by intermediate devices, act-
ing as the secret sender and secret receiver, respectively.
In this case, the covert channel has a limited scope, and
the remainder of the overt traffic does not contain any
hidden information.



Figure [2b depicts a typical use case for PETVAD, which
was not considered in our previous works [[L0, [11]]. Let us con-
sider a user (the secret sender) wanting to access a blocked or
tracked website (the secret receiver). Hence, PETVAD can be
used to “tunnel” the HTTP traffic within a VoIP conversation
(the overt channel) as to impede the warden to spot or block the
communication. Concerning the protocol architecture, if PET-
VAD is not used on an end-to-end basis, the intermediate node
hosting the UA of the callee should also act as a sort of “in-
formation hiding proxy” by properly encapsulating the HTTP
communication or by retrieving the webpage. The VoIP traf-
fic containing the covert channel can be generated by PETVAD
via artificial/synthetical VoIP conversations, thus the VAD/non-
VAD transformation and the embedding of secrets could be
merged. Alternatively, a VAD-enabled VoIP stream between
two unaware UAs has to be hijacked.

4.2. Implementation Details

Figure 3| depicts the reference software architecture of the
proposed framework. In essence, it is composed of:

e Secret sender and secret receiver: they are the processes
needing to communicate through the PET-enhanced, end-
to-end covert channel. From the viewpoint of the proto-
col architecture, PETVAD is made available as a network
interface, thus, both the secret sender and receiver are re-
duced to the high layers of the TCP/IP stack.

e PETVAD: it implements the bidirectional covert channel
by wrapping two channels generated via the injection of
fake VAD packets. From the viewpoint of a warden, the
two PETVAD endpoints appear as the VoIP UA of the
caller and the callee, respectively.

e VoIP conversation: it represents the overt traffic sent on
the network. It can be implemented via two VoIP UAs,
which can be part of the framework (e.g., instrumented
client interfaces or software libraries) or unaware end-
points.

The secret endpoints and the PETVAD layer communicate
through a TUN interface. In general, RTP packets of the VoIP
UA are smaller than the PDUs produced by the protocol stack of
the secret sender or receiver. For instance, the typical maximum
transfer unit of the TUN interface is 1500 bytes, whereas an
RTP packet generated with the G.711 codec has only 160 bytes
available for the payload. As a consequence, packets flowing
through the TUN have to be properly buffered and fragmented.
Buffering is crucial since transmissions can be done only in si-
lence periods, thus the bandwidth of the covert channel during
talkspurt periods is zero.

The mechanism implemented in [10, [11]] has to be adapted
to properly work with a SIP proxy, as depicted in Figure 2] For
instance, in our trials we had a situation where a SIP proxy ac-
counted for the creation of two independent connections (from/to
the caller and the callee, respectively), thus it acted as an RTP
relay. This may cause a “misalignment” in the hashes used to
recognize fake RTP packets embedding secrets. In fact, the
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Figure 3: Reference architecture of PETVAD when implementing a privacy-
enhanced bidirectional path. Blue, red: packets carrying voice samples. Black:
packets carrying silence.

original implementation generates the hash by using a prede-
fined secret and the Sequence Number value from the RTP
header [10]. However, as mentioned, the SIP proxy breaks the
end-to-end semantic, hence each flow has its own Sequence
Number resulting into different hashes. Obviously, it could be
possible to compute the hash by only using the pre-shared se-
cret. Unfortunately, this may significantly reduce the stealthi-
ness of the channel due to a bias in the entropy of the flow (the
first four bytes of the payload of modified packets will have
exactly the same value). A possible alternative considers other
fields available in the protocols of the TCP/IP stack, e.g., the ID
field within the IPv4 header or the Timestamp within the RTP.
It is possible that the aforementioned fields would be “normal-
ized” by the RTP relay, too. In this case, as a workaround,
the secret sender and secret receiver may set a counter for each
VoIP flow and assign it a value of the pre-shared secret when the
call begins. Then, at each transmitted RTP packet, the counter is
incremented by one and the hash is calculated according to the
predefined secret and the current value of the counter. Such an
approach randomizes the first four bytes of the payload of each
covert packet thus making the hidden communication harder to
be revealed even if the packets still can be successfully identi-
fied at the receiver side.

As regards the implementation of the proposed approach to
enforce privacy requirements when sharing the information, the
software layers of PETVAD have been written in C and by bor-
rowing some code from previous works [[10,28]. The code has
been optimized to limit overheads and delays to capture, spoof
and inject traffic as to prevent the disruption of the conversation.
To intercept and capture SIP/RTP/RTCP packets, we generated
programmatically iptables rules. The UAs have been imple-
mented by using the PjsueE] client interface. It has been selected
since it uses the VAD engine of Speex and implements constant
silence patterns for many codecs, including G.711(a), G.711(w),

“http://www.pjsip.org. Last accessed December 2019.



Table 1: Download times and data rates achieved with scp using different communication paths.

File Size 10 kB 100 kB ‘ 1 MB
time rate time rate time rate
[s] [kB/s] [s] [kB/s] [s] [kB/s]
direct mean 0.59 17.50 0.55 186.11 0.64 1,645.60
std. dev. 0.07 1.98 0.02 6.42 0.02 47.77
PETVAD mean 11.78 0937 | 43.16 2.52 424.01 2.48
std. dev. 3.11 0.30 10.73 0.72 26.54 0.17
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Figure 4: Behavior of the RTT characterizing a PETVAD covert channel.

GSM, iLBC, and Speex. The silence RTP packets are generated
with the smallest possible payload [46] and silence descriptors
are sent using Speex in the VAD mode. The Pjsua clients have
been integrated into the overall framework via ad-hoc scripts.

5. Performance Evaluation

To evaluate the behavior of PETVAD in realistic setups, we
performed a thorough measurement campaign. Two network
configurations have been considered: i) a LAN testbed to assess
the impact of network impairments and ii) a WAN scenario with
a DSL line to evaluate the uncontrollable behavior of the Inter-
net. To collect the produced traffic, we used a Netgear ProSafe
GS105E switch with the traffic mirrored towards an ad-hoc ma-
chine running tcpdump and Wireshark. The two secret end-
points have been implemented on Linux Ubuntu 16.04 running
on Intel Core 15-3230 and AMD E2-1800 hosts, both with 8
GB of RAM. Each trial has been repeated 10 times as to have
the proper statistical relevance. Numerical results have been
obtained with Matlab R2017b and bash scripts.

The VoIP stream has been produced with the G.711(p) codec
leading to an exploitable payload for silence RTP packets of 156
bytes (note that it is because the 4 bytes of 160 bytes payload is
used to transfer the identification hash), and the entire silence
periods have been used to embed the secret information. This
may cause a reduced stealthiness but allows to consider a worst
case scenario. To implement a realistic talker, we used traces
from the TIMIT speech corpus [47]] and we prepared represen-
tative VoIP conversations for both male and female english in-
dividuals. To assess performances in fair conditions, we con-
sidered conversations with talk periods interleaved with silence

according to a 50:50 ratio, as it happens in real-world cases
[LO, [11) 142]. In the rest of the paper, with direct we denote
users accessing the network without using PETVAD. We point
out that investigating the sensitivity of the method proposed in
[[LOL[11] as a “standalone” covert channel is outside of the scope
of this paper (see [[10] for a thorough evaluation). Rather, we
focus on its performances when used as a PET for key network
services.

5.1. Network-level Analysis

As any other communication path, a covert channel can be
also considered as a network pipe characterized by bandwidth
and delay [48]. For the case of PETVAD, both parameters
tightly depend on the used codec and the “duty cycle” of talk-
silence periods as they determine the available payload and the
number of silence RTP packets. As a consequence, characteriz-
ing PETVAD in terms of Round Trip Time (RTT) allows to un-
derstand how the higher layers of the secret endpoints behave,
especially when connection-oriented protocols are used.

Figure [ depicts the RTT experienced by the secret sender
to ping the secret receiver through a PETVAD channel. As
shown, the RTT exhibits a “bursty”” behavior. In fact, when the
talker is active, the covert channel is unavailable since PETVAD
cannot generate fake silence RTP packets. Therefore, the data
produced by the secret sender has to be buffered until the talk-
spurt stops and data can be injected again. As regards the shape
of the RTT, ping packets are generated with a default interval of
1 s and can be sent during silence periods according to the rate
of RTP packets (i.e., 20 ms in our setup). Concerning the values
of RTT, they are tightly coupled with the behavior of the talker.
In our case, the talk periods of the created TIMIT-based VoIP
conversations are in the range of 3 to 5 seconds. Obviously, the
higher the variability in the behavior of the talker, the more the
jitter of the covert channel.

As it will be detailed later, end users wanting to exchange
data through PETVAD may experience high and variable de-
lays. This behavior is similar to the one characterizing Tor, even
if in this case the main reason has to be ascribed to overheads
introduced by the overlay routing [49]]. Even if the network
behavior of PETVAD may discourage the use of time-sensitive
and interactive applications, the feasibility of the proposed ap-
proach remains unaltered. In fact, PETVAD has to be consid-
ered a last resort to a complete block of Internet-like communi-
cations. The impact of the network layer is somewhat mitigated
when in the presence of time-insensitive services like file trans-
fers. Luckily, bulk downloads are the majority of traffic ob-



served on the Tor network [50], hence PETVAD performances
are adequate to guarantee its deployment in many real-world
scenarios. Concerning the case of M2M communications, e.g.,
lightweight signaling among tools exploited by LEAs or cyber
defense deployments cooperating to exchange alarms or data,
PETVAD offers satisfactory performances but at the price of
some decay in the quality perceived by real-time traffic due to
buffering during talk periods.

5.2. Transport-level Analysis

In this section, we focus on the behavior of the TCP, which
allows to create a reliable stream between the PETVAD com-
municating endpoints. Another possible option concerns the
use of UDP. However, it could require to implement proper er-
ror recovery and flow-control mechanisms in the upper layers
that may break the semantic of pre-existent services, as well
as introduce statistical signatures in the resulting traffic flows
[19]. Besides, applications needing to interact with impaired
channels, like those created via overlaying or information hid-
ing mechanisms, could exploit novel and application-specific
protocols like Quick UDP Internet Connections (QUIC) allow-
ing to transmit HTTP over UDP [51]. However, they are still
not widely adopted, thus their evaluation is left as a future de-
velopment.

In general, the performances of the transport layer highly
influence the feasibility of using PETVAD in real-world scenar-
ios. Unfortunately, large bandwidth-delay products may lead to
poor performances due to the slow-start and congestion control
algorithms of TCP-like protocols [52]. To this aim, we evaluate
PETVAD when used to transfer files with the de-facto standard
SSH. Specifically, we used scp, which can be split into the fol-
lowing basic operations: establish a TCP connection, exchange
a session key and complete login operations, transfer the file,
and terminate the TCP connection. We tested performances
with different file sizes, i.e., 10 kB, 100 kB, and 1 MB. We
denote by kB and MB 10° and 10° bytes, respectively.

Table T]reports the collected results. As shown, when using
a direct connection, the TCP saturates all the available band-

width and achieves high data rates leading to short transfer times.

Instead, when the transport connection is tunneled through the
PETVAD channel, rates reduce causing higher transfer times.
This can be ascribed to two overlapping causes: higher RTTs
impair congestion control algorithms of the TCP and intermit-
tent channel availability due to the talkspurt-silence process may
cause time outs. For the sake of completeness, Figure [5] shows
the bursty behavior of TCP segments sent via the covert chan-
nel.

Lastly, to compare the performances of PETVAD with other
mechanisms implementing a covert channel in VoIP streams,
we computed the average bitrate experienced by the transport
layer, which is ~19.2 kbit/s. In general, the channel capacity
of PETVAD is higher than the one provided by other methods
targeting de-facto standard applications like Skype. As possi-
ble examples, the technique discussed in [31] allows a capac-
ity of ~2.8 kbit/s, while the one in [S3] of ~0.6 kbit/s. Our
approach also outperforms mechanisms based on RTP. In fact,
the technique modulating the NTP Timestamp field within the
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Figure 5: Bursty behavior of the segments sent through the covert channel.

RTP header presented in [24] only guarantees a steganographic
bandwidth of ~0.05 kbit/s. Instead, the work in [54] accounts
for a higher capacity, i.e., ~32 kbit/s, but at the price of per-
forming a resource-consuming transcoding of the data, possibly
reducing the stealthiness of the covert channel.

5.3. Application-level Analysis

To evaluate the impact of PETVAD on the application layer,
we tested the performances of the Hyper Text Transfer Protocol
(HTTP) for retrieving various contents in many network condi-
tions. We consider the HTTP a good synecdoche for a large va-
riety of scenarios, as it is used for streaming, access Software-
as-a-Service frameworks, interact with a plethora of Web 2.0
applications including online security tools, IoT nodes and de-
vices to exchange data and controls as well as services for threat
intelligence [52} 155, 56} 157]].

For the first round of tests, we performed trials in a local set-
ting and we used netem to emulate various network conditions.
Specifically, we considered different values for the delay, i.e.,
no delay, 20 ms, and 100 ms, and different values for the packet
loss, i.e., no loss, 1%, and 5%. We point out that, “no delay”
and “no loss” mean that no additional impairments have been
artificially added, i.e., only those characterizing the LAN have
been considered. For the second round of tests, we investigated
a WAN scenario with flows affected by uncontrollable impair-
ments happening in the wild. In this case, PETVAD is used to
retrieve a content from the Internet via the proxy configuration
depicted in Figure[2] For both rounds of experiments, we used
three web pages of 1 MB composed of different inline objects.
Each page contains 1, 10, and 100 inline objects of 1 MB, 100
kB and 10 kB of size, respectively. This permits to enlighten
interactions between the covert channel and the pipelining ar-
chitecture of HTTP [52}|58]].

Table 2] summarizes the results obtained for the first round
of experiments. As expected, PETVAD is slower than a direct
access since the HTTP is influenced by the poor performances
of the TCP when in the presence of high delays. Besides, the
download of a unique inline object is quicker than retrieving
many smaller contents. This can be ascribed to the multiple
TCP connections that are penalized by the delays and the size
of the inline objects preventing to saturate the available band-
width. Concerning the impact of the packet loss, when in the
presence of high values (i.e., 5%), jointly with the high delays



Table 2: Time and rate statistics for HTTP over plain connectivity and PETVAD in different network environments.

packet loss 0%
delay 0 ms 20 ms 100 ms
time rate time rate time rate
[s] [kB/s] [s] [kB/s] [s] [kB/s]
direct
1x 1M mean 0.10 11,062.39 0.82 1,252.30 3.61 283.43
std. dev. 0.01 78.88 0.10 122.25 0.01 0.59
10x 100k  mean 0.10 10,213.04 1.02 1,005.07 4.98 205.80
std. dev. 0.01 135.81 0.01 0.74 0.10 4.05
100x 10k mean 0.17 5,927.01 4.50 227.43 21.65 47.31
std. dev. 0.01 209.65 0.01 0.16 0.01 0.01
PETVAD
1x IM mean 417.29 245 418.28 2.45 422.21 243
std. dev. 12.68 0.07 13.29 0.08 10.28 0.06
10x 100k mean 434.06 2.36  436.88 2.34 442.53 2.31
std. dev. 12.54 0.07 12.17 0.06 13.81 0.07
100x 10k  mean 585.24 1.75 583.47 1.75 660.53 1.55
std. dev. 9.90 0.03 13.96 0.04 15.21 0.04
delay Oms
packet loss 0% 1% 5%
time rate time rate time rate
[s] [kB/s] [s] [kB/s] [s] [kB/s]
direct
1x IM mean 0.09 11,062.39 0.092  11,074.35 0.61 16,72.18
std. dev. 0.01 78.88 0.01 213.25 049  4330.85
10x 100k  mean 0.10 10,213.04 0.14 7,249.60 043  2,375.07
std. dev. 0.01 135.81 0.08 2,719.13 0.31 3144.88
100x 10k mean 0.17 5,927.01 0.73 1,397.25 3.55 288.69
std. dev. 0.01 209.65 0.84 1,789.26 1.94 277.54
PETVAD
1x 1M mean 417.29 245  476.05 2.15
std. dev. 12.68 0.07 33.25 0.13
10x 100k  mean 434.06 236 500.77 2.05  all transfers
std. dev. 12.54 0.07 35.71 0.14 stopped
100x 10k mean 585.24 1.750  736.71 1.39
std. dev. 9.90 0.03 50.13 0.10

and floating “capacity” of PETVAD, the HTTP fails to retrieve
the page. This is due to the additional fragility caused by multi-
ple TCP connections “tunneled” within a single transport flow
causing timeouts [55]].

Table [] contains results for the second round of tests. As
reported, performances are similar to the previous case and the
slightly increased transfer times are mainly due to the proxy
routing data through additional layers. Besides, the proxy par-
tially isolates the LAN from the Internet acting like a sort of
protocol enhancing proxy [52].

6. User-side Analysis

To precisely understand if PETVAD can be used in the wild,
we also investigate the Quality of Experience (QoE) perceived
by end users both in terms of voice and application-related met-
rics.

6.1. Quality of Application-related Metrics
As discussed in Section [5] the conversation between the
caller and the callee influences the bandwidth of the covert chan-

Table 3: Time and rate statistics for HTTP over plain connectivity and PETVAD
in the Internet.

time rate
[s] [kB/s]
direct

1x IM mean 141  725.12
std. dev. 0.04 20.57
10x 100k  mean 236  434.57
std. dev. 0.04 7.69
100x 10k mean 16.96 60.38
std. dev. 0.99 3.67

PETVAD
1x IM mean 426.25 2.40
std. dev. 34.25 0.15
10x 100k mean 438.37 2.34
std. dev. 14.39 0.07
100x 10k mean 598.27 1.71
std. dev. 6.13 0.02




nel. In fact, the statistical properties of silence rule the number
of fake RTP packets that can be used as a carrier. To avoid
that the VoIP conversation will reveal the covert channel by ap-
pearing as an anomaly, the two UAs should behave according
to realistic conversation models. This can be achieved in two
manners: by highjacking real VoIP conversations or by using
synthetic talkers implementing accurate vocal corpus. Since in-
jecting data in preexistent traffic is outside of the scope of this
paper, we concentrate on VoIP conversations generated via the
TIMIT speech corpus [47]. In general, the performance of bidi-
rectional channels is partially influenced by how the UAs are
synchronized. In fact, realistic conversations are made of alter-
nating talkers. Thus, to have a sort of “stealthiness bounds” we
considered the performance of PETVAD for two different con-
ditions. A realistic one, where talkers perfectly (naturally) alter-
nate, and a worst case, where they completely overlap. Table (4]
contains the collected results when PETVAD is used to retrieve
various web pages. As shown, when talkers alternate, the times
needed to download the page are higher. This is due to delays
experienced by TCP segments containing acknowledgments. In
fact, when in the presence of aligned conversations, the seg-
ments contained in fake RTP packets can be acknowledged “in-
stantaneously” as also the other side has a silence phase making
the covert channel full-duplex. Instead, when the two endpoints
converse in a realistic manner, segments in fly have to wait for
the next silence phase before they are acknowledged, i.e., the
covert channel appears as temporarily half-duplex.

For the sake of completeness, we evaluated also if the covert
communications may cause suspicions due to audible artifacts
in the audio conversation. Similarly to [11], the sound quality
perceived both by the caller and the callee is not deteriorated
by the presence of PETVAD. In fact, a clean VoIP call is char-
acterized by PESQ MOS values [59] equal to 4.356 and 4.349,
for the caller and the callee, respectively. With PETVAD, the
resulting PESQ MOS scores are 4.173 and 4.346. This does not
offer an effective indicator for suspecting that a covert commu-
nication is taking place. To recap, PETVAD exhibits the same
detectability of the original injection technique, which has been
already assessed in [[10].

6.2. QoE-related Metrics

As shown in Section [5.2] transferring data through a covert
channel leads to performance losses, which can be tolerated
while transferring files. Instead, when using interactive appli-
cations (e.g., web browsing) the perceived experience may be
very poor. Therefore, this round of experiments has been made
to assess the behavior of PETVAD in terms of QoE. To this
aim, we considered a user wanting to browse the Internet in a
stealthy manner. We point out that this case can model both in-
dividuals wanting to send data without being spotted by a hos-
tile regime as well as security experts retrieving data or updat-
ing intelligence reports. To have a realistic testbed, we access
popular websites by using PETVAD through a DSL connection
with the UA of the callee (serving as a proxy implementing the
needed information-hiding-related operations) deployed in the
Internet, as depicted in Figure[2] To have proper statistical rel-
evance, each trial has been repeated 20 times. The considered

Table 4: Performances of PETVAD when retrieving a web page with alternating
and overlapping talkers.

time rate

[s]  [kB/s]

PETVAD - simultaneous talkers
1x IM mean 417.29 2.45
std. dev. 12.68 0.07
10x 100k  mean 434.06 2.36
std. dev. 12.54 0.07
100x 10k mean 585.24 1.75
std. dev. 9.90 0.03

PETVAD - alternate talkers

1x IM mean 439.42 2.33
std. dev. 21.09 0.11
10x 100k  mean 507.28 2.02
std. dev. 20.53 0.08
100x 10k mean 1,098.54 0.93
std. dev. 39.47 0.03

Table 5: Used sites with number of inline objects and sizes according to the
used browser.

site N.inline  size - regular  size - text

objects [kB] [kB]
google.com 4 242.98 1.04
youtube.com 105 2,793.57 27.12
baidu.com 5 59.17 0.51
en.wikipedia.org 65 805.32 15.69
qq.com 167 2,706.11 38.96

websites have been selected according to popularityﬂ size and
complexity criteria [55]]. Table [5] reports the sample sites and
their complexity in terms of inline objects. Each destination
has been accessed in two manners:

o regular: all the inline objects composing the page are re-
trieved via a standard browser (i.e., Mozilla Firefox in
our trials);

o text: the Links text-based browser is used to remove mul-
timedia contents and to enhance performances in terms of
page loading time in bandwidth-scarce environments.

Table [6] presents the performances achieved both in terms
of transfer times and data rates. Clearly, accessing the site in
textual form reduces the amount of data to be retrieved, thus,
leading to the smaller transfer times. However, this may be not
enough to saturate the available capacity due to the high RTT
(see Section[5.1). Therefore, richer pages with many multime-
dia contents (e.g., Youtube and QQ) require a transfer time in
the range of several minutes. This can be acceptable for offline
reading, but it actually impedes any form of real-time browsing.
Luckily, accessing pages in a textual form can save time, but it
is not always possible since some destinations do not have the
core information in the textual form (e.g., YouTube). In our tri-
als, a notable exception is given by Baidu for which the server
reacted differently when accessed through Links. We point out

3See “The top 500 sites on the Web” ranking by Alexa and available at the
URL https://wuw.alexa.com/topsites. Last accessed December 2019.



Table 6: Direct web browsing and using PETVAD for different destinations.

Browser Regular Text
time rate time rate
[s] (kB/s] [s] [kBy/s]
direct
google.com mean 0.94  258.04 0.53 1.97
std. dev. 0.05 37.43 0.01 0.04
youtube.com mean 13.93  200.60 1.38 19.70
std. dev. 0.18 2.54 0.12 1.22
baidu.com mean 5.16 11.48 1.85 0.27
std. dev. 0.31 0.63 0.06 0.01
en.wikipedia.org  mean 4.16  193.57 0.34 46.24
std. dev. 0.04 1.94 0.01 1.84
qq.com mean 112.51 24.05 0.35 110.49
std. dev. 10.53 2.35 0.03 11.77
PETVAD

google.com mean 96.46 2.61  36.40 0.03
std. dev. 10.81 0.29 6.46 0.01
youtube.com mean 1217.58 231 29.80 0.92
std. dev. 15.97 0.02 6.22 0.20
baidu.com mean 28.24 2.10  51.38 0.01
std. dev. 5.83 0.42 8.56 0.01
en.wikipedia.org  mean 293.15 2.74 1551 1.01
std. dev. 16.71 0.14 4.53 0.31
qq.com mean 1230.30 2.18 2347 1.70
std. dev. 25.30 0.04 5.53 0.39

that if the time needed to retrieve a content becomes too high
(for instance, it approaches a duration in the range of hours)
this can be acceptable for offline reading or to retrieve docu-
mentation from an investigative source, but it could reduce the
stealthiness of PETVAD. In fact, a long lasting covert channel
requires a VoIP conversation (the overt channel) that persists an
equal amount of time. This can represent an anomaly, as the
average duration of a conversation is in the range of minutes
[60].

The information reported in Table [6] does not give a pre-
cise idea on the “quality” perceived by the users. In fact, if the
objects arrive quickly or close in time, user would be able to
start reading the content, even if partial. In other words, in-
complete pages could be readable according to how inline ob-
jects are retrieved. To this aim, Figure [] depicts the Cumula-
tive Distribution Functions (CDFs) of transfer times. As it is
visible, the larger the size of the website, the higher the varia-
tions experienced by the users when retrieving a page. Due to
its dependence on the talkspurt-to-silence behavior, PETVAD
downloads have a high degree of variability. Such a phenom-
ena is exacerbated for content-rich pages, and using the text-
based browser can be a palliative solution. Hence, PETVAD
can be used to retrieve contents within the size up to IMB be-
fore deteriorating too much the user experience. However, if the
multimedia portion of the page can be sacrificed, the text-only
version could suffice for a variety of web contents.

Lastly, Figure [/| portraits the waterfall diagram depicting
how the inline objects are retrieved through PETVAD. For the
sake of brevity, we only report results for the “synthetic” web-
site introduced in Section [3] but similar results have been col-
lected for the other cases. As shown, the presence of the covert
channel mainly impacts on how “quick” the pipeline of HTTP
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can be fed, thus causing many inline objects to be blocked.
Therefore, a proper caching or optimized scheduling should be
deployed as to counteract decays in the QoE [61]].

7. Conclusions and Future Work

In this paper we have presented a VoIP-based network covert
channel framework for enhancing the privacy both of end users
and entities cooperating for cyber defense purposes. In more
detail, we developed a framework for embedding data in fake si-
lence packets generated during silence periods of VAD-capable
VoIP conversations. Results have indicated that the proposed
approach can be used in real-world settings, but with some lim-
itations. For instance, content-rich web browsing may require
further optimizations, such as operating in a text-only fashion.

Future works aim at overcoming some limitations of PET-
VAD. A relevant part of our ongoing research deals with the
design of synthetic talkers making realistic VoIP conversations
without recurring to a static corpus. In this perspective, we aim
at exploring machine-learning or Al-based agents to produce
vocal patterns, possibly to have a talk-to-silence ratio adaptively
matching the offered load of secret information. Another im-
portant research topic deals with application-related optimiza-
tions. Specifically, for the case of HTTP, the “proxy” placed
at the UA of the caller in our case may implement some form
of compression or intelligent scheduling of inline objects as
to reduce the page loading time or to prioritize the retrieval
of more informative contents. Another investigation will deal
with the use of novel transport mechanisms like QUIC possi-
bly with some form of bandwidth reservation mechanism be-
tween the two communicating endpoints, for instance by using
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Figure 6: CDF values for the download times when retrieving websites for all
the considered environments.

a technology-independent scheme [62]]. Besides, future imple-
mentations of the PETVAD will support MitM scenarios. We
also plan to port the PETVAD to Tor, especially by exporting
the covert channel as a pluggable transport, i.e., a PT [17].
Lastly, a relevant part of our ongoing research deals with
the investigation of countermeasures. On one hand, this allows
to understand how to protect the proposed framework against
blocking attempts. On the other hand, countermeasures can be
useful to prevent malicious activities leveraging VoIP-based in-
formation hiding. To this aim, we envisage different approaches.
The first deals with the identification of timing anomalies of
RTP packets generated by PETVAD in comparison to the RTP
packets generated by the same UA without a covert channel.
A similar methodology can be also applied to the lower layers
of the protocol stack, e.g., to timing/volume statistics of data-
grams containing the VoIP flow [0} [I1]]. The second one in-
stead considers the VoIP conversation as a sort of black box.
In this case, the warden can be engineered to: detect when the
silence periods occur and randomly normalize/remove packets
sent during this time to blindly disrupt the covert channel (this
is an improvement over research presented in [63] [64]), or spot
VoIP communications not exhibiting a realistic evolution. We
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Figure 7: Waterfall diagram of the PETVAD used to retrieve 100 inline objects.

point out that, in order to have needed overt traffic, the covert
endpoints may be synthetically generating a call, e.g., with ar-
tificial sound samples or vocal corpus. This can be used as a
signature. Another possible indicator is the anomalous activity
of the talker, which can be inferred even in the presence of en-
crypted traffic flows (see, [65] for a statistical attack to Skype
flows able to reveal the language and the gender of the talker).
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