
Practical Application and Evaluation of Atomic Swaps for 
Blockchain-based Recommender Systems 

Andrea Lisi 
University of  Pisa and Consiglio 

Nazionale delle Ricerche - IIT 

Pisa, Italy 

andrea.lisi@phd.unipi.it 

Laura Ricci 
University of  Pisa  

Pisa, Italy 

laura.ricci@unipi.it 

Andrea De Salve 
Consiglio Nazionaledelle Ricerche - 

ISASI 

Lecce, Italy 

andrea.desalve@cnr.it 

Paolo Mori 
Consiglio Nazionale delle Ricerche - 

IIT 

Pisa, Italy 

paolo.mori@iit.cnr.it 

 

 

ABSTRACT 

Recommender Systems are very popular tools within the online 
community, suggesting to their users a big variety of items like 
products, videos, music and locations to visit. Moreover, users 

actively populate these systems sending and reading opinions 
under the form of reviews, and potentially obtaining a reward for 
their activities. However, such systems typically rely on a central 

authority that acts as a trusted party having total control over the 
system. Decentralized Recommender Systems have been 
proposed to solve such issue distributing the control and 
responsibility on the hands of their users, but leading to risks in 

case of disputes or misbehaviour. Based on a general architecture 
of a Decentralized Recommender System, in this paper we 
identify the potential unfair exchanges that may rise during the 

activity between two users, and we propose a solution based on 
the concept of atomic swaps inherited from the blockchain 
technology. Finally, we provide an attack model to show that the 

proposed solution creates fair processes. 
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1. INTRODUCTION 
Nowadays, the widespread adoption of information technology 

has led users of the WWW to interact very frequently with digital 
platforms for discovering interesting contents. As for instance, E-
shops, Booking application, Multimedia Contents Distribution 

services, and Online Social Networks (OSNs) are some of the 
most popular platforms that require complex interaction with their 
users in order to contribute to the production of contents (such as, 
items, new travel destinations or posts) and to evaluate the quality 

of the published contents by issuing opinions (such as reviews, 
ratings, or feedback). Due to the high number of contents 
produced by users, Recommender Systems (RSs) have become a 

fundamental service in the most popular social platforms, 
allowing contents filtering and personalized access to interesting 
contents [1, 11]. Indeed, RSs are currently available for several 
kinds of contents, such as books, music, films, videos, news and 

social media, giving users the possibility to vote or write reviews 
for such items in order to compute digital reputation and users' 
preferences [10]. In addition, the interaction between users and 

RSs is not only limited to the exchange of opinions but also 
includes the exchange of assets. In fact, several RSs incentive 

users for their efforts through a reward or compensation 
mechanisms, which allows users to take the ownership assets 
(such as, bonus, coupon, or money). Traditional centralized RSs 

act as trusted authority regulating the interactions between users, 
and users need to follow the terms. Moreover, the users of 
centralized RSs have no power if the central party maliciously 
manipulate the reviews published by users [7], alter the reputation 

of items [5], or does not compensate users for their contributions. 
Another important issue of centralized RSs is the lack of 
transparency with regard to the management of data [15]. These 

issues pushed the research into the definition of Decentralized 
Recommender Systems (DRSs) [17] as alternative solution to 
centralized ones. A DRS consists of a set of peers, which share 
their resources and collaborate with each other to implement the 

service [2, 9, 12, 13, 14, 19]. The recent advent of the blockchain 
technology promises to revolutionize interactions between users 
and led the research community to investigate into the adoption of 

such technology to implement a DRS. The initial findings 
resulting from our analysis indicate that DRSs based on a public 
blockchain prevent censorship, downtime, and alteration of the 

submitted reviews [6], but we identify common potential unfair 
exchanges of assets between users, e.g. a review for a reward. Our 
work focuses on the assets exchange and tackles this issue 
adopting a variant of a technique used to exchange an asset across 

different blockchains called Atomic Swap [4]. 

1.1 Motivation and contribution 
Since DRSs based on public blockchain have no central authority, 
the exchange of assets among users must be properly handled in a 

decentralized way. For this reason, the involved users are 
constantly exposed to serious security threats that can have 
important consequences from both the points of view of economy 

and fairness. To mitigate potential unfair processes arising from 
the exchange of assets among users in a decentralized 
environment, we enhance a general reference architecture of 
DRSs with atomic swaps to ensure a fair exchanging process. The 

manuscript is structured as follows: Section 2 presents the 
background on RSs, blockchain technology and atomic swaps; 
Section 3 lists existing solutions  that tackle the fairness of a 

process involving two actors; in Section 4 we present the general 
architecture of a DRS that we used to build up our proposal, and 
we provide an analysis of the exchanges that can be misused 
between two DRS users; in Section 5 we present our proposed 

solution based on the concept of Atomic Swaps, how it can be 
implemented with smart contracts, and we provide an attack 
model to show that the process is fair in case of misbehaviour; 



finally, Section 6 draws the conclusions and suggests possible 
future works. 

2. BACKGROUND 

This section introduces the basics for understanding the 

fundamental concepts related to Blockchain, Recommender 
Systems, and Atomic Swaps. 

2.1 Blockchain 
The linked list of blocks is not maintained within a central 
repository, but it is replicated in the nodes of the system, forming 
a Peer-to-Peer (P2P) network, which work together to update it.  
The first implementation of the blockchain was released in 2009 

under the name of Bitcoin [8]: a decentralized protocol used to 
mint and transfer a cryptocurrency (named bitcoin - BTC) in a 
distributed way. Ethereum [20] is another implementation of the 

blockchain, which is considered the direct descendant of Bitcoin, 
but with the goal of building an architecture to execute smart 
contracts, i.e., decentralized statefull applications written through 

a Turing-complete programming language (named Solidity). The 
cryptocurrency used by Ethereum is named Ether (ETH). Users of 
Ethereum and Bitcoin are identified by a pseudonym, i.e., an 
address generated by a private-public key pair. These addresses, 

named Externally Owned Accounts (EOAs) in Ethereum, are 
managed by their private keys. Instead, the address paired to smart 
contract is named contract account because it consists of a 

balance and the code of the contract while an EOA consists only 
of a balance. In particular, the code of the smart contract is 
compiled into bytecode and executed by the Ethereum Virtual 
Machine (EVM). The transactions are messages that can be used 

to exchange cryptocurrency between accounts, or to trigger the 
execution of a smart contract. Reading the information on the 
blockchain (state query) does not involve a transaction. To 

prevent overloading of the system, every operation executed by a 
smart contract has associated a cost measured in units of gas. The 
sender of a transaction must pay a fee for the execution of smart 
contracts that is proportional to the complexity of the operation. 

The sender sets how much ETH to assign to every unit of gas (gas 
price), and the maximum units of gas provided for that execution 
(gas limit).  If the execution exceeds the gas limit the contract will 

be reverted to the original state and all gas spent will not be 
refunded. In contrast, a state query does not consume ETH to the 
caller, even though the gas is computed, and the gas limit rule still 
applies. Transactions are stored in a block and permanently 

appended to the blockchain by the miner through the consensus 
algorithm [21], i.e., a collaborative approach that defines the rules 
for choosing the miner who update the blockchain and rewarding 

them for their work. The Proof of Work (PoW) is one of the most 
popular consensus algorithms used in both Ethereum and Bitcoin.  
In Ethereum, the smart contracts are also used to implement 
tokens, i.e., a digital representation of a value associated to an 

asset, a service, or the right to do something. The smart contract 
of a token must provide a specific set of functions which are 
described in several standards (ERC20, ERC223, and ERC721). 

2.2 Recommender Systems 

A Recommender system (RS) is  a software module able to collect 
the users reviews to different items (such as, travel destinations, 
web sites, music and videos, or influencers) in order to carry out a 

reliable recommendation of items to interested users [11]. In 
general, the reviews consist of a rating, which denotes the degree 
of preference or satisfaction of the user with respect to th e item. 
The most popular rating system are based on numerical ratings 

(e.g., 5-stars system used by Amazon and TripAdvisor), on binary 
ratings (e.g., like and dislike buttons used by YouTube, or unary 
ratings (e.g., the like button used by Instagram and Facebook). In 

addition to the rating, several systems (such as TripAdvisor and 
Amazon) require to the users to attach a short text to their reviews 

(e.g., comments or feedback), explaining the reasons behind their 
rating. Depending on the application domain, the review process 
can be very complex and may require more than one review, one 
for each criteria considered for the item. 

2.3 Atomic Swap 
The concept of atomic transaction was originally specified in the 
context of Database Management System (DBMS) to indicate a 

single and indivisible macro-operation, consisting of multiple 
smaller operations of different types such that all, or none of 
them, are performed. An Atomic Swap can be considered as a 

particular case of an atomic transaction where the whole operation 
involves the exchange of one or more assets between multiple 
actors. The application of atomic swaps in the blockchain 

technology raises new challenges and promises as an efficient 
solution to the problem of interoperability between blockchains 
[4, 16]. 

As defined in [4], an atomic swap is a protocol that is  responsible 
for coordinating the transfer of assets between different actors by 
guaranteeing that: i) all swaps take place if all the actors are 

compliant with the protocol, ii) those who are compliant with the 
protocol are not penalized if a set of actors deviate from the 
protocol, iii) there are no incentives to deviate from the protocol. 
An atomic swap can be modeled as a directed graph D=(V,A),  

where V is the finite set of actor involved in the transfer of assets 
and A is the set of directed edges (u,v)  indicating asset transfers 
from u to v. In particular, the leaders of an atomic swap are a set 

L={v0, … ,vl} of actors in V who are in charge of initializing the 
atomic swap protocol by creating the proper smart contracts; the 
removal of a leader from the swap makes the graph D acyclic. 
Authors of [4] demonstrated that, for any pair (D,L), if D=(V,A) is 

a strongly-connected digraph then a swap protocol is atomic, and 
a disconnected digraph can be considered as multiple swaps. 

An atomic cross-chain swap is a procedure involving assets 
located on at least two blockchains B1 and B2, while an atomic 
intra-chain swap is an atomic swap involving assets located on 

the same blockchain B1. The atomic swap protocol can be built by 
using a form of hashed time-lock contracts (HTLC) [18]. The 
resulting protocol has time complexity proportional to the graph 
diameter, while the number of bits  published on the blockchains 

depends on both the number of asset transfers and the number of 
leaders [4]. 

In an atomic cross-chain swap, for each edge (u,v) of the graph D, 
the leader u generates a random secret s and a time limit tu that 
indicates how long the assets will remain locked. We assume that 
u exchanges their asset au for the asset av owned by v. The leader 

computes  the hash h=H(s) of the secret (named hashlock) and 
deploys on the proper blockchain an HTLC paired to (h,tu).  The 
HTLC ensures that if the contract receives the matching secret s 

from v, such that h=H(s) and before time limit tu has elapsed, then 
the HTLC transfers ownership of the asset au  to v through the 
claim operation. Instead, if the time limit tu has elapsed and user v 
has not revealed the secret s, the HTLC allows u to recover au by 

using the refund operation. The user v agrees on the HTLC and 
deploys in the proper blockchain another HTLC for securing their 
asset. The HTLC is paired to the same hashlock h and to a time 

limit tv such that tv<tu.  The HTLC of v ensures that if the u reveals 
the matching secret s such that h=H(s) and before time limit tv has 
elapsed, then the HTLC transfers ownership of the asset av to u,  

otherwise v can recover av. In that case v learns s and can unlock 
au within tu that we remind to be larger than tv. 

In an atomic intra-chain swap, there is only an individual HTLC 

deployed either by the initiator of the swap (the leader) or by an 



external entity that manages the swap among the actors. The 
HTLC consists only on a time limit t and the addresses of the 

involved actors: the hashlock is not necessary because the 
exchange can be implemented by a single smart contract that 
knows when to unlock it without needing extra information since 
the two assets are on the same blockchain. However, for the rest 

of the paper we keep using the term HTLC to avoid confusion. 
The time limit t indicates the maximum time within which actors 
must agree on the HTLC. In particular, the actors of the swap 

agree on the HTLC by transferring the assets they want to 
exchange. The swap must take place through the claim operation 
of the HTLC within the time limit t, otherwise each actor can take 
back the locked assets by executing the refund operation of the 

HTLC. 

3. RELATED WORK 

In this section, we show some mechanisms designed to solve the 
exchange between untrusted parties that can deviate from correct 
behavior. Bitcoin provides two different escrow mechanisms, i.e.,  

an agreement among users where assets are maintained by a third 
party until a given condition is satisfied [8]. The main escrow 
mechanism is based on multi-signature, a specific type of Bitcoin 

account that requires digital signatures from multiple parties 
rather than one generated by the owner of the account. If the 
multi-signature is successfully created, then the corresponding 
transaction is authorized. A multi-signature account can be 

configured to be used with different combination of keys, as for 
instance a 2-3 multi-signature account requires 2 out of 3 correct 
signatures to authorize transfer of assets. Third party escrow can 

also be implemented on Bitcoin [8] to allow atomic swaps. In this 
case, a trusted third party temporarily takes control of the assets to 
be exchanged until the involved actors reach an agreement. 
Eventually, this trusted third party gives the assets back to their 

owner. 

Authors of [23] propose an extension of atomic swap for 

blockchains that only support multi-signatures. Authors of [22] 
propose BPay, a blockchain-based framework that allows secure 
payments in the cloud, eliminating the concept of trusted third 
party. Indeed, cloud platforms  rely on traditional centralized 

payment mechanism to offer computing services and users are not 
able to verify if the service provided by the cloud platforms is 
compliant with the SLA (cloud service-level agreement). 

4. A REFERENCE ARCHITECTURE OF A 

GENERAL DRS 

 

Figure 1. General reference architecture of a Decentralized 

Recommender System with internal components and 
operations  

In recent years, several DRSs have been proposed [2, 9, 13, 14], 
each having different features. Without limiting ourselves to a 
specific DRS, in this section we describe a common general 
reference architecture for DRSs, shown in Figure 1, which is an 

extension of the one we defined in our previous work [6].  The 
decentralized rating system is the main component collecting and 
managing the reviews given by users to items , and computing the 

scores of the items. It consists of the following subcomponents: 
the user management component is responsible for user 

registration and user profiles creation. The items management 
component describes the items to be recommended (such as a 
restaurant or hotel) and the specification of properties 
characterizing them. Using the DRS, users gain experience, which 

is represented by their reputation. The reputation system is in 
charge of managing such reputation by considering the actions of 
users (such as viewing, liking, or shopping). Each time a user 

reviews an item, they improve their reputation: several reputation 
models have been defined in the literature to decide how the 
reputation of a user should be updated [3]. The reward system is 
in charge of computing the reward to be assigned to the users as 

prize for submitting a review. The score management component 
is responsible for calculating the score of items on the basis of the 
reviews they received. The component at the highest level of the 

DRS exploits the data collected by the decentralized rating 
system, and it is responsible for accommodating a 
recommendation strategy (collaborative filtering, content based 
filtering etc). Since a blockchain is used to support the 

functionalities of the DRS, we assume that: i) all operations (e.g. 
review of a service) generate a trace which is visible and 
verifiable by all users  of the DRS, ii) the data (reviews, 

calculation functions, etc.)  or a fingerprint of them are stored in 
the blockchain where they cannot be deleted or altered, and iii) the 
operations provided by the DRS require a fee to be executed. 

4.1 Identification of potential unfair 

exchanges 
As shown in Figure 1, the general reference architecture of a DRS 
defines a set of operations implementing the system 

functionalities. People can register to the system as customers or 
as item owners. As shown in Figure 2 (a), the customer of a DRS 
can perform different activities by using the User contract created 

by the user management component, such as: computing the score 
of an item, paying for having used an item using the blockchain 
native currency, and adding a new review to the item. Instead, the 
item owner exploits the Item contract created by the items 

management component to perform the following operations: 
granting to a customer the permission to review an item, updating 
the reputation of a customer, or rewarding the customer for their 

contributions. The operations to register as a customer or as an 
item owner, the score computation, and the creation of a new item 
requires a direct interaction between the customer/item owner and 
the corresponding User/Item contract, and they do not involve the 

exchange of assets. Since each contract is deployed on the 
underlying blockchain platform, both the customer and the item 
owner are sure that every operation will be accounted on the 

ledger. The atomic swaps in the DRS reference architecture 
involve the operations that require an exchange of assets between 
the customer and the item owner. Since a generic exchange is an 
agreement between two users that can involve multiple 

blockchains [4], we assume each operation to be executed 
manually by the involved actor. In particular, the first exchange 
occurs for pay items - grant permission operations and it is 

graphically represented in Figure 2 (b). The customer who paid 
for an item expects to receive the permission to review it from the 
item owner. Both of the actors may misbehave: the customer may 
attempt to cheat the item owner by sending an incorrect amount of 

money, so the permission needs to be granted only after the 
payment has been successfully processed; the item owner can try 
to cheat as well, taking a payment without granting to the 

customer the right to review the item. The second exchange is 
shown in Figure 2 (c) and it occurs in the case of the rate items - 
issue rewards operations, which also involve the customer and the 
item owner. In particular, the customer who obtained the 



permission to review an item sends their opinion to the DRS and 
waits to receive the reward from the item owner, but item owners 

could behave unfairly, by don't remunerating the customers when 
they submit their reviews (for example, in case the item owner 
does not like the customer review). 

 

 

 

 

Figure 2. (a) Direct interaction, top; (b) Pay Item - Grant 
Permission to rate, middle; (c) Rate item – Reward, bottom 

5. INTEGRATION OF ATOMIC SWAP IN 

DRS 
In this section, we exploit the intra-chain atomic swap technique 
described in Section 2.3 to enhance the current architecture of 

DRS, preventing mismanagement, scams, and unfair behaviour 
from users of the system. Table 1 summarizes the characteristics 
of the atomic swaps which can take place between different actors 

of the DRS. The actors interested in atomic swaps are both the 
customer and the item owner while the assets involved are 
heterogeneous. In particular, atomic swap 1 involves the exchange 
of a specific amount of crypto-currency or tokens from the 

customer to be used for the payment of the items. Once money is 
received, the item owner grants to the customer the permission to 
review the item. Instead, the assets involved in atomic swap 2 are 

the review of a customer, i.e., an object that contains the 
information necessary to express the user's satisfaction, and the 

reward of the item owner, which can be provided in the form of 
discount or token. 

Swap Actors Assets Operations 

Atomic 
Swap 1 

Customer 
Item owner 

Money, tokens  

  
Permission 

Pay items  
  

Grant 

permission 

Atomic 
Swap 2 

Customer 
Item owner 

Text, object  

  
Tokens, 
discount 

Rate items  
  

Issue rewards 

Table 1. Summary of atomic swaps related to the DRS 

In order to securely manage such intra-chain atomic swaps 
between untrusted actors we exploit HTLC. In particular, a 

factory method pattern is used to create an HTLC for each atomic 
swap which occurs in DRS. The HTLC is modelled as a template 
that can be instantiated and customized by the factory. The factory 

is designed to access multiple templates, corresponding to 
different types of HTLC and it can implement specific functions 
of the HTLC. Each HTLC is  deployed on the underlying 
blockchain and it is aware of the actors participating in the swap. 

Consequently, the HTLC is configured to interact only with the 
authorized actors and it does not allow external users to affect the 
swap. For this reason, the HTLC temporarily takes control of all 

the information necessary to perform the swap, including the 
assets. The internal business logic of the HTLC is in charge of 
checking the necessary conditions for the swap and orchestrating 
the actions that actors must complete in order to successfully 

conclude the swap. In particular, the HTLC has a timelock as 
input parameter specified by the leader (i.e., the creator of the 
HTLC), and all the actors must agree to comply with the selected 

timelock. Indeed, if the timelock expires and all the actors have 
not yet set up the assets to be exchanged, the HTLC returns the 
control of the assets to the corresponding owners through the 
refund operation. Instead, if all the actors have configured the 

HTLC with the proper assets before the timelock, then the claim 
operation is enabled, allowing actors to take control of new assets 
and to successfully terminate the swap protocol. 

Figures 3.1 and 3.2 show how the customer and the item owner 
interact with the factory we designed in order to successfully 
manage atomic swap 1 and atomic swap 2. In particular, each box 
corresponds to a smart contract instance that is deployed on a 

public blockchain, while the interactions among the components 
are represented by a directed arc. Since the components on the 
blockchain cannot autonomously initiate the swaps, each 

interaction is directly initiated by one of the two actors (i.e.,  the 
customer or the item owner). A component can make a call to 
another component, resulting in a hierarchy of interactions that are 
identified and sorted by using sequential nested number. As 

shown in Figure 3.1, the item owner can use the Item contract 
(operation 1) to request the creation of an HTLC for atomic swap 
1 to the Factory (operation 1.1). Consequently, the new 

PaymentPermission contract is properly configured to execute the 
atomic swap 1 among the involved actors and it is instantiated on 
the blockchain by the Factory (operation 1.2). Once the 

PaymentPermission contract has been deployed, the customer and 
the item owner can request to the User and Item contracts, 
respectively, to transfer the control of their assets (operation 2 and 



3, respectively).

 

Figure 3.1. Protocol diagram, Atomic swap 1 

 

Figure 3.2. Protocol diagram, Atomic swap 2 

 If the timelock of the PaymentPermission contract expires  before 

actors have transferred their assets, then the item owner can 
terminate the swap (operation 4) by requesting the refund of the 

asset (operation 4.1). As a result of this request, the 
PaymentPermission contract transfers the control of the asset to 

their original owners. Instead, if all the assets were successfully 
transferred  before the expiry of the timelock, then the customer 
can request the termination of the swap (operation 5) by claiming 
the expected assets to the PaymentPermission contract (operation 

5.1). As a result of this request, the PaymentPermission contract 
executes the swap by transferring the control of assets to the 
proper actors (operation 5.2). Figure 3.2 represents the atomic 

swap 2 related to the rate items and issue reward operation of the 
DRS reference architecture. In such case, the customer, by means 
of their User contract (operation 1), can spend their permission to 
request the creation of an HTLC for atomic swap 2 to the Factory 

(operation 1.1). The new ReviewReward contract resulting from 
this operation is properly configured to execute the atomic swap 2 
among the involved actors and it is instantiated on the blockchain 

by the Factory (operation 1.2). Once deployed, the customer and 
the item owner can request to the User and Item contract, 
respectively, to transfer their assets to the ReviewReward contract 
(operation 2 and 3, respectively). If the timelock of the 

ReviewReward contract expires before the actors have transferred 
their assets, then the item owner can terminate the swap 
(operation 4) by requesting the refund of the asset (operation 4.1). 

As a result of this request, the ReviewReward contract transfers 
the control of the asset to their original owners. Instead, if all the 
assets were successfully transferred  before the expiry of the 

timelock, then the customer can request the termination of the 
swap (operation 5), claiming the expected assets to the 
ReviewReward contract (operation 5.1). As a result of this request, 
the ReviewReward contract executes the swap by transferring the 

control of assets to the proper actors (operation 5.2). 

5.1 Implementation 
All the code was developed with the support of different tools 
provided by the Ethereum community.  Solidity - the most used 

programming language for Ethereum smart contracts; Remix - 
used for verifying the feasibility of some methods, data structures, 
and algorithms;  Truffle Suite - used in the evaluation and testing 

phase of the system that came to be created. 

 

Figure 4. HTLC contracts composition 

The composition of the HTLC is shown in Figure 4. As 

introduced in Section 5, the completion of our scenario requires 
two swaps, each executed by a dedicated smart contract namely 
PaymentPermission and ReviewReward. Both the smart contracts 

have the same behaviour, therefore they inherit from a high level 
abstract contract called SwapContract that provides two abstract 
functions, claim() and refund(), and a set of parameters like the 
address, the expected value and the received value for each actor, 

and the timelock. Note that it is possible to move the state up to 
the abstract contract because the values taking  part of the swaps 
can all be represented as integers: in our implementation a review 

consists only by a score. Both of the contracts have an extension 
integrating the tokens to the system as a form of payment and/or 
reward. The factory smart contract is a contract with the only job 
of instantiating the swap contracts, and it is a singleton within the 

system. The factory also keeps the list of the created contracts, 



and can be queried by a user when to verify whether a received 
swap contract address belongs to the system. The complete 

architecture of the system includes also the smart contract for the 
user, User, and for the item owner, Item. They are a control panel 
providing the operations listed in Figure 1 to the customers and 
item owners respectively. 

Swap Operation ∼ Gas Euro 

Payment 
Permission 

Creation 
GrantPermission 

PayItem 
Claim 
Refund 

500000 

31000 

58000 

35000 

21000 

6,48 
0,40 

0,75 
0,54 
0,27 

Review 
Reward 

 

Creation 

GrantPermission 
PayItem 
Claim 

Refund 

628000 

55000 
33000 
92000 

27000 

8,14 

0,71 
0,42 
1,19 

0,35 
Table 2. Cost of the operations involved in the swap 

Table 2 shows the cost of the operations of the 

PaymentPermission and ReviewReward smart contracts in terms 

of gas and in Euro. The Euro cost is computed with the exchange 

at the time of writing of ETH:Euro 1:324,05 and with a gas price 

of 40 GWei. The costs of the token extensions are similar, but 

higher due to the extra logic they need to execute. Intuitively, the 

creation of a swap contract by means of the factory is the most 

expensive operation, meanwhile the other operations have a 

comparable cost in gas  because they perform a few updates to the 

storage (a storage update, SSTORE EVM operation, costs 20000 

or 5000 units of gas [20]): since the payItem and the claim of 

ReviewReward operations perform an extra transaction, the 

payment and the reward, their cost is a bit higher. The costs 

shown in the tables have been taken invoking the function by 

means of the User and Item smart contracts, therefore they include 

a few extra steps. Taking as example the flow chart in Figure 3.1, 

the item owner instantiates the  PayementPermission swap 

contract and executes the grantPermission operation costing them 

about 531000 units of gas in total; the customer executes the 

payItem and claim operations, therefore costing them about 93000 

units of gas in total. The main burden of the process is in the hand 

of the actor deploying the swap contract, that can be reflected as 

an extra cost in the bill for the user, or any other way. 

5.2 Security analysis 
Since the proposed solution aims to provide a fair process in the 
exchange of values like reviews, payments and discounts, we 
performed a deep threat security analysis of our system assuming 

a dishonest behavior of the involved actors. 

5.2.1 Security Requirements 
The proposed approach must protect users from the attacks which 
can divert the system from correct behavior. In particular, the 

security requirements we consider concerns the correct execution 
of the asset exchange in the atomic swap protocol. Hence, the 
proposed solution must prevent a malicious party to launch 

attacks against the system or to benefit from the review process 
by: impersonating another user; spreading incorrect information; 
bypassing access controls; modifying data and application 

behaviour. Consequently, the security analysis includes spoofing 
and review manipulation attacks. Other relevant security 
requirements are related to content integrity and repudiation. 
However, in this paper we don't focus on such requirements, 

assuming to exploit standard countermeasures (i.e., cryptographic 
signature) to avoid them. 

5.2.2 Adversary model 
The attack model we used to prove the security of our approach 
consists of a customer, an item owner, and a malicious user called 
Eve. The customer and the item owner can act also maliciously, 
depending on the type of the attack, and we assume them trusted 

when not explicitly specified. Eve is an internal, or external, user 
of the system, depending on the different attack scenarios, that can 
interact with the different contracts directly (by sending 

transactions) or indirectly (by using their own contracts to send 
transactions). We assume that adversaries can read everything 
stored on the public blockchain, but they cannot modify the 
information stored on it because records on the blockchain are 

immutable. In addition, they can behave as active adversary by 
sending new messages to the peers, intercepting and reading any 
message exchanged between any pair of users. Finally, the 

attacker cannot break the ciphertext or read information stored on 
the node private memory of the users' peers (such as, private keys, 
passwords, etc.). 

5.2.3 Security analysis 
In this section we analyze the security properties provided by the 
proposed integration, by proving its ability to mitigate the 

different threats.  Since the blockchain exploits  cryptographic 
mechanisms to authenticate and secure the transactions, we 
assume that users do not disclose their credentials (i.e., private 
keys, or passwords) and they adopt proper configuration 

parameters to ensure a good resilience against brute force attacks. 
In the following paragraphs, we consider the resources involved in 
our analysis. 

a) Factory: Eve, as a non registered user, would like to attack the 
system by creating a new HTLC from the Factory. To realize it,  
Eve has to send a transaction to the Factory by using the Item 

contract. Once the transaction is received, the Factory checks if it 
is signed with a private key belonging to one of the registered 
users and whether this transaction comes from the proper Item 

contract. Since Eve is an external user, she does not have a valid 
Item contract and she does not know the private keys of the 
registered users. For these reasons, the request sent by Eve to the 

Factory is not accepted and the HTLC is not created by the 
Factory.  

b) User and Item contracts: Eve would like to manipulate the 

User and the Item contract by invoking their functions. For this 
reason, Eve sends a transaction to the blockchain in order to 
invoke the execution of the User and the Item contract. Before 

executing the requested function, both the User and the Item 
contract check if the sender of the transaction matches the identity 
of the corresponding customer and item owner respectively. Since 
Eve does not know the private keys of either the customer or the 

item owner, the transaction cannot match the identities of the 
customer or the item owner. 

c) HTLC: Eve would like to interfere with the creation of a HTLC 
between the item owner and the customer by using man-in-the 
middle attack. For this purpose, after the item owner has created 

the HTLC for the customer, Eve intercepts the message and sends 
to the User contract of the customer a fake HTLC deployed on the 
blockchain. Before accepting the HTLC, the User contract of the 
customer checks if the received HTLC has been created by the 

proper item owner registered to the system through the 
corresponding Item contract. Since Eve cannot control both the 
Item contract and the account of the item owner, or modify a 

transaction created by them without being detected, the User 
contract does not accept the HTLC and it throws an error. 

Finally, Eve can try to manipulate the entries of the HTLC 

contract  already created by the item owner and the customer. To 



realize this attack, Eve creates a transaction for the HTLC and 
sends it to the blockchain. Before making changes to its status, the 

HTLC checks if the received transaction has been signed by the 
customer or the item owner and if it has been received by the 
corresponding User or Item contracts. Since Eve does not control 
the User or the Item contracts, the HTLC does not apply changes 

to its status because the two above conditions will not be met. 

d) Review manipulation (PaymentPermission, ReviewReward): In 

review manipulation attack we are interested in proving that the 
actors involved in a swap (i.e., the customer and the item owner) 
cannot deviate from the protocol to take advantage of it. For this 

reason, we assume that the item owner and the customer take 
control of their Item and User contract, respectively, and that they 
can behave maliciously. In the case of a PaymentPermission swap 
(swap 1), a malicious item owner can be interested in not allowing 

the customer to review the item. The item owner can either send 
an invalid permission to the swap contract, or they can simply not 
send anything. In the former case an error is raised; in the latter 

case the claim operation does not complete if both parties do not 
register the proper assets. As a result, the customer will be 
refunded after the timelock has expired. In the case of a 
ReviewReward swap (swap 2) has been created by the item owner 

and the customer, a malicious customer can be interested in 
reviewing the Item multiple times to get more rewards. However, 
this threat is mitigated by the Factory contract, which allows the 

creation of a ReviewReward only to customers who have the 
permission to review an Item. Consequently, the customer cannot 
create a ReviewReward swap without first obtaining a new 
permission. In addition, the creation of the ReviewReward 

contract consumes the permission of the customer to review the 
item and a malicious customer cannot use the same permission to 
create multiple ReviewReward contracts. If the item owner 

behaves dishonestly by sending a different reward than what the 
consumer expected, the ReviewReward contract raises an error 
and it does not accept the provided reward. As a result, the 
customer can either receive the correct reward (by using the claim 

operation) or re-acquire the permission to review the Item by 
using the refund operation. 

6. CONCLUSION AND FUTURE WORK 
In this paper, we presented a practical application of the concept 
of Atomic Swaps to the exchange of payments, reviews and 

rewards in a DRS. In particular, we have identified two possible 
exchanges that are supposed to be atomic: the payment of the 
service with the permission to review; the review itself and a 
reward. As a preliminary step, we proved the feasibility 

implementing the process on a single chain with simplified 
HTLCs, measured the costs and evaluated the correctness of the 
process in case of misbehavior. As a future work, we plan to 

extend the process involving two blockchains to not face storage 
and performance limitations in Ethereum. A combination of 
public and private blockchains can be a good tradeoff between 

transparency and immutability, and storage capacity and 
performance. 
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