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BABSTRACT

The problem of automatic L&hiL diagnosis
of systems decomposed into a number of inter-
connected units is considered by using a sim-
plified version of the diagnostic model intro-
duced by Preparata, Metze and Chien. The mod-
el considered in this paper is supposed to be
& realistic representation of systems where
2ach unit has a considerable computational
capability. For any system of n units for
which the set of testing links iz given, neces
sary and sufficient conditions for t=diagno-
sabllity are presented in both cases of one-
~step diagnosis and diagnosis with repair. It
is shown that, if the diagnostic model intro-
duced in this paper is applicable, the proce-
dure for diagnosis with repair has very small
complexity. The problem of optimal assignment
of testing links in a system with n units in
order to achieve a gliven diagnosability is
also considered and classes of optimal t-di-
agnosable systems are presented for arbitrary
values of t in both cases of one=-gtep diagno=-
sig and diagnosis with repair

1. INTRODUCTION

Because of the expanding application of
computers into areas reguiring high system a-
vailability, self-~diagnosability is becoming
a fea e of major importance in cowmputing
systams. A system 1s self-diagncsable 1f it
iz able to unambiguously identilfy malfunc-
tioning subsystems up to a given multiplicity.
ks faults are localized, malfunctioning units
are repalired or replaced {(possibly by switch-
ing on standby spares), or faulty units are
disconnected and the system reconfigured, such
that computation can proceed with reduced per=-
formancs .

For the purpose of self-diagnosis, a sys
tem iz supposed to be partitioned into a num=
ber of subsystems, or units, and it is assumed
that each unit u, is tested by at least one

diagnostic rout iue operated by an unit ua.
(uj%wi}g or more genarally, by the concurrent
action of two or more units different from uy .

routine is assumed to have a
that is, unit Uy is judged

Bach diagnostic
bBinary outcome:
fault=£free if the test passes, otherwise uy is
judged faulty. Of course, the test outcome 1is
completely veliable only if the testing unit
is fault-free (or, more generally, if none of
the units cooperating for the test is faulty).
The diagnostic model introduced by Preparata,
Metze and Chien' assumes that the test cutcome

st predictable in the hypothssis that the
testing unit is faulty. Hore generally, in the
model by Russel and Kime*®, sach test has asso-
clated a set of invalidating units, generally
a subset of the set ovf units cooperating for
the test.

® The research reported in this paper has been
ﬂ?mqy%ﬁé by Selenia S5.p.A. under Convenzio-
ne Selepia- Congiglia Nazionale delle Ricer-

che,

171

F. Grandoni®®,
Istituto di nlab@razzcne dell'Informazione del CNR. Pisa, Italy
p.A. Roma,

P. Maestrini®
italy

When at least one unit in the invalidating set
is faulty, the test outcome is unreliable.

The set of test outcomes resulting from
one application of the set of tests is called
the syndrome of the system. If one application
of the set of tests is sufficient to identify
all faulty units, one-step diagnosis is said
to ogcur. The diagnostic process where unambig
uous identification of at least one faulty u-
nit is guaranteed is called diagnosis with re-

air. In both cases, the circuitry reguired
to decode the syndrome and to identify faulty
unit(s} belongs to the hard-core of the system,
that is the egquipment that needs to be assumed
fault-free in order to make the self-diagnosis
possible. The importance of reducing the com-
plexity of the procedures reguired to decode
the syndrome is apparent from this observation.

Twoe different problems arise in the inves
tigation about self-diagnosable systems. In
the analysis problem, the set of tests perfor-
med by the system is given, and the diagno-
sability, either one-step or with repair, is
to be derived. The analysis problem has hbeen
solved for the casg of one=step diagn@sis,both
in the Preparata's® and in the Russel's madel,
while for the case of diagnosis with repair
only lower and upper bounds have been published

+*. In the synthesis problem, which was first
formulated by Preparata, Metze and Chien! a
minimal set of tests is to be determined, such
that a predetermined value of diagnosability,
either one step or with «repalr, ls achieved.
Near optimal designs of systems exhibiting giyv
en values of diagnosability with repair in

the Preparata‘’s model have been recently
reported

2. THE DIAGNOSTIC MODEL

The diagnostic model considered in this
paper is a modification of the model intro-
duced by Preparata et al’, in an attempt to
have a more realistic representation of sys-
tems whose units have a rather complex struc-
ture. For any given system it is assumed that:
a) each test is operated by a single unit;

b} each unit has the capability of testing any
other unit;

¢} no unit tests itself;

d} for any pair of units ui,uj,

at most one

test of unit uj is performed by unit u

i
As a consequence of esswrptions a) and b), ev-
ery unit must have a significant computational
capablility and tests that are complete for a
given class of faults in an unit necegga?ily
consist of sequences of a large number of stim
uli. Because of this observation it scemns rea
sonable to assume that at leaszt one mismatch
occours between actual and expected reaction
to the stimuli whenever the tested unit is
faulty, even if the testing unit itself is
faulty. This hypothesis can be reinforced by
assuming that a self-checking designe is used
for some critical parts of the testing unit,
e.9. the part taking the declsion about the
test outcome.

As a consequence of the preceding consid
erations, the diagnostic model of a system s



of units Ugoligseseetd is defined as follows.

n
Bgsume that unit uy tests unit uj, that is

there exists a testing link from u, to u..

I . i J

Then:

- if Uy ig fault=-free, the test outcome is "O"
if uj ig fault-free and “1" if u, is faulty;

= 3£ u, is faulty and uj is fault-free, both
test outcomes are possible;

- 1f uy and uj are faulty, the test outcome is

necessarily "1%.

If the diagnostic model above defined
holds, it is immediately seen that, whenever a
tegt outcome is 0%, the tested unit is unam-

sly recognized to be fault-free while,
- putcome is “1%, a fault necessar-

vists elther in the testing, or in the
tested unit, or in both.

The diagnostic model considered in this
paper is given a graph theoretlcal representa
tion by introducing a directed graph G=(N,A},
called the diagnostic graph of S, where N is
the set of the nodes and A the set of the

arcs. Given a system S of units u1,u2,s..,un,

each node in N is identified with an unit of
g, and A hae a directed arc (ui,uj) from uy to

The

defines the connection of the system.
at, because of assumptions c) and
agnostic graph is an 1-graph without
For the sake of simpliclty the

= will be used to denote units of
rresponding nodesg in N. Following
tcation of the set of tests for u-
every arc in A is labeled with the
ame. The set of arc labels represents
rome of 5.

following graph theoretic notations
recalled for use in the subsequent

. If G=(N,A) is a directed graph and

! s sor set of %, denoted by B(x)
2ll veW such that (y,xJ€k, and

[«

i %
e

if and only if unit ug
A
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tests unit uj.
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- set of %, denoted by D{(x), is
veN,such that (x,y)eh. For

M, ﬁfxﬁﬁiJg(x) is the union of the
HE

of nodes in ¥ and A(X)=B(X)-X.
=| Jo(x) is the union of the

$e

of nodes in X.

3, OHNE-STEP DIAGNOSABILITY

% is said to be one-step t-diag-
ne application of the set of tests
it bto identify all faulty unigs in S,
er ¢t iz called the one-step diag-
of the system., Assuming that the
model presented in Section 2 holds,
an upper bound to the one-step dlagnosability

of digltal systems lg established by the fol-
lowing th -em. Observe that, as a consequence

ent model, the bound of {(n-1)/2] T
! by Prepavata et al.’ is largely

of &

3.1: The one-step diagnosability of
» of n units is at most n-2.

rhis theorem, as well as all sub
: omitted for the sake of

ion introduced in Section

Plise]

1, the following theorem states the necessary
and sufficient condition under which a system
S is one-step t-diagnosable, thus providing a
mean t6 evaluate the one-step diagnosability
of any given diagnostic system.

Theorem 3.2: Let G=(N,A} be the diagnostic graph
of 5. Then S is one~step t-diagnosable if and
only if:

a) |a(x)| >t for every xeN; ‘

b) for each pair {x,y) with xeN, yeN, [a{x)|=
=|a(y)|=t and yeD(x)1B(x), there exists at
jeast one node u such that either ueh(x)-
-a(y)NA(x) and &(u)#a(y), or uea(y)=-a(x)
Ma(y) and A (u)#aix).

Given a system S with n units, the condi-
tions stated by Theorem 3.2 also provide guide
lines to optimally design a connection ensuring
a predetermined value of one-step diagnosabil-
ity. The following definition of optimality is
an immediate conseguence of Theorem 3.2:

Definition 3.1: A system S with n units which
is one-step t-diagnosable is optimal if,in
the diagnostic graph G=(N,37), $A(x)l=t for
every xeN.

A class of optimal designs for one-step t-
~diagnosability is defined by the following the
orem., An example of an optimal one-step 2-~diag
nosable system with 5 units is shown in Fig. 3.1.

Theorem 3.3: For arbitrary n and t, the diag-
nostic graph of an optimal one-step t-diagno-
sable system, of units uO’“?"”’unwi’ is
constructed by drawing, for each 0< i< n-1,

directed arcs ?rom units uii+1l '“[i+2l seesy
to unit uia n n

3.1.

Fig.

4, DIAGNOSABILITY WITH REPAIR: ANALYSIS

A system S is said to be t-diagnosable-
with repair if one application of the set of
tests allows identification of at least one
faulty unit, provided that the number of fault
y units does not exceed t. -

The number t is called the diagnosability
with repair of the system. If the units that
have been recognized to be faulty are repaired
and the fajilure rate is reasonably low, the
number of faulty units is decreased; this al-
lows removing all faults through repeated

greatest integer not
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t |alm indicates the least non negative remain
der of the division of a by m. -



applications of the test-repair procedure. It
iz easily seen that the upper bound to the one
step t-diagnosability stated by Theorem 3.1 is
also an upper bound to the t-diagnosability
with repair.

A directed graph G={(N,A) is said to be
strongly connected if there exists a directed
path from any x€N to any yeN, y#x. If G=(N,3)
is not strongly connected, a subgraph G'{N',A")
of o is called & strongly connected component
of G if G° is strongly connected and any sub-~
graph G"=(N",a%) of ¢ with N"DN' is not

strong onnected ., The diagnosabllity with
repalr any given system represented by a
diagnogtic ph G which is not strongly con-
nected 1is v derived from the diagnostic

capabilit of some significant strongly con-
nected components of G, as stated by the fol-
lowing theorems.

Theorem 4.1: If the diagnostic graph G of § is
not connected, let ngng&@m,G? be .the connect

nonents of 6 corresponding to the sub-
systemns ﬁﬂ,«&,@syg whose diagnosabilities with
i 3

repalr are t%,w@sgik, respectively. Then the
#

5 is t=min (t1l

G such
L i< k, where Ei is the

5 be the éi&gn@saﬁility

the subsystem Si corresponding

(1< 1< k). Then the diag-

sair of & is temin {ti,tz,Q

of the properities stated by Theo-
4,2, as far as determination of
ability with repailr is concerned,
consideration will be limited to strongly
sted diagnostic graphs. As a consequence
e limitation, in order to identify at
least one faulty unit, it is sufficient to be
able at least one fault-free unit
U, . re sxists a directed path from uy

rems
the
oux

anit in the system. From this

the sufficient condition for t-

with repair, stated by the

orem 4.%, is immediate, noting
o £

nits ulty and the

Lo any
observ
weld s

o & with n units is t-diag

if the diagnostic graph
ongly connected and B ()N
€ HCH wi [Zl=n-t.
vpothesis of Theorem 4.3 the
guentially diagnosing digital
v simple: the nodes having at
arc labeled with "0O" (the
at least one of such nodes is

: theorem) are f£irst dlagnosed

» each node u

i such that

lirected arc (necessarlly la-

from a fault-free node to uy

the circuit-

o be faulty. Since

er

iz recognlzed

ry required to decode the syndrome and to iden
tify one or more faulty units is generally a
major part of the hard-core of the system, as
far as the hypothesis of Theorem 4.3 holds the
hard-core requirements of the diagnostic model
introduced in this paper are significantly less
than those of the previocus modelsls 2,

The condition stated by Theorem 4.3 is
not necessary to ensure t-diagnosability with
repair, as it is possible to realize by chserv
ing the diagnostic graph represented in
Fig. 4.1, where the subset of nodes {2,4,6}
does not satisfy the hypothesis of the theorem
for t=4. In fact, if nodes 1,3,5 and 7 are
faulty and nodes 2,4 and & are fault-free the
syndrome where all arcs are labeled with "1%s
is possible, as shown in the figure. Neverthe-
iess, the system is 4-diagnosable with repair
and, if the syndrome shown in Fig. 4.1 occurs,
unit 1 is unambiguously recognized to be
faulty, since the opposite assumption implies
the presence of at least five faulty units. In
fact, nodes 2,4,5,6,7, beling connected to node
1 by arcs labeled with ¥q4%g are necessarily
faulty.

In order to derive the necessary and suf
ficient condition for t-diagnosability with
repair, the syndrome where all test outcomes
are "1"s is denoted by I. Furthermore, given
& diagnostic graph G=(N,A), any subset XCHN is
said to be stable’ if B(X)i¥X=@; the stable
subsets of N whose cardinality is a maximum
are called maximal stable subsets in G. It is
immediately seen that if the nodes in any sta
ble subset X are fault-free and the nodes in
N=-X are faulty, the syndrome £; is possible.
For a given x€N, let G¥ denote the subgraph of
G whose node set is N-x and #¥ be an arbi-

trary maximal stable subset in Gf: with this

notation the index £y (x)=|N|{-|x¥| equals the
minimum number of faulty units that can give
rise to the syndrome I; in the system S, with
the constraint that unit x is faulty. Similar
ly, if for a given xeN Gj denotes the subgraph
of G whose node set is N-BO)UD(x) and X¥ 1is

an arbitrary maximal stable subset in G?, the

index fg(x)=lNl—lX§l equals the minimum number
of faulty units that can give rise to the
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with the constraint that unit x
2. It is immediately sesn that if
(x)<f@(x)] and the syndrome I,

4
he hypothesis that the number of
ie smaller than f%(x)[fg(xﬂ ; the

¥ diagnosed as fault-free
ceding analysis, the
derived:

-4: B system S of units uﬁ,uz,a,,;un
with repair if and only if

LI @E} s e 9&;Ig{un} # f1 (T-i‘g} grtqi {u?_) ¢

snever the syndrome I occurs
such that

fu J=t+1] is faulty [fault-free)

e

i
sis that the number of faulty
excead t.

¢ capability of identifying at
ulty, or fault~free, unit in the
the syndrome £, resulting from

does not imply a more complex

& gyndrome, or eguiva=

1, ag compared to the
Theorem 4.3, since
me is 1" the state of
known in the hypothesis
2re at most .
i again the diagnog
The following
and E?(ui} are

ied: fgéﬁiémﬁg £ u2§=3;

Q(
“,(u%
3

me Ly

WITH

BEPAIR: SYNTHESIS

& with n units, where each
bz able to test any other
in general, saveral differ-
ring a predetermined val-
ty with repalr. It is inter-
2 how the connection can

r and the number of test-
low as possible.

with n nodes and a
diagnosable with re-
wl 1if the diagnosa-—
any system with n nodes
at most t and any sys-
a-1 testing linkes ies at
sgable with repair.
been shown that the diagno
ir of an arbltrary system S
ivzing the strongly con-
nostic graph of
connected diag-

he optimal
le with repair

be nited to
raph is strongly con

fut
i
w
o
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nected, as stated by the following theorem.

Theorem 5.1: If S is t~diagnosable with repair
and the diagnostic graph G=(N,A) of 8 is not
strongly connected, there exists at least one
5', whose diagnostic graph G'=(N,A’) has
|a*|=|a| and is strongly connected, which is
at least t-diagnosable with repair.

As an example of an optimal connection
for diagnosability with repair, consider the
case of n units connected in a simple loop,
whose diagnostic graph is shown,for n=5, in
Fig. 5.1. Since it is immediately seen that
.f.

for each unit u, in the

= =Il-
fo(ui)—fﬁ(ui) (2] i
system, it follows from Theorem 4.4 that the
system is ( %}~1)-diagnosable with repair.

Since any graph with n nodes and n arcs dif-
ferent from the simple loop is not strongly
connected, and any graph with n nodes and n-1
arcs is O-~diagnosable because of Theorems 4.1
and 4.2, it is immediate from the preceding
discussion that the system under considera-

tion is optimal for (

[%}-1 ) -diagnosability
with repair.

5.1.

Fig.

In order to identify classes of optimal sys-
tems with n units for any value of diagnosa-
bility with repair in the range

3] -1
troduced.

n-2 , the following lemma is in-

Lemma 5.1: If S is t-diagnosable with repair
and the diagnostic graph G=(N,A) of S has

[#] >|N| and is strongly connected, there ex-~
ists a connection of the units in S with [a]-1
testing links such that the diagnostic graph
is strongly connected and the diagnosability
with repair is at least t-1.

Recalling that the optimal design with n
units and €= % -1 has n testing links, {i.e.,
the simple loop connection is an optimal de-
sign for &= % =1} the following theorem is an
immediate consequence of Lemma 5.1.

t [a] indicates the smallest integer greater
than, or equal to a.



=

Theorem 5.2: Any system with n units which is

t~dlagnosable with repair, with t> %}“1, has
at least n+t- §§§+f testing links.
A strongly connected directed graph

G=(N,5) which has k simple loops, with k >1,
is said to be a k-rosace’ if EB(uQ)SD(uO)[ >2

i(1<i<k)

the node set quthe i.th loop, relations uQENi
(1€ 1< k) and é;% NizN are immediate from the
definiticon. It is also immediate that each k-
~rosace with n nodes has n+k=1 arcs and for

for only one uOGN. Dencting by N

1 \ .
aevery 1< k< 3 there exist k-rosaces where

§Niﬁ is even for at most one N From an anal-

i
vsisz of the diagnostic capabilities of systems
whoge dlagnostic graph is a k-rosace, the
following theorem is derived:

Theorem 5.3: Any system with n units, whose

disgnostic gwayh is a k-rosace where ENi} is

even for at most one W is an optimal t-diag-

il
nosable system for t=k+ % =2

e an axample, conéider the diagnostic

shown im Fig. 5.2, which satisfies the
: © Theorem 5.3. Since it is easily

. fﬁﬂubﬁaé and f {u 1=4, it fol-

fi;

¥ Ehe iégﬂuﬁﬁbility with repair of
the syst# ig at least 5 and, whenever the
syndrome I; ocours, unit Uy is diagnosed as
faulty in the hypothesis that the number of
faulty units does not exceed 5. Furthermore,
from Theorsm 5.2 it is known that the diagnos-
abpility the system under consideration

It is concluded

m\n»L&!H) =5.

that the systenm whoge diagnostic graph is
shown ipn Fig. 5.2 is an optimal design for 5-
~diagnosability wiﬁh repalr.

Fig., 5.2.
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