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ABSTRACT
In inter-organizational contexts, different organizations cooperate
exchanging information, to reach specific and shared objectives.
The achievement of such interactions raises the need for a trusted
communication environment to be used by the participants. This is
a particularly relevant challenge when such interactions are speci-
fied in a peer-to-peer style, as in the case of Service Choreographies.
Indeed, in such situations, the involved participants expect that
all the interactions are performed abiding by the agreed specifica-
tion. To support such a scenario, blockchain technology is gaining
interest thanks to its security, trust, and decentralization charac-
teristics. However, technological barriers still limit its adoption in
real context due to the costly and time-consuming learning pro-
cess. For this reason, we propose RESTChain, a general framework
relying on blockchain technology enabling in an automatic way
the interactions that take place among the participants in a ser-
vice choreography. Starting from a choreography specification, the
framework automatically derives a set of Mediators and a Smart
Contract that coordinates the service interactions. In this way, each
organization can communicate with the other services through the
blockchain in a secure, auditable, and transparent manner.

CCS CONCEPTS
• Computer systems organization → Distributed architec-
tures; • Information systems → RESTful web services;
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1 INTRODUCTION
The integration of software systems in an inter-organizational con-
text has been for a long time both a technical and methodological
challenge. Nowadays, the emergence of technologies and protocols
in the Service-Oriented Computing (SOC) realm, has made it rather
easy, using for instance REST based frameworks, to connect dif-
ferent services and let them interact, even when they belong and
are managed by different organizations. However, when consider-
ing inter-organizational contexts, two different aspects emerged as
particularly relevant and challenging.

The first one refers to the specification of the distributed coordi-
nation among the services involved in an inter-organizational appli-
cation. The second one instead asks for the definition of strategies
and mechanisms that permit to increase trust among the various
participants.

With respect to the first challenge, approaches considering the
choreography specification emerged. A choreography mainly con-
stitutes a specification that considers all the participants as peer
entities that can independently interact to reach a specific common
goal. The coordination logic is fully distributed among the partici-
pants, and each of them has to behave accordingly to the agreed
specification without the need for a central authority. In this case,
a lack of trust could arise due to the unknown contexts where the
organizations collaborate or due to possible malicious behaviors
diverging from the initial specification. These can lead to “your
word against mine” cases which are particularly hard to handle,
especially in a distributed context without a “regulator” entity.

To this aim, SOC applications can certainly take advantage of
blockchain technology despite this is still largely unexplored, and
it brings several challenges for organizations that have to spend re-
sources, in terms of time and money, in forming new skills. Passing
from an abstract specification, as it is a service choreography, to
a blockchain infrastructure is indeed not trivial, and it can lead to
security and technical issues.

For these reasons, we propose RESTChain, an approach that fore-
sees the automatic generation of both a blockchain infrastructure
and a set of service mediators. In particular, the blockchain coor-
dinates and enforces the interactions among the different services
specified within a choreography specification, while mediators
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are distributed software components that enable the run-time in-
teraction with the blockchain, exposing REST APIs embedding a
behavior that by construction is compliant with the role played by
the organization within the specified choreography. In this paper,
we rely on a public permissionless environment, and, in particu-
lar, we consider Ethereum-like blockchain technologies as possible
targeted implementations. In general, there is a wide plethora of
blockchain technologies that come with different characteristics,
and that could be selected according to specific needs. In this case,
the characteristics of a public and permissionless infrastructure
make it a natural choice for our purposes.

The paper is organized as follows. Section 2 provides a general
description of the RESTChain approach, while Section 3 gives more
details about the RESTChain architecture and the motivational
choices. Section 4 discusses previous works found in literature, and
finally, Section 5 summarizes the paper and reflects upon some
opportunities for future work.

2 THE RESTCHAIN APPROACH
The main objective of RESTChain is to provide a distributed and
trusted communication infrastructure among the possible partic-
ipants in a service choreography. Moreover, RESTChain permits
service developers to use the generated infrastructure without the
need to acquire knowledge regarding blockchain technology. To
reach such objectives, RESTChain supports an approach organized
over a set of steps as exemplified in Figure 1.

(1) Service choreography design: the first phase of the ap-
proach foresees the derivation of a choreography specifica-
tion that defines the expected run-time interactions among
the various services. This step can be performed using any
modeling environment supporting the creation of BPMN
choreography diagrams.

(2) Choreography instance derivation: this step permits one
or more organizations, willing to collaborate, to select a
suitable choreography, and then to derive an instance of it
for successive enactment and execution. Such an instance is
initially set in an inactive state and RESTChain provides a
reference to it allowing other organizations to join.

(3) Participants registration: in this phase, each interested
organization can subscribe to an existing choreography in-
stance acting as the provider of a service and playing a role
that has not been covered, yet. The subscription enables
the participating organization to download its RESTChain
mediator. This is a software component that allows the orga-
nization service to enter the choreography execution when
the instance is activated. It provides an interface for commu-
nications with other services passing through the blockchain
in a transparent and secure manner. The mediator has to
be maintained by the organization within its premises. The
code generated by RESTChain for the mediator is available
for being scrutinized by the organization. This is required
in order to not reduce the trust, at the same time, the avail-
ability of pre-configured software makes the setting of the
environment easier.

(4) Trusted communication infrastructure generation and
deployment: this step is performed once all the roles in a

choreography instance have been subscribed. At this point,
RESTChain automatically generates a smart contract en-
abling the various choreography participants to immutably
store the traces of their interactions. The generated contract
keeps the status of the choreography and does not propagate
those messages that are not in line with the specification,
thus, enforcing the correct execution flow. In case of a devia-
tion, the smart contract will return an error to the invoking
partner specifying the non-conformance to the choreogra-
phy specification.

(5) Enactment and Execution: the final step of the approach
relates to the run-time support for the enactment and execu-
tion of the choreography. During this phase, the RESTChain
mediator of each involved organization is directly connected
with the previously generated smart contract, which stores
and delivers the various messages to the proper recipients as
specified in the choreography. The smart contract ensures
and enforces the invocation of the correct service, while
the execution is performed directly by the enabled media-
tor. Indeed, the mediators continuously listen to the events
happening in the blockchain until a specific action is re-
quested. The designed mediator will then handle the request,
executing the service and storing the resulting payload.

(6) Auditing: after the execution phase, it is possible to check
if the interactions among the participants abide by the ini-
tial specification. This is possible by exploiting the trans-
parency of the blockchain that allows retrieving all the past
interactions that took place in a specific choreography. To
concretely support this, the proposed approach includes an
auditing mechanism to automatically retrieve and show the
exchanged information in order to solve potential issues or
disputes.

3 THE RESTCHAIN FRAMEWORK
In this section, we provide technical details of the framework details.
The overall architecture is reported in Figure 2 and it contains the
core components of the proposed approach.

IPFS. The IPFS plays a crucial role inside the RESTChain ap-
proach. Indeed, it stores all the structures of the REST calls that
must be invoked during the execution of the service choreography.
For each REST call, the IPFS produces an ID that will indicate the
location where the content can be lately retrieved. The collection
of all the IDs is then stored inside the smart contract which will
maintain an overall trace. The choice of the IPFS comes from the
limitation of blockchain technology that restricts the expressiveness
and the size of the stored information. Indeed, each operation inside
the blockchain has a cost calculated with respect to the amount of
data collected and processed. With the use of the IPFS, we are able
to reduce those costs by decoupling the content of the REST calls
from their execution. Indeed, while the information about RESTs
(e.g. endpoint, body, URL, and others) is stored in the IPFS and read
by each organization, their execution is started by the blockchain
and completed by the organizations’ services.

Blockchain. The blockchain stores the smart contracts used for
managing the services’ interactions. In particular, the blockchain
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Figure 1: RESTChain conceptual framework

maintains in an immutable and transparent way the IDs of the
IPFS where the REST calls are stored. Furthermore, the contracts
coordinate and enforce the execution of choreography messages
enabling only the expected interactions.

RESTChain application. The application is in charge of support-
ing the different RESTChain phases starting from the choreography
design to the smart contract creation, execution, and deployment.
In particular, this component is based on a back-end for supporting
user management and providing the interaction primitives for com-
munication with the blockchain. The Front-end provides instead
the user interface and, also in this case, interaction primitives for
the communication with the blockchain. The front-end enables the
user’s interactions with the choreography’s life cycle, conveying
data through the back-end and allowing communication with the
blockchain, permitting the automatic deployment of the generated
smart contracts. Therefore, it exposes all the functionalities for the
choreography design and role subscription. Thanks to this appli-
cation, RESTChain is able to provide support to the organizations,
without acting as a central authority since it exposes only utility
functionalities. Once the smart contract has been deployed within
the blockchain the server is no anymore used, and the service’s
collaboration takes advantage of the mediators distributed among
involved organizations.

Organization RESTChain mediator. The mediator is a distributed
software component that communicates directlywith the blockchain
and IPFS repositories and every organization is in charge of its
maintenance. The mediator is placed under the organization’s su-
pervision, and it has the role of executing any REST call belonging
to the organization. Indeed, it is directly connected to the respective
choreography smart contract, providing a bidirectional communi-
cation channel. There are several advantages to using this kind of
component. First of all, the mediator allows the distribution of the
computation and the execution of services without relying only on
the RESTChain application avoiding a single central entity. On the
opposite side, distributing completely the approach may affect the
organizations, that have to host and run a heavy application with-
out the support of another component. For this reason, RESTChain
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Figure 2: RESTChain Architecture

relies on a sort of decentralized approach with a balance between
the provided application and the distributed mediators.

4 RELATEDWORKS
Service composition tries to address the challenge of coordinating
heterogeneous services based on different technologies. In partic-
ular with model-based techniques it is possible to abstract from
specific and low-level implementation details of services, specifying
only their interaction [10].

Service choreographies is a topic of interest that in the years
has generated many works financed by the European Commission
[3, 13] also for the adoption of these models in the IT companies
[2]. The challenge of generating a REST architecture starting from
BPMN choreographies has been faced in [11] where the authors pro-
pose a method for the semi-automatic generation of REST requests
via natural language analysis. In our case, we are more interested
in providing a flexible and trust layer, in which the specific ac-
tions and services to invoke can be defined at run-time, delegating
in the modeling phase the definition of which components must
communicate.

In [12] the authors present a web service orchestrator allowing
the execution of business processes through a set of business rules.
They propose also an XML-based language for the bindings of the
process activities with data and services. These are then evaluated
by the orchestrator during the execution phase in which, interact-
ing with the events and checking the business rules, the process is
updated. However, the execution of service choreographies using
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blockchain technology is still challenging [8], and just a few solu-
tions are actually available [4–7]. However, in those contexts, the
choreography is used to derive mainly on-chain contracts that co-
ordinate a human-driven execution. With our idea instead, services
have to communicate in an independent and autonomous way, thus
exploiting the generated set of mediators. An approach for coordi-
nating services is proposed in [1] where services choreographies
are implemented using a permissioned blockchain. In particular, it
allows connecting external services related to the participants, and
communication is validated through the use of oracles. In our case
instead, to address the trust issues in this kind of context, we adopt a
direct binding between services and public blockchain components,
relying only on the Ethereum protocol for validating messages.

In [14] the authors propose an approach in which service re-
questers can select and execute tasks from service providers in-
teracting through smart contracts. However, the parties have to
manually write and deploy their smart contracts, specifying the QoS
and the prices. Also, the multiplicity of deployed contracts could
significantly impact the costs that the providers and the requesters
have to sustain. Differently, our approach aims at automatically
supporting the process with the auto-generation and deployment
of a single contract, focusing not on the service selection, but on
the communication of already defined ones.

Other approaches are instead highly specific like the one pro-
posed in [15] where the blockchain is used to compose services
in the cloud manufacturing context. Here the main objective is to
decentralize this kind of architecture, increasing also information
transparency. Finally, the Ethereum blockchain is used in combina-
tion with the IPFS also seen in [9], in this case, to provide a trusted
decentralized service marketplace.

5 CONCLUSIONS
This paper presented RESTChain, an approach, and a corresponding
architecture that intends to permit the usage of blockchain infras-
tructure in the enactment and execution of a service choreography
specification. The objective of the proposed approach is to provide
an automatically generated infrastructure that can be easily used
to integrate a set of inter-organizational REST-based services, that
cooperate to reach the objectives of a choreography. The inclusion
of blockchain technology permits to increase trust and successively
audit the performed message exchanges. The approach has been
explored over a public permissionless environment (e.g. Ethereum-
like blockchains). The choice of such a paradigm permits us to say
that the approach is viable if the time constraints foreseen by the
choreography specification are somehow not much relevant and
significant delays for each interaction can be accepted. If this is not
the case the cost of the execution will probably overtake in many
cases the benefit of having a trustful infrastructure. Such issues
directly relate to the possible usage of one of the currently avail-
able scaling solutions or even to different blockchain technologies
depending on context. Indeed, such alternatives provide a reduced
overhead and cost for the inclusion of transactions that, in some
cases such as private blockchains, can be reduced to almost zero.
In our case, RESTChain wants just to constitute a first proposal to
permit the combined usage of a REST protocol with a blockchain
infrastructure in the enactment and execution of a choreography. In

the future, we intend to further investigate the topic trying to char-
acterize the different blockchain technologies and scaling solutions
available, and their possible adoption in the discussed context.
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