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Abstract

In this report a set of criteria relevant to ass&s impact of using different
media in the design of user interfaces for safetycal systems is proposed and
discussed. An evaluation of different options cenicey such media during the
design of an interactive and cooperative applicatio the Air Traffic Control

domain area is shown to illustrate and clarify approach. Particular attention
has been paid on how different choices in the atlon of tasks among air traffic
controllers and the modalities of their performaaffect usability and safety of

operators’ interactions.
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1. Introduction

In spite of increasing development and availabildy new communication
technologies and tools, little work has been dddatéo analyse more deeply the
concepts which drive the choice and use of intemagnedia when the design of
user interfaces for safety-critical systems is aered. To this end we believe
that, instead of trusting only late empirical tegtto define the most appropriate
way of working, it can be useful to perform an enaion on different media and
task allocation choicegLeathley97] according to appropriate criteria to discard
meaningless possibilities and to focus on problenpeatrts of the design.

As in current applications the co-existence of ntben one technology is getting
more and more common there is a need for a deewerstanding of nature and
constraints of each media used and their appremess with respect to the
environment where the media is supposed to be @isetdetter evaluating which
technology provides the best support for a taskspecific context.

Besides, the media allocation issue is getting naemanding especially in
current safety-critical systems where many studag shown that accidents often
are caused by a human error [Hollnagel93]. In th@stems two contrasting
trends seem to exist at the same time: on the ané {the general belief that) the
more advanced technology used, the better in tefrpsrformance and reliability;
on the other hand the indisputable reluctance affidulty to introduce a new
technology in these systems because their impspe@ally in terms of safety and
usability) is not always known and at worst it ntlageaten human life.

An example of the latter issue is given by appioa in a highly cooperative
system [Patern098b] as the Air Traffic Control (AT&ea, where many problems
are still to be solved. The number and duratiodalys show that ATC system
and the airports are not always able to cope wagsengers' demand, the growing
air traffic increases the possibility of accidemtsd several air traffic control
incidents have occurred because of the undesifedigfof operators’ interactions
or the lack of efficiency in current systems, remng more sophisticated
techniques for its management. Previous attempte b#ed to introduce more
advanced user interfaces for the controllers [§B&}t or to provide them an
augmented reality environment [Mackay98] to malsteiaand more natural their
activity, but unfortunately these approaches ameareed at a prototype's stage and
have not been followed by real utilisation.

Furthermore, keeping in mind that currently mosmomnications between
controller and pilot are carried out by means offvidchnology, the increases in
air traffic have begun to stress that the realldogick stays just in the radio
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channels used in today’'s controller-pilots ATC coammications, which can
become soon saturated during high levels of difidraherefore several solutions
are going to be envisaged. One of the most innewatlutions is the introduction
of a new means of communication between controflacspilots: the data link. In
strict sense, datalink means "terminals togetheh wnterconnecting circuits
permitting the transmission of data between theiteals"[EUROCONTROL] .
Thus, with a data link application, the controieprovided with the capability to
issue altitude assignments, lateral deviation,ealianges and clearances, speed
assignments, radio frequency assignments and wareguests for information
and the pilot is provided with the capability tspend to messages, to request
clearances and information, to report informatiomd &o declare/rescind an
emergency.

The introduction of this new communication techggi®ceems to overcome the
main limitations suffered by the traditional systeren though its effects are not
well understood and there is still a lot of workdo in order to identify the most
effective user interface design.

In the next sections, we firstly introduce our aygmh and give a general overview
of ATC system in terms of tasks [Diaper89] [Pat&®d] that have to be
supported with special attention to media and tpots/ided by both VHF and
datalink technologies. Then we analyse two possiifferent allocations of media
in the environment considered and we define th&uatian criteria that we plan to
consider. Finally an evaluation of the differentdiaeallocation options is given
according to the previous criteria.
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2. Our Approach

The continuos improvement of interaction and comigation technologies often

raises the problem of understanding whether thredotction of such technologies
can reduce the level of safety related to the ptessiser interactions. The case
study that we show in this report is an exampléhef type of problems that can
raise also in other application areas. The ovegadil is to obtain user interfaces
supporting safe interactions without loosing innterof usability. Indeed often

usability requires the possibility to support axitde environment, however this

has to be carefully designed in order to avoidntooduce the possibility to get

into hazardous states.

Our approach is based on the use of task modeisiéisaribe the activities that
should be performed by both users and applicaiiomeaching the overall goals.
We start with the tasks supported by the curreairtelogy (in our example,

voice-based Air traffic control) [Patern098]. Theme provide criteria to evaluate
different options for designing new applicationpporting new technologies such
as data link communication. The criteria considesegl fair allocation of work

among controllers, conflicts on shared objectssibagy of hazardous situations
and time of task performance. The analysis of isshazardous states is
performed by using an extension of a HAZOP techmigpplied to the possible
activities to perform while interacting with thensadered application.

More specifically we have analysed two differensida options concerning on

how to allocate the interaction media to the twatcalers co-operating in a

station, advantages and drawbacks of each of tmerdiscussed using the set of
criteria that we propose.
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3. The current ATC system: A brief Overview

Before describing our analysis it can be usefyprtwvide the reader with a short
overview of the main features of the current (FI@n8TC system, describing
roughly the controller tasks during the en-routaggh(other countries may have a
slightly different system). Our intention is notdetail all the controller activities
but only to give an idea of the major tasks theyehto do and particularly to
identify the different communication media they éae use both in the current
system and in a future system where the availghilft datalink technology in
addition to radiotelephony communications is enyesh

The civil airspace is divided into various contrtehters and, within each centre, it
is divided among sectors through horizontal andicadrdivision (geographical
sectors). Two controllers operate in one workingifan (even though, depending
on the traffic, an assistant can help on the poyiti

» the executivecontroller, who is in charge of maintaining thepegpriate
separation between aircraft and holding the vaieguency, in other words in
the current system only the executive controlleags to the pilots.

» thestrategiccontroller, who is in charge of co-ordinating, e one hand the
entrance of the aircraft into the sector with theategic controller of the
previous sector, and on the other hand the exttefircraft with the strategic
controller of the next sector.

In addition, some « background » tasks have to dued for both controllers
which correspond to surveillance tasks. So we aantify three kinds of
communications (the related numbers refer to tihosegure 1):

1. Between strategic and executive controllers ofdhmme sector, (for example
vocal and "elbow" communications, that is pointthg radar with fingers to
capture colleague’s attention)

2. Between strategic controllers of two neighbouriegtsrs involved in a flight
sector exchange (by means of phone communications)

3. Between the executive controller of each sector pitmts currently in the
sector (thanks to radio communications)
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x Sector = 3 Sector ¥

Executive Strategic Strategic Executive

Figure 1: The communications occurring between enaute controllers

Looking more deeply in the environment of a singterking position (see Figure

2), controllers are provided with two radar screevisere the aircraft radar tracks,
the airways, and the sector limits are displayedadio used by the executive
controller to communicate with all pilots in thecg®, a telephone used by the
strategic controller to keep in touch with otheratgic controllers of

neighbouring sectors, and a Touch Input Device JWWhich allows controllers to

update in the ground system some flight data ssctha time, level and track
(these updates are normally performed by the sgiateontroller because the
executive controller is generally busy).

The controllers on a working position have also sdhght paper strips printed
«in real time » and delivered to a given contrm$ipon about ten minutes before
the flight enters the sector handled by that pmsitThere is one strip per aircraft:
the strip gives general information on the aircfadentifier or call-sign, aircraft
type) but also flight information on the plannedite of the aircraft. All the data
printed in a flight strip are manually updated hg tontroller with a pencil. The
controller can also update the ground system \eaTthuch Input Device (TID),
but these updates are limited: at a given timegtbend system has not the latest
up-to-date information for each flight.

The main goal of this application is safety andutagty of flights: safety means
that minimum separation are respected betweeraéiircegularity means that the
flights follow as much as possible the initial fiigplans.
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Figure 2 : The controller working position

Today, most of air/ground communications are cetetli by voice over Very
High Frequency (VHF) or High Frequency (HF) radi@onels. The frequency of
each sector is dynamically assigned and it is kntovrall the pilots who are
currently in the sector and who have to tune it for communicating with the
controller. Since only one speaker (controller dotp can broadcast over this
frequency at a time, and there anany pilots andone executive controller, the
resulting communication has an asymmetrical ndbexause all the pilots are in
competition for speaking with the controller. Thisd of "sharing” obviously
penalises the pilots since sometimes they havatbb&cause the frequency at the
moment is busy.

However, the "party line" (the fact that on a giieequency a pilot can listen to
all messages exchanged on that frequency —eveméissages not addressed to
him) has proved to be useful because the pilotsahie to check about the
information exchanged avoiding possible misundeditgs of vocal
communications, and to build their own mental tcafépresentation. In addition,
the party line contributes to enhance pilots situaiawareness, in that pilots
listening to controllers’ communications with othafc (aircraft) can obtain
advance knowledge of events and situations thatffant their flight (i.e. traffic
congestion, delay report, weather conditions). His way they can perform a
better decision-making process, and eventuallycigae future controller's
instructions offering to do some actions to spgethe sector traffic management,
thus improving the global efficiency and safetysgétem.
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The main advantage of the current R/T (radio tedeghis that it is a rapid means
of communication between pilots and controllersngevoice the most natural
means of human communication: an R/T message osntait only the message
itself, but also some subjective information (suzh stress, emotion, anger,
humour, courtesy) being relevant to pilots and lers. However, the process
of communicating clearances or information by voigerone to human error,
because its transient nature might easily introduts-understandings and
confusions: thus, the main limitations of the eatrR/T can be either

» technical (channel congestion, limited range, simultanesassmissions on
the same frequency, amplitude modulation susceptitbiveather interference)
or

» human(miscomprehension, due to either the poor qualdfy the
communication, or transient nature of voice, oficlifties to understand a non
native language (accents), or workload, or confusioe to the party line
effect). In addition, recall that in order not tacapy for a long time the
frequency, the communications exchanged throughiorazhannels are
generally concise (following the standard aeromalifphraseology), so they
can not be considered in strict sense “natural’roomcations.

To overcome most limitations of the current systelifferent alternatives have
been proposed. One solution is the reduction of dhacing between each
aeronautical frequency channel, however this smiutannot be a long term
solution because firstly the traffic will still conue to increase (and then the
congestion of the frequencies will appear againfl @econdly, as a given
frequency is associated to a given sector, theasa of the number of frequencies
will imply the increase of the number of ATC sestand the size reduction of the
sectors; in these conditions, the pilots will hagechange very often the active
ATC frequency on-board and a lot of air /ground ommications will be devoted
to the transfer between sectors. Thus, as thertwsystem seems to have already
reached the limits of its capability and to be Iseahort of efficient solutions,
there is an increasing interest to analyse theilpbgsthat conventional radio
communications can be augmented with a new comratioic media called
datalink. The datalink system electronically transfdigital messages to computer
screen displays located on the ground and in ticeadti, and initial human factors
considerations have already suggested that thigoagp can increase the
efficiency with which the air traffic controllersperate and the airspace is
managed, and reduce pilot communication errors.
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4.

Task Supported

Now we can start to identify the tasks that cotersl have to perform in en-route ATC
applications. For the time being, we use a kinttatk granularity” refined enough to discuss and
reason about pros and cons of each arrangemenheltiollowing table we list the tasks we
consider together with the domain or logical otgeghich are manipulated by each of them.

Task

Explanation

Domain objects

Monitoring Radar

The controllers have to monitor continuou
the radar to prevents conflicts and s
problems in handling the traffic in the sectol

dHight traffic
lve

Negotiation abou
Transfer
Parameters

tThe strategic controllers have to negot
about the best transfer flight parameters of
flights which are going to change sector

&teght level
the

Annotate Strips

The controllers annotate the flight strips
keep the "history" of the air traffic evolutio
in the sector

ftight level, Route
Speed, Destinatior

Update Grounc

System

iBoth controllers —but generally only t
strategic controller— are in charge of updat
the data in the ground system which cont
information on the flights' plan to allo
printing of updated flight strips.

nNElight level, Route
iBgeed, Destinatior
ains

W

Detect Problem | The task ofidentifying a possible conflict inFlight traffic in
the current air traffic situation terms of routes
flight level, lack of
separation
Solve Problem |The cognitive process ofinding the bestCurrent and

solution to solve a conflict or to give mo
regularity to the traffic flow

reoreseen air traffic

Send Clearance td’he "most important” communications wjthlight plan,
Pilot pilots, namely orders and clearances clearance
Send Informationln some sense the “less importamasic information
to Pilot communications with pilots, e.g. weather

information, delay reports
Handle First The task of replying to the first communicatiéight  identifier,
Contact of a pilot who is just entered in the sector |Frequency
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The task of communicating the frequency of the new
Handle Las sector to a pilot who is going to leave the curdtor Erequency
Contact
Inform Otherl The communication task performed by Gonflicts, conflicts’
Controller of| controller to inform his/her colleague of| solutions
Problem problem enhancing mutual knowledge | of

traffic situation

Table 1: The Controllers' Tasks

These tasks have to performed byat leas) one of the two controllers each

of the three options that we are going to studyl you can notice that in the
above table we did not specifyho actually performs a task because the problem
of an optimal allocation of tasks among the cotgrsland its impact on the user
interface design will be discussed in the nextisest

10
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5. Changes in task performance with the
introduction of datalink

It is important to remark that data link environmhemes not mean ‘no voice’
environment. An air-ground data link environmentam® an environment where
two media of air/ground communication exist: thatadlink and the voice.
Therefore all the high-level tasks previously diémad are still valid. The
difference is that voice communication will be redd and new (data link)
communication will be available, producing a newisnment where both
technologies are present. This will modify how ttasks mentioned will be
performed.

Figure 3: An Example of Controller's User Interfacein a Datalink Environment

We can identify three main differences passing fiithia current system to the
"augmented" system where both media are available:

1. Change of task allocation between the human andrthehine for example,
in datalink environment, the update of the grourystesn is no longer
performed manually by the controller, but in anoaédtic way by the system;

2. Change of task allocation between human operatoesause the strategic can
communicate with pilots as well, by means of datafunctionality;

11
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3. Change of artefacts manipulated by interaction sa#ikis can have an impact
on how tasks are performed and, consequently, ailitg and safety aspects.
An example of new artefacts in the new systemas tine flight strips can be
electronically provided in addition to traditior@per strips.

In Figure 3 we show an example of user interfageeforoute controllers in a
datalink environment: in the window, the radar daltacks of aircraft currently in
the sector are recognisable, together with thesp@ated electronic strips listed
and displayed on the left-bottom part of windowheTcontroller is allowed to
send instructions to an a/c either from the assettialectronic strip or from its
radar data block via a pop-up menu. Once the palplies with a positive answer
(“Wilco” message), the ground system is automdtiagbdated.

In the current system the same instruction woukeHzeen transmitted via voice
with the additional task for the controller to upslthe ground system after having
received the positive pilot's operational answeror® precisely, when the
controller receives the Wilco from pilot, firstlyhe® has to identify him, then
retrieve the correspondent callsign on the radaesg find the associated strip in
the rack, annotate it and update the ground systihin ten minutes before the
a/c leaves the sector. Therefore this task is tedeather demanding because the
information is spread and displayed over differaources, needing a high
eye/hand co-ordination ability from the controlter blend them; in addition, it
might affect the global system safety since evefgrmation source which causes
diversion of controller's focus of attention is hig undesirable and should be
avoided as much as possible. In the new environtientontroller is alleviated
from this task since keeping track of traffic ewaas in the ground system is
performed in an automatic way.

In addition, even if the controller does not haveahnotate but just read the strip
for integrating this information with the a/c cumteposition on the radar, now
both pieces of information are on the screen areh tthe necessary eyes’
movements and the resulting controller’s fatigueeduced.

Anyhow, further improvements can be underlinedha tatalink user interface
prototype shown in Figure 3 too: for example, salverals at CENA emphasised
that the electronic strips’ table was rarely usgdhe controllers who often failed
to monitor the system consequently. In fact, asgomobus events and especially
visual alarms go unnoticed: when something was ggewong in the datalink
exchange the related warnings were mainly showtherstrip table (see Figure 4-
a), which was not used, even though a warning &titio in red was also available
on the radar data block (see Figure 4-b), but & a@t sufficient enough to get the
controller attention on time.

12
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Figure 4: A Warning Message in the Datalink Environment

13
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6. The analysed options for media and tasks
allocation

In the following sections, we consider possibldfadént options on media and
tasks allocation between executive and strategitralters as far as it concerns
the communications controller-pilot(s). Each optwill be evaluated on the basis
of several criteria, ranging from the time of tastformance, the balancing of the
workload among controllers, to the potential candliin accessing to shared
objects and the number of possible hazardous siisat

Before going forward into the proper analysissibetter to define more precisely
the hypothesis that we are going to consider:

H1. The negotiations needed to possibly modify seeaor change parameters
are always handled by the strategic controllersawh sector involved in the
change;

H2. For each sector, both the controllers have aaitar the traffic situation and
to identify possible conflicts or problems, butytte executive controller is
in charge of deciding what the best solution isdtve a problem.

It is important to note that these hypothesis a&ffin@ possible (reasonable)
assumptions because they can generate furtheramstderiving from humans
senses knowledge. In the environment consideredditiect consequence of the
first hypothesis (the strategic controller has tgatiate by telephone with the
strategic controllers of the neighbouring sect@that the strategic has always to
put attention to information going from amdio source (the telephone). Thus the
opportunity of allocating in a "dedicated"” way ordye audio media to each
controller arises (the telephone to the strateégeradio to the executive), and the
necessity of discarding all the assumptions whieeestrategic controller has to
communicate with pilots on the frequency as wail.fact, if the strategic is
already busy on the telephone with another colleaglie cannot perform equally
well (or equally quickly) the critical task of h&ag and replying to pilots that
would want to speak with him/her on the frequency.

Another possibility we considered initially was thhe executive had to support
the vocal communications, leaving the strategidrodler to manage the datalink
communications with pilots. But it was rejected dngse it created a situation
hardly governable. For example, under this assumpévery communication to a
datalink-equipped aircraft could be initiated byttbaontrollers (because also
voice communication is possible for datalink-eqeig@/c), and it could happen

14
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that the pilot answers to a controller's requestgua different modality (thus
communicating with another controller), causing thristence of "mixed"
communications that seemed to be rather dangerous.

We started our analysis with three main optionsctvlaire graphically summarised
with the following tables:

Communication Command- Flight-State
Media Allocated to Dependent Data- Dependent Data
VHF DL VHF DL VHF DL
E E Cl | C E
S
S I I S
<> <> <>
<> <> <>

(enroute) (enroute) (enroute)

Figure 5 : A Tabular Overview of the Three Optionsinitially Considered

In order to reason about the different selectedonpt each table was split into
two rows —one for each controller, executive (K)J atrategic (S)— and into two
columns —one of each media used for controllertpti@mmunications, voice
(VHF) and datalink (DL). In addition the "DL" columwas divided into two
sections: the «ch.sect.» section (the communicati@eded to manage a sector
change, namely the pilot's first contact, the auldrs last contact and the
consequent answers to these communications) aneethwute» section (that
refers to all the other tasks that have to be meshatyrring the en-route phase).
Each of these sections was split in turn into twbsections, clearance (C) and
information (1), to distinguish the kind of commauation that is referred.

In the first option (see the first table in Figlie we suppose that the executive
controller has to support both vocal and dataliokmunications with pilots then
the whole row associated to him/her is shaded, ®@asein the second and the third
tables the datalink communications are handled dth the controllers, with
different arrangements.

We decided to discard the second option becausaeaily a small variation of
the first one as the changes are rather minimaledisas their effects on the way
to interact with the application.

15
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7. Criteria for evaluation

Evaluation methods applicable at a late design atepyenerally more expensive
than methods that can be used at earlier stagatuétion costs increase as the
design process progresses). Designers can redecantbunt of user testing by
discovering problem early in the design procesas tteducing the number of

design iterations [John96]. Concerning the mediacation issue, discovering

usability and safety problems as soon as possibtba design process involves
checking the design against several criteria tlat loe decisive to evaluate the
strength and weakness of each choice.

Currently, there is a lack of general agreemepugkhe aspects that should be
taken into account in allocating media and guigsinhat should evaluate this
allocation process. Traditional approaches consdsr the nature of information
(transience, urgency), the technical charactesist€ the media used to (its
constraints and limitations) and, of course thealv@erformance of the system.

However, from our point of view, a more completalgsis can not leave out of

consideration other aspects that put the humamuora central role, especially in

safety-critical systems where it is really crucit prevent incorrect user

interactions, whose effects can threaten humanTiese incorrect behaviours are
not necessarily totally wrong actions but also trigttions performed at the wrong
time: especially in the ATC system, controllers aeey sensitive concerning the
"right time" to perform actions, as a too late acton traffic might transform a

fairly difficult problem into a very difficult oneTo make sure that controllers do
not miss the right time for delivering a controstruction, they have to monitor

very frequently the exact position of the aircraftfil it enters the right place, and
they have to remember it continually, switchingnfrime to time on the different

situations. This makes the memory management a demyanding task for the

controller and obviously this mechanism is verytlgos

So it is clear that in this environment the emph&simainly on the human, rather
than the machine and the system, making relevaataictive aspects such as the
tasks performed by the human, his/her workload,s#i#s requested to perform
their activities and the possible hazardous siuatithat can arise because of
human incorrect action or behaviour.

Finally, the criteria that we found relevant fochisystem are:

1. Fair allocation of work between the controlleralthough this parameter is
difficult to estimate from a quantitative point eiew, we tried not to have
completely unbalanced allocation of the controlladdivities between the two
operators.

16
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2.

4.

The possible hazardous situatiorizeing this aspect really critical in this
safety-critical system. A useful aid to analyseimore structured way all the
possible hazardous situations caused by “deviafrmms design intent” in the
interactions between system components, is proviyethe application of a
HAZOP-like method [McDermid94] [Burns93] . An axale of application
of this technique is shown in the next sections.

Conflicts on shared objects between controlletise maximum sharing
possible between the controllers would be desidelialorder to minimise the
possible inconsistencies between the views of the t¢ontrollers and to
maximise their concurrent activities. It is eviddahiat higher the sharing,
higher the accuracy with which the interface shdwéddesigned to avoid that
concurrent accesses not well designed might coeeti#éict situations.

The time of task performancemprovements to the overall system's
performance derive mainly from improvements to paidrs' tasks
performance, thus it is really important to identiottienecks and defeats in
controllers' activity and make up for them as mashpossible in order to
increase the global efficiency.
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8. Evaluation

Now we start to analyse each option to evaluate gres and cons according to
the criteria above identified.

8.1 Case 1: Both communication media allocated to the
executive

In the Table 2 we divided the tasks with respecth® human operator who
performs them under the first option: thus, forrapée, in the executive's column
we list all the tasks that the executive controideexpected to perform when all
communication media are allocated to him/her.

Strategic Executive

Monitor Radar Monitor Radar

Negotiate transfer parameters

Annotate Strips Annotate Strips
Update Ground System Update Ground System
Detect Problem Detect Problem

Solve Problem

Send Clearance to Pilot

Send Information to Pilot

Handle First Contact

Handle Last Contact

Inform Controller of Problem

Table 2: Task Allocation with Communication Media Allocated to the Executive

From the Table 2 you can see that there are fels téhighlighted in bold) which
appear in both executive and strategic columnss tihuseems to be some
"redundancy"” in the system. Actually, two of thenarhely theMonitor Radar
task and théetect Problentask) are really performed in a parallel way beseau
both controllers are always in charge of monitoting traffic flow and eventually
detect problems (it is reasonable because of thke bafety criticality level of
these tasks). Thepdate Ground Systems normally performed by the strategic
because the executive is generally busy (of cowseare referring to updates
concerning non-datalink equipped a/c, otherwisesghare performed in an
automatic way). In the case of tAenotate Stripsask for each strip generated by

18



Title: The impact of different media Id Number: WP 1-15
on safety and usability of interactive
ATC applications

the system, the strategic is the first controllbatt analyses it (when the
correspondent flight is not entered yet in hisector, and s/he has to negotiate
the flight transfer parameters with other strategantrollers and annotate
consequently the strip). Once s/he has modifiecsthip, the executive controller
starts to use it when s/he receives the first abritam the pilot (s/he annotates it
to keep track of the flight evolution within thecser). When the flight associated
to the strip is still in the sector, the strategantroller could have to annotate
again the strip, because of a negotiation withstingtegic controller of the sector
which the flight is going to enter into (this is &ituation of "strip sharing"
between the strategic and the executive controldov we try to estimate this
first option according to the criteria above define

8.1.1 Hazardous situation

In the below table, we show an example of HAZORIg@nalysing the impact of
the possible deviations in the executive’s taskarimunicating to a pilot (using
datalink messages and under the assumptions difshease) the new frequency
that he has to use for the VHF communications wihcutive controller of the
next sector. The procedure for identifying suchialgens (excursions of a value
outside its normal operating envelope) from thagiesitent is facilitated by the
application of a number ajuidewordswhich refer a specific type of deviation.
The results of the analysis will be recorded inabutar form containing the
following elements:task indicating the activity which is being analysed,;
guideword indicating the type of deviation which is consibs deviation
indicating the specific problem detected or howdha&leword is interpreted in the
context of the task;ause indicating hypotheses about the ways in which tiosv
problem might arisegonsequencendicating the possible effects of the deviation
for the system as a wholerotection indicating how (within the current design) it
is possible to protect from the deviatiorcommendationsindications for an
improved design in order to prevent the deviation.

Just to give an example of how a HAZOP analysisksjoin the Table 3 we
consider the Other Thar!' guideword applied toHandle Last Contactask,
indicating that the controller's last contact sent pilot results to be different
from that intended: different because either wrlight has been selected, or a
wrong frequency has been sent, or the pilot hasreaid the correct message. Of
course, for the same communication other guidewaals be examined (e.qg.
None no communication occurdarly: the communication occurs too early,
Late the communication occurs after the right timej aa on).

19



Title: The impact of different med

a |d Number: WP 1-15

on safety and usability of interactive

ATC applications
Task: Handle Last Contact Guideword: Other Than
Deviation Cause Consequence Protection Recommendats
1. Executiv§Executive holds faul{(i) Valid frequency Valid (but wrong) frequendEnsure the user interface provi
allocates wron|belief about corre{ th ilot tact trand invalid frequency alcontrollers with representations
frequency infrequency  (e.g., - the pi Ot (Izlon a(;]s rdetected by the executiassociations between sectors
communication|mistake about Whicwrofng controfler w er|1?/ Eontroller of the new sect{frequencies immediate to

sector a/c will b|PEMoOrms a checking the first contaclinterpreted

entering, or about wh
the correct frequency f
that sector is)

Intention problem

Executive know
frequency, but makes
slip

Action problem

communication

(ijInvalid frequency: th
pilot tries to tune in to
nonexistent  frequend
when he performs a R
communication

message from the pilot

Ensure that the strategic contrg
can have an adequafeedback ¢
the actions’ effects performed by
executive in order to be aware
them and able to check

Design user interface whi

prevents from slips

2. Executivd... as a result of |The new frequency |If the pilot is still far fron|The application should warn tha|
uses incorre¢mistake ... given to the wrong flight {the sector boundary |[flight far from the sector boundal
callsign Intention problem could look for a doublghas been selected
check from the executive .
Ensure a feedback of the actig
effects on the strategic controllg
user interface
... oraslip. Design user interface whi
. revents from slips
Action problem P P
3. WrongPilot mistead{(i)Valid frequency: th{Valid (but wrong) frequenqThe application should dete
frequency frequency , because |pilot contacts the wrorland invalid frequency ajautomatically that a  wrof
received inattention, poor vidgcontroller when hidetected by the executifrequency is used and inform
quality, or being biasdperforms a R/|controller of the new sectjold controller in order to send ag

by a preconception.
Perception problem
Or

Understanding problen

communication

(ijInvalid frequency: th
ilot tries to tune in to
onexistent  frequeng

when he performs a R

message from the pilot

communication

checking the first contact

the right frequency

Table 3: An Example of table derived from a HAZOP aalysis

Analysing the Table 3, one possible hazardous tgituahat could appear using
datalink messages to communicate the new frequémay pilot is when the
controller makes a mistake in identifying the adtisign on his/her interface (case
2.) and then s/he sends the command to a wronigf.flig addition, even if the
controller is good at identifying and pointing withouse the right a/c, s/he has to
select the right command and the appropriate pdeseanother possible
deviation is not to select the right frequency ealgase 1.). In order to avoid
(reduce at least) possible errors in performingehtasks the user interface should
be designed in such a way to bound properly thgeasf possible values, to
ensure that it never stays in an "undefined" mdder example the controller has
selected the command and the parameters but sthallpdorgets to send the
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instruction The user interface should take care either of amgithese situations
at all (for example by means of modal windows) acarming properly the
controller about them. The last possible hazardutustion examined (case 3.) is
on the pilot's side: a correct order is displayadhes/her interface, but probably
s/he was not good at correctly reading it, so Slgwing to use a wrong frequency
to communicate via radio with controller.

For the purposes of our analysis it is meaningiuhialyse the different role that
each controller plays under these assumptionsstitagegic controller’s role is
mainly devoted to support the executive's work,ckhrey and monitoring his/her
activity, therefore the need of providing to theatdgic a proper feedback of
executive’'s actions as far as it concerns the idiktatommunications. This
feedback —differently from the VHF communicatiohattare easily heard by the
strategic because s/he stays very close to theuexee- has to explicitly be
provided on the strategic controller's user intmfand carefully be designed. On
the other hand, the executive has to handle diftemedia and tools to manage
the traffic, thus increasing the possibility of ameect interactions using them:
therefore the likelihood that hazardous situatiecsur ishigh.

8.1.2 Possible conflicts derived from shared options

Under this assumption the controllers have to marmreglly different tasks and

actually they have to share only the strips ang drihe strategic controller wants

to update a flight parameter decided after a nagoti with other strategic

controllers while the associated flight is still he sector (and then under the
control of the executive who could have to upddteoparameters in the same
strip depending on his/her decisions). The levedhafring idow.

8.1.3 Fair allocation of work

It is clear that the executive controller has agbigworkload compared to the
strategic controller's, because of many factors:

a) Number of tasksthe executive has to support all the communioatiwith
pilots and, at the same time, s/he has to thinkhef best solution to the
problems as they unpredictably appear. The st@tegntroller has to
negotiate with other strategic controllers and diae to update the ground
system for all the non-datalink equipped planeghia sector (this task is
further reduced if there are many datalink-equippkhes in the sector, for
which the update of the system is performed inworaatic way).
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b) In addition, the executive's work is more stresdfelcause dfime constraints
more pressing, as the task of problem resolutiom ahe task of
communicating with pilots have to be performed @snsas possible, whereas
the strategic does not have to update the systam t@ae s/he receives a
positive answer from a pilot, but it is enough théite updates the system until
ten minutes before the flight crosses the sectandaries, so that an updated
strip is printed in the other sector, then s/he'aganise” his/her work more
freely than the executive colleague.

c) The type of skill requestedbecause the task of quickly resolving an
unforeseeable conflict in the traffic flow is obuily more demanding
compared to the strategic controller's work of atpay the ground system
(that is a "routine” task above all).

The above considerations allow us to state thattleanunfair allocation of
work between the executive and the strategic controller

8.1.4 Time of task performance

Consider which are the actions needed to perfoMiB communication from a
controller to a pilot: first of all, because his/llt®@mmunication is heard by all the
pilots currently in the sector, s/he has to idgnpifecisely the flight with which
s/he wants to communicate, so s/he first readsithéentification and then s/he
sends to the pilot the proper order, clearancenérrmation (following the
aeronautical phraseology). The pilot involved hasead-back the instruction to
declare that s/he is going to execute the ordetlzamds/he starts to do it.

Consider now a communication performed by the adletr using datalink
technology. The datalink technology allows conexdl to have point-to-point
communications, so first of all the controller tasidentify on his/her interface
the right a/c representation. Once s/he has idedtihe right a/c, s/he has to point
it with the mouse and then select the menu thawallhim/her to use the datalink
capabilities. Then s/he can select the right contmand (if requested) the
appropriate parameters and s/he can send thedtstruThe pilot's system sends
to the controller's system the acknowledgement tinatmessage is ready to be
displayed on the pilot's interface, and then theat peplies with a Wilco" message
to indicate that s/he is able to perform the order.

Keeping in mind that every datalink communicatieraiways delayed because of
normal transmission delays, for each controlleotplession there are two delays
to add (one for sending a request and anotherartbd answer to it). In terms of
controller-pilot communications, the VHF technologjlows to gain shorter
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performance times being definitely more immediate.

However, being the executive controller to supdirthe communications with
pilots, especially in high traffic situations tholgal time needed to support them
could make worse just because of the executivattebheck who can fulfil only
one pilot request at a timey performance with high traffic).

8.2 Case 2: the flight-state dependent datalink
allocation

In this situation, all datalink-equipped a/c haweriteract with both controllers,
depending on the different flight phases: withtefgac controller when the flight
changes the sector, otherwise with the executivehd below table we summarise
the tasks' arrangement:

Strategic Executive

Monitor Radar Monitor Radar

Negotiate transfer parameters

Annotate Strips Annotate Strips
Update Ground System Update Ground System
Detect Problem Detect Problem

Solve Problem

Send Clearance to Pilot

Send Information to Pilot

Handle First Contact

Handle Last Contact

Inform Controller of Problem

Table 4: Task allocation in the Flight-State depenent datalink allocation

821 Hazardous situation

In this option the strategic controller can sendeorto pilots, so it is possible
his/her orders can conflict to executive's, leadmg@ossible hazardous situations.
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For example, the flight level requested for antg/¢he strategic controller could
be different from that expected by the executivetiadler (and vice versa), so a
dangerous situation may arise when the flight'erobpasses from one controller
to the other one.

As far as it concerns the HAZOP analysis on thk &aamined in the previous
section (send the new frequency to a pilot appriogcto change the sector) the
issues listed in the HAZOP Table 3 continue to bidvwith the exception of

exchanging the executive's role with the strategiol fact, in this case the
strategic is in charge of sending datalink messtagpgots approaching to change
sector Handle First ContacandHandle Last Contadiasks in Table 4).

It is worth noting that under this option the roti#sthe two controllers are more
balanced (the strategic controller is not only pHer the executive controller),

but s/he plays an active role in the sector traffemagement, looking after a part
of datalink communications. Thus, the coordinatiand mutual awareness
between the two controllers needs to be more augmewith respect to the

previous option (because for example the strateg&to exactly know at what
time the handover of a flight has to be performeith whe executive and so does
the executive), although the monitoring activitytieé strategic controller towards
the executive controller’s activity could get meféective.

Therefore, under this optiocontrollers’ mutual awareness and checkingare
the most critical conditions for obtaining a low number of hazardous
situations.

8.2.2 Possible conflicts derived from shared objects

Under this option the aspect of "shared objectsd it more critical. Note for
example that it can happen that when both conteothy to perform an action on
the same a/c (it is possible because both contsohave to handle datalink-
equipped a/c in different moments, then they havadcess to the appropriate
tools), thus it is relevant to take care of theomect behaviours that could occur if
the actions are not well serialised. A good usgerface highlighting when it is
time to pass the control from the executive cofdraio the strategic and vice
versa, (e.g. avoiding that the strategic decidesetal a "last contact” instruction
to a pilot whereas at the same time the executivéraller wants to have other
communications with the same a/c) should limit thenber of conflicts that is
potentially high.
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8.2.3 Fair allocation of work

The workload between controllers is a bit moreritisted, either in terms of
number of tasks (a bit more equally distributedweein the controllers), as in
terms in type of task (skill requested, time pressonstraints): in fact, while in
the other cases the strategic had to perform alitime" activities, now his/her
activity can have a direct impact on the genersiesy, as all flights going into the
sector or leaving the sector have to communicate te strategic controller.
Under high traffic situations it can happen thamsoflights perform the first
contact but the strategic is already occupied imdhag other first/last contact, or
in communications with other strategic controlles®, in this case even the
strategic can feel heavier his/her activity. THecation of work seems to bair .

8.24 Time of task performance

In this case the overall system performance oftgpedding on the controllers’
skills in anticipating conflicts in the sector cdenefit from an executive
controller a bit more focussed on the flow in tkeeter because has been freed by
several routine's communications such first/lagttact often are, s/he spends
more time monitoring situation, thus s/he can beemeady to reply to pilots in
order to prevent/solve conflicts.

Of course, all these advantages can be exploitég ibrother co-ordination
problems between the strategic controller and tkecwgive controller are not
added because of a bad-designed user interfacddbatnot take into account the
need of a mutual knowledge and awareness betwegrotters. Therefore, under
this option if conflicts are resolved, the best performancesireached
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9. Conclusions and Future work

In this report we have discussed how different mezin affect —in terms of
safety and usability, two concepts related to aubBve safety critical
applications— the work of human operators in tiggetof applications. Besides,
we have shown how the criteria proposed can baeapf a case study in the Air
Traffic Control field.

The proposed approach starts from the assertiantlieainterface design is a
complex process, which has to consider severadréift aspects, especially when
intended for a safety-critical application as ire thir traffic control example

considered in the report (although the same issaede applied to other areas).
In this case the high cooperation requested betwi#féerent users claims that
possible changes in users' way of working haveetacdrefully analysed before
introducing them in the system, because the eff#atsroneous users' interactions
can be easily propagated within such system witltar consequences.

Therefore, our work represents an attempt to stracall various aspects into a
more organic approach which starts identifying plessible options in allocating

media and tasks, analysing the resulting changemwafonment, artefacts, and
interactions between the different human agentsiwad and between the human
and the system. The next step is to evaluate thiengpaccording to different

criteria that we found relevant in the assumed renwent: although this

gualitative evaluation can not be easily carried, du can provide useful

guidelines to assess pros and cons of each option.

According to the analysis developed, we plan to iflgaal new system prototype
for supporting en-route air traffic control withtedink support that should better
satisfy the safety and usability criteria than tuerent system. Further work on
formal reasoning about safety and usability proeertof this multi-users

environment, with the support of model-checkinditeques, is also foreseen.
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