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Preface

Data is the key driver for the digital economy. Besides its clear business meaning, this
statement accounts for most of the innovations and new paradigms introduced by the
software industry in the last decade. As a matter of fact, the most remunerative business
today is not the software per se, but the possibility to create value-added services for
specific domains: industry, smart city, smart grid, e—Health, multimedia, etc. The real
competitive advantage in this scenario is given by the agility to implement ever new
digital value chains that emerge, evolve, and dissolve much faster than ever.

New computing models and software architecture have been progressively intro-
duced to bring more agility in the creation and management of new digital services and
products. The recurring buzzword that conveniently represents this attitude is “orches-
tration”, meaning the capability to implement (semi—)autonomous systems that are able
to evolve with self—properties (self-configuration, self-management, self-healing, self-
protection, etc.). Concrete achievements in this respect consist of a number of man-
agement frameworks and interfaces for cyberphysical systems and telecommunication
infrastructures, including TOSCA, ETSI NFV, and FIWARE. They actually allow us
to compose digital resources from multiple domains (cloud, IoT, networks, data) into
high-value services in a seamless way, without caring about technical details concerning
hardware and software provisioning.

The downside of this evolution is represented by cybersecurity aspects, which have
not yet been addressed in a satisfactory way. Despite the effort in making software-
defined systems ever more smart and autonomous, cybersecurity processes still largely
depend on human skill and expertise. Relying on individuals’ ability for hardening, veri-
fication of security properties, attack detection, and threat identification is no longer prac-
tical, and it is clearly an unacceptable practice, especially when critical infrastructures
and large chains are involved.

Motivated by this substantial imbalance between software management paradigms
and cybersecurity models, the GUARD project has advocated the transition towards
more agile security and privacy processes, which could follow the dynamics of modern
digital infrastructures and services. The scope has extended to service integrity and
data sovereignty, including, therefore, attack detection and data tracking aspects. The
main objective is the introduction of similar models to those already used for software
management, namely ones with the ability to orchestrate security capabilities in order to
build advanced and agile detection and analytic processes. This book provides an overall
review of the main concepts, architectures, technologies, and results from the GUARD
project, covering both technical and non-technical aspects, i.e., legal and ethical issues.

Contents

Structured into ten complementary chapters, this book presents the current trends in ser-
vice automation, data protection, attack detection and analysis, and business chain mod-
eling, along with practical examples of using GUARD and similar platforms. The ethical
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issues related to the digital business chains are also discussed. The GUARD project part-
ners co-authored all chapters along with GUARD collaborators from the PANELFIT
H2020 project and the Cracow University of Technology, who have worked together
through dedicated meetings, workshops, webinars, and conferences. The chapters are
summarized below.

1. Nowadays, device-centric or infrastructural-centric conventional threat mitigation
methods are primarily ineffective in coping with the multitude of digital objects and
service topologies involved. In the first chapter, Carrega et al. present the GUARD
architecture description and motivating reasons for its advantage to security oper-
ators. They focus on many architectural model aspects, such as containerization,
elasticity, and programmability, making it a novel approach to defining a modern
cyber security framework for building detection and analytics services for complex
digital service chains.

2. In Chapter 2, Repetto and Carrega propose a new tool called bpfFlowMon that is
useful for monitoring and analyzing network flows. The authors present the state-
of-the-art network flow monitoring and motivate the selection of eBPF, which is
the main focus of their tool. The tool requires minimal computational resources
to enable application in virtualized environments, which is a relevant research
problem. The evaluation presented in the paper compares the proposed mechanism
with two standard tools for this purpose, namely Zeek and nProbe. The results show
that the proposed tool yields similar performance to the baselines but significantly
reduces memory and CPU consumption.

3. Kotodziej et al. provide a short state-of-the-art analysis of modern Intelligent Trans-
portation Systems (ITSs), focusing mainly on monitoring, anomaly detection, and
general security mechanisms. They also provide a simple classification of anomalies
and survey promising machine learning detection methods. The practical imple-
mentation of the ITS in Wolfsburg (Germany) provided by the WOBCOM company
is demonstrated at the end of the chapter.

4. InChapter 4, Krzyszton, Lew, and Marks develop the Net Anomaly Detector (NAD)
system that uses classification machine learning techniques to detect anomalies in
the network traffic. NAD was integrated with the GUARD platform as a security
service component and detected attacks and anomalies in TCP/IP traffic and local
(customers’) networks, such as the LoRa network managed by WOBCOM company
in one of the GUARD use cases.

5. Unknown cyber security attacks and anomalies in the network traffic are also dis-
cussed in Chapter 5. Skopik et al. define AMiner — an open-source tool for detecting
log-based anomalies. All the machine learning algorithms implemented in AMiner
are feasible for deeper analysis of the monitored system or network behavior, rec-
ognizing deviations from learned models and thus spotting a wide variety of even
unknown attacks.

6. Szynkiewicz describes the implementation of a system to translate packet signa-
tures into filtering rules for the eBPF framework. In particular, the solution is built
around the network telescope traffic provided by the NASK Darknet Telescope.
Thanks to this traffic, it is possible to collect data and detect attacks (e.g., DDoS).
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Specifically, through this traffic analysis, it is possible to generate PGA signatures
and automatically generate BPF code to parse likely malicious DDoS packets.
Wurzenberger et al. describe the approach used to implement an aggregation pro-
cess to reduce the number of alerts that need to be reviewed by security ana-
lysts in the context of Intrusion Detection Systems (IDSs). In addition, all the
implemented features are demonstrated by setting up an application example. The
obtained results are presented using a dashboard that enables easy visualization and
filtering operations management.

Blockchain technologies are currently viral in providing security for financial trans-
actions and secure transmission of data and information in distributed computing
environments. Blockchain was also initialized in the GUARD platform; however,
more work is still required. Wilczyniski and Kolodziej show in their chapter the
blockchain algorithms, network, and all potential benefits from using them in
several practical applications, including business chains. They have developed a
new blockchain-based algorithm for scheduling tasks in distributed networks and
environments, such as the GUARD platform. The blockchain mechanism in the
scheduler allows improving the security aspect in data access and in scheduler
itself.

Kozhuharova et al. provide a non—technical perspective on privacy and security
aspects of modern computing paradigms. They focus on the ethical issues and
define the concrete measures of protecting the privacy of data subjects that were
implemented during the GUARD project lifetime with regard to the technology
developed within it. What can serve as a primary recommendation, especially when
creating new technologies, is to establish a list of requirements, including ethical
ones, that the system must cover before any action is taken. It will ensure compliance
with the ethical principles at the highest level and mitigate any adverse effect on
the individuals.

A broader view on security and ethical aspects in general digital service chains is
presented by Tronnier et al. in the last chapter of the book. The authors work on the
PANELFIT H2020 project, a complementary project to GUARD. The main results
from the provided analysis show that ethical challenges cannot be resolved in a
general way and instead need to be discussed individually, taking into consideration
the ethical principles that are violated in the specific steps of the service chains.

We hope that this book is of interest to the broad group of researchers, engineers,

and professionals working in computer science and IT business units using intelligent
modeling to support their interdisciplinary projects and applications in distributed cloud
systems and data-intensive computing domains. We believe it contains a valuable survey
of the recent modeling technologies and compelling use cases.

February 2022 Joanna Kotodziej

Matteo Repetto
Armend Duzha
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