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In an early paper Preparata, Metze, and Chien formulated a model of system level
diagnosis in which it is assumed that a fault-free modulé can detect any fault in a
module it is testing. In practice this assumption may not be true. If a fault-free
module can only detect p x 100% of all faults (or equivalently detect a fault with prob-
ability p) we refer to this as incomplete fault coverage. With incomplete fault coverage
it is possibile that a system will fail to detect a faulty module. 1In this paper we
consider the problem of designing systems which minimize the probability of failure to
detect for a given fault coverage p. We show that the ability to detect faults does ,
not only depend on the number of modules n and testing links m, but alsc in general, on
the structure of the network (i.e. the exact interconnection pattern of testing links).
Systems which are optimal with respect to fault detectability are presented for various- -
n and m, and a correspondence between detectability and the girth of the system testing
graph is presented. The effect of system structure on diagnosability

is briefly discussed. ’ - i
INTRODUCTION

An early paper by Preparata, Metze and Chien [1] and diagnose v . Each arc (test) has adsociated
formulated a model of digital system diagnosis “with it a prob;bility p, where p, is the coverage
which has been widely researched. 1In this model of the test t, for pbssible faul%s in unit v .
a system is represented as a graph with the nodes (i.e. the percentage of faults in v, which can
corresponding to replaceable modules in the sys- be detected by v_,). Each diagnostic test t
tem and directed arcs corresponding to the diag- - determines a binary outcome: a O outcome on't
nosis of one module by another. means that unit v, has judged unit v_ as faulé-

It is assumed that a fault free module can free, whereas a l outcome indicates Ehat unit v
detect any fault in the module it is testing has judged unit v, as faulty. By the previous
and that, if the ; f assumptions, each-test outcome has a probability
testing module is faulty, we cannot rely on its : associated with it as shown in Figure 1.
judgement. This assumption may be somewhat
optimistic in systems where the modules are . O fault frea untit ® fouley unit

complex (e.g. microprocessors) due to the dif- . :
ficulties associated with testing a complex mod— ]
ule and the possibility that in the network the 2

probabilicy of

vy —= V4 outcome from tg this outcoms

o c @ 1
diagnosing module has incomplete access to the N . o 8 ' ’
module being tested. In this paper we con- o o o R 1-p
sider the effect of incomplete fault detection t
(i.e. a fault free module may fail to detect A o * ° ° i
some faults in a module it Is testing) on " ¢ ° ! jaudt
system level detection. s £ e ® ' %1

T L1} L] L] L} AELIY
We consider the following model The sys- ) rigure 1
tem S is composed of n interconnected units, T

each able to test and diagnose other units and ;
can be represented by a directed diagnostic graph '
G(v, E), TV!-n,[Efxm, where each node v e y cor-
responds to a unit of S and there is a éirected

From figure 1 we see that the probabilistic mod-
: el we propose is a simplified version of a model
proposed by Blount [13], as it doesn't consider

ar to v, Lf rthe pupdt v, is ahle ro rest s
""%Efﬁgegik was Aupported in pa*t by the National the possibility of having a 1 outcome for case
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I. MEASUREMENT OF DETECTABILITY
OF FAULTS IN A SYSTEM

As a consequence of incomplete coverage, (i.e.
p1<1) it is possible that one or more faulty units

are sctually present in the system S, even if the
test outcome S0 of all 0's is obtained.x

Hence it is necessary to consider problems as-
soclated with detecting faults in this model.
We introduce 2 new parameter associated with S;
the detectability of S, D(S) which defines the
effectiveness of S in detecting its own faults
(i.e. the probability that S can detect a fault in
some set of its modules). Correspondingly
U($)=1-D(S) 18 the undetectability of S.

Definition: The undetectability parameter U(S) of
a system S is the probability of obtaining the test
outcome S,, when one or more units are actually
faulty in'§.

For the moment, we will consider the evaluation
of the parameter U (8), that is the undetectability
of §, with respect to the set F, of fault patterns
of given cardinality k, k=1,2,...,n. We shall see
later the relation of Uk(S) with U(S).

n
k
Any such pattern F

There are

ity k.

different fault patterns of cardinal-

3
k

the diagnostic graph G(V,E) as in Figure 2.

can be represented in

Figure 2

In order to simplify the mathematics we make
the following assumptions:
a) all fault patterns of(cgrdi)ality k are

n
(%
b) 1

and all s, are equal to s and are independent of

each other.

"#%5  is the test outcome defined by t, =0 for all i.
In the deterministec model of [1], ST can occur
only when all the units of S are actually fault-
free or all are faulty.

equally probable i.e. P Flek

all p; sare equal to p, all r )re equal to r
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. "pattern F

For any specific fault pattern Fi let the number
of arcs to elements in Fi from elements outside Fi
be I ;

3’ i

elements outside F

the number of arcs from elements in Fi to

1
be o, and the number of arcs

kj 3
among elements in Fk be‘Oj.
of obtaining the test outcome S for the fault

3
k

1 02 Ol
P (s |Fi) - (1-p) 1 (-sy I3

()

Then the probability

is given by

_'. o ) j j
_ Then U, (8) =j§1 P(SO|Fk) . P(Fkick)
Th n
. (k I o2 ol
= (1-s) 1 ¢

.. -5 (1-p)
[ ° n
. H )

If bk'is the probability of the system having any

fault of cardinality k then we can express the
undetectability U(S) as:

u(s) = g
k=1

pkUk(S)

In this equation the value of p is independent

of the particular structure of g. It depends only
on the failure rate of each unit in 8 and on the
time between successive applications of the diag-
nostic tests in S.

We also consider the expression

t
U {(S) = p, U (S)
£ kgl kk

which represents the undetectability of § if we
disregard the possibility of faults of cardinality
k>t.

2. RELATION BETWEEN DETECTABILITY
AND STRUCTURE OF S.

We will now consider the effect of the structure
of the system on its detectability. We show that
for different systems with the same number of arcs
and edges, the detectability is not necessarily
equal. This difference can be attributed to
structure. We characterize some systems with
optimal structure,

Definition: A system S with n nodes and m arcs
is optimal with respect to detectability if
for any S; having n nodes and m arcs Uk(S)<Uk(S')

for all k=1,...,n.

Defnintion: A system S with n nodes and m arcs is
optimally t-detectable if for any S' having n nodes
and m arcs, Uk(s)fuk(s') for all k=1,...,t,t<n.

If Uk(S) is minimal for all k=l,...,n

t
(k=1,...,t), the expression for U(S) (and U (S))
is also minimal since pk,k=1,...,n (k=1,...,t,t<n),

doesn't depend on the structure of S. Therefore



we consider the expression 6f Uk(S) and mindmize
it, extending the results to U(S) and Ut(S), For

a system S, 1f we consider the set Fk of all

fault patcerns of cardinality k, we have

(n) L W2 ol
mi s am e
(+) =

However, we also have the following constraints:

(a)

k n-2

1) s Ij = @ ( )
1

Uk(S) =

k-1

3‘:
(&)
2§ ojl -m ('k:f)

i=1
(i) =
3 o2 a-2
R ‘”(k-z)
j=1
"2 ¢ v
o‘
Figure 3

The first constraint is obtained as follows: an
arc from v, to vy (Figure 3) contributes to the

term I, for a specific fault pattern Fi if and
c Fj. a=2

b k k-1

As |B}=m, the first con?

only if va é Fi and v, There are

such patterns in Fk.
The second constraint is ob-

an arc from v, to v
b c

contributes to the term ol for a specific fault
X b 3 3

i .

pattern Fk f and only if v, € Fk and VCJ Fk

such fault patterns in Fk' As

straint follows.
tained as follows:

n-
k-1
|E|-m, the second constraint follows.

There are

The third constraint is obtained as follows: an-
arc from vy Eo v, contributes to the term L
oj for a specific fault pattern FJ if and

3 1 k n-2}s:
b € Fk and vd € Fj' There are k-2

such fault patterns F As |E] =m, the tRird .

constraint follows. The minimization of (2)
subject to the constraints 1), 2) and 3) has

only if v

the following solution: i

L m(n-kk -
Ij n(n-1) I
1 _ mk(n-k) - 1_
ERREICE) B S WS

02 _mk(k-1) _ -2
i n(n-1)

and the minimal expression for Uk(S) is:
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Proof:

Proof:

. only be obtained by a regular graph.

I 0o ol I ol
Uk(S)min-(l-p) (l1-8) r© = (l-p)r = (l-8)

lm n
20 " e -
- for j=1,... k

are integers, the lower

when k=1, 0;

in any graph Ij

=0 and Ij . Since

and ©
bound on Uk(S) can be matched only when §-L is

an integer. (i.e. the number of interconnections
is an integer multiple of the number of nodes).
Let us consider the class of regular graphs.

Def#nition: A graph G=G(V,E) is regular of degree
2L if each of its n nodes has exactly L incoming
arcs and L outgoing arcs.

Theorem 1: Among all the possible connections for

which E-'L is integer, the systems which are opti-
mally detectable (optimally t-detectable) have

a regular diagnostic graph,

In a regular graph for k-l.Ij=°;-§-L; Un(S)
is minimal and therefore from the definition of
optimality the theorem follows. This is because
detectability is directly related to the worst
case number of interconpections from fault-free

to faulty modules. If — =L and the graph is
regular, there exists a node with fewer than L
incoming edges, thus decreasing the detectability
of such a system. -

Lemma 1: All regular graphs are optimally l-detec~

table. All regular graphs minimize Un_I!S). T
In regular graphs all faults patterns for
k=1 have IJ-E =L and«:i-g =L matching the required

I, ando | in (3) and similarly for faﬁit-patterns

3 3 m im 2
- el 0 el = 0 ‘sl (n-2).
of cardinality n-1, Ij o L, 5™a L and 3 L{(n-2)

The lower bound for Uk(S) predicted by (4)can

However not
all regular graphs will satisfy this lower bound
and in fact for some values of m, n, and k, there
may not exist any regular graph which matches
this lower bound.

We will now consider some cases for which the
predicted lower vound for Uk(S), derived in

Theorem 1, can be matched by a regular graph.

v b) va
Figure 4 4

Definition: A system S is a DG: system {f there

exists an arc from \ to vj
(modulo n), a=1,2,..,,t. DlL

if and only if j-1i =éa

systems have edges



e g R s g -+ A T g et

from a node 1 to i+l, 1+2,...,i4L.

. Thue the system of Figure 4A is a D,  system for

IL
L=n-l=4 and the system of Figure 4b is a DlL 8ys-

tem for L = 231-2. D,. systems with L=(n-1)/2, n
odd, can be sgown to }keld the same values of I and
2

oj a8 (3) and hence &re optimal.
Theorem 2: D1L systems for L=n-1 and L-E%% n odd..

are optimally detectable systems.

Proof: Follows directly from the fact that the
actual value of Uk(S), for k=1,...,n, for DlL'

L=n-1 or L-E:land n odd, corresponds to the minimal
theoretical Value obtainable, given by Theorem 1.

The D,  system, with L=n-1, is the only regular
graph by which we can connect n nodes g}fh m=n(n-1)
arcs. However, the DlL system with L-—3~ and n

odd is not the only EfﬁE}?r graph we may have
given n nodes and me—o— arcs. The following

example compares Uk(s) for two different regular

systems with n=5 and w=10 (L-% =2).

Example: Let us consider the graphs G(Dj2) and
G' for n=5, w=10 in Figure 5.

\7 Vv
3 3 G
Figure 5
a) As both graphs are regular, the value for
DI(G)-DI(G') and is from (2):
v, (© = v,c") = (-p)? £
b) For k=2 we have:
3
u,(6) = (1-p)” (1-s) r,
While for G', as we have two subsets of fault pat-

terns of cardinality 2 with different Ij and
we have

v, (") ’T(l? (5(1—[))2 (1-8)% £2 + s(1-p)* r“)
and UZ(G)<U2(G'); UZ(G)=U2(G') only where l-s=
=(l-p)r.

s
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For K=3, 4, 5 we have the following values

O ez U@ =(1-p) (1-8)’r;

0,015 [s-p (1-0) 50108 (0%
U,(6)=U,(6") only when l-s=(1-p)r, otherwise
U3(G)<U3(G').

"d) k=4: since k=n-1 Ye havg:2

U, (@)=U,(6")= (1-p)"(l-s) ¢

e) k=5: trivial case US(G) -US(G')~(1—5)10
We thus see that for the system G,Uk(G)<Uk(G') for

:k=1,...,n and therefore has better éetectability

Sipece both systems have the same value of n and m,
this superiority can be attributed to structure.

iﬁe D L graphs can be shown to be optimally
k—detec%able for certain values of L,n,k as
outdined in Figure 6.

o By eptimally
. datectuble
PSR
D“. apelmaily D”_ eptimaily

3-deteetnnle 3-detectiuble
st

=T opLinillyl :
= Zeuntectable
Ve

DlL optimrlly
2-detectable

- n o= 2L-1 2L 2Led 2Le2 2143 ..
Plgurs €
B
»R.-1 b,, optimally Z-detectable

D,, optimaily 3-detectable

sl DIL optimslly detectsble for all k&
142 D“‘ optimally 3—detectable
>ZL43 B, optimsily 2-devectable

2.2. Detectability of regular graphs

All the results obtained so far have been based
on finding actual graphs for which the value of
Uk(S), k=1,...,n was equal to the theoretical

minimal value obtained earlier by (4) and (6).
Unfortunately for those cases not represented in
Figure 6, the expression for Uk(S), for regular

graphs, contains more than two terms. It is thus
not possible to prove optimality by a simple
comparison with the theoretical lower bound of
Uk(S) given by (4) or (6). For general values

of n and L and k>2, the graph which has optimal
detectability may depend on the relative value
of ‘the probabilities p,r and s of detecting

a fault in each unit. We consider the case when
it is possible to give a value to p through
simulation of the units in the system, but we
cannot evaluate the values of r and s. 1In this
case we assume that r=s=1/2. For this model

let us introduce another parameter for a regular
graph G which is strongly related to the detect-
ability of G. —-

Definition: The girth of a graph G denoted by
g(G), is the length of a shortest undirected
cycle in G.

The graph girth is related to detectability in
the following way. If two graphs G and G' have
the same number of edges and nodes and G has girth



g and G' has girth g'>g, then there exists a lower
bound p' of p such that if p>p' G' has a better
detectability than G.

This is because fault patterns with high probabilitcy
of non-detection have fewer incoming edges from
fault-free modules. If the faulty modules form

a connected cycle the number of incoming edges

from fault-free modules would be decreased. The.
girth of a graph defines the minimum number of
faulty modules which could define such a cycle.

Unfortunately very little is known in graph
theory on how to construct regular graphs of
some minimal girth. The only previous results
are as follows: :

a) a regular graph with n nodes and m agcs of

girth g>3 can be constructed only if m<|%—l. [14]

b) a regular graph with n nodes and m=nL, arcs of
girth g>4 can be constructed only 1if n>4L"+1.[15]

Géaphs which match a) above are bipartite, (i.e.
graphs whose set of nodes V can be partitioned
into two subsets v, and V. such that every arc

of G connects an eiement of Vl to an element of
v,).

F%om the preceeding we obtain the following result.

Theorem 13: The complete bipartite graph GB for

n even and for p>p, has better detectability than

the graph DIL with the same number of nodes and
arcs.
Proof: As both graphs are regular, they have the

same expressions for Ul(S). They also have the
same expression for UZ(S) since both have nL
fault patterns for which Ij*ZL-l and ESE:%LZLL
fault patterns for which I =2L. Since U3(D1L)
is expressed as (12) and UB(GB) is expressed as
(11), the Theorem follows.

and

Example: Let us consider for n=8, L=2, D12

shown in Figure 7.

1§

Figure 7

214

The expressions for Uk(Dlz) and Uk(GB) for k<3 are:

. 1
U, (D,,) = U, (Gp) = 7 (1-p)

(D) = U,(G.) = TE  (16(1-p)> + 12 (1 y4)
_2( 12) 2(GB) = (1-p) -p

1 3 [ 5
U3(D12) = 3585 {8(1-p) +24(1~p) +24(1-p)7}
while

1 4 6
U3(GB) - 3584 (48(I—p) + 8(1-p) } and

UJ(GB)<U3(D12) for any value of p.

G, for this example can be redrawn as two loops
o? four nodes comnected to each other as shown
in Figure 8.

Figure 8

With the same arguments used to deyelép
Theorem 13 we can prove the following:

Theorem 14: Among all regular graphs -for which

n>4L2+1, those graphs for which the girth g>4,
have a value of UA(S) which is less than that of

graphs with the same number of nodes and arcs
with girth g<4 for p>p.

Example: Let us consider the case n=20 and L=2.
A graph with girth g=5 is shown in Figure 9.
From Figure 9 we can see that this graph is
drawn as four loops of 5 nodes each, connected
together.

Figure 9

When a graph of some minimum girth g'>g cannot
be constructed, it is necessary to construct a
graph which has the fewest number of distinct
loops of girth g, as illustrated in the following
example.



Example: Let us consider the case m=7 and L=2
and compare Uk(S) for D12 and the graph G of
Figure 10: !
7 2
ERE
3 b
<]
3
"4
5
dn -

Figure 10

The expressions for Uk(D12) and Uk(G) for k<3 are:
1 2
U,(D),) = U,(6) =% (1-p)

1 3 4
Uy(D),) = Uy(6) = g3g {16(1-p)" + 7(1-p)")

= 1 {7(l—p)3 +21(1—p)4+ 7(1-p)5]

)
12 - 70
U,(0) -Aiiéa.{6(1~p)3 + 2401-p) “+4(1-p) $Jana
2 U3(G) <U37(D),)

B

50

for any value of p.

We have been unable to develop a general proof
or a counter-example to the conjectrued rela-
stionship ‘betweer detectability and graph girth.
We hypothesize that the detectability of a graph
G, with girth g, will be better than that of a
graph G2 with girth gz<g1.

Specifically we hypothesize that:

t t
U (Gl) = U (G,) for t<g,

t ot
U (Gl) 1)) (GZ) for g2<t <gl

We further conjecture that if 8,°8, the graph

with the fewest number of distinct loops of
degree g will have better detectability for t-g1

and -the graphs will have the same detectability
for t<g1.

3. CONCLUSIONS

In this paper a new parameter, the detectability
of a8 given system has been introduced. The rela-
tion between this parameter and the structure of
the system has been demonstrated. Optimal graphs
for some cases have been presented, and a -
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conjectured general relationship between graph
girth and diagnosability has been presented.

The graphs described in Section 2.2 seem to have
a2 well characterized structure which needs further
investigation. We have not examined the rela-
tion between diagnosability and the structure of
the connections in a probabilistic model. This
problem is very difficult since the number of
fault patterns which can produce a given syndrome
is much greater in the probabilistic model than
the corresponding number in a deterministic model,

" and also each fault pattern has associated with

it a non zero probability of producing a given
syndrome. These problems will be considered
in future papers.
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