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 A B S T R A C T

Increasing use of new digital services offers tremendous opportunities for modern society, 
but also entails new risks. One tool for managing cyber risk is cyber insurance. While cyber 
insurance has attracted much attention and optimism, interdependent cyber risks and lack of 
actuarial data have prompted some insurers to adopt a more proactive role, not only insuring 
losses but also assisting clients with preventive work such as managed detection and response 
solutions, i.e., investments in their own cybersecurity. The purpose of this paper is to propose 
and theoretically investigate yet a further extension of this role, where insurers facilitate security 
investments between interdependent firms, which get the opportunity to invest a share of their 
insurance premiums to improve the security of each other. It is demonstrated that if insurers 
can facilitate such investments, then under common theoretical assumptions this can make a 
positive contribution to overall welfare. The paper is concluded by a discussion of the relevance 
and applicability of this theoretical contribution in practice.

1. Introduction

In modern society, we are increasingly dependent on information systems. While these digital services offer tremendous 
opportunities, they also entail new risks – specifically, that our information is seen by the wrong eyes, manipulated by the wrong 
hands, or unavailable when needed. Thus, systematic and rational cyber risk management is an important area for practitioners and 
academia alike.

One tool for cyber risk management is cyber insurance. High hopes have been placed on the ability of insurers to manage cyber 
risk. For example, two decades ago, Schneier (2001) boldly predicted that‘‘[i]n the future, the computer security industry will be 
run by the insurance industry’’. Not only do insurers offer risk sharing, freeing their insureds from the need to stockpile capital to 
handle catastrophic events, they also offer the prospect of using premiums and proactive security-screening to incentivize appropriate 
cybersecurity. In particular this latter aspect has drawn the attention of policy-makers such as the OECD (2017) and Anon (2016).

On the other hand, in the absence of actuarial data on cyber incidents, insurers find it difficult to manage risk and incentivize 
behavior in the cyber area as successfully as in other areas. Indeed, many studies point out that such data is largely missing (see e.g. 
Biener et al., 2015; Franke, 2017; OECD, 2020; Tsohou et al., 2023; Barreto et al., 2023), forcing a kind of risk assessment which 
is not actuarial in the proper sense of the term (see, e.g., Nurse et al., 2020). The challenge of finding appropriate high-quality 
actuarial data has persisted for long and is unlikely to be resolved by any single panacea. However, some proposed measures, 
recently advocated for by the Geneva Association, include standardizing claims data and coordinating information sharing not only 
among (re-)insurers, but also involving government security agencies and major IT service providers (Pain, 2023).
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Furthermore, cyber risks are often interdependent in a way that plagues cyber risk management in general and cyber insurance in 
particular. First, enterprises use the same popular IT products and services – e.g., Apple phones, Intel processors, Microsoft operating 
systems – and vulnerabilities in any of these may entail correlated losses for many insureds at the same time (see, e.g., Böhme and 
Kataria, 2006). Second, enterprises depend on each other through digital supply chains. For example, interruptions in major cloud 
computing services may affect millions of businesses at the same time. Simulated scenario analyses suggest that such interruptions 
could entail insured losses of many billions of dollars (Lloyd’s, 2018), though there are also disaggregating factors such that some 
high profile incidents such as the Solar Winds attack and the Log4j vulnerability did not in fact entail insured losses of catastrophic 
magnitude (Pain, 2023).

These challenges have prompted some insurers to adopt a more proactive role. Whereas in the late 2010s, insurers were mostly 
active only in the post-incident recovery phase of what might be termed a cyber risk value chain, leaving pre-incident preventive 
work to IT vendors, telcos, and consultancies (for a market analysis from the Geneva Association, see Siegel et al., 2018, especially 
Fig. 5), this is no longer the case. While some insurers remain in the traditional post-incident phase, a thriving niche of the market 
now also offers preventive measures such as dark web monitoring, monitoring of client public web sites for outdated software and 
misconfigurations, threat intelligence dissemination, action plans for which cyber risk controls to implement, managed detection 
and response solutions, etc.1 While such preventive measures cannot completely replace or bypass the need for actuarial data, they 
offer insurers in this niche at least two benefits: First, access to other kinds of relevant technical data at (close to) real time, a 
considerable improvement over traditional annual data collection forms (Woods et al., 2017). Second, a solid reason to believe that 
the preventive measures are improving the security of their clients, inspiring additional confidence when underwriting cyber risk.2

One of the first authors to theoretically describe and formally model this shift towards preventive measures was Wang (2019, first 
preprint from 2017). He explored the idea of investing part of an insurance premium to decrease the expected loss – ‘innovative 
cyber insurance’ – rather than just set it aside as a reserve for paying post-incident indemnities, and offered a simple analytical 
model to illustrate the idea. The purpose of this article is to modify Wang’s model to explore the theoretical feasibility of another 
novel role – that of facilitating security investments between interdependent firms – which could potentially be assumed by insurers 
in order to better manage interdependent cyber risk. Whereas Wang’s original idea – to use part of the premium to improve the 
security of the insured firm itself – is now increasingly used in practice, the novel idea we explore here – using part of the premium 
to improve the security of another firm upon which the insured firm depends – is not, as far as we know, yet an actual practice. 
However, the idea is potentially interesting and merits theoretical investigation.

More precisely, we investigate this role of investment-facilitator through a mathematical framework where it is assumed that 
an insurer offers two risk-averse insured interdependent firms the opportunity to invest part of their premiums in improving the 
security of each other. Optimal firm decisions in this situation are explored and some results are proven, relating these decisions to 
both the magnitudes of potential losses and the degree of interdependence.

The rest of this paper unfolds as follows. Section 2 first introduces the model by Wang (2019) for how insurers could help 
insureds to manage their cyber risks by not only insuring them, but also by investing in risk reduction. In Section 3, Wang’s model 
is critically discussed in light of common theoretical assumptions about how risk-averse, fully informed, insureds behave, building 
on Ogut et al. (2005). We then proceed to the main contribution in Section 4, where it is demonstrated that a modified version 
of Wang’s proposal, offering a firm to invest not only in its own security but also in that of another firm which it is dependent on, 
has the potential to make a positive contribution to overall welfare. Section 5 concludes the paper by discussing the relevance and 
applicability of the theoretical contribution in practice. In an Appendix, a remaining open question is discussed.

2. Wang’s model of cyber risk reduction

Wang (2019) proposes what he calls ‘innovative cyber insurance’ – a scheme where an insurer offers cyber insurance policies 
where part of the premium is not set aside to cover losses, but rather invested to decrease expected loss. 

Remark 1.  More precisely, Wang (2019) distinguishes between two investments to reduce loss: one decreasing the probability of 
breach, and one decreasing the size of the resulting loss. While this distinction is useful in some contexts, we do not use it here, but 
rather encompass both investments under the general term decrease expected loss (i.e., the product of breach probability and loss 
size), using the functional form of Wang’s probability decrease in the following exposition.

Let 𝑃  be the premium paid, 𝛩 be the share of the premium spent on additional investment, 𝑧0 be the original investment spent 
by the firm resulting in breach probability 𝑣(𝑧0), and 𝐿 be the loss associated with a breach. Then, with an exponential vulnerability 
function 𝑣(𝑧), 𝑧 being the total investment, inspired by Gordon and Loeb (2002), Wang obtains the following system of equations, 
where 𝛽 > 0 represents an effectiveness index:

𝑣(𝑧0 + 𝛩𝑃 ) = 𝑣(𝑧0)

(

( 𝑧0+𝛩𝑃
𝑧0

)𝛽)

= 𝑣(𝑧0)

(

(

1+ 𝛩𝑃
𝑧0

)𝛽
)

(1)

(1 − 𝛩)𝑃 = 𝑣(𝑧0 + 𝛩𝑃 )𝐿 = 𝑣(𝑧0)

(

(

1+ 𝛩𝑃
𝑧0

)𝛽
)

𝐿 (2)

1 Not intending any endorsement, a few insurers in the pre-incident niche include At-Bay, Resilience, Coalition, and CFC.
2 For example, US insurer Corvus reported a 65 % drop in ransomware-related claims after starting to scan clients’ public-facing websites for vulnerabilities 

and ports exploited by ransomware groups in 2020 (Abrams, 2020).
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Here, Eq. (1) represents the new, decreased, probability of breach after additional security investment, and Eq. (2) represents the 
expected loss which should be covered by the remaining part of the premium. 

Remark 2.  Since the model used by Wang (2019) is inspired by Gordon and Loeb (2002), it is worth emphasizing that throughout 
the rest of this paper, this model is only used for expositional purposes. In particular, the theoretical results proven in Section 4 
hold under significantly more general conditions than the Gordon–Loeb model.

Remark 3.  In general, exponentiation is not associative, i.e., (𝑎𝑏)𝑐 ≠ 𝑎(𝑏𝑐 ). Wang (2019) writes his equations on the ambiguous 
form 𝑎𝑏𝑐 , but from the condition that lim𝑧→𝑧0 𝑣(𝑧) = 𝑣(𝑧0) it can be deduced that the order of the exponentiation is as specified in 
Eqs. (1) and (2).

Wang’s proposal is intuitively appealing: it looks as though it addresses the moral hazard problem where the insured fails to 
invest in risk reduction because the insurance covers losses. Wang (2019, Tables 4 and 5) also offers some numerical examples with 
appealing solutions, illustrating that if security investment is sufficiently effective, i.e., if 𝛽 is large enough, the premium that needs 
to be charged under this innovative insurance contract (with security investment) can even be smaller than the traditional insurance 
premium (without security investment).

3. Self-protection, insurance and risk-averse insureds

Wang’s model gives no hint about how to determine appropriate levels of 𝛩, nor whether this is a negotiation between insurer 
and insured. However, as will be demonstrated, under quite general conditions, 𝛩 can be found.

Ogut et al. (2005) introduce an influential model wherein risk-averse insureds decide on how much to invest in self-protection and 
how much to spend on insurance under various conditions. Let firms (insureds) be risk-averse with twice-differentiable, increasing, 
and strictly concave utility functions 𝑈 , wealth 𝑊 , loss 𝐿 when breached, security investment (self-protection) 𝑧, and breach 
probability 𝐵(𝑧). (𝐵 is a general breach probability function, allowing for both independent and interdependent risks – Wang’s 
𝑣(𝑧) is but one out of many possible special cases.)

Furthermore, assume a competitive insurance market, so that insurer profits are zero. Thus, if a firm contracts for an indemnity 
limit 𝐼 , the corresponding actuarially fair premium is 𝐵𝐼 , the indemnity limit times the breach probability. Thus, define the payoff 
if the firm is breached as 𝑅 ≡ 𝑊 −𝐿+ [1−𝐵]𝐼 − 𝑧, so that its wealth 𝑊  is reduced by loss 𝐿, premium 𝐵𝐼 and security investment 
𝑧, but that indemnity 𝐼 is recovered. Correspondingly, define the payoff if the firm is not breached as 𝑆 ≡ 𝑊 − 𝐵𝐼 − 𝑧, so that the 
wealth is reduced only by the premium and the investment.

Under these conditions, Ogut et al. (2005, pp. 11–12) prove that the optimal levels of indemnity 𝐼∗ and security investment 𝑧∗
are given (the latter only implicitly) by:

𝐼∗ = 𝐿 (3)
𝜕𝐵
𝜕𝑧

|

|

|

|𝑧=𝑧∗
= − 1

𝐿
(4)

On a competitive insurance market, risk-averse firms buy (full) insurance according to Eq (3) and invest in security until the marginal 
utility of additional security investment is zero, according to Eq (4). If risk-averse fully informed insureds can freely accept or decline 
insurance contracts and make security investments, Wang’s 𝛩 – the share of the premium spent on additional investment – does not 
change their behavior.

Example 1.  Revisiting Example 1 from Wang (2019), let 𝑧0 = $1, 𝑣(𝑧0) = 0.2, 𝐿 = $10, and 𝛽 = 0.5. As in the original example, the 
breach probability is 𝐵(𝑧) = 𝑣(𝑧). From Eq (4), we obtain:

𝜕𝐵(𝑧)
𝜕𝑧

|

|

|

|𝑧=𝑧∗
=

𝜕𝑣(𝑧)
𝜕𝑧

|

|

|

|𝑧=𝑧∗
= 𝑣(𝑧0)

(

(

𝑧
𝑧0

)𝛽
)

ln
(

𝑣(𝑧0)
)

𝛽
(

𝑧
𝑧0

)𝛽−1 ( 1
𝑧0

)|

|

|

|

|

|𝑧=𝑧∗
= − 1

𝐿

Solving this condition numerically gives 𝑧∗ ≈ $1.41. Under the innovative insurance scheme, the firm’s security investment of 𝑧0 = $1
would be topped up with 𝛩𝑃 ≈ $0.41 out of a total premium 𝑃 ≈ $1.89, and the remaining (1 − 𝛩)𝑃 ≈ $1.48 would be sufficient 
to cover the expected loss, now decreased as a result of the investment. The total cost would be only $2.89, less than under the 
conventional insurance scheme, where the total cost would be $3; the security investment 𝑧0 = $1 plus a premium of $2 corresponding 
to 𝑣(𝑧0)𝐿. But, importantly, this rests on the assumption that the insured had selected the wrong investment level initially. A fully 
informed insured would instead have invested 𝑧0 = 𝑧∗ ≈ $1.41 from the very beginning, not require its security investment to be 
topped up, and only accept 𝛩 = 0. 

We can now distinguish two interpretations of Wang’s proposal. On a weak interpretation, it can be seen as an assistance to 
insureds who are less than fully informed in selecting their appropriate level of security investment. This is not an implausible 
interpretation, as the pre-incident niche observed on the actual cyber insurance market described in Section 1 illustrates. There are 
certainly firms which do not know how much to invest in cybersecurity, or how to best spend what cybersecurity budget they have, 
and there are certainly insurers who may be well-placed to help them (though skeptics may doubt exactly how well-placed they 
are, see, e.g. Woods and Moore, 2019). However, on a strong interpretation, the innovative insurance scheme does not seem able to 
help fully informed insureds to improve their situation: they have already invested the optimal amount in their own cybersecurity. 
However, if insureds are given the opportunity to invest not only in their own but in each other’s cybersecurity, even fully informed 
insureds may stand to gain. We now turn to investigating this idea more rigorously.
3 
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4. The role of insurers in reducing interdependent cyber risk

As pointed out in Section 1, interdependent cyber risk is one of the big challenges for cyber risk management. Against this 
background, we demonstrate that insurers could, under common theoretical assumptions, facilitate security investments between 
interdependent firms in a way which can make a positive contribution to overall welfare. Indeed, the insurer can act to solve the 
information problem and the coordination problem, at least to some extent.

Consider two interdependent firms, 𝑖 and 𝑗, and assume that there is a way for firm 𝑖 to affect the breach probability at firm 𝑗. 
Whereas it makes sense that firm 𝑖 cannot affect the breach probability at firm 𝑗 on its own, if 𝑖 and 𝑗 are both insured by the same 
insurer, this offers a route to funnel investment from 𝑖 to 𝑗.

In order to account for interdependence, Ogut et al. (2005) let the breach probability 𝐵𝑖 of firm 𝑖, depend not only on its own 
investment 𝑧𝑖, but also on the investment 𝑧𝑗 of the other firm: 

𝐵𝑖(𝑧𝑖, 𝑧𝑗 ) = 𝑝(𝑧𝑖) + 𝑞𝑝(𝑧𝑗 ) − 𝑞𝑝(𝑧𝑖)𝑝(𝑧𝑗 ) (5)

Here, following Ogut et al. (2005), 𝑝𝑖(𝑧𝑖) is a twice-differentiable, decreasing and strictly convex function denoting the probability 
of direct attack on firm 𝑖 when it invests 𝑧𝑖 (and mutatis mutandis for 𝑝𝑗), and 𝑞 is the probability that firm 𝑖 is breached indirectly 
through firm 𝑗. 𝐵𝑖(𝑧𝑖, 𝑧𝑗 ) naturally decreases both in 𝑧𝑖 and in 𝑧𝑗 , and increases in 𝑞. In the special case where 𝑞 = 0, of course, 
interdependence disappears, and 𝐵𝑖(𝑧𝑖, 𝑧𝑗 ) reduces to just 𝐵(𝑧) = 𝑝(𝑧) with the subscripts implicitly understood. For example, it may 
take the form of Wang’s 𝑣(𝑧). 

Remark 4.  (Ogut et al., 2005, Eq. (1), p. 9) writes Eq. (5) on another form. However, we find it more intuitive to write it as above, 
summing the risks of direct breach 𝑝(𝑧𝑖) and indirect breach 𝑞𝑝(𝑧𝑗 ), subtracting 𝑞𝑝(𝑧𝑖)𝑝(𝑧𝑗 ) to avoid double counting of indirect 
breaches that have already occurred as direct ones.

Observe that in Eq. (5), firm 𝑖 cannot affect the breach probability at firm 𝑗, only at itself. This assumption is retained in all the 
various models offered by Ogut et al. (2005), though 𝑞 can be affected by 𝑧𝑖 in one model.

Remark 5.  In the notation of Ogut et al. (2005), used in Eq. (5), the subscript of the argument is enough to distinguish which 
breach probability is intended: 𝑝(𝑧𝑖) is the breach probability of firm 𝑖; 𝑝(𝑧𝑗 ) is that of 𝑗. Once we assume that firm 𝑖 can affect the 
breach probability at firm 𝑗, however, this notation becomes ambiguous. Instead, let 𝑝𝑖(𝑧𝑖𝑖+𝑧𝑗𝑖) denote the breach probability of firm 
𝑖 as a function of its own investment 𝑧𝑖𝑖 in itself and of firm 𝑗’s investment 𝑧𝑗𝑖 in firm 𝑖, with total investment 𝑧 = 𝑧𝑖𝑖 + 𝑧𝑗𝑖. From the 
perspective of a particular firm, we are often interested only in the marginal effects of its own investments, using partial derivatives. 
However, since 𝑝𝑖(𝑧𝑖𝑖, 𝑧𝑗𝑖) = 𝑝𝑖(𝑧𝑖𝑖 + 𝑧𝑗𝑖) such partial derivatives of the two-variable function are straightforwardly translated to the 
corresponding derivatives of the single-variable function. For example:

𝑑𝑝𝑖(𝑧)
𝑑𝑧

=

⎧

⎪

⎨

⎪

⎩

𝜕𝑝𝑖(𝑧𝑖𝑖)
𝜕𝑧𝑖𝑖

𝑧 ∈ (0, 𝑧𝑖𝑖]
𝜕𝑝𝑖(𝑧𝑗𝑖)
𝜕𝑧𝑗𝑖

𝑧 ∈ [𝑧𝑖𝑖, 𝑧𝑖𝑖 + 𝑧𝑗𝑖)

Having introduced this notation, we can now define the market: 

Definition 1 (Market Conditions). Let there be a competitive insurance market according to the base model of Ogut et al. (2005). 
Let an insurer insure both firms 𝑖 and 𝑗. First, assume that when writing the cyber insurance policy, the insurer makes firm 𝑖 and 𝑗
commit to their investments 𝑧𝑖𝑖 and 𝑧𝑗𝑗 according to Eq. (4). Call this the first stage. Second, assume that the insurer offers firm 𝑖
to invest 𝛩𝑃 = 𝑧𝑖𝑗 to decrease the breach probability 𝑝𝑗 (and mutatis mutandis for firm 𝑗). Call this the second stage. 

Remark 6.  Observe that under the conditions in Definition  1, the investments 𝑧𝑖𝑖 and 𝑧𝑗𝑗 committed to in the first stage are given 
by Eqs. (3) and (4), because at this stage – before the offers to invest 𝑧𝑖𝑗 and 𝑧𝑗𝑖 have been made – the market is identical to the 
base model investigated by Ogut et al. (2005).

Is the assumption that the insurer can make the firms commit to their investments beforehand reasonable? In the absence of 
a commitment (which is evaluated at the latest when it is time to renew the policy), firm 𝑖 may shrink its own investment 𝑧𝑖𝑖
when learning that 𝑗 will invest 𝑧𝑗𝑖 in making 𝑖 more secure. But recall that insurance is always bought in advance on the terms 
stated in the policy. In cyber insurance, it is general practice to evaluate the security of the insureds beforehand (see, e.g., Woods 
et al. (2017)), and in the pre-incident market niche, this happens continuously. Such practices should make it difficult for a firm to 
shrink 𝑧𝑖𝑖 without the insurer noticing. Indeed, even before the pre-incident market niche came into existence, it was known that 
the underwriting process may result in ‘‘a list of actions to be taken’’ or at least may include ‘‘a dialog with the customer about 
the road ahead, including possible future security improvements’’ (Franke, 2017), suggesting that insurers have a long history of 
keeping track of the insureds’ security posture. On the other hand, it may be that insurers do not have the technical know-how 
to fully evaluate the insureds – at least this may be the case for the incumbents outside the pre-incident market niche. What is 
certainly beyond doubt, however, is that insurers have an incentive to make firms commit to investments beforehand, in order to 
avoid free-riding.

Before proceeding to the main results, we prove two useful lemmas.
4 
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Lemma 1.  On a competitive insurance market with perfect information, risk-averse insureds buy full insurance protection. 

Proof.  On a competitive insurance market, insurance is sold for the actuarially fair premium (Varian, 1992, pp. 180–181), i.e., the 
price of indemnity 𝐼 is 𝐵𝐼 .

Recall that Ogut et al. (2005) define two pay-offs: 𝑅 ≡ 𝑊 − 𝐿 + [1 − 𝐵]𝐼 − 𝑧, if the firm is breached and 𝑆 ≡ 𝑊 − 𝐵𝐼 − 𝑧, if the 
firm is not breached. The expected utility is

𝐸𝑈 = 𝐵𝑈 (𝑅) + (1 − 𝐵)𝑈 (𝑆)

The first order conditions for the optimal indemnity 𝐼∗ are (Ogut et al., 2005, Eq. 4, p. 11):
𝜕𝐸𝑈
𝜕𝐼

= 𝐵(1 − 𝐵)𝑈 ′(𝑅) − 𝐵(1 − 𝐵)𝑈 ′(𝑆) = 0

Since 0 < 𝐵 < 1, equality holds only when 𝑈 ′(𝑅) = 𝑈 ′(𝑆). But since 𝑈 is increasing and strictly concave, 𝑈 ′ is monotonically 
decreasing, so 𝑈 ′(𝑅) = 𝑈 ′(𝑆) ⇒ 𝑅 = 𝑆 ⇒ 𝐼∗ = 𝐿. □

Remark 7. Lemma  1 is not novel – in a general insurance context, it is proven in the textbook by Varian (1992, pp. 180–181) and 
in the cyber insurance context, Ogut et al. (2005) show that it holds in their base model. However, since Ogut et al. offer this result 
bundled with their investment result about 𝑧∗, the precise conditions for Lemma  1 are not made explicit in their exposition – one 
might get the impression that 𝐼∗ = 𝐿 follows only from the conjunction of Eqs. (3) and (4) in Ogut et al. (2005), when in fact it 
follows from their Eq. (4) alone.

Remark 8.  The condition about perfect information in Lemma  1 is meant to exclude more elaborate models such as when breaches 
cannot be detected with certainty. Ogut et al. (2005) show that in this case, less than full insurance is bought.

Lemma 2.  For fully insured firms, all outcomes can be ranked directly using monetary values, without the need to evaluate the utility 
function. 

Proof.  Define 𝑅 and 𝑆 as in the proof of Lemma  1. For a fully insured firm, 𝐼 = 𝐿. Thus, 𝑅 = 𝑆 = 𝑊 −𝐵𝐿−𝑧, and 𝐸𝑈 = 𝑈 (𝑊 −𝐵𝐿−𝑧). 
But since 𝑈 is increasing and strictly concave, it is strictly monotonic, and 𝑈 (𝑥) < 𝑈 (𝑦) ⇔ 𝑥 < 𝑦. Thus, rankings using monetary 
value are equivalent to rankings using utility. □

Lemmas  1 and 2 are very useful, because optimality conditions can be evaluated for the expected monetary values directly, 
rather than applying 𝑈 to these and using the chain rule for the derivatives.

We are now in the second stage and thus assume that the insurer offers firm 𝑖 to invest 𝛩 = 𝑧𝑖𝑗 to decrease the breach probability 
𝑝𝑗 (𝑧𝑗𝑗 , 𝑧𝑖𝑗 ) at the other firm (see Definition  1).

In the second stage, firm 𝑖 solves the following minimization problem:

min
𝑧𝑖𝑗

𝐵𝑖(𝑧𝑖𝑗 , 𝑧𝑗𝑖)𝐿𝑖 + 𝑧𝑖𝑗 =

min
𝑧𝑖𝑗

(

𝑝𝑖(𝑧𝑗𝑖) + 𝑞𝑝𝑗 (𝑧𝑖𝑗 ) − 𝑞𝑝𝑖(𝑧𝑗𝑖)𝑝𝑗 (𝑧𝑖𝑗 )
)

𝐿𝑖 + 𝑧𝑖𝑗 (6)

From Eq.  (5) and using the notation introduced in Remark  5, it follows that for interior solutions 𝑧∗𝑖𝑗 > 0, the following first-order 
condition holds: 

𝜕𝐵
𝜕𝑧𝑖𝑗

|

|

|

|

|𝑧𝑖𝑗=𝑧∗𝑖𝑗

=
𝜕𝑝𝑗
𝜕𝑧𝑖𝑗

|

|

|

|

|𝑧𝑖𝑗=𝑧∗𝑖𝑗

(𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖)) = − 1
𝐿𝑖

(7)

Moreover, we also know that a first-order condition from the first stage already holds with respect to the interior solution 𝑧∗𝑗𝑗 > 0: 

𝜕𝐵
𝜕𝑧𝑗𝑗

|

|

|

|

|𝑧𝑗𝑗=𝑧∗𝑗𝑗

=
𝜕𝑝𝑗
𝜕𝑧𝑗𝑗

|

|

|

|

|𝑧𝑗𝑗=𝑧∗𝑗𝑗

(1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)) = − 1
𝐿𝑗

(8)

Combining the first-order conditions from the first and second stages, for firm 𝑖 we have: 
𝑑𝑝𝑗 (𝑧∗𝑗𝑗 )

𝑑𝑧
= − 1

(1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖))𝐿𝑗
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

𝑗’s stage 1 FOC

< − 1
(𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖))𝐿𝑖

=
𝑑𝑝𝑗 (𝑧∗𝑗𝑗 + 𝑧∗𝑖𝑗 )

𝑑𝑧
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

𝑖’s stage 2 FOC

(9)

In words, the left equality holds because firm 𝑗 makes a first stage investment 𝑧∗𝑗𝑗 that meets 𝑗’s first stage first-order condition. 
The inequality holds because this is not enough to meet firm 𝑖’s second stage first-order condition, which is expressed in the right 
equality. (Recall that 𝑝(𝑧) is decreasing and strictly convex.) Thus, in the second stage, firm 𝑖 makes an additional investment 𝑧∗𝑖𝑗
which is an interior solution that meets firm 𝑖’s second stage first-order condition (the right equality).
5 
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Mutatis mutandis, for firm 𝑗 we have: 
𝑑𝑝𝑖(𝑧∗𝑖𝑖)
𝑑𝑧

= − 1
(1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 ))𝐿𝑖

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
𝑖’s stage 1 FOC

< − 1
(𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 + 𝑧∗𝑖𝑗 ))𝐿𝑗

=
𝑑𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖)

𝑑𝑧
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

𝑗’s stage 2 FOC

(10)

We now proceed to prove two propositions which give insight into how the market in Definition  1 works. These propositions start 
from the situation where the first stage has been concluded, i.e., the investments 𝑧∗𝑖𝑖 and 𝑧∗𝑗  have been made and the corresponding 
breach probabilities 𝑝𝑖(𝑧∗𝑖𝑖) and 𝑝𝑗 (𝑧∗𝑗𝑗 ) hold. Given this knowledge, what can we say about the second stage?

4.1. Zero second stage investment

Proposition 1 (Zero Second Stage Investment). Let the market be as in Definition  1. Zero second stage investment, i.e., 𝑧∗𝑖𝑗 = 𝑧∗𝑗𝑖 = 0, occurs 
if and only if 𝑞−𝑞𝑝𝑗 (𝑧

∗
𝑗𝑗 )

1−𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤ 𝐿𝑖

𝐿𝑗
≤ 1−𝑞𝑝𝑖(𝑧∗𝑖𝑖)

𝑞−𝑞𝑝𝑖(𝑧∗𝑖𝑖)
. 

Proof.  Eqs. (9) and (10) give conditions for interior solutions 𝑧∗𝑖𝑗 > 0 and 𝑧∗𝑗𝑖 > 0. Dividing through and rearranging, we have:

𝑧∗𝑖𝑗 > 0 ⇔𝐿𝑖 >
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖)
𝐿𝑗

𝑧∗𝑗𝑖 > 0 ⇔𝐿𝑗 >
1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

𝑞 − 𝑞𝑝𝑗 (𝑧𝑗𝑗∗ + 𝑧∗𝑖𝑗 )
𝐿𝑖

Combining these two expressions, we have the following:
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 + 𝑧∗𝑖𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
>

𝐿𝑖
𝐿𝑗

>
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖)

Now, assume instead that 𝑧∗𝑖𝑗 = 𝑧∗𝑗𝑖 = 0. This reverses the two inequalities and fixes 𝑝𝑖 and 𝑝𝑗 so that they do not change between 
the stages. We have:

[0, 1] ∋
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤

𝐿𝑖
𝐿𝑗

≤
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

∈ [1,∞)

The ranges for the fractions follow from the fact that 0 ≤ 𝑞 ≤ 1.
These are the conditions where the first order conditions for interior solutions 𝑧∗𝑖𝑗 > 0 and 𝑧∗𝑗𝑖 > 0 are not met. However, it 

remains to be shown that the boundary solutions 𝑧∗𝑖𝑗 = 𝑧∗𝑗𝑖 = 0 are indeed optimal within the interval thus defined. Consider the 
derivative of firm 𝑖’s cost function with respect to 𝑧𝑖𝑗 . The same applies to firm 𝑗, mutatis mutandis. Evaluated at 𝑧∗𝑖𝑗 = 0, it is:

𝜕
𝜕𝑧𝑖𝑗

(

𝐵(𝑧𝑖𝑗 , 𝑧𝑗𝑖)𝐿𝑖 + 𝑧𝑖𝑗
)

|

|

|

|

|𝑧∗𝑖𝑗=0
= (𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖))𝐿𝑖

𝜕𝑝𝑗
𝜕𝑧𝑖𝑗

|

|

|

|

|𝑧∗𝑖𝑗=0
+ 1 =

(𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖))𝐿𝑖

𝑑𝑝𝑗 (𝑧∗𝑗𝑗 )

𝑑𝑧
+ 1 = −

(𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖))𝐿𝑖

(1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖))𝐿𝑗
+ 1 ≥ 0

The final inequality follows from the bound on 𝐿𝑖
𝐿𝑗

 above – we know that it is less or equal to the inverse of the fraction by which 
it is multiplied above, so this term is less than or equal to unity. Thus, at 𝑧∗𝑖𝑗 = 0, the cost is increasing in 𝑧𝑖𝑗 .

To evaluate the same expression for 𝑧∗𝑖𝑗 > 0, observe that 𝑝(𝑧) is strictly convex and decreasing, so 𝑑𝑝𝑑𝑧  is strictly concave and 
increasing towards 0 from below. Thus, 𝑑𝑝𝑗 (𝑧

∗
𝑗𝑗 )

𝑑𝑧 <
𝑑𝑝𝑗 (𝑧∗𝑗𝑗+𝑧𝑖𝑗 )

𝑑𝑧 < 0 for 𝑧∗𝑖𝑗 > 0. In the limit, we have:

lim
𝑧𝑖𝑗→∞

𝜕
𝜕𝑧𝑖𝑗

(

𝐵(𝑧𝑖𝑗 , 𝑧𝑗𝑖)𝐿𝑖 + 𝑧𝑖𝑗
)

= (𝑞 − 𝑞𝑝∗𝑖 )𝐿𝑖 lim
𝑧𝑖𝑗→∞

𝑑𝑝𝑗 (𝑧∗𝑗𝑗 + 𝑧𝑖𝑗 )

𝑑𝑧
+ 1 = 1

Thus, the derivative of firm 𝑖’s cost is greater than or equal to zero for all 𝑧∗𝑖𝑗 ≥ 0:

0 ≤ 𝜕
𝜕𝑧𝑖𝑗

(

𝐵(𝑧𝑖𝑗 , 𝑧𝑗𝑖)𝐿𝑖 + 𝑧𝑖𝑗
)

≤ 1

This proves the optimality of the boundary solutions 𝑧∗𝑖𝑗 = 𝑧∗𝑗𝑖 = 0 and concludes the proof. □

Corollary 1.  For maximum interdependence 𝑞 = 1, only firms that are symmetrical with respect to losses, 𝐿𝑖 = 𝐿𝑗 , fall within the zero 
second stage investment interval. 

Proof.  With 𝑞 = 1, the criterion from Proposition  1 becomes:
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

∗ = 1 ≤
𝐿𝑖 ≤ 1 =

1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)
∗
1 − 𝑞𝑝𝑗 (𝑧𝑗𝑗 ) 𝐿𝑗 𝑞 − 𝑞𝑝𝑖(𝑧𝑖𝑖)

6 
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Thus 𝐿𝑖 = 𝐿𝑗 is the only pair of losses that falls within the interval. □

Corollary 2.  For two firms that are symmetrical with respect to losses, 𝐿𝑖 = 𝐿𝑗 , there is zero second stage investment. 

Proof.  With 𝐿𝑖 = 𝐿𝑗 , the criterion from Proposition  1 becomes:

[0, 1] ∋
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤ 1 ≤

1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

∈ [1,∞)

From the ranges, it is clear that the criterion is always met, regardless of the values of 𝑞, 𝑝𝑖(𝑧∗𝑖𝑖), and 𝑝𝑗 (𝑧∗𝑗𝑗 ). □

We immediately illustrate Corollary  2 with an example: 

Example 2.  Consider two symmetrical firms with the same parameters as the single firm in Example  1, and let 𝑞 = 0.4. As shown 
by Ogut et al. (2005, pp. 12–13), their first stage investments 𝑧∗𝑖𝑖 = 𝑧∗𝑗𝑗 ≈ $1.35 – found by simultaneously solving the first order 
conditions expressed in Eqs. (9) and (10) – are lower than the corresponding single firm first stage investment 𝑧∗𝑖𝑖 ≈ $1.41 from 
Example  1. From Corollary  2, we also know that neither firm will make an additional investment in the second stage: 𝑧∗𝑖𝑗 = 𝑧∗𝑗𝑖 = 0. 
Thus, under these conditions, the innovative cyber insurance offer in stage two does not have any effect. 

However, as seen in Proposition  1, zero second stage investment is also the case for a wider range of fractions 𝐿𝑖
𝐿𝑗

≠ 1, as seen 
in the following example: 

Example 3.  Let the two firms and 𝑞 remain as in Example  2, but let 𝐿𝑖 = $10 and 𝐿𝑗 = $5. The first stage investments are now 
𝑧∗𝑖𝑖 ≈ $1.31 (resulting in 𝑝𝑖(𝑧∗𝑖𝑖) ≈ 0.16) and 𝑧∗𝑗𝑗 ≈ $0.80 (resulting in 𝑝𝑗 (𝑧∗𝑗𝑗 ) ≈ 0.24). Firm 𝑗 invests less, because its stake is lower. 
Applying Corollary  2 , however, we find that 𝐿𝑖

𝐿𝑗
 is still within the zero second stage investment interval, so 𝑧∗𝑖𝑗 = 𝑧∗𝑗𝑖 = 0:

0.34 ≈
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤

𝐿𝑖
𝐿𝑗

= 2 ≤
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

≈ 2.78

Again, the innovative cyber insurance offer in stage two does not have any effect. 

4.2. Non-zero second stage investment

While Proposition  1 is a negative result, it also suggests that a combination of (i) sufficient asymmetry between 𝐿𝑖 and 𝐿𝑗
and (ii) sufficiently large interdependence 𝑞 might drive investment in the second stage. Informally, if (i) one of the firms has a 
considerably larger stake at risk than the other and (ii) is sufficiently exposed to incidents occurring at the other, this might lead 
the first firm to make additional security investments at the second firm, beyond what that firm itself finds optimal with respect to 
its own, lower, stake. Formally, this is simply the converse of Proposition  1:

Proposition 2 (Non-zero Second Stage Investment). Let the market be as in Definition  1. Non-zero second stage investment, i.e., 𝑧∗𝑖𝑗 > 0 or 
𝑧∗𝑗𝑖 > 0, occurs if and only if it is not that 𝑞−𝑞𝑝𝑗 (𝑧

∗
𝑗𝑗 )

1−𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤ 𝐿𝑖

𝐿𝑗
≤ 1−𝑞𝑝𝑖(𝑧∗𝑖𝑖)

𝑞−𝑞𝑝𝑖(𝑧∗𝑖𝑖)
. 

Proof.  The proof follows from the same reasoning as in the proof of Proposition  1, observing that if 𝐿𝑖
𝐿𝑗

 is outside the zero second 
stage investment interval, then at least one of 𝑖’s or 𝑗’s first-order conditions for interior solutions; 𝑧∗𝑖𝑗 > 0 or 𝑧∗𝑗𝑖 > 0, holds. □

We illustrate non-zero second stage investment with two examples. First, we increase the asymmetry of stakes, compared to 
Example  3:

Example 4.  Let the two firms and 𝑞 remain as in Example  2, but increase the asymmetry of stakes even further by letting 𝐿𝑖 = $10
and 𝐿𝑗 = $2. The first stage investments are now 𝑧∗𝑖𝑖 ≈ $1.25 (resulting in 𝑝𝑖(𝑧∗𝑖𝑖) ≈ 0.17) and 𝑧∗𝑗𝑗 ≈ $0.34 (resulting in 𝑝𝑗 (𝑧∗𝑗𝑗 ) ≈ 0.39). 
As before, firm 𝑗 invests less, because its stake is lower. Applying Proposition  2, this time we find that 𝐿𝑖

𝐿𝑗
 is no longer within the 

zero second stage investment interval (note that the second inequality is now >, not ≤):

0.29 ≈
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤

𝐿𝑖
𝐿𝑗

= 5 >
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

≈ 2.80

The second stage investment turns out to be 𝑧∗𝑖𝑗 ≈ $0.25. Thus, in this example, the innovative cyber insurance offer in stage two does 
have an effect. In the absence of the second stage investment, the total cost for firm 𝑖 is 𝑧∗𝑖𝑖+(𝑝𝑖(𝑧∗𝑖𝑖)+𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )−𝑞𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧∗𝑗𝑗 ))𝐿𝑖 ≈ $4.20
and the total cost for firm 𝑗 is 𝑧∗𝑗𝑗 + (𝑝𝑗 (𝑧∗𝑗𝑗 ) + 𝑞𝑝𝑖(𝑧∗𝑖𝑖) − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧

∗
𝑗𝑗 ))𝐿𝑗 ≈ $1.20, where the first term is the direct investment 

and the second term is the expected loss, equaling the actuarially fair insurance premium charged. With the innovative cyber 
insurance offer enabling second stage investment as well, the total cost for firm 𝑖 is decreased to 𝑧∗𝑖𝑖 + 𝑧∗𝑖𝑗 + (𝑝𝑖(𝑧∗𝑖𝑖) + 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 +
𝑧∗𝑖𝑗 ) − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧

∗
𝑗𝑗 + 𝑧∗𝑖𝑗 ))𝐿𝑖 ≈ $4.12, and the total cost for firm 𝑗 – despite its zero second stage investment – is decreased to 

𝑧∗𝑗𝑗 + (𝑝𝑗 (𝑧∗𝑗𝑗 + 𝑧∗𝑖𝑗 ) + 𝑞𝑝𝑖(𝑧∗𝑖𝑖) − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧
∗
𝑗𝑗 + 𝑧∗𝑖𝑗 ))𝐿𝑗 ≈ $1.01. These decreased costs are the immediate gains from the innovative cyber 

insurance scheme. 
7 
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Next, we increase the interdependence 𝑞, compared to Example  3:

Example 5.  Let the two firms and their stakes remain as in Example  2, but let 𝑞 = 0.6. The first stage investments are now 𝑧∗𝑖𝑖 ≈ $1.26
(resulting in 𝑝𝑖(𝑧∗𝑖𝑖) ≈ 0.17) and 𝑧∗𝑗𝑗 ≈ $0.78 (resulting in 𝑝𝑗 (𝑧∗𝑗𝑗 ) ≈ 0.24). Observe that as shown by Ogut et al. (2005), the increased 
𝑞 pushes first stage investments further down, compared to Example  2. Applying Proposition  2, again we find that 𝐿𝑖

𝐿𝑗
 is no longer 

within the zero second stage investment interval:

0.53 ≈
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤

𝐿𝑖
𝐿𝑗

= 2 >
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

≈ 1.80

The second stage investment turns out to be 𝑧∗𝑖𝑗 ≈ $0.07, so again the innovative cyber insurance offer has an effect, though it is 
much smaller than in Example  4. Here, the total cost for firm 𝑖 is decreased from approximately $4.117 to $4.113 and that for firm 
𝑗 from approximately $2.36 to $2.30. 

5. Discussion and conclusions

At the end of Section 3, we observed that Wang’s proposal for innovative cyber insurance in its original form cannot change the 
behavior of fully informed insureds. For such an insured, it does not matter if an insurer offers to set aside part of the premium 
paid to invest in improved security rather than to cover losses, because a fully informed insured will already have invested the 
(individually) optimal amount in improving security.

In Section 4 we instead developed an extended form of Wang’s innovative cyber insurance. What if the insurer does not offer to 
set aside part of the premium paid to invest in improved security at home, but at another insured? Here, the insurer becomes the 
facilitator of a new kind of investment, previously not available to the insureds. As shown in Proposition  1, insureds will not always
make use of this investment opportunity. In particular, if their potential losses are identical or close to each other, as in Examples 
2 and 3, it will be optimal not to invest. However, as shown in Proposition  2, insureds will sometimes make use of this second stage 
investment opportunity. In other words, an insurer offering this particular kind of innovative cyber insurance has the potential to 
make a real difference in improving the welfare of the insureds, as illustrated in Examples  4 and 5.

The remarks above summarize the theory developed in Section 4. What about its practical relevance? A first observation is that 
according to Proposition  1, it is when firms have similar potential losses that zero investment occurs in the second stage. Thus, 
in a relatively static world where firms mostly interact with other firms of similar size, our kind of innovative cyber insurance 
seems largely irrelevant. However, while such circumstances can surely be found somewhere, it is very clear that the actual world 
is often not like that: On the contrary, what modern digital supply chains do is precisely to enable companies of widely differing 
characteristics to interact with each other (for a few studies of how companies from different categories can make use of these supply 
chains, see Beheshti et al., 2007; Lassnig et al., 2022). Furthermore, the much-acclaimed phenomenon of startup companies rapidly 
scaling up through digital business models (see, e.g., Vashistha and Vashistha, 2020; Appelo, 2019; Hoffman and Yeh, 2018) suggests 
that even if interacting firms are similar in size – and by proxy, in potential loss – at any one point in time, there is no guarantee 
that they will remain so in the future. This observation thus confirms the relevance of our kind of innovative cyber insurance – in 
practice, many 𝐿𝑖

𝐿𝑗
 ratios can be expected to be outside the zero second stage investment interval.

A second observation is that according to Proposition  1, the zero second stage investment interval shrinks as the interdependence 
𝑞 grows. Indeed, as shown in Corollary  1, for maximum interdependence, this interval becomes a single point, where zero second 
stage investment happens only in the case of fully symmetric stakes. Now, as already noted, such interdependence is the norm in 
modern IT and the root cause of many of the problems of cyber risk management. Thus, this observation also confirms the relevance 
of our kind of innovative cyber insurance – in practice, 𝑞 can be expected to be substantial (even if difficult to measure).

A third observation is that firms do not seem able to affect each other’s security to the extent that would be optimal. For 
example, even though cybersecurity is generally believed to depend on various forms of cooperation such as disclosure and sharing 
of vulnerabilities with partners in ecosystems, Swedish firms remain passive with respect to sharing (Olsson et al., 2019): in 
principle they would be willing to share information within their software ecosystems, but do not get around to do it in practice, 
and thus fail to affect each other with respect to cybersecurity. (In the general case, outside one’s own software ecosystem, 
willingness to share information is probably even lower, so as not to risk one’s reputation.) In another study of an ecosystem, 
the collaborators failed to explicitly contract with each other about how to partition cyber risks among themselves, in essence 
pushing these questions into the future (Olsson and Franke, 2019). While the small sample sizes in these studies make the examples 
somewhat anecdotal, a systematic survey of the Swedish manufacturing industry suggests that they are representative: respondents 
only impose cybersecurity requirements on their suppliers and only have them imposed upon them by customers to very moderate 
extents (Franke, 2020, Fig. 4.11). This means that contractual obligations – another plausible tool for influencing the other firms 
with respect to cybersecurity – are not widely used. Of course, information sharing, risk management and requirements imposition 
are not the same as investment, but it seems like a very plausible hypothesis that firms rarely have access to the kind of investment 
opportunity offered by our kind of innovative cyber insurance, further confirming its relevance. (Some papers in the literature do 
assume that security investments by one firm can reduce the probability of breaches suffered by others – see the discussion of
technical spillovers by Fedele and Roner 2022. However, the very term ‘spillovers’ also shows that this is not a precise investment 
that can be directed to where it is most useful.)

However, a fourth observation must also be made. Even though in theory insurers may be well positioned to facilitate the kind of 
investment envisioned in our kind of innovative cyber insurance – they have knowledge about their customers’ cybersecurity stances, 
8 
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they have business relationships with them, they have incentives to improve the collective cybersecurity of all their insureds – it is 
not obvious that the insurance industry is up to the task.

It has been questioned whether the industry will be able to expand beyond its present business model and assume a larger 
responsibility for cybersecurity governance (Woods and Moore, 2019), especially in the wake of recent ransomware attacks which 
have exposed insufficient ex ante risk assessment and forced insurers to deny coverage to many prospective insureds (Mott et al., 
2023). Though the emergence of the pre-incident market niche demonstrates the innovative potential of the industry, this fourth 
observation cautions against jumping to conclusions. Still, even if it is granted that insurers may not be up to the task of facilitating 
these cross-investments, the relevance of the problem still suggests that it would be beneficial if someone were able to facilitate such 
investments.
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Appendix. Unilateral and bilateral second stage investment

Proposition  2 gives necessary and sufficient conditions for non-zero second stage investment, i.e., 𝑧∗𝑖𝑗 > 0 or 𝑧∗𝑗𝑖 > 0. This is an 
inclusive or – a priori, we do not know whether just a single one of the second stage investments will be greater than zero (unilateral 
second stage investment) or if both will be greater than zero (bilateral second stage investment).

We conjecture that second stage investment, when it occurs, is always unilateral, as it seems to make most sense that one of the 
firms has underinvested from the perspective of the other one, which then compensates in the second stage, and since we have not 
found any numerical examples to the contrary. However, we have not been able to prove this conjecture.

What we have proven is the following proposition, which establishes sufficient conditions for unilateral second stage investment.

Proposition 3 (Unilateral Second Stage Investment). Let the market be as in Definition  1. If 𝑞 ≤ 𝑞, where

𝑞 =
−𝑝𝑖(𝑧∗𝑖𝑖) − 𝑝𝑗 (𝑧∗𝑗𝑗 ) +

√

(𝑝𝑖(𝑧∗𝑖𝑖) + 𝑝𝑗 (𝑧∗𝑗𝑗 ))2 + 4(1 − 𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧
∗
𝑗𝑗 ))

2(1 − 𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧
∗
𝑗𝑗 ))

and it is not that 𝑞−𝑞𝑝𝑗 (𝑧
∗
𝑗𝑗 )

1−𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
≤ 𝐿𝑖

𝐿𝑗
≤ 1−𝑞𝑝𝑖(𝑧∗𝑖𝑖)

𝑞−𝑞𝑝𝑖(𝑧∗𝑖𝑖)
, a single firm invests in the second stage, i.e., exactly one of 𝑧∗𝑖𝑗 and 𝑧∗𝑗𝑖 is greater than zero. 

Proof.  The proof is by contradiction. Assume that 𝑧∗𝑖𝑗 > 0 and 𝑧∗𝑗𝑖 > 0. As in the proof of Proposition  1, Eqs.  (9) and (10) give the 
first order conditions, and we have:

𝑞
1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

>
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 + 𝑧∗𝑖𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
>

𝐿𝑖
𝐿𝑗

>
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖)
>

1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞

The left- and rightmost inequalities come from observing that the fraction 1−𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞−𝑞𝑝𝑖(𝑧∗𝑖𝑖+𝑧

∗
𝑗𝑖)

 is minimized when the numerator is as 
small as possible and the denominator is as great as possible. However, as the numerator is fixed from the first stage, this happens 
as 𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖) → 0+ which gives the limit expressed by the inequality. Mutatis mutandis for firm 𝑗.

Now, observe that 𝑞
1−𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

 is increasing in 𝑞 and that 1−𝑞𝑝𝑖(𝑧
∗
𝑖𝑖)

𝑞  is decreasing in 𝑞. Therefore, if these two fractions are equal for 
some 𝑞, then this 𝑞 constitutes a threshold where for 𝑞 ≤ 𝑞, the first order conditions for 𝑧∗𝑖𝑗 > 0 and 𝑧∗𝑗𝑖 > 0 cannot be simultaneously 
satisfied.

To find 𝑞, we solve for equality of the two extremal limits:
𝑞

∗ =
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖) ⇔ (1 − 𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧

∗
𝑗𝑗 ))𝑞

2 + (𝑝𝑖(𝑧∗𝑖𝑖) + 𝑝𝑗 (𝑧∗𝑗𝑗 ))𝑞 − 1 = 0

1 − 𝑞𝑝𝑗 (𝑧𝑗𝑗 ) 𝑞

9 



U. Franke and A. Orlando Research in Economics 79 (2025) 101059 
Solving the quadratic equation and discarding the negative solution since 0 ≤ 𝑞 ≤ 1, we find that 𝑞
1−𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )

≤ 1−𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞  for

𝑞 ≤ 𝑞 =
−𝑝𝑖(𝑧∗𝑖𝑖) − 𝑝𝑗 (𝑧∗𝑗𝑗 ) +

√

(𝑝𝑖(𝑧∗𝑖𝑖) + 𝑝𝑗 (𝑧∗𝑗𝑗 ))2 + 4(1 − 𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧
∗
𝑗𝑗 ))

2(1 − 𝑝𝑖(𝑧∗𝑖𝑖)𝑝𝑗 (𝑧
∗
𝑗𝑗 ))

and we have a contradiction, which proves that there is not bilateral second stage investment, i.e., it is not that 𝑧∗𝑖𝑗 > 0 and 𝑧∗𝑗𝑖 > 0.
By Proposition  1, we can also rule out the zero second stage investment case, i.e., 𝑧∗𝑖𝑗 = 𝑧∗𝑗𝑖 = 0 under the conditions stated. This 

leaves unilateral second stage investment under the conditions stated and concludes the proof. □

Corollary 3.  For 𝑞 ≤ 𝑞 = 1
2 , there is no bilateral second stage investment, i.e., at most one of 𝑧∗𝑖𝑗 and 𝑧∗𝑗𝑖 is greater than zero. 

Proof.  The proof is by contradiction. As in the proof of Proposition  3, assume that 𝑧∗𝑖𝑗 > 0 and 𝑧∗𝑗𝑖 > 0 and observe the first order 
conditions:

𝑞
1 − 𝑞

>
𝑞 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 + 𝑧∗𝑖𝑗 )

1 − 𝑞𝑝𝑗 (𝑧∗𝑗𝑗 )
>

𝐿𝑖
𝐿𝑗

>
1 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖)

𝑞 − 𝑞𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖)
>

1 − 𝑞
𝑞

Again, the left- and rightmost inequalities come from observing that the fraction 1−𝑞𝑝𝑖(𝑧∗𝑖𝑖)
𝑞−𝑞𝑝𝑖(𝑧∗𝑖𝑖+𝑧

∗
𝑗𝑖)

 is minimized when the numerator 
is as small as possible and the denominator is as great as possible, but when neither the numerator or the denominator is fixed, this 
happens as 𝑝𝑖(𝑧∗𝑖𝑖) → 1− and 𝑝𝑖(𝑧∗𝑖𝑖 + 𝑧∗𝑗𝑖) → 0+, which gives the limit expressed by the inequality. Mutatis mutandis for firm 𝑗.

As before, 𝑞 is found by solving for equality of the two extremal limits:
𝑞

1 − 𝑞
=

1 − 𝑞
𝑞

⇒ 𝑞 = 1
2

Regardless of the values of 𝑝𝑖(𝑧∗𝑖𝑖), 𝑝𝑗 (𝑧∗𝑗𝑗 ), 𝑝𝑖(𝑧∗𝑗𝑖), and 𝑝𝑗 (𝑧∗𝑖𝑗 ), the first order conditions for 𝑧∗𝑖𝑗 > 0 and 𝑧∗𝑗𝑖 > 0 cannot be simultaneously 
satisfied when 𝑞 ≤ 𝑞 = 1

2 . □

Remark 9. 𝑞 is the minimum possible 𝑞. This threshold can be applied if nothing is known about 𝑝𝑖(𝑧∗𝑖𝑖) and 𝑝𝑗 (𝑧∗𝑗𝑗 ).
What Proposition  3 shows is that if unilateral second stage investment is at all possible, it can only occur for large 𝑞: at the 

very least 12 + 𝜀 and more in practice. For example, in Example  4, the threshold 𝑞 ≈ 0.78 > 𝑞 = 0.4. In Example  5, the threshold 
𝑞 ≈ 0.83 > 𝑞 = 0.6. But these are only examples. We have not proven that bilateral investment is impossible.
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