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A - Accessible



Accessible

Once the user finds the required data, 
she/he needs to know how can they be 
accessed, possibly including 
authentication and authorisation.



A1 - (Meta)data are retrievable by their 
identifier using a standardised 
communications protocol

FAIR data retrieval should be mediated without specialised or proprietary  tools or communication 
methods. This principle focuses on how data and metadata can be retrieved from their identifiers

● E.g. http(s) or ftp.

● Protocols with  limited implementations, poor documentation, and components involving manual 

human intervention should be avoided. 

● There are exceptions: for example for highly sensitive data. In such cases, it is perfectly FAIR to 

provide an email or telephone number of a contact person who can discuss access to the data. 

This contact protocol must be clear and explicit in the metadata.

https://www.go-fair.org/fair-principles/a1-1-protocol-open-free-universally-implementable/
https://www.go-fair.org/fair-principles/a1-2-protocol-allows-authentication-authorisation-required/

https://www.go-fair.org/fair-principles/542-2/
https://www.go-fair.org/fair-principles/542-2/
https://www.go-fair.org/fair-principles/542-2/
https://www.go-fair.org/fair-principles/a1-1-protocol-open-free-universally-implementable/


In other words:

If one knows a data set’s identifier and the location 
where it is archived, one can access at least the 
metadata. Furthermore, the user knows how to 
proceed to get access to the data (as long as the 
conditions of access are clearly detailed)

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf



Are there any restrictions on access e.g. because of sensitive data? Conditions of access (e.g., who to contact and 
how) should be clearly specified



A 1.1 The protocol is open, free and 
universally implementable
To maximise data reuse, the protocol should be free (no-cost) and open (-sourced) and thus globally implementable to facilitate data retrieval. 
(E.g. HTTP, FTP, SMTP, …)

A 1.2 The protocol allows for an 
authentication and authorisation where 
necessary
The exact conditions under which the data are accessible should be provided. Ideally, accessibility is specified in such a way that a machine 
can automatically understand the requirements, and then either automatically execute the requirements or alert the user to the 
requirements.

https://www.go-fair.org/fair-principles/metadata-retrievable-identifier-standardised-communication-protocol/



In other words:

A 1.1

Anyone with a computer and an internet connection 
can access at least the metadata. 

Ie. the repository should not rely on a proprietary or 
commercial communication protocol.

A1.2

It often makes sense to request users to create a 
user account on a repository. This allows to 
authenticate the owner (or contributor) of each data 
set, and to potentially set user specific rights.

So repositories should provide a way for 
authentication and authorization of users, including 
machine-users.

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf



Some examples

Good
HTTP, FTP, SMTP, …

Telephone (arguably not 
universally-implementable, but 

close enough)

Bad

Skype, as it is not 
universally-implementable 
because it is proprietary

Microsoft Exchange Server 
protocol is also proprietary



E.g.: trying to facilitate authentication procedure



A.2 Metadata should be accessible even 
when the data is no longer available

Metadata should persist even when the data are no longer sustained

 A2 is related to the registration and indexing issues described in F4.

https://www.go-fair.org/fair-principles/a2-metadata-accessible-even-data-no-longer-available/



Open Data
and

FAIR Data
are different 

concepts

Photo by Serhat Beyazkaya on Unsplash

https://unsplash.com/@serhatbeyazkaya?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/open-closed?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


FAIR Data
Data follow a series 
of good practices to 

allow data access, still 
respecting any 

ethical, legal and 
contractual 
restriction.

(FAIR) Open Data
Data can be freely 

used, shared, 
enriched by anyone, 

anywhere for any 
purpose. 



Research data could:
 Contain personal information (privacy e GDPR)
 
 Fall under copyright (in the case of a database with 

creative structure)
 
 Fall under the Sui Generis right (database obtained thanks 

to a substantial investment)
 
 Be protected by patent or industrial secret

Data sharing needs to respect the specific law.
Data needs to be protected against non authorised access.

Why do we need a distinction?
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https://unsplash.com/@possessedphotography?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/difference?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Data can be protected
Multiple types of protection might exist in research data, or there may be elements that have no legal protection

By the 
law Regulated 

by 
contracts

Subjects to other 
norms 

Personal or 

sensitive

 data

Ethic 
requirements Academic norms 

and policies 

Commercial 

agreements

N
on disclosure/
data access 
agreem

ents
W

he
n 

ar
ra

ng
ed

 
in

 o
ri

gi
na

l 
da

ta
ba

se
s



Data to be handled with great care:

● Personal data: any information about an identified or identifiable natural person (directly or 
indirectly)

● Personal sensitive data (i.e. revealing racial or ethnic origin, political views, religious or 
philosophical beliefs, membership of a trade union, genetic data, biometric data, data about 
health or someone's sexual behavior or sexual orientation)

● Data protected by IPR (Intellectual Property Rights) agreements  

● Confidential data (i.e. commercial agreements)

This means that access to the data must be managed and restricted.  

They still can be FAIR 



IMMAGINE

IMMAGINE

An important difference

Deposit: upload a digital object (data, articles, 
…) on a platform that allows to correctly 
describe the object through medatada and 
that implements long-term preservation. 

Give access: once the object has been 
deposited, the authors can choose the type of 
access that can be granted (open, restricted, 
closed, embargoed,…) and assigns a licence 
to reuse the contents (Creative Commons) P
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https://unsplash.com/@jdent?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/safe?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Data are not yours

Data is not intellectual work, it is fact and information

Copyright protection covers expressions and not 
ideas, procedures, operating methods or 
mathematical concepts as such.

Protection is on databases and not on data. Data are 
protected only and especially when they are collected 
and organized in a database.

The sui generis property right (only in Europe) covers 
not only the reproduction and dissemination of the 
database, but also the extraction and reuse of 
substantial parts of the database.



A valid resource (in Italian)

Aliprandi, Simone. (2022). Aspetti legali degli open data: 
la guida definitiva (1.0 (maggio 2022)). Zenodo. 
https://doi.org/10.5281/zenodo.6575822 

https://doi.org/10.5281/zenodo.6575822


Some consideration on data protection

● Copyright is a property right in certain types of original literary, artistic and scientific works.

● Copyright does not protect ideas.

● Confidentiality protects confidential information. This might be imposed by a contract or if 
the information is marked confidential. Use of confidential information might give rise to a 
claim for compensation if confidentiality is breached.

● Data Subject Rights arise in information that identifies individuals and are recognised by 
data protection laws in the EU.

● Patents are registered rights in novel inventions of products or processes.

● Some research data may not benefit from any legal protection, although moral and ethical 
considerations may apply.



● Raw data are not protected by copyright

● Database is defined as a collection of 

independent works, data or other 

materials arranged in a systematic or 

methodical way

● Copyright protects the structure, 
selection or arrangement of the database 
contents, not the data

● Sui generis database right: protects the 
substantial effort in obtaining data (not 
creating). Note: the right owner is often 
the institution.

Data and law 
protection



Create and share a description of your 
data 

● This way other researchers may ask for permission 
to access your data for reuse purposes, by giving a 
specific aim and following the rules defined by the 
law. 

● Restrict access to the record payload (attachment, 
files,…)

How can you adhere to FAIR principles if your data 
cannot be opened?
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https://unsplash.com/@jontyson?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/restricted?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Access Right: Open Access

This should be the default access right

Always assign a licence for reuse



Access Right: Embargoed Access

Use it when you have a valid reason to delay access

Always assign a licence for reuse

Note: metadata is always accessible to everyone



Access Right: Restricted Access

Use it when you have a valid reason to restrict the access

Always specify conditions under which you grant access (who, how, 

why can get access to your payload)

Note: metadata is always accessible to everyone



Access Right: Closed Access

Are you really sure you need closed access? 

consider resticted or embargoed access instead!



I - Interoperable



Interoperable

The data usually need to be 
integrated with other data. 
In addition, the data need to 
interoperate with applications 
or workflows for analysis, 
storage, and processing.



An example

Making assumptions Determining

Date Temp

28/05/2022 200

29/05/2022 195

30/05/2022 197

Date (DD/MM/YYYY) Temp (K)

28/05/2022 200

29/05/2022 195

30/05/2022 197

Machines do not make assumptions!



I1: (Meta)data use a formal, accessible, 
shared, and broadly applicable language 
for knowledge representation

Data should be readable for machines without the need for specialised or ad hoc algorithms, translators, or mappings.

Each computer system at least has knowledge of the other system’s data exchange formats.

For this to happen and to ensure automatic findability and interoperability of datasets, it is critical to use commonly used controlled 
vocabularies, ontologies, thesauri and a good data model. 

https://www.go-fair.org/fair-principles/i1-metadata-use-formal-accessible-shared-broadly-applicable-language-knowledge-representation/



In other words:

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf

Each computer system has at least 
knowledge of the other system’s 
formats in which data is exchanged. If 
(meta)data are to be searchable and if 
compatible data sources should be 
combinable in a (semi)automatic way, 
computer systems need to be able to 
decide if the content of data sets are 
comparable. Obvious issues arise when 
different languages are used to describe 
the data or when spelling errors make 
the comparison of descriptions and 
variable names more difficult.
So provide machine readable data and 
metadata in an accessible language, 
using a well-established formalism. 

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf



Two initiatives:

Data Documentation Initiative

The Data Documentation Initiative (DDI) is an 
international standard for describing the data 
produced by surveys and other observational methods 
in the social, behavioral, economic, and health 
sciences.

https://ddialliance.org/ 

NetCDF (Network Common Data Form) 

It is a set of software libraries and self-describing, 
machine-independent data formats that support the 
creation, access, and sharing of array-oriented 
scientific data.

https://en.wikipedia.org/wiki/NetCDF 

https://www.unidata.ucar.edu/software/netcdf/ 

https://ddialliance.org/
https://en.wikipedia.org/wiki/Library_(computing)
https://en.wikipedia.org/wiki/Array_programming
https://en.wikipedia.org/wiki/NetCDF
https://www.unidata.ucar.edu/software/netcdf/


Formats

To make your data understandable to others (humans and machines) you 
need to use adequate standards and formats

• Formats may refer to:

○ File format (.txt, .docx, .jpeg, etc)

○ Metadata (Dublin core, discipline specific standards)

○ Data organisation/visualisation

• Use specific ontologies and vocabularies to make your data easy to read

• Use your discipline specific standards: you will spend less time curating and 
interpreting data and more time to actually make science! 



Dublin Core metadata:

https://en.wikipedia.org/wiki/Dublin_Core



Creating bespoke parsers, in all computer languages, for all 
data-types and all analytical tools that require those data-types, is 
not a sustainable activity. As such, the focus on assisting machines 
in their discovery and exploration of data through application of 
more generalized interoperability technologies and standards at the 
data/repository level, becomes a first-priority for good data 
stewardship.

wilkinson et al.



I2: (Meta)data use vocabularies that 
follow the FAIR principles

https://www.go-fair.org/fair-principles/i2-metadata-use-vocabularies-follow-fair-principles/



What is a controlled vocabulary 

Controlled vocabularies are standardized and organized arrangements of words and 
phrases and provide a consistent way to describe data. Metadata creators assign terms 
from vocabularies to improve information retrieval.

https://guides.lib.utexas.edu/metadata-basics/controlled-vocabs 

Controlled vocabulary schemes mandate the use of predefined, authorised terms that have 
been preselected by the designers of the schemes, in contrast to natural language 
vocabularies, which have no such restriction.

https://en.wikipedia.org/wiki/Controlled_vocabulary 

https://guides.lib.utexas.edu/metadata-basics/controlled-vocabs
https://en.wikipedia.org/wiki/Natural_language
https://en.wikipedia.org/wiki/Controlled_vocabulary


F2 in other words:

The controlled vocabulary used to describe 
data sets needs to be documented. This 
documentation needs to be easily findable 
and accessible by anyone who uses the data 
set. 

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf



DDI Controlled Vocabulary for Mode Of Collection
The procedure, technique, or mode of inquiry used to attain the data.

https://ddialliance.org/Specification/DDI-CV/ModeOfCollection_3.0.html



I2
The controlled vocabulary used to describe datasets needs to be documented and resolvable 
using globally unique and persistent identifiers. This documentation needs to be easily findable 
and accessible by anyone who uses the dataset.

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf



I3: (Meta)data include qualified 
references to other (meta)data

The goal is to create as many meaningful links as possible between (meta)data resources to enrich the 
contextual knowledge about the data (e.g. if one dataset builds on another data set, if additional datasets 
are needed to complete the data, or if complementary information is stored in a different dataset. 

https://www.go-fair.org/fair-principles/i3-metadata-include-qualified-references-metadata/



In other words:

E.g. the controlled vocabulary used to 
describe data sets needs to be documented. 
This documentation needs to be easily 
findable and accessible by anyone who uses 
the data set. 

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf
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https://unsplash.com/@franku84?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/what?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText




subject

relationship 
object

PIDs



R - Reusable



Reusable

The data usually need to be 
integrated with other data. In 
addition, the data need to 
interoperate with applications 
or workflows for analysis, 
storage, and processing.



R1: (Meta)data are richly described with 
a plurality of accurate and relevant 
attributes

It will be much easier to find and reuse data if there are many labels are attached to the data.

the data publisher should provide not just metadata that allows discovery, but also metadata that richly 
describes the context under which the data was generated. This may include the experimental protocols, the 
manufacturer and brand of the machine or sensor that created the data, the species used, the drug regime, etc. 

‘Plurality’ indicates that the metadata author should be as generous as possible in providing metadata, even 
including information that may seem irrelevant.

https://www.go-fair.org/fair-principles/r1-metadata-richly-described-plurality-accurate-relevant-attributes/



In other words:

Description of a data set is required at two 
different levels: 
(1) metadata describing the data set 
(intrinsic): what does the data set contain, 
how was the data generated, how has it 
been processed, how can it be reused … 
(2) metadata describing the data 
(submitter-defined): any needed information 
to properly use the data, such as definitions 
of the variable names…

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf



Some hints for reusability

• Describe the scope of your data: for what purpose was it generated/collected?

• Mention any particularities or limitations about the data that other users should be 
aware of.

• Specify the date of generation/collection of the data, the lab conditions, who 
prepared the data, the parameter settings, the name and version of the software 
used.

• Is it raw or processed data?

• Ensure that all variable names are explained or self-explanatory (i.e., defined in the 
research field’s controlled vocabulary).

• Clearly specify and document the version of the archived and/or reused data.



R1.1: (Meta)data are released with a clear 
and accessible data usage license

What usage rights do you attach to your data? This should be described clearly. 

Ambiguity could severely limit the reuse of your data 



In other words:

The conditions under which the data can 
be used should be clear to machines and 
humans. This has to be specified in the 
metadata describing a data set.

Include information about the license in 
the metadata. If a particular license is 
needed, you have to provide it along with 
the data set. Where possible it is 
suggested to use common licenses, such 
as CC 0, CC BY, etc., which can be referred 
to by URL. 

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf
Image by Manfred Steger from Pixabay 

https://pixabay.com/users/manfredsteger-1848497/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=3704068
https://pixabay.com/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=3704068


Authors and 
rights owners

Are you the author of the data you 
collected?

Yes, in case you can prove it (deposit with clear 
date, DOI, … use a data repository!)

Do you own any rights on the raw data 
you collected?

No, data is facts/information and none can own 
rights on it!

Photo by Maria Ziegler on Unsplash

https://unsplash.com/@schluesseldienstvergleich_eu?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/key?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Licenses
Tell other what they 
can do with your data 



Creative Commons

CC-Infographic by Foter under CC-BY-SA 3.0 license.

Not all of us are legal experts 
capable of writing proper licenses.

Creative Commons and Public 
Domain create legal certainty for 
everyone, who wants to use works, 
that are licensed respectively.

It is important to follow and 
understand the different meanings 
of the licenses and follow the rules 
for using them.

https://foter.com/blog/how-to-attribute-creative-commons-photos/
https://foter.com/
https://creativecommons.org/licenses/by-sa/3.0/


Public Domain

Works are not covered by copyright

CC-0 (no rights reserved)

Allows creators to give up their copyright 
and put their works into the worldwide 
public domain

CC-BY (Attribution)

This license allows reusers to distribute, 
remix, adapt, and build upon the material 
in any medium or format, so long as 
attribution is given to the creator

Types of CC 
Licenses



Types of CC 
Licenses

CC-BY-SA (Attribution – ShareAlike)

This license allows reusers to distribute, remix, adapt, 
and build upon the material in any medium or format, 
so long as attribution is given to the creator. The 
license allows for commercial use. If you remix, adapt, 
or build upon the material, you must license the 
modified material under identical terms.

CC-BY-ND (Attribution – NonDerivative)

This license allows reusers to copy and distribute the 
material in any medium or format in unadapted form 
only, and only so long as attribution is given to the 
creator. The license allows for commercial use. 

CC-BY-NC (Attribution – NonCommercial)

This license allows reusers to distribute, remix, adapt, 
and build upon the material in any medium or format 
for noncommercial purposes only, and only so long as 
attribution is given to the creator. 



Licensing your Research Data: Creative 
Commons

https://doi.org/10.5281/zenodo.840651

https://doi.org/10.5281/zenodo.840651


Licensing your Research Data: Creative 
Commons

https://doi.org/10.5281/zenodo.840651

● Use a CC0 or public domain, 
then ask for credit

● Provide a citation that 
researchers using your data 
can simply copy and paste to 
give you credit for your work

● Remember that it’s bad science 
not to cite the source

● CC0 does not mean academic 
unpoliteness

https://doi.org/10.5281/zenodo.840651


R1.2 (Meta)data are associated with 
detailed provenance
where the data came from (i.e., clear story of origin/history, see R1), who to cite and/or how you wish to be acknowledged. Include a 
description of the workflow that led to your data

R1.3 (Meta)data meet domain-relevant 
community standards
If community standards or best practices for data archiving and sharing exist, they should be followed. 

https://www.go-fair.org/fair-principles/r1-2-metadata-associated-detailed-provenance/
https://www.go-fair.org/fair-principles/r1-3-metadata-meet-domain-relevant-community-standards/

https://www.go-fair.org/fair-principles/r1-2-metadata-associated-detailed-provenance/


In other words:

R1.2

Detailed information about the provenance of data is 
necessary for reuse: this will, for example, allow researchers 
to understand how the data was generated, in which context 
it can be reused, and how reliable it is. Provenance is a 
central issue in scientific databases to validate data.

The metadata to thoroughly describe the workflow that led to 
your data: Who generated or collected it? How has it been 
processed? Has it been published before? Does it contain 
data from someone else, potentially transformed or 
completed? Ideally the workflow is described in a 
machine-readable format. Criterion I3 is closely linked to this 
issue when reusing published data sets. 

R1.3

It is easier to reuse data sets if they are similar: same type of 
data, data organized in a standardized way, well-established 
and sustainable file formats, documentation (metadata) 
following a common template and using common 
vocabulary. If community standards or best practices for 
data archiving and sharing exist, they should be followed. 
Note that quality issues are not addressed by the FAIR 
principles. How reliable data is lies in the eye of the beholder 
and depends on the foreseen application.

Prepare your (meta)data according to community standards 
and best practices for data archiving and sharing in your 
research field. There might be situations where good practice 
exist for the type of data to be submitted but the submitter 
has valid and specified reasons to divert from the standard 
practice. This needs to be addressed in the metadata.

https://www.snf.ch/SiteCollectionDocuments/FAIR_principles_translation_SNSF_logo.pdf



To summarise…

FAIR data infographic (CC-BY except F.A.I.R logos CC-BY-SA by Sangya Pundir



For next week:

1.Create an account on Zenodo sandbox: 
https://sandbox.zenodo.org/

2. Prepare a file to be uploaded there: a presentation, a 
dataset…whatever

https://sandbox.zenodo.org/


Thank you!

Ask questions and interact in the VRE: 
https://services.d4science.org/group/phdunipi_os21-22 

gina.pavone@isti.cnr.it

https://services.d4science.org/group/phdunipi_os21-22

