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Abstract

In order to have a complete Architecture of the ACTIVAGE platform, the device domain
constituted of smart sensor and actuator nodes, gateways, connectivity and its associated
protocols must be also considered. Therefore, it is imperative to identify the different devices
required to implement the uses cases considered in the different Deployment sites (DSes). A
systematic analysis is performed on the device, gateway, cloud and applications domains
constituting each of the nine DSes. This analysis is based on several registration forms in
order to gather key elements of each domain. The original goal was to collect information
concerning only the device domain. However during the first months of the project, this goal
changed to also include the three other domains in order to get an overall, homogenised,
and rich technical information view of each DS. The additional information includes, the DS
topology, the applications foreseen, the security and privacy mechanism to be implemented
in the overall system, the servers used and their locations, and other information required to
facilitate, in Task 3.2, the Security and Privacy assessments. Furthermore, this document
gives a summary and classification of the different devices used in each DS allowing the
identification of communalities, potential synergies and knowledge sharing between DSs.
For the cases where, no suitable solutions are available, new devices could be prototyped in
order to support a given use case with the right device or the right security protection level.
Finally and in order to have a more complete document, the following aspects are also
included: a list of key concepts in the device and gateway domains are explicitly defined to
be shared and used in the overall project, a short introduction on the evolution of the
communication systems is given in order to understand key IoT concepts at loT architecture
level and in particular at the device and gateway domains, including some security ones, and
a brief market analysis on the home automation and health care devices.

Glossary

AIOTI The Alliance for Internet of Things Innovation
AHA Active and Healthy Ageing

BLE Bluetooth Low Energy

DS/ D5es Deployment site(s)

GDPR General Data Protection Regulation

HMI Human Machine Interface

HW Hardware

ICT Information and Communication Technologies
loT Internet of Things

LSP Large-scale Pilot

MD Medical Device

SW Software
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1 About This Document

The Internet and mobile revolution has transformed our world. The Internet of Things (IoT)
has emerged over the last few years, aims to change our lives by forming a massive
ecosystem where interconnected devices and services collect, exchange and process data
in order to adapt dynamically to a context to offer a variety of services. By 2020, market
analysts expect between 20 and 50 billion connected devices in the world.

The Internet of Things revolution is ongoing but its deployment is on its inception. This
revolution is based on the availability of a huge amount of information coming from the data
sensed and transmitted by the Smart connected objects.

The “Big data deluge” will be efficiently analysed and exploited creating higher levels of
automation (monitoring and control from anywhere at any time to any Vertical application)
generating new opportunities and new ways of decision making. The ICT (including the
Cloud) technologies in conjunction with the Smart connected objects will play an essential
role in this revolution. It will completely change the society and the overall industry at all
levels (design, production, exploitation, deployment, and services). This will also strongly
impact internal organizations and the business models.

Many research projects have been funded by the European Union concerning the higher
levels of the loT system architecture and efforts are ongoing to consolidate and coordinate
the research results by creating an 10T ecosystem through the AIOTI industrial alliance and
the 5 IoT Large Scale Pilots concerning the following areas: Smart environment for ageing
well, Smart Farming, Wearable, Smart Cities and Smart Mobility.

ACTIVAGE was selected as the Large Scale Pilot addressing Smart environment for ageing
well. However, it should be noted that all these LSPs have many communalities from the
technology and architecture point of view. Main differences come from the applications
addressed and the specificity of the components needed in the lower architecture levels,
the hardware devices such as sensors and actuators. It is very often forgotten or at least not
too much highlighted the role of these components because without them the loT revolution
cannot take place. Of course, software is also a key differentiation aspect at application level
as well the embedded software implemented in the hardware (HW) devices to become more
intelligent and powerful.

If we say that the 0T revolution is on its inception, it is because many issues should be
solved before getting a much higher market penetration. For instance, at the device level,
the devices must: 1) Increase their autonomy by reducing significantly the power
consumption; 2) Become more intelligent by embedding more software and new technigues
as Atrtificial intelligence. This requires more processing power and higher memory capacity
and for some applications moving from Cloud to Edge computing; 3) Become more reliable
considering that the systems will depend on the devices availability and robustness; 4)
Become more secure by implementing the right security and safety mechanisms to protect
them against Cyber-attacks; 5) Reduce the price to facilitate adoption and large penetration.
At the higher levels, some important issues must be also solved such as interoperability,
end-to-end security and privacy, and identify and develop killer applications in order to
ensure evident benefits to the end-user (gain in productivity, new useful services, reduce
costs, increase automation, introduce not intrusive surveillance, etc.). Another issue is to
define new business models for the commercialization IoT devices. The current consumer
model, which consists to collect the user data on the vendor server, is not adapted to AHA
and health services, based on critical data, where data privacy is regulated through GDPR.
For example, most commercial smart connected objects such as weighing scale, indoor air
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monitoring, activity monitoring, etc. are not adapted to ACTIVAGE because it requires a full
data control.

Two examples of this revolution is the arrival of: 1) the Personal assistant with new HMI
(Human Machine Interface) the voice instead to browse through the Web; 2) Concerning the
security, the introduction of more robust biometrics technics such 3D Face recognition to
facilitate user identification rather to use a password. These technologies, more robust
today, are currently being introduced on the market. These are good examples of the impact
created by the fast technologies evolution and maturity level got in few years. These new
solutions should be a source of inspiration for the ACTIVAGE project and they must be
considered on top of the existing ones in order to develop more advanced use cases and
services and in the different Deployment sites.

11 Purpose

This report is an update of D3.6 published in March 2018, which aims at identifying and
describing the ACTIVAGE devices used by the different use cases implemented in each of
the nine ACTIVAGE Deployment sites. The concerned devices are the sensors/actuators
nodes and gateways deployed in the Device/Edge domain.

The purpose is also to identify commonalities (hardware and software components, needs,
knowledge, etc.) between the DSes that they can share and provide benefits to the overall
ACTIVAGE ecosystem, such as exchanging use cases, enhancing use cases with new
functionalities, reducing development costs and risks, etc.

Over the time, the purpose of this document has evolved to get more benefit from this work.
Thereby, two more goals were defined:

— Use this document as a complement of the Task 3.2 to facilitate the Security and
Privacy assessments of each DS. To reach this goal, the Topology of each DS has
been requested to identify the different assets, the connectivity and communication
links between the different components of the overall architecture. The Topology will
also allow the identification of the different data flows and see where the data is
processed and stored. Furthermore, the different security and privacy mechanisms
foreseen to put in place in each DS were also requested.

— Harmonize the nomenclature of several concepts used in the project in order to
facilitate the common understanding between the different groups, coming from
different fields, participating in ACTIVAGE.

In order to gather the information from each DS, several register forms were specified for
each of the four system domains: Application, Cloud, Gateway and Device/edge (see Annex
A).

This deliverable is the final document that has been updated across the project execution
according to the work progress performed in Task T3.5 and the interaction with the other
tasks for instance Task 3.2 ACTIVAGE Security and Privacy, and Task 9.1 concerning the
Deployment sites implementation.

In order to reach the objectives defined above, the following activities were defined and
carried on:

— Analysis and Compilation of main DSes Components

= Define the suitable information to collect at each Domain.

= Elaborate the register forms and the associated guidelines to get the information.
= Send the register forms to the responsible of each DS to be fulfilled.
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= Fulfil the register forms by the DS responsible and send them back to Task 3.5
leader.

= Review and comment the register forms of each DS.

= Send back comments and recommendations to update the forms considering
homogenization of the information to facilitate exploitation.

= Update the register forms by the DS responsible and send them back to Task 3.5.

= Update D3.6 report and use D3.12 as the final release. This second and final release
takes into account the modifications done by the DSes in the second year.

= Analyse, compile and classify the information provided by each DS.

= Create a synthesize view of the different types sensors/actuator and gateways
devices used by each DS in order to easily identify communalities and potential
reuse and collaboration.

= Disseminate this report inside the DSes for exploitation and creation of higher
synergy between them.

— Define some concepts related to communication, devices, and security to have
same understanding inside ACTIVAGE project:

= |dentify the main terms to be defined.

= Limit these terms to the Device Domain, connectivity, communication technology and
security.

= Define these terms to be adopted in ACTIVAGE to facilitate the communication
having a common understanding.

= Disseminate this list of concepts inside ACTIVAGE project.

This document reports the work performed during the first twenty four months of the project.
It includes the results obtained from the lists of activities defined just above. The main
achievement was the elaboration and completion of the register forms for each deployment
site. A compilation and summary of the devices to be used in the different DSes was done. It
should be noted that all the devices were identified in the second year by the DSes. This
work has been completed by DSes during the second year. The same can be said about the
security and privacy mechanisms. They were completed in collaboration with task 3.2.

1.2 Target Audience

This deliverable targets the following audience:

— The DSes technical managers in charge to define the architecture and implement of
the different ACTIVAGE pilots. They are directly concerned to contribute and follow
the devices required, and their potential reuse, in the implementation of the DSes.

— The DSes security managers in charge to define and implement the different security
and privacy mechanism of the ACTIVAGE pilots. They are directly concerned to
contribute and follow the security and privacy guidelines issued in collaboration with
the Task 3.2.

— The different ACTIVAGE stakeholders interested to learn more about the technical
aspects of the nine DSes. This report provides to them a synthesized way that can
help to identify differences, communalities and complementarities between DSes.

— The stakeholders interested to know which devices should be improved, identify the
devices missing and such that should be secured in priority.

Version1 | 2013-03-28 | ACTIVAGE ©



AETCP\/AGE

03.12 —Report on loT devices

1.3 Deliverable context

Objectives 02 (To set up a European Multi Centric Large Scale Pilot distributed
across nine interconnected Deployment Sites of seven European
countries): by analysing the use case requirements at the device domain,
D3.6 identifies the list of the sensor nodes and gateways required for the
implementation of the use cases considered in the different Deployment
sites.

Exploitable The analysis and compilation done in D3.6 on the devices

results (Sensor/actuator nodes and Gateways) used in the nine ACTIVAGE
Deployment sites allows the identification of common components
between DSes and facilitates their potential reuse, knowledge sharing and
synergy increase inside the project.

Furthermore, this study allows the identification of key elements required
to perform the Security and Privacy assessment

Work plan This document is the results of work in T3.5 “Identification of the Smart
Nodes and Gateways to be used in ACTIVAGE”.

Moreover, this deliverable is linked with the following WPs and tasks: WP3
T3.2: ACTIVAGE solution for security and privacy, as well as WP9/ T9.2
Experiment

Milestones D3.12 is a key deliverable for assessing the achievement of MS2 -
DEMONSTRATE in Month 24.

Deliverables | This deliverable used the outcomes of D9.1 Detailed experiment plan to
prepare Deliverable D3.6 delivered on M12 (first version) and D3.12 on
M24 (final version).

Risks Rk15: “Risk of time consuming due to multiple technology”

D3.12 contributes to gaining control of new technologies & loT related
equipment by identifying and sharing knowledge on the most relevant
platforms and components with big potential of reuse, adaptability and
flexibility.

1.4 The rationale behind the structure

The rest of the deliverable is organized as follows. Section 2 briefly introduces the main
concepts related to an loT System architecture focusing on Device domain, communication
and security components. Section 3 gives a short market overview of the IoT devices related
to the ACTIVAGE project mainly home automation, healthcare and the Personal Assistants.
Section 4 provides a synthesis of the gateways and sensors-actuators nodes used in the
different DSes. Finally, Section 5 concludes this report. Appendix A provides standard
definitions as background information underlying this document, and Appendix B, which is
presented in a separate document due to its specific classification as confidential,
gives a synthetized and technical overview of the main components constituting each loT
domain of the nine DSes, focusing specially to the Gateway and Device Domains.
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2 ACTIVAGE loT High-Level System
Architecture and Definitions

This Section aims to defining some terms and concepts that will be used through the whole
report. This Section provides a brief overview to the stakeholders not familiar with technical
aspects of l1oT and communication technologies. The terms and concepts introduced here
will help to have a common nomenclature inside the ACTIVAGE project, considering that the
stakeholders come from different disciplines.

The second subsection of this Section gives a brief introduction of ACTIVAGE IoT high-level
system Architecture and a short description of its four domains associated components.

The third subsection introduces the concepts of Edge, Fog and Cloud Computing. It also
makes a brief comparison between these three architectures.

Finally, the fourth subsection provides some definitions concerning several key components
related to communication and security infrastructure used in the ACTIVAGE Deployment
sites.

2.1 Brief description of the ACTIVAGE loT high level system
Architecture

Figure 1 shows the ACTIVAGE IloT high level System Architecture. Four main layers or
domains (Application, Cloud, Gateway and Device/Edge) constitute this architecture.

2.11 Application Domain

This domain executes the applications in charge of monitoring and/or control the 10T system.
In this domain, the processed information will be available to the user via a HMI (Human
Machine Interface) for decision taking. Current HMI are based on smart mobile devices and
lap tops to browse the processed information and fetch the results. A new generation of
devices like the Personal Assistants arrives on the market supporting voice recognition a
more natural way to interact with the system. This feature could be interesting for the elderly
people to facilitate the adoption of the IoT technology proposed by ACTIVAGE.

It should be noted that the Application Domain is not always connected to the Cloud domain.
In the case of some systems, the application can directly run in a Gateway server. This
system type is known as Edge computing because the processing and decision taking are
close to the place (for instance < 100 meters) where the raw data is generated.

Appendix B (subsections B.1.2, B.2.2, ... B.9.2) of this report lists the different applications
running in the DSes and gives a brief description.
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Figure 1: ACTIVAGE loT high level System Architecture
2.12 Cloud Domain

This domain is in charge to provide the infrastructure (Hardware and Software) required to
store the raw data received from the gateway domain. It performs data analysis on the big
data received and store the obtained results. They will be available to the Application for
further exploitation.

A large number of servers and large storage capabilities constituted the hardware
infrastructure deployed in any place in the world. Its access is done via Internet.

Data analysis, databases, cloud management, and many other programs constitute the
software infrastructure.

It should be noted that in ACTIVAGE, Private Clouds will be developed to support Cloud
computing capabilities and they will be located near to the DSes (~<50 km). Appendix B
(subsections B.1.3, B.2.3, ... B.9.3) gives the list of the servers to be deployed and their
location.
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2.1.3 Gateway Domain!

In the upper link direction, a gateway gathers the raw data coming from the sensor nodes,
aggregates them and transmits the resulting frame (set of data) to:

— The Cloud to remotely process the data (in case of Cloud computing).

— The local server, associated to the gateway, to locally process the data (in the case
of Edge computing).

In the downlink direction, it transports the commands that will control the different actuator
nodes in the device domain.

Supporting the Middleware in charge of handling the communication with the sensor
actuators nodes to perform data gathering and/or transmit commands to the actuators. In
ACTIVAGE, there are seven Middleware developed in previous European projects and
called here IoT Platforms. They are the following: loTivity, FireWare, OpenloT, SeniorSome,
sensiNACT, Sofia2, and universAAL.

2131 loT Gateways Functional Operation

In general, a Gateway acts as a “protocol convertor and data router’ between the 10T
sensor- actuator nodes and Internet. IOT gateways not only make transmission medium
abstraction but also provide encryption to protect the data transmission. Gateways usually
run real-time operation systems (RTOS) or a form of Linux to drive their systems. Figure 2
gives an example of a Gateway structure.

Protections Security Connectivity
Connectivity
Protecti &
Edge Node ro .ec lfJns NFC & Secure USB
filtering elements
Bluetooth

Low Energy | | /

Processing unit Connectivity
VIF Network

3G/4G
—
Ethernet
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Gateways Functions
- Protocol translation from
6LowPAN/IPV6/etc. to

Ethernet
3G/4G

Routing

A

Power management

Thin-film Battery Energy

battery &7 rnanagement‘rLW harvestlngﬁ LDOs -

converters &

Figure 2: Example of a Gateway block diagram

! In the ACTIVAGE loT System Architecture, the Gateway domain is considered as a separated domain from the Device
domain.

Version1 | 2013-03-28 | ACTIVAGE ©



ACKP\/AGE

03.12 —Report on loT devices

In reality, different types of Gateways exist in an loT system performing different functions
according to the type of 10T implemented architecture. In this report, we will distinguish three
types of Gateways as illustrated in Figure 1:

— |oT Aggregation Point: It is a gateway in charge of, from one side, gathering data
coming from the different sensor nodes, and from another side, aggregate this data
in a single frame and send it to a second Gateway with the capabilities to send the
aggregated data to the Cloud through Internet. This gateway also includes and run
the Middleware to handle the sensor- actuators nodes.

— Gateway: This kind of gateway is in charge of receiving the data from the IoT
Aggregation Point and sending it to the Internet. This gateway has routing,
modulation and demodulation capabilities allowing the data transmission/reception
to/from Internet using different Physical medium (Twisted pair, Optical Fiber, Air,
Coaxial Cable, etc.) and its associated Physical protocols (ADSL/VDSL, DOCSIS,
2G/3G/LTE, etc.). Gateways often include NAT (Network Address Translation)
routing and DHCP (Dynamic Host Control Protocol) services. These create and
provide the individual IP addresses all the wireless (and wired) clients need to
function in a network and also enable, for instance, a single Wi-Fi gateway to
simultaneously provide Internet access to numerous users from a single shared
Internet connection . Gateways may also include other applications and features
such as encryption and security, VPN, firewall, and Voice over Internet Protocol
(VolP). This gateway does not support the Middleware to handle the sensor-
actuators nodes.

— Mobile Gateway: This Gateway, in ACTIVAGE, is in general a Smartphone or Tablet
supporting the functions performed by the two previous Gateways, i.e., Aggregation
point + Routing and Modulation and demodulation. This gateway also includes and
run the Middleware to handle the sensor- actuators nodes.

Appendix B (subsections B.1.4, B.2.4, ... B.9.4) of this report gives a brief description of the
different Gateways used in the various DSes. Subsection 4.2 makes a classification of the
different gateways and their association with the various DSes.

2.1.4 Device Domain

The Device domain is in charge of:

— In the upper link direction, detecting/reading/capturing information coming from the
sensors in contact with the Physical world.

— In the downlink direction, transmitting the commands to the actuators in charge of
controlling the physical assets (machines, pumps, motors, etc.).

In the following paragraphs, the definition of sensor and actuator is done as well as the
definition of end-device that can be a sensor node of an actuator node.

2141 Sensor

A Sensor is a transducer whose purpose is to sense (that is, to detect) some characteristic
of its environments, it converts one form of energy into another. It detects events or changes
in quantities and provides a corresponding output, generally as an electrical or optical signal;
for example, a thermos-couple converts temperature to an output voltage. A sensor includes
signal processing with standardized interface for further processing. Some sensors might
incorporate more than one sensor element and smart processing characteristics.
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2142 Actuator

An actuator is a component of a machine that is responsible for moving and controlling a
mechanism or system, for example by opening a valve or switch on/off a lamp. An actuator
requires a control signal and a source of energy. When it receives a control signal, it
responds by converting the signal’s energy into mechanical motion.

2.14.3 Sensor Node

A sensor node, also known as end-node or smart connected object, collects data from the
sensor(s) and send them to the outside world, through mainly wireless connectivity devices
such as Bluetooth, BLE, ZigBee, Z-wave, Wi-Fi or through wired communication. These
sensor nodes forward the collected data to an Aggregation Point or mobile Gateway,
according to the definition given here above.

A sensor node is constituted of four main elements: one or several sensors, a
microcontroller, one or several connectivity devices, and a power management unit. Figure 3
illustrates these four elements. It should be noted that the wireless or wired devices will be
selected according to several parameters (power consumption, reach, throughput and the
connectivity protocol) and in line with the application needs. Security aspects should be
considered to ensure data integrity by protecting the sensor node from potential attacks
leading to important damage caused by wrong decisions.

2144 Actuator Node

An actuator node is the device in contact with the Physical world able to drive/change/act on
its connected environment to modify its current state (for instance, to turn on/off the power
supply of a given appliance or a lamp bulb, open/close or regulate a vane, regulate the air
conditioning machine, changes the parameters in a machine, etc..) for what it was designed
by applying the consign/value received from the I0T system.

An actuator node has a similar structure and modules like the sensor node. However, it has
an actuator element instead of a sensor. The data flow is in the opposite direction to a
sensor node. The actuator receives commands from the upper layers to control the machine
or device interacting with the environment. The four other modules are practically the same:
a microcontroller, one or several connectivity devices, and a power management unit. In the
new generation of 0T actuator nodes, a security module must be also included in order to
ensure security and safety. An attack received in the actuator node, without the right level of
security protection could produce important damages to environment and Physical word
under control of the 10T system.
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Figure 3: Example of a Sensor block diagram

Appendix B (subsections B.1.5, B.2.5, ... B.9.5) of this report makes an exhaustive analysis
of the devices used in the different use cases of the nine ACTIVAGE DSes. Section 4.3
makes a classification of the different of devices according to the type of application and
their association with the various DSes.

2.2 Presentation of Wireless Protocols for Smart Home

It should be noted that the inception of 10T systems is very close related to the availability,
mastering and use of the wireless technologies and protocols at low cost nowadays. We
cannot say that loT systems didn’t exist in the previous decades, they existed but the
sensors/actuators were connected using wires and the applications were rather dedicated to
automation in the industry.

The huge progress of the wireless techniques and the semiconductor technologies, and its
great success and impact in our current life, have allowed moving from a wired to a wireless
multimedia (voice, data, video) communication world covering: Wide Area networks (WAN)
based on Mobile technology (GSM, Edge, 3G, 4G/LET, 5G), Local Area Networks (LAN)
based on Wi-Fi and the Home Area Networks (HAN) based on Bluetooth, UWB, Z-Wave
ZigBee and ULE/DECT.

The intention of this paragraph is to present the main characteristics of the Wireless
technologies and protocols related to ACTIVAGE but without going in too much details. It will
only point out the main features that should be considered to select the most adequate
connectivity technology of the devices considering that ACTIVAGE is focused in applications
related to Smart Home environments and consequently associated to Home Area Networks
(and to Personal Area Networks (PAN).

Table 1 gives the main characteristics of the more popular wireless protocols used in the
HAN. This Table only provides the characteristics that should be considered to select the
more adequate protocols that the sensor/actuator nodes should support to get optimal
wireless solutions in the Device /Edge domain for the different DSes. Additional technical
characteristics can be found in [1][2].
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Table 1: Main Wireless Solutions for Home Area Netwarks

AETCP\/AGE

Characteristics Bluetooth ‘ UwB ‘ ZigBee ULE/DECT
802.11 ETSI / TS 102
Standard 802.15.1 802.15.3a 802.15.4 a/b/g/n:ac ITU-T G.9959 939-01
USA 908.42
868/915 MHz 2.4 GHz; MHz;
3.1-10.6 EU: 868.42 | 1.7GHz-
Frequency band 2.4 GHz GHz 2.4 GHz 5 GHz MHz 1.9GHz
0.1-54 Mb/s
a,bg
450 Mbps n
Data rate 1 Mb/s 110 Mb/s 250 Kb/s 1.3 Ghps ac 40 kb/s Data + Voice
~30 m indoor | ~70m  indoor
Nominal Range 10m 10m 10-100 m <100 m ~100 m outdoor | ~700m outdoor
Power Usage Low Medium Low Medium Low Low
Cost Low Low Medium Low Medium Low

From Table 1, the main characteristics to be considered for the design and implementation
of a HAN, corresponding to the Edge/Device domain, are the following:

— Standard: It indicates the standard implemented/supported by the Wireless protocol.
It is important to have a standardized protocol to ensure the interoperability between
products proposed by the different vendors.

— Frequency band: This parameter provides two types of information: the availability of
the solution to operate in the indicated frequency and the “penetration index” of the
RF signal. i.e. lower is the used frequency band, the signal attenuation will be lower
because it has a better penetration index. In ACTIVAGE and considering the
environment constraints at home (obstacles: walls, pieces of furniture, etc.), it is
preferable to use devices operating in the sub-GHz band.

— Date rate: It indicates the amount of information (number of bits) transmitted per
second. It should be known that there is a compromise between Data rate, Power
consumption and Nominal range. Higher is the bit rate and the transmission distance,
higher is the power consumption, which will impact negatively (reduce) the battery life
or device autonomy.

— Nominal range: It indicates the distance that the RF sighal can reach, without using a
repeater, and recover correctly by the receiver. Higher is this range better is the
solution. However, the same compromise, mentioned above, applies here.

— Power usage: It indicates the amount of energy spent to transmit an amount of Data
(Data Rate) to a given distance (Nominal Range). Lower is this parameter, better is
the solution.

— Cost: It indicates the price of the device. Lower is this parameter less expensive will
be the overall solution and more chances to be largely deployed.

Moreover, Table 1 gives the characteristics of four main IEEE standards based on the
802.15.x (Bluetooth, UWB and Zigbee) and 802.11.x (Wi-Fi). The three first devoted for short
range and low data rates (< 1 Mbps, but UWB is more devoted for indoor geolocalisation).
Wi-Fi is very popular solution allowing much higher bit rates and larger coverage, that the
previous ones. However, its main drawback is that it consumes more power and is then not
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very well adapted to the applications requiring high autonomy (or large battery life, for
instance one or several years). It should be noted that these protocols were not originally
defined for the IoT devices, which need to transmit very few data, cover a range of several
tens of meters and have a high autonomy (low power consumption).

In order to match more satisfactory these three parameters, the Z-Wave protocol, originally
as a private solution with very good performances, was standardized and deployed on the
market with very good acceptance.

Recently, the ULE/DECT protocol is being deployed as the transmission protocol in the
Smart home solutions proposed by Dutch and Orange Telecom, and called “Home
Automation Network”. This protocol is an Ultra-Low Energy Cordless solution to transmit
data and voice indoor. This standard is an evolution of the former DECT one. An interesting
feature of ULE/DECT is the possibility to transmit also the voice opening the door to define
additional features suitable for a broader range of applications scenarios as described in [3]
[4]. For instance, [4] gives example applications covered by ULE Phase 2 such as:

— Simple medical pendant alarms: These devices may have some sensing ability (for
instance to monitor heart rate or movement), as well as possessing an alarm button
in case the wearer is in distress. They may also have additional voice capability,
allowing the wearer to make a telephone call to a medical monitoring centre.

— Lighting control: Using the Message Broadcast feature, a ULE FT (Fixed radio
Termination/Gateway) can simultaneously communicate the same message to many
ULE PTs (Portable radio Termination/end node) with low latency. This could be used
to control numerous lights simultaneously.

— Intercoms and other M2M devices with audio capability: ULE devices with integrated
speaker and/or microphone and the capability to establish an audio communication
(in addition to ULE data transport). These devices allow the user to establish a voice
communication with another terminal that may be in the same Home Automation
Network, or connected via an external network. Examples of such devices are
intercoms, entry-phones and any similar M2M device with audio capability.

This list is not exhaustive and further applications may be developed by device vendors
based on [4].

Finally, the wireless protocols selected must be implemented in both communications sides
in the end nodes and in the Gateway. The Gateways are generally devices supporting multi-
protocols. The end-nodes generally support a protocol but they can also support several
protocols.

2.3 Definition and differences between Edge, Cloud and Fog
Computing

This section provides other important concepts used to define where the computing (for

instance data analysis, the application) processing and storage is performed in an loT

System. In this section, the concepts of Edge, Fog and Cloud computing according to the
literature.

2.3.1 Edge computing

Edge computing is a method of optimizing Cloud computing systems by performing data
processing at the edge of the network, near the source of the data. This reduces the
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communications bandwidth needed between sensors and the central data centre (Cloud or
Private Cloud) by performing analytics and knowledge generation at or near the source of
the data [5] [6].

An Edge Device is any computing or networking resource residing between data sources
(physical assets) and cloud-based data centres. For example, an edge device could be a
sensor or an actuator node connecting the physical asset and the Cloud. Sensor/Actuator
nodes provide Edge computing capabilities to determine what data should be stored locally
or sent to the cloud for further analysis. In Edge computing, intelligence is literally pushed to
the network edge, where the physical assets are first connected together and where 0T data
originates [7].

Edge computing will play a more important role over the time considering the increase of
power computing in the sensors/actuators nodes thanks to the new features and capabilities
provided by the progress of different technologies areas such as Semiconductors, Machine
and deep learning, Atrtificial Intelligence, etc.

2.3.2 Fog computing

Cisco Systems introduce the term “Fog Computing” as new model to ease wireless data
transfer to distributed devices in the Internet of Things (IoT) network paradigm. Cisco defines
Fog Computing as a paradigm that extends Cloud computing and services to the edge of the
network. Similar to Cloud, Fog provides data, compute, storage, and application services to
end-users.

The distinguishing Fog characteristics are its proximity to end-users, its dense geographical
distribution, and its support for mobility. Services are hosted at the network edge or even
end devices such as set-top-boxes or loT Gateways. By doing so, Fog reduces service
latency, and improves QoS, resulting in superior user-experience. Fog Computing supports
emerging Internet of Everything (Io0E) applications that demand real-time/predictable latency
(industrial automation, transportation, networks of sensors and actuators). Thanks to its wide
geographical distribution the Fog paradigm is well positioned for real time big data and real-
time analytics. Fog supports densely distributed data collection points, hence adding a fourth
axis to the often-mentioned Big Data dimensions (volume, variety, and velocity) [8] [9].

2.3.3 Cloud computing

Cloud computing is usually a model for enabling convenient, on-demand network use of a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that may be rapidly provisioned and released with minimal
management effort or vendor interaction. It is a new computing technique, which achieves
options for renting of storage infrastructure and computing services, renting of business
processes and overall applications. This new technique simplifies the clients computing jobs
by renting resources and services.

Cloud systems are located within the Internet, which is a large heterogeneous network with
numerous speeds, technologies, topologies and types with no central control. Because of
the non-homogeneous and loosely controlled nature of the Internet, there are many issues
especially quality of service related ones that remain unresolved. One such issue that affects
the quality of service severely is network latency. Real time applications with which users
directly interact with are badly affected by delay and delay jitter caused by latency in
networks.

In terms of architecture and IT infrastructure, the Cloud has become the right solution to
meet the needs for reliability, security, scalability needs, and maximize the servers by using
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them whenever necessary. Most of the architectures of the ACTIVAGE Deployment sites
have adopted this kind of solution, but they are based on Private Clouds managed by the
stakeholders of the ACTIVAGE project.

2.34 Architectural Differences between Edge, Fog and Cloud computing
2.34.1 Edge vs. Fog Computing

Both Fog computing and edge computing involve pushing intelligence and processing
capabilities down closer to where the data originates” from pumps, motors, sensors, relays,
etc.

The key difference between Edge and Fog computing architectures is exactly where that
intelligence and computing power is placed [5]:

— Fog computing pushes intelligence down to the local area network level of network
architecture, processing data in a fog node or 0T gateway.

— [Edge computing pushes the intelligence, processing power and communication
capabilities of an edge gateway or appliance directly into sensor/actuator node
devices like programmable automation controllers (PACs).

In order to understand better the difference between these two concepts, we will use Figure
1 to map them.

— [Edge computing covers the components in Blue belonging to the Device/Edge and
Gateway domains. However to really perform Edge computing capabilities, the
gateways should have processing and memory capabilities, and not only
communication capabilities, in order to execute the applications. In ACTIVAGE, there
are some uses case that can perform Edge computing.

— Fog Computing additionally includes the process for transporting data in fog
computing (the equivalent of the IoT Platform component, represented in pink in
Figure 1 and belonging to the Gateway and Cloud domains). “The data gathered
from the Edge is sent to an OPC (Open Platform Communication) server, which
converts the data into a protocol Internet systems understand, such as MQTT or
HTTP. Then the data is sent to another system, such as a fog node or loT gateway
on the LAN, which collects the data and performs higher-level processing and
analysis. This system filters, analyzes, processes, and may even store the data for
transmission to the cloud or WAN at a later date. Fog computing’s architecture relies
on many links in a communication chain to move data from the physical world of our
assets into the digital world of information technology. Each of these links is a
potential point of failure” [5].

Edge computing “simplifies this communication chain and reduces potential points of failure
by wiring physical assets sensors/actuators into an “intelligent Gateway server” to collect,
analyze and process data from the physical assets while also running the control system
program. Gateway server then use edge computing capabilities to determine what data
should be stored locally or sent to the cloud for further analysis. In edge computing,
intelligence is literally pushed to the network edge, where our physical assets are first
connected together and where loT data originates” [5].
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2.34.2 Fogvs. Cloud Computing

Fog computing performs better than cloud computing in meeting the demands of the
emerging paradigms. But of course, it cannot totally replace cloud computing as it will still be
preferred for high end batch processing jobs that are very common in the business world.
Hence, we can conclude that fog computing and cloud computing will complement each
other while having their own advantages and disadvantages. Edge computing plays a crucial
role in Internet of Things (loT).

Studies related to security, confidentiality and system reliability in the fog-computing platform
is absolutely a topic for research and has to be discovered. Fog computing will grow in
helping the emerging network paradigms that require faster processing with less delay and
delay jitter, cloud computing would serve the business community meeting their high-end
computing demands lowering the cost based on a utility pricing model.

The advantages of Fog Computing are [7]:

1. The significant reduction in data movement across the network resulting in reduced
congestion, cost and latency, elimination of bottlenecks resulting from centralized
computing systems, improved security of encrypted data as it stays closer to the end
user reducing exposure to hostile elements and improved scalability arising from
virtualized systems.

2. Eliminates the core-computing environment, thereby reducing a major block and a point
of failure.

3. Improves the security, as data are encoded as it is moved towards the network edge.

4. Edge Computing, in addition to providing sub-second response to end users, it also
provides high levels of scalability, reliability and fault tolerance.

5. Consumes less amount of bandwidth.

The disadvantage of Fog Computing is that it introduces certain demerits on the selections
of technology platforms, web applications or other services.

2.4 Concepts and Definitions on Communication and Security

Considering that the stakeholders of the ACTIVAGE project come from different competence
areas, this section provides (rather Annex B) a minimum of background to facilitate the
understanding of this document for those people no familiar with the communication and
security concepts presented in Appendix B. In general, these concepts will allow having a
common understanding inside the project.

In fact, it is in Annex B where the basic concepts related to the main elements constituting
the architecture of the Deployment Sites are defined. Annex B is organized in the following
three subsections:

— General Concepts
— Protocols for communication and security
— Infrastructure components for communication and security.
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3 Brief State-of-the-art on Smart Home ana
Healthcare devices

This section gives a brief overview on the different kind of devices existing in the market
related to home automation and health-care.

Over the time, these devices have evolved from single ones working in standalone mode to
more sophisticated and connected ones. Technology evolution in different domains
(semiconductor, telecom, software, Big data, Intelligence artificial, etc.) has allowed the
design and development of smaller (higher integration, higher performances), more
autonomous (low power), higher connectivity, smarter (software, IA) and cheaper devices.

In the next subsections, a market overview is given for each of the following IoT devices
segments: Smart Home/Home automation, Healthcare, Wearables and Personal Assistants.

This analysis is not exhaustive, its main purpose is to give an overview of the market related
to the devices used in ACTIVAGE and new ones that could be considered to extend the
ACTIVAGE applications and use cases.

This second deliverable version has been updated and reports the strong market evolution
of 10T Smart home solutions in 2018. This year will be mark the massive introduction of the
Assistants (Goole Home, Echo Plus from Amazon, HomePod from Apple, Invoke from
Microsoft, Zipp 2 from Libratone, etc.) and Home-Kit driven by Apple, and Domo-Blogs
giving examples to make it owns developments around loT Smart Home solutions.

3.1 Smart Home

Nowadays, the society develops its activities in a global context where the technology
influence is increasing every day. The loT (Internet of Things) technology is increasingly
becoming popular thanks to its highly expected benefits. Smart environments, smart cars,
smart home, smart cities are some of the vertical pillars that are providing information in real-
time through personal devices like smartphones.

For instance, focusing on Smart home, this pillar could be defined as a place with
capabilities to control and monitoring several tasks at home such as illumination control,
security survey, temperature regulation, presence detection, health monitoring, etc.
According to Kelley Branch?, since their introduction in 1975, its usages have become
widespread and have presence in many places around the world thanks to the introduction
of 10T based systems. The main reasons are comfort increase, home monitoring and control
at any time at anywhere.

The market forecast indicates that by 2020, the number of Smart Homes will be 75 million
installed worldwide, generating 27.5 $ billion in revenues from products and services. This
will require robust solutions to manage the data, according to the Broadband Technology
Report.®

2 http://www.ehowenespanol.com/informacion-casas-inteligentes-sobre 79661/ .

3 http://www.broadbandtechreport.com/articles/2016/02/smart-home-market-to-hit-27-billion-in-2020.html.
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Europe will be the market place where the implementation of Smart Home will experience a
great growth, for instance, in control and lighting, security, home entertainment, energy
management or smart appliances. Figure 4 shows the evolution of some Smart Home areas
in Europe between 2016 and 2020.
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Figure 4: Evolution of home market penetration in Eurape (millions of houses, 2016-2020)

According to Figure 4, the highest home market area is control and connectivity with 7.9
million of household for 2016, this amount will increase until 28.08 million in just 5 years
(2020). The second home market area is comfort and lighting with 5.16 million of household.
On the other hand, the lower home market penetration is entertainment with just 4.14 million
of household with this extension®.

Table 2 summarizes the total variation rate of the different home markets areas in Europe
between 2016 and 2020. All of them have a growth rate beyond 225%, although the two
more representative extensions are applications of control and connectivity along with
comfort and lighting with a growth rate of 255.44% and 255.43% respectively, in a period of
five years.

4 https://www.statista.com/outlook/279/102/smart-home/europe#marketStudy .
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Table 2: Total Variation Rate (%) of different horne market areas in Eurape between 2016-2020 Period

Control and Cenniest Home Energy Smart

and

Security . .
Lightino Entertainment | Management | Appliances

Connectivity

Period
Variation 255.44 255.43 229.68 234.78 286.37 254.68

Rate

2016-20

Source: Own elaboration with data of Statista

Table 3 shows the penetration rate per year of different household market areas in Europe
between 2016-2020 period. One of the most interesting data of Table 4.2 is a general growth
in all the areas, being the control and connectivity the most representative increased with a
growth rate of 10.47% for 2020. To the other extend, the growth rate is defined as a range of
5% to 6% for 2020.

Table 3: Variation Rate per year of different household market areas in Eurape (%) between 2016-
2020

Ololplidol e ORIl 296 | 4.11  7.95 5.79 10.47
Comfort and Lighting 193 2.70 5.20 3.79 6.83
Security 1.78 2.46 455 3.39 5.84
Home Entertainment 155 213 397 295 5.17
Energy Management 1.71 243 4.89 350 6.55
Smart Appliances 1.76 244 470 3.43 6.21

The impact obtained on the market by the “Voice Assistants”, and their evolution to control
the home devices by the development of some standards like Home kit by Apple, have
allowed the acceleration the deployment of Smart home applications in 2018.

This deployment is being federated around the ecosystems developed by Amazon, Google,
Apple and Microsoft, only to mention some of the main companies in this area. These
companies have developed products based on a loudspeaker with a voice recognition
interface based on artificial intelligence techniques. More details are given in Section 3.4
concerning the products developed by these four companies around the “Voice Assistants”.

A smart home kit, sometimes called a home automation kit or an Internet of Things (loT)
platform, is a product that includes all the hardware and software components required to
connect, control and manage the compatibility and interoperability between smart devices
coming from different suppliers for home automation. A benefice of these platforms is to
reduce the prices of the 10T devices and in fine the cost of the overall system. Another
benefice is to facilitate the end-users to deploy, by themselves, their own solutions
encouraged by the information obtained through the blogs in Internet (for instance, Domo-
blog.fr®).

5 https://www.domo-blog.fr/
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The loT devices have allowed a great advance in the control of household chores, making
mobility within the home easier. With the smart-kits the control of the devices that the home
has is improved, for example, it allows to monitor the lights of the house, with a home-kit, with
the Smart locks, they allow to make controls of the residents and visitors, even a control of
the pets, if it detects some stranger blocks the doors.

Smart home applications are also beneficial for the elderly, providing monitoring that can
help seniors to remain at home comfortably and safely, rather than moving to a nursing
home or requiring 24/7 home care. The benefit brought by Smart homes apps is that data
can be available at any time anywhere.

According to Business Insider® by 2023, consumers, companies, and governments will install
more than 40 billion IoT devices globally. The next five years will mark a pivotal
transformation in how companies and jurisdictions operate, and how consumers live”. In the
consumer loT area, in the US alone, the number of smart home devices is estimated to
surpass 1 billion by 2023, with consumers dishing out about $725 per household — a total of
over $90 billion in spending on IoT solutions.

3.2 Smart Health Devices

The loT applications are very large, being one of the most interesting applications their
applicability in the Health sector. Glucose meter, blood pressure monitor, heart rate
monitoring, audio level meters, emergency button or coagulometers are some of the devices
connected into the loT world.

A blood glucose meter is a portable instrument used to measure the level of glucose in
the blood. People with diabetes normally uses a blood glucose meter to help them manage
their current health state. Traditionally, people without the possibility to transmit in real time
the gathered data have used this device. Nowadays, the situation has changed and people
can send these data in real time to the doctor. Many solutions exist in the market such as
Medidor Free Style Libore’ from Abbott Laboratories. This device can measure the level of
glucose in an easy and intelligent way using a smartphone; Contour diabetes solution® is
another smart health instrument, in this case the enterprise provide an app (“Contour
Diabetes”) for smart phone that’s connect with blood glucose meter (“Contour Next One”)
allowing detect the levels in a continuous and intelligent way. These smart solutions allow
receive alert about the levels, share reports with your health professional, insert comments
in the meter reading, etc.

A Blood pressure is a medical device used to measure the pressure that the blood exerts
against the walls of the arteries as it passes through them. Nowadays, there are a large
number of devices to measure this pressure, but the more useful are the IoT blood pressure
devices. Some companies such as NOKIA (Nokia BPM+), Omron Evolv, Blipcare or
QardioArm provide smart device where the users can measure the blood pressure and
collect a historical data in their smartphone.

A Heart rate monitor is a device used to measure the individuals’ heart rate. It detects each
heartbeat, it counts them and displays the humber of beats per minute. Personal heart rate
monitors are used for instance to measure exercise intensity. It can continuously track and
record heart rate during exercise. It provides more information compared to an on-demand

6 https://www.businessinsider.com/iot-forecast-book-2018-7?2IR=T

7 http://www.abbott.com/our-products/for-professionals/diabetes-care.html .

8 http://www.contourone.es/inicio_paciente/#section3 .
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pulse monitor which only shows a value at a single point. Many heart rate monitors save and
display the workout heart rate on a graph compared to time, speed, elevation and other
aspects measured during the workout. The time in different heart rate zones may be shown
at the end of the workout. Walkers, runners, bikers, elderly people use heart rate monitors to
survey the intensity of workout performed and to manage the effort to stay in the selected
heart rate zone avoiding additional efforts causing heart troubles. Furthermore and
according to the analysis report from Business Wire, the forecasts of the global heart rate
monitoring device market will grow at a CAGR of 13.12% during the period 2016-2020" °.
Thereby, it is a device with a good future acceptance in the market.

Currently, Fitbit technology is being used to monitor, in real time, the mobility of the elderly,
control of the heart rate, control of rest hours, among other physiological parameters. The
centralization of the data and its analysis by the medical services allow to make a better
diagnosis and control of the medical evolution of each patient. Furthermore, 10T technology
allows monitoring the physical state of the patient through sensors that adhere to clothing or
those that are implanted under the skin. These devices allow data transmission wirelessly

The loT, is revolutionizing the health market, it allows to make a better use of the technology
for medical controls, considering the "needs" of patients, at every moment, therefore allows a
personalized service. As it is set out below, there is expected to be a great growth of the
market in the future.

Today, there are many IoT health devices. However, the expectations are much more on the
future of this market. According to Business insider with data of the firm Grand View
Research®®, “loT devices for healthcare are dominated by wearables, which make up 60% of
the connected medical device market, according to the report. However, the report predicted
fast growth in the near future for implantable medical devices like connected pace makers
and implanted sensors that allow for real time patient monitoring. Bl Intelligence estimates
that 73 million 10T devices will be installed for the healthcare sector this year worldwide,
rising to 161 million installations in 2020”.

Therefore, the trend is rising and every year the investment amount grows until the quantity
of 410 billion of dollars to 2022. Figure 5 shows evolution of investment in the global
HealthCare sector in billions of dollars to the period 2015 to 2022.

The data reflected in Figure 5 shows that the investment has an important increase. An
interesting data is that the global investment every year is better being 2022 the best year
where the global healthcare sector will invest more than $400 billion in loT devices, software
and services.

The health devices applicability is very useful for healthcare monitoring of elderly people.
The market in this area is optimistic expecting a growth annual rate of 26% until 2021
according to Kiversal*'. The main reasons of this success are related to the advantages
provided such as:

— Remote patient monitoring

— Patient-doctor connection

— Information exchange

— Connection to cloud platforms where data can be stored and exported easily

9 https://www.businesswire.com/news/home/20161014005241/en/Global-Heart-Rate-Monitoring-Devices-Market .

10 http://www.businessinsider.com/the-global-market-for-iot-healthcare-tech-will-top-400-billion-in-2022-2016-5 .

n https://blog.kiversal.com/que-es-la-iot/ .
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— Analysis of data gathered
— Follow-up of patients' medication orders and their location
— Healthcare cost savings in the medium and long term
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Source: Own elaboration

Figure 5: Evolution of investment in the global HealthCare sector (Billions of dollars, 2015-22)

With these advantages, the 10T technology provides a support well adapted to cope with the
health requirements that achieve a global benefit to the society. This is one of the major
goals of the ACTIVAGE project. For these Health applications, more than for the other
markets, the security, safety and privacy of the connected Medical Device is a critical point.
Cybersecurity risks have to be addressed along the whole lifecycle of the medical device
(MD) including hardware and embedded software. This is even more critical when the MDs
are linked to Health Information Systems including hospitals, remote care and homecare.

3.3 Wearables

In previous sections has been analysing the smart Home applications and different devices
in the global healthcare sector. This section will describe the market impact of wearable
devices such as smart wristband or smart watch.

Smart wearables are smart gadgets that can be worn on the wrist and it is supposed to
make your life easier. The actual market has three main smart wearables: smartwatches,
smart bracelets and smart wristbands.

Smart wristband is the first launched wearable computing device used for fithess monitoring
worn on the wrist. This kind of devices support functions, such as pedometers, heart rate
monitoring and gravity sensor.

A smartwatch is a wearable computing device that closely resembles a wristwatch or other
time-keeping device. Many smartwatches are Bluetooth-capable and become, in effect, a
wireless Bluetooth adaptor capable of extending the capabilities of the wearer's smartphone
to the watch or vice-versa. In such a case, the wearer can use the watch's interface to
initiate and answer phone calls from their mobile phone, read email and text messages, get
a weather report, listen to music, dictate email or text messages or ask a digital assistant a
guestion. From another side, the smartwatch supports similar functions that the smart
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wristband devices and uses the smartphone communication capabilities to transit outside (to
a PC, to the cloud, etc.) the gathered data.

A smart bracelet is a wearable computing device with similar features than a smartwatch.

Companies such as Apple, Samsung, Xiaomi, Huawei, Brigmton or Mykronoz provide these
devices on the market. Products such as Apple’s iWatch, Smart Watch Amazfit pace of
Xiaomi, Samsung gear Fit2Pro of Samsung, Huawei Band Smartwatch, etc. are between the
more popular on the market. Thereby, Smartwatch is a product established in a growth
market.

According to Paul Lankin in Forbes, 411 million smart wearables devices will be sold in
2020, being Wristbands, smartwatches and Eyewear the devices more sold with sales of
164, 110 and 97 million respectively. These sales will generate $34 billion in 2020.

The following figures show the global wearables sales in 2016 and 2020 respectively.

Figure 6 shows that the first sales concerns the Fitness market as activity and sport trackers.
The Number of devices sold in 2016 was 61 million and the value was 3.8 $ billions. On the
other hand, the Wearables cameras are the devices with fewer sales although the value is
bigger than Virtual and augmented reality headsets (devices nowadays with less contribution
in this area).

70
60
50
40
30
20
10
0
Fitness, |SmartWat| Wearable | Virtual
activity | chesand | s cameras and
and sport | smartpho augmente
trackers ne d reality
companio headsets
ns
m Value $ billion 3,8 6,3 2,2 1,7
H Volume Mill units 61 33 14 15

Figure 6: Global wearables sales in 2016, (Millions of units; billions of dollars, 2016)

Source: Own elaboration
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Fitness, | SmartWa | Wearable | Virtual
activity | tches and | s cameras and
and sport | smartpho augment
trackers ne ed reality
companio headsets
ns
H Value $ billion 6 11,4 2,3 14,5
H Volume Mill units 187 102 96 25

Source: Own elaboration

Figure 7: Global wearables sales 2020 forecast, (Millions of units; bilions of dollars)

Figure 7 shows a large increase of sale volume compared to 2016. Although the Fitness,
activity and sport trackers will continue to be the sales leader, the contribution of
Smartwatches and smartphone companions will be bigger than the leader. Table 4 gives the
variation rate of the different device families during 2016-2020.

Table 4: Total Period Variation Rate of different extension (%) between 2016-20

Fitness, activity Smartwatches and Wearables Virtual and

and sport smartphone companions cameras augmented reality
trackers headsets

Value 57,89 80,95 2,06 752,94

206,56 209,09 585,71 66,67

Source: Own elaboration

The most representative data is that the Wearables cameras will have the best growth rate
(585,71%) although with a strong price erosion. On the other hand, the best growth value
rate will be the sales of Virtual and augmented reality headsets devices.

Indeed, the trade future of these products will be great; all the companies developing
activities in this sector need to exploit the market niche to achieve a good position in the
future.

3.4 Personal assistant

A new generation of Smart home connected objects has been introduced in the market since
June 2015, the Personal Assistant. A digital personal assistant is a software-based service
that resides in the edge or in the cloud, designed to help end users complete tasks online.
These tasks include answering questions, managing their schedules, home control, playing
music, and much more. Sometimes called personal digital assistants, or just personal
assistants, the leading examples in the market are Echo-Alexa/Amazon, Google Home-
Google/Google, HomePOD-Siri/Apple, and Invoke-Cortana/Microsoft’s. Table 5 gives an
overview of the main characteristics of these products according to the following aspects for
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each of them: loudspeaker hame, artificial intelligence system name, available services, and

installation.

Company

Artificial

Table 5: Main Personal Assistant

Available services

Smart Devices at

Installation

Loudspeaker

Intelligence

home

Amazon Echo | Alexa More than 5000 skills | Phillips Hue, Schlage | On a smartphone
currently associated Smart Locks, TP- or tablet via the
with Amazon Prime, Link Smart Products, | Amazon Alexa
Amazon Skills, Leviton, Insteaon, mobile app
Spoatify, Philips, SmartThings,

Pandora, Amazon Wireless Caseta, LI-
Music, iHeart Radio, FX Smart Light
Tuneln, Sirius XM, Bulbs, GE Smart
Domino, Uber, Link Light Bulbs,
StubHub, Audible, WeMo, iHome Smart
Dish, NPR, and many | Candles, iDevices
more Switches, Nest,
Sensi Thermostat,
EcoBee Thermostat,
Lyric Thermostat,
Arlo Pro Smart Lock,
Nest Cam IQ, Rachio
Sprinklers, Gargeio
Garage Door, iRobot
Roomba Smart
Vacuums, and more

Google Home | Google Over 30 skills Chromecast, Nest, On a smartphone
currently associated SmartThings, Phillips | or tablet via the
with Google Play and | Hue, LIFX Smart Google Home
apps, Chromecast Lights, Smart TP- mobile app
Audio TV via Sony Link Home, Vivint
and LG, Philips, Home Security,

SmartThings (home Rachio Sprinklers,
automation), Nest, Logitech Harmony,
Spotify, Pandora, Geeni Connected
Tuneln Radio, Tech, August Smart
YouTube, IFTTT, Locks, Anova
Netflix, Domino’s, Precision Cooker,
Food Network, Smart Wi-Fi Insignia
Headspace, socket, Belkin WeMo
Insight smart plug,
iRobot Roomba 960,
Honeywell Wi-Fi
thermostat, Mr.
Coffee, Lutron, etc.
ﬁgﬁflliPOD Siri HomePOD allows the -Srgfglisé?srjsl_’ights, Use iPhone, iPad,

configuration and
control them very
easily. More than 50
brands worldwide
offer devices
compatible with the
HomeKit software
framework and their
number continues to
grow. Apple tests and

Switches, Electrical
outlets, Thermostats,
Blinds and blinds,
Fans, Air
conditioners,
Humidifiers, Air
purifiers, Sensors,
Security, Locks,
Cameras, Bells,

or iPod touch with
i0S 11.2.5 or later.
On the iOS device
set up HomePod,
signed in to iCloud
with your Apple ID
and turned on
iCloud Keychain. It
also needs to have
two-factor
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Company

Loudspeaker Intelligence

Artificial

validates each of

Available services Smart Devices at
home

ACKP\/AGE

Installation

authentication set

these products to
ensure a completely
secure use.

Garage doors,
Bridges

up for the Apple ID.

Microsoft
Invoke

Cortana

Voice-activated
speaker. Play your
favorite music
iHearRadion, Spotify,
tunein).. Get answers
to questions
(Progressive,
Darksky, Fitbit),
manage your
schedule, set and
receive reminders,

Works with select
home automation
providers (Nest,
Philips Hue, Fitbit,
Insteon,
SmartThings/Samsu
ng, wink, and more).

Set up requires
the Cortana app
for Windows 10
PC or phone,
Android or iPhone
and a Microsoft
Account (requires
Android version
4.4 or higher, or
iPhone 5 with iOS
9 or higher).

and more. Make and
receive hands-free
calls with Skype.
Voice-control your
smart home devices.
Skype, Outlook
calendar is
automatically linked;
you must add Google
yourself.

Amazon's Echo was the first intelligent speaker on the scene with artificial intelligence, and it
still dominates the field. More than 70% of people who have a voice assistant have invested
in an Amazon model and 24% in a Google model, although the Google mini model is very
successful in the small connected speaker category. Since its launch in the US, Amazon has
expanded the Echo range to include not only voice but also a touch screen interface.

However, Amazon is not alone in the space of smart speakers. Google joined the fray last
year with Google Home's smart speaker. His intelligent assistant is now competing with
Alexa for power. On June 18, 2018, Apple entered the space of Al smart speakers with its
HomePod. Libratone follow suit with Zipp 2 and Zipp mini 2. Samsung is looking to make its
own smart speaker eventually with his Bixby voice assistant.

Alexa is the name given to this speech synthesis tool powered by artificial intelligence. Alexa
Voice service, the technology integrated into Echo box, will be made available to third-party
developers. They can integrate it into their objects (equipped with a microphone, a speaker
and an internet connection) by adding a few lines of code to their software. Amazon also
launches several APIs, the Alexa Skill kits, to allow developers to give new features to the
tool. More than 5000 applications is the number of applications develop by Third parties.

Amazon Echo has a considerable advantage over its direct competitors Apple HomePod,
Google Home, Microsoft Invoke and certainly in the next future the Facebook AP.

Google Home, arrived well after the Amazon model, the Google Home is nonetheless a very
serious competitor. The main reason for this is its direct link to the company’s famous search
engine, which makes voice interaction much more interesting.

Google, apart from hardwiring Assistant directly into the latest Android devices, is also
working with other smartphone manufacturers on ways to embed Assistant more elegantly
into their devices. Today’s Google Assistant is much more advanced and capable since it
made its debut version.
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Intelligent assistants are becoming increasingly presents on the market but they could
quickly become updated. The Japanese are already developing the first hologram assistant.
The Azuma Hikari hologram features 3D virtual assistance, designed to provide personalized
assistance to the individuals in their daily lives.

The very advanced technology available in the Personal Assistants gives them high
potentiality to be rapidly deployed in the emerging market. However, data privacy and
confidentiality are very important issues that should be carefully handled by the companies
in charge to commercialize these devices in order to facilitate their deployment in Europe
coping with new GDPR EU directive. The Privacy and Security issues could be a real
bottleneck for AHA and health applications that should be overcome to penetrate.

It should be valuable for ACTIVAGE and its associated Deployment Sites to evaluate the
potentiality of these new devices. The Personal Assistants bring advanced technology that
can help to develop and propose smarter and more sophisticated applications and use
cases with high potential benefits for all ACTIVAGE stakeholders (patients, caregivers, etc.).

According to Parks Associates!?, 35% of smart home owners (8% of U.S. broadband
households) use a smart home hub or app to control their smart home devices as part of an
ecosystem, with smart speakers being the most prevalent controller. The research house
says 5% of U.S. broadband households use their smart speaker with voice assistant as a
hub, compared to 3% who use a home security system and 2% who use an independent
home control hub.

12 https://www.broadbandtechreport.com/articles/2019/01/smart-home-needs-a-hub-to-spin-on.html
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4 Summary and use of existing devices per

Deployment Site

This section compiles the information provided by the nine Deployment sites

concerning the

devices (Gateways and Sensor nodes) used in the implemented of their architectures. These

devices concern the Device and Gateways domains as illustrated in Figure 8.

Upper Layers
(Cloud and Application Domains)

3G/4G or
ADSL, OF

Local user

Gateway
view/control

WiFi, Ether.

S: Sensor/Edge Node

AP : Aggregation Point

O

T: Tags

Indirect Sensor/actuator
Connectivity

Direct Sensors/ Actuators
Connectivity

Gateway &

Domains

Device

3G/4G

Figure 8: Gateway and Device Domains Reference Architecture

The following subsections provide a presentation of the more popular Wireless protocols
used in 10T, several Tables indicating the types of Gateways and Smart nodes used in each
Deployment site that use such wireless protocols. Moreover, these Tables give a complete
view of the devices that are deployed in the ACTIVAGE project till TO+24. These have been
updated with the last selection and optimization made by the DSes during the

DEMONSTRATE phase.

These Tables also allow the identification of common functions (at Gateway and Device
domains) between Deployment sites and thus create stronger synergies by exchanging
experience and increasing the cooperation in order to provide higher impact at European

level.
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4] Gateways

The following three tables summarize the different Gateways devices that will be used by the
different deployment sites. These Gateways are classified in three types:

— Aggregation Points in charge to gather the data, from the sensor nodes, and
transmitted them to the Cloud through the Gateway with modem and routing
capabilities. (See Table 6).

— Gateways in charge to receive the data from the Aggregation Points and send them
to the Cloud. (See Table 7).

— Mobile Gateways in charge to gather the data and send them directly to the Cloud.
They are generally based on mobile devices as smartphones. (See Table 8).

Table 6: List of Aggregation Paints ta be used by the Deployment Sites

Name Supplier (brand) + Deployment Sites
i 051052 053] 054 055 058 057 050 050
u

CarelLife Televes
“CarelLife”

Rasberry Rasberry Pi model 3 U U U U

ACTIVAGE Kiosk artemedia U

Center serie

Mi-Home OpenThings U

Gateway

Senescreen SeniorSome, ]
SE1001
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Table 7: List of Gateways to be used by the Deployment Sites

Name Supplier Deployment Sites
cEe

User/Home TeIecom

Gateway Provider

Modem/router

Home-spot ZYXEL )

wireless router LTE4506

WLAN Router WLAN (WIFI), ]
several onsite
models

Table 8: List of Mobile Gateways to be used by the Deployment Sites

Name Suppllier (brand) + Deployment Sites
e et e

Tablet Home | Tablet Android 4.0 with

Gateway support 3G and WIFI
Smartphone Android 7.0 U U U
Gateway smartphone, various

brands and models are
being validated

Embedded Embedded gateway on U
Gateway the bus

4.2 Smart Nodes, Smart Objects, Wearables

Table 3: List of Home Monitoring Sensors to be used by the Deployment Sites

Name Supplier (brand) + Model Deployment Sites
@ﬁﬂﬂﬁﬁﬂﬁﬁ

Televes

Panasonic — U U
Texas Instruments

UNIPR U
custom device

Presence/Motion Fibaro Uu uU u
sensor FGMS-001 (zwave)

Aeon Labs ]

Aeotec U

Neo Coolcam ]

U
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Supplier (brand) + Model

ACTCPVAGE

Deployment Sites

o o534 o s 7o o

Contact Sensor

Smoke detector

Air quality Sensor
CO, CO2,... Detector
Gas Detector

Temperature /
Humidity sensor

Energy Plug

Motion Sensor

Different suppliers

Televes

Standex-Meder Electronics
Texas Instruments -

Texas Instruments - Standex-
Meder Electronics or Fibaro
(Zwave)

UNIPR
custom device
Fibaro
FGDW-002
Aeon Labs
Neo Coolcam

Energenie - MilHome Smart
Door/Window Open Sensor
MIHOO033

SEI
Televes

Popp Secure Z-Wave Smoke
Sensor plus Siren

Televes
Fibaro CO sensor FGCD-001

Sensoair,
Netatmo,

MCO-Home

Gas detector Domus DX1CG-Z

Texas Instruments, HDC1010

Centralite

3-Series Temp & Humidity
Sensor

3310

Fibaro,
Aeon Labs

Energenie — Mil[Home Monitor
adapter

Voltaware

Energenie — Mil[Home Whole

Energy House monitor House Monitor

Smart shower head
Flood sensor

Hydrao
Fibaro, Neo Coolcam

u
U
U
U
U
U U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
U
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Table 10: List of Health Manitaring Sensors to be used by the Deployment Sites

o T— LR 0 00 D0

Weighing scale Weighing scale &0 UC-352BLE
Bewell connected U

Tensiometer A&D Medical UA-651BLE U

Coagulometer Roche CoaguCheck U

Equimetrix Floormat Tecnalia U

Webcam Logitech C525 ]

Camera SEI U
FORA D40b U

Blood pressure Samsung S3 U
FORA D40b U

Glucose device U
Samsung A3
Samsung — Gear S3/ Gear Fit 2 U

Heart Rate Monitor
SEI U

Water Intake Samsung A3 U

Pil dispenser H&S 0]

Table 11: List of Daily Activity Monitoring Sensors to be used by the Deployment Sites

Name Supplier (brand) + Model Deployment Sites

@Eﬁﬁﬁﬁﬁﬁﬂ

Smartphone MEMS Android 7+ U
Samsung A3 U
32'% gﬁ:\' ;Ity (Sszr;rsgir:gz Smart watch — Gear S3/ U
FitBit Alta HR2 )
Podometer Breakfirst U
SEI U
UNIPR U
Bed occupancy custom device
sensor Emfit U
AHS U
Chair  occupancy UNIPR U
sensor custom device
Toilet UNIPR U
Presence sensor  custom device
Sleep monitoring  Samsung A3 U
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Table 12: List of Mobility Manitoring Sensors to be used by the Deployment Sites

Mmmmmmmmm

BIuetooth detectors [SWARCO

Connected taxi Huawei T3 tablets, Samsung tablets, U
vehicles Lenovo tablets, ZTE tablets

Pedestrian presence To be defined U
detectors

Table 13: List of Home actuatars to be used by the Deployment Sites

Supplier (brand) + Model Deployment Sites

@ﬁﬁﬁﬁﬁﬁﬁﬁ

Emergency push Televes

button Fibaro FGPB-101 U
Aeotec Panic Button, Hank Scene U
Controller
Samsung — Gear S3 / Gear Fit 2 U
Wrist device C8 U
Blind control Fibaro Roller Shutter, Qubino U
Flush Shutter
Door Lock 2N EntryCom IP Vario, Nuki Smart U
Lock 2.0
Lamp/Smart Bulb Hank U
To be defined U
RF Module Fibaro U
Fibaro, Aeotec U
TKB U
Smart outlet Hank U
Energenie - Mil[Home Monitor U
adapter
Fibaro Double switch U
Shut off Water Valve | To be defined U
Speakerphone Plantronics Calisto 600 U
Wired switch light SWIID U
Wall switch Fibaro U
Electrical device Qubino Flush 1 Relay with Energy U
switch Meter
Oven switch Fibaro Single Switch, Qubino U
Flush 1 Relay,
ABB 400V Airgap Switch
Telephone Asterisk/ Unify OpenSpace U

(SIP)
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4.3 Re-used devices between Deployment Sites

From the analysis performed in the previous paragraphs, it is noted that very few devices
(Gateways and Sensors) are shared between the different deployments sites till
DEMONSTRATE phase. However, new devices could increase the list of reused devices in
the coming months during the EXPAND phase.

The two follow Tables summarise the Gateways and Sensors shared and the DS involved.

Table 14: List of Re-used Aggregation Points shared between the Deployment Sites

Name Supplier (brand) + Model Deployment Sites
o2 o e o e e
U U U

Raspberry = Raspberry Pi model 3

Table 15: List of Re-used Home Manitaring Sensors shared between the Deployment Sites

Name Supplier (brand) + Model Deployment Sites
o e e e

Panasonic —

] Texas Instruments
Presence/Motion sensor .
Fibaro u u u

FGMS-001 (zwave)

Fibaro U U
FGDW-002

Contact Sensor

The main reasons of the lack of the devise reuse could be the following:

— Market is very fragmented with many suppliers. This mainly concerns the sensors
and actuators devices

— The presence level of sensors suppliers is not the same in the different countries
participating in ACTIVAGE.

— The design and development of the different deployment sites were individually
performed and based on the components available on the market a national level.
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5 Conclusions
5.1 Conclusions

During the first reporting period (TO to TO+12), Task 3.5 team; in collaboration with Task 9.1,
achieved the following outcomes:

On DSes System Architecture

A first overview of the System architecture of the nine ACTIVAGE DSes was obtained
including the following elements:

— The Identification and description of the main components constituting each DS at
the different Domains, including Applications, infrastructure components, etc.

— The Topologies of the nine DSes were provided. The DSes’ topologies provided a
twofold information: it depicted the main components constituting the DSes and the
identification of the possible data flows.

— The DSes architectures were analysed. They are most of them Cloud computing
based but one. However, it should be noted that those clouds are Private Clouds
managed by the ACTIVAGE stakeholders.

On security

A first version of the different security and privacy mechanism to be implemented by each
DS was provided.

On DSes Devices

A first list of the devices (Aggregation Points, Gateways and Smart nodes and Actuators) to
be implemented in each DS was identified and described.

On Concepts and Definitions

Finally, a list of concepts has been provided to create a common nomenclature inside the
project.

On Marketing

A short marketing overview was done on the following market areas Smart home,
automation, Smart health devices, Wearables and Personal assistants. The analysis shows
good perspectives of market growth.

5.2 Second Period

In the second period (TO + 13 to TO + 24), the list of activities performed were the following:
On DSes System Architecture

A follow-up of the DSes System Architecture evolution was done and the changes are
reported in this deliverable.

On Security

The list of security and privacy mechanisms to be implement in each deployment site
completed in coordination with Task 3.2

On DSes Devices
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— A overall view of the different devices to be implemented in ACTIVAGE was obtained
according to the following categorization®3;

= Gateways (Total 11):

GATEWAYS
6
4
| H B
0
Aggregations Points Gateways Mobile Gateways

Figure 3: Types of Gateways used in ACTIVAGE

= Smart Sensor and Actuator Nodes, Smart Objects, Wearables (Total 43):

End-Device and Use

14
12
10
8
6
4
: .
0
Home Health Daily Monitoring Mobile Home Actuators
Monitoring Monitoring Sensors monitoring
Sensors Sensors sensors

Figure 10: Types of End-devices used in ACTIVAGE

Note: In the different categories of end-nodes, there are devices performing the same
function but coming from different suppliers, this depends of each DS. The details are
given in Section 4.

Wireless Protocols Used in ACTIVAGE

Table 16 summarizes how the wireless protocols are used in the different activities of
control. | and monitoring (Activity, Health, Home, Environment) in the 9 Deployment sites.
Bluetooth is mainly used for Health and Activity monitoring and Z-Wave is manly used
Alarm, Home control and monitoring. Wi-Fi is differently used in the DSes and as a
complement for diver activities such as Activity monitoring, Balance assessment and
training, Home and Health monitoring, and Environment monitoring. Zigbee is only used in

13 The number between brackets corresponds to the total number of devices in its category.
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Home monitoring by the DS1. Finally, RF protocol is used for Alarm, and Home control and
monitoring.

Table 16: Wireless Solutions for Home Area Netwarks

Deployment
Site Bluetooth
Alarm and
Health Home Home
DS1- Galicia Monitoring | Monitoring Monitoring
Home and
Activity Activity
DS2-Valencia Monitoring Monitoring
Balance
Activity assessment | Home
DS3-Madrid Monitoring and training | Environment
Home and
Health
DS4-RER Monitoring
Alarm  and
Health Home
DS5-Greece Monitoring Monitoring
Home and | Home
Health Environment | Control and
DS6-Isere Monitoring Monitoring Monitoring
Home
Environment
Health and
DS7-WOQ Monitoring Monitoring
Home
Health Control and
DS8-Leeds Monitoring Monitoring
Health Activity
DS9-Finland Monitoring Monitoring

Notes:

1) The ULE/DECT protocol is not used in ACTIVAGE. However, it is a protocol that
should be surveyed that it provides features that can enhance the applications

2) UWB protocol is neither used in ACTIVAGE. However, it could be used in future for
indoor a precise geolocalisation and fall detection.
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Reuse of Devices: Gateways and Sensors

The number of reused devices is very few. Only one type of gateway is reused by four DSes
and only 3 different type of sensors are shared by two or three DSes. However, new devices
could increase the list of reused devices in the coming months during the EXPAND phase.

On Concepts and Definitions
None modification
On Marketing Analysis

The marketing analysis was reviewed in the second year. A strong market evolution on
Smart Home solutions happened in 2018. This evolution is mainly due to the creation of
ecosystems by Amazon, Google, Apple and Microsoft around their proprietary Personal
Assistants (Echo, Google Google, HomePOD and Invoke) based on voice recognition and
artificial intelligence solutions of these companies (Alexa, Google, Siri and Cortana
respectively). This evolution allowed that the multiple suppliers adopt the standards defined
by these main actors and create more competition by providing cost effective solutions and
new services.

It is important for ACTIVAGE to consider these new offers to foreseen the update of its use
cases and adopt this new technology, which will have a positive and a strong impact in the
smart environments for aging well.
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Appendix A Concepts and Definitions on
Communication and Security

This annex describes important concepts related to the main elements constituting the
architecture of the Deployment Sites. Annex A is organized in the following three
subsections: General Concepts, Protocols for communication and security, and
Infrastructure components for communication and security. The information provided here
comes from [10].

Note: the concepts and definitions given here below are grouped by type and context in
order to provide a better understanding of certain concepts, which can involve several terms.

Al General Concepts

Network It is the physical arrangement of computers and devices.

Topology

Topology It refers to the manner in which a network is physically connected and shows the
layout of resources and systems.

Networking Several types of devices are used in LANs, MANs, and WANs to provide

devices intercommunication among computers and networks. The different networking
devices vary according to their functionality, capabilities, intelligence, and network
placement. These devices are the following: Repeaters/Hubs, Bridges, Routers
and Switches.

LAN Local Area Network.

MAN Metropolitan Area Network.

WAN Wide Area Network.

NIC Network interface card.

Internet It is the collection of physical devices and communication protocols used to
traverse the web sites and interact with them.

Web The Web is not Internet. The Web runs on top of Internet, in a sense. The Web is
the collection of HTTP servers that hold and process web sites we see.

HTTP The HTTP is the protocol of the Web. HTTP sits on top of TCP/IP.make sure that

Web browser

Wireless
Communication

the data is routed properly throughout the Internet to get from, for instance, the
web server to the user. So the IP protocol find the way to get from A to Z, TCP
makes sure the origin and the destination are correct and that no packets are lost
along the way, and, upon arrival at the destination, HTTP presents the payload,
which is a web page.

It enables users to read web pages by enabling them to request and accept web
pages via HTTP, and the user’s browser coverts the language (HTML, DHTML,
and XML) into a format that can be viewed on the monitor. The browser is the
user’'s window to the World Wide Web.

It involves transmitting signals via radio waves through air and space, which also
alters airwaves. There are different types of wireless networks depending of the
communication reach (distance): Satellite, Wireless wide area networks, (2G, 3G,
LTE, etc.), Wireless metropolitan area networks (WiMax, 5G, etc.), Wireless local
area networks (WiFi: IEEE 802.11 a, b, g, n, ac) Wireless personal are networks
(Bluetooth, Z-Wave, UWB, Zigbee, etc.).
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Access Point It is a transceiver used by a WLAN, which connects to an Ethernet cable that is
the link wireless devices use to access resources on the wired network. When the
access point is connected to the LAN Ethernet by a wired cable, it is the
component that connects the wired and the wireless words.

A2 Protocols

A2.1 Communication

OSI| Model It is a reference model constituted of seven protocol layers from (top to down): 7
Application, 6 Presentation, 5 Session, 4 Transport, 3 Network, 2 Data link,
1Physical.

Protocol A network protocol is a standard set of rules that determines how systems will

communicate across networks. Two different systems that use the same protocol
can communicate and understand each other by using the same language.

TCP/IP Model  Application ( Layers 7, 6 and 5 of OSI model, Host-to Host (Layer 4 of OSI model),
Internet (Layer 3 of OSI model) and Network access (Layer 2 and 1 of OSI Layer

TCP/IP It is the protocol suite of the Internet. TCP protocol controls the handshaking and
maintains the connection between, for instance, the user and the server or between
two users. IP protocol

Data Link Layer |It is divided in two functional sublayers: the logical Link Control (LLC) and The
Media Access Control (MAC).

Media Access The physical topology of a network is the lower layer (Physical), or foundation, of a

Technologies  network. It determines what type of media (cabling, or air) will be used and how the
media will be connected between different systems. The media access
technologies deal with how these systems communicate overs this media and are
usually represented in protocols, NiC drivers and interfaces.

Media Access  Data communication protocol sublayer of the data link specified in the OSI model. It

Control provides hardware addressing and channel access control mechanism that make it
possible for several nodes to communicate within a multiple-access network that
incorporates a shared medium.

Cabling Network cabling and wiring are important when setting up a network or extending
an existing one. Particular types of cables must be used with specific data link layer
technologies. Cable types vary in speeds, maximum lengths and connectivity
issues with NICs. The type of cables used are coaxial cable, twisted-pair cable,
Fiber-Optical Cable.

A2.2 Security

HTTP Secure Itis HTTP running over SSL. HTTP works at the application layer and SSL works at
(HTTPS) the transport layer.)

Secure It uses public key encryption and provides data encryption, server authentication,

Sockets Layer message integrity, and optional client authentication. In the protocol stack, SSL lies

(SSL) beneath the application layer and above the network layer. Since, SSL was
developed by Netscape, it is not an open-community protocol.

Transport it is the open-community and standardized version of SSL. The difference between

Layer Security SSL 3.0 and TLS are slight, but TLS is more extensible, it is backward compatible

(TLS) with SSL and interoperable with other technologies.
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Link It encrypts the entire packet, including headers and trailers, and has to be decrypted
encryption at each hop.

End-to-end It does not encrypt the headers and trailers, and therefore does not need to be
encryption decrypted at each hop.

IPsec: It is a protocol suite used to protect IP traffic through encryption and authentication.

De facto standard VPN protocol. IPsec protocols can work in transparent mode (the
data payload is protected) or tunnel mode (the payload and headers are protected).
In IPsec, AH (Authentication header) provides integrity and authentication, and ESP
(Encapsulating Security payload) provides those plus confidentiality. IPsec uses IKE
(Internet key exchange) as its key exchange protocol. IKE is the facto standard and it
is a combination of ISAKMP (Internet Security Association and Key Management
Protocol) and OAKLEY. ISAKMP is key exchange architecture that is independent of
the type of keying mechanism used. Basically, ISAKMP provides the framework of
what should be negotiated to set up an IPsec connection (algorithm, protocols,
modes, keys). The OAKLEY protocol is the one that carries out the negotiation
process.

VPN A virtual private network is a secure, private connection through  an untrusted
network. It is a private connection because the encryption and tunnelling protocols
are used to ensure confidentiality and integrity of the data in transit. It is important to
note that VPN technology requires a tunnel to work and it assumes encryption.

VLANS They enable administrators to separate and group computers logically based on the
resources requirements, security, or business needs instead of the standard physical
location of the systems. VLANs are an important part of switching networks because
they enable administrators to have more control over their environment and they can
isolate users and groups into logical and manageable entities. When repeaters,
bridges and routers, are used, systems and resources are grouped in a matter
dictated by their physical location. A VLAN exist on top of the physical network.

Trusted It is a secure crypto-processor that can be used for platform integrity, disk encryption,
Platform password protection, and remote attestation.
Module

A3 Infrastructure Components

A.3.1 Communication

Repeater A repeater provides the simplest type of connectivity, because it only repeats
electrical signals between cable or wireless segments. Which enables it to extend a
network. Repeaters work at the Physical layer and are add-on devices for extending a
network connection over a greater distance. The device amplifies signals because
signals attenuate the farther they have to travel.

Hub A hub is a multiport repeater. A hub is often referred to as a concentrator because it is
the physical communication device that allows several computers and devices to
communicate with each other. A hub does not understand or work with IP or MAC
addresses. When one system sends a signal to go to another system connected to it,
the signal is broadcast to all the ports, and thus to all the systems connected to the
concentrator.

Bridge A bridge is a LAN device used to connect LAN segments. It work at the Data link layer
and therefore works with MAC addresses. When a frame arrives at a bridge, the
bridge determines whether or not the MAC address is on the local network segment,
the bridge forwards the frame to the necessary network segments. Three types of
bridges are sued: local, remote and translation. A local bridge connects to or more
LAN segments within a local area, which is usually a building. A remote bridge can
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connect two or more LAN segments over a MAN. By using telecommunications links.
A translation bridge is needed if the two LANs being connected are different types and
use different standards and protocols.

Router The router can peel back the first header information and look farther into the frame
and find out the IP address and other routing information. The farther a device can
look into a frame, the more decisions it can make based on the information within the
frame. Routers are layer 3, or network layer, devices that can connect different
networks. A router is a device that has two or more interfaces and a routing table so it
knows how to get packets to their destination. A bridge uses the same network
address for all its ports, but a router assigns a different address per port, which
enables it to connect different networks together.

Switch Switches combine the functionality of a repeater and the functionality of a bridge. A
switch amplifies the electrical signal, like a repeater, and has the built-in circuitry and
intelligence of a bridge. It is a multiport connection device that provides connections
for individual computers or other hubs and switches. Any device connected to one
port can communicate with a device connected to another port with its own virtual
private link. When a frame comes to a bridge, the bridge sends the frame to the port
to which the destination network is connected. When a frame comes to a switch, the
switch sends the frame directly to the destination computer or network, which results
in a reduction of traffic. When switches are used, contention and collisions are not
issues, which results in more efficient use of the network’s bandwidth and decrease
latency. Switches reduce or remove the sharing of the medium network and the
problem that come with it.

Multilayered These combine data link layer, network layer, and other layer functionalities. Basic

switches switches work at the data link layer and forward traffic based on MAC address.
However, today’s layer 3, layer 4 and other layer switches have more enhanced
functionality than layer 2. These high level switches offer routing functionality, packet
inspection, traffic prioritization, and QoS functionality. Switches provide a security
service that other devices cannot provide. The technology within switches has
introduced the capabilities to use Virtual LANs (VLANS).

Gateway: It is a general term used for software running on a device that connects two different
environments and that many times acts as a translator for them or somehow restricts
their interactions. Usually a gateway is needed when an environment speaks a
different language, meaning it uses a certain protocol that the other environment does
not understand. Gateways perform much more complex tasks that connection devices
such as routers and bridges. Several types of gateways can be used in a network. For
instance, a network access network (NAS) can function as a gateway between the
telecommunications and network connections.

A.3.2 Security

Firewalls They are used to restrict access to one network from another network. Most companies
use firewalls to restrict access to their networks from the Internet. They may also use
firewalls to restrict one internal network segment from accessing another internal
segment. A firewall devices supports and enforces the company’s network security
policy. The firewall is described as a “choke point” in the network because all
communication should flow through it, and it is where traffic is inspected and restricted.
A firewall may be a server running a firewall software product or a specialized hardware
appliance. It monitors packets coming into and out of the network it is protection. There
are many types of firewalls available, because the environment may have unique
reguirements and security goals. The existing types of firewalls are for instance: Packet
filtering, Stateful, Proxy, and Dynamic packet filtering and kernel proxy.

Proxy A proxy is a middleman. It intercepts and inspects messages before delivering them to
Firewalls the intended recipients. A proxy firewall stands between a trusted an untrusted network
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and makes the connection, each way, on behalf of the source. What is important is that
a proxy firewall breaks the communication channel; there is not direct connection
between the two communicating devices. Where a packet-filtering device just monitors
traffic as it is traversing a network connection, a proxy ends the communication session
and restarts it on behalf of the sending system. Now a proxy technology can actually
work a different layers of a network stack. A proxy-based firewall that works at the
lower layers of the OSI model is referred to as a circuit-level proxy. A proxy-based
firewall that works at the application layer is strangely enough, called an application-

level proxy.

Firewall OSl Layer Characteristics
Type

Packet Network
filtering Layer
Application- |Application
level proxy |Layer
Circuit-Level Session
Proxy Layer
Stateful Network
Layer

Kernel Proxy |Application
Layer

Looks at destination and sources addresses, ports and services
requested. Routers using ACLs to monitor network traffic

Looks deep into packets and makes granular access control decisions. It
requires one proxy per protocol.

Looks only at the header packet information. It protects a wider range of
protocols and services than an application-level proxy, but does not
provide the detailed level of control available to an application-level
proxy.

Looks at the state and context of packets. Keeps track of each
conversation using a state table.

Faster because processing is done in the kernel. One network stack is
created for each packet.
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