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1. Introduction

This paper reconsiders some relevant problems in the diagnostic model
of Preparata, Metze and Chien [1]. This model holds for systems which are
partitioned into a number of units. Each unit is supposed to possess compu-
tational resources sufficient to enable it to test one or more of the
remaining units. Each test is supposed to be complete Tor the class of
relevant faults in the tested unit and each test outcome is supposed to be
binary. The test outcome is fully significant if the testing unit is
fault-free and completely unreliable if the testing unit is faulty.

The diagnostic model consists of a directed graph G=(V,A), where each
vertex viG V corresponds to a unit of the system and there exists one arc

(viﬁvj} from vertex v, to vertex v_ 1if and only if the unit represented by
i J

vi tests the unit represented by v . Following to application of the test
J

set each arc is labeled with the correspeonding test outcome s(v_,v ), where
i

o

s(vigvj}zO if the test passes and s{v_ ,v )=l if the test fails. The set s
LN

of arc labelings resulting from an application of the test set is called a
syndrome .

If all units which are faulty at the time of test execution are identi-
fied by a process of syndrome decoding, one-step diagnosis is said to
occur. If the syndrome decoding enables identification of at least one
faulty unit, the diagnosis is called seguential or with repair. For any
given system both one-step and sequential diagnosis are possible for all
syndromes provided that the number of faulty units does not exceed critical

values, called the one-step diagnosability EO and sequential diagnosability

t ; such values are integers with tFE:tOE:OQ The reader is referred to [1,
r

2,3,4,5,6,7] for more details and results on sequential and one-step dia—
gnosis of digital system in the model of Preparata, as well as in a number
of different models.

One problem of interest in system diagnosis consists in evaluating the
complexity of self-diagnosable systems. A reasonable measure of the comple-
xity of a diagnostic system consisting of n units is the number of arcs in
the diagnostic graph, The problem of determining optimal sequentially
diagnosable systems in the model .of Preparata, Metze and Chien is still
unsolved, although optimal diagnosable systems have been found for any n

o 1)
when t :tf EQVn§~3‘§6§ or t =t . =E(nml}/2§< . An upper bound to
r r r ma :

min

1]

(1) gxiidﬁnotes the smallest integer not less than x; similarly Exﬁ ig the
greatest integer not greater than x.



the complexity of optimal sequentially diagnosable systems i3 alsc kKnown
for any permissible t [3]. & tighter bound will be established in this
r

paper, by analysing a class of diagnostic grapns to be introduced in
Section 3. ‘

Additional interest resides in evaluating the complexity of syndrome
decoding, that is the computational effort required to identify the faulty
units, or at least one of them, when the syndrome is given. It has been
proved [9] that syndrome decoding belongs to the class of NP-complete pro-
blems, both in one-step and sequential diagnosis, although there may exisi
classes of diagnosable systems (e.g. the simple circuit in the case of se-
quential diagnosis) for which the process of syndrome decoding is computa-
tionally efficient. If will be shown that the class of sequentially
diagnosable systems introduced in this paper is easily diagnosable, since
the complexity of syndrome decoding is 0(n).

2. Jeqguential diagnosability

Let G=(V,A) be the diagnostic graph of a given system and s be a syn-
drome. Subset FEV is called a consistent fault pattern of s if s(v_,v )=1
0

for all (v_,v )€ A such that v_€V-F, v &€ F, and s{v_,v )=0 for all
iJ i J i

J
{v ,v )€ A such that v € V-F, v € V-F, Consider the set JF of consistent
i3 i J 5

~F

fault patterns of s, such that jFﬂfEt for each Fe F . If gﬁg_?géﬁg then
B Fe

ey
any unit in % LF will be diagnosed as faulty under the hypothesis that
Felfg
the number of units does not exceed t. The greatest integer t such that

this property holds for any syndrome s is the segquential diagnosability of
the given graph [3].

Assuming, without any loss of generalityl[4],that the diagnostic graph
is strongly connected, the following ideas provide a constructive approach
to determining the sequential diasgnosability, or at least a lower bound

8
to this parameter. Given a syndrome s and any v €V, let gg(v) and ga.iv)
denote the minimal cardinalities of consistent fault patterns FO and F}w of &

‘guch that v@!FO and vﬁzFl, respectively. Under the hypothesis that the

. g, 5, \ .
number of faults does not exceed x (v):max(goxv)kgqav))wle v 18 uname
8

-

. . . B, \ X - .
bigously recognized to be faulty if gixv}éix {v) and otherwise fault-Iree.
s

In turn, identifying v as fault-free enables identification of at least one
faulty unit under the hypothesis that the diagnostic graph is strongly
connected, since any path beginning at v and consisting of h arcs labsled
with 0 (h20) followed by an arc (v, ,v. ) labeled with 1, will identify v
as faulty. o s

&

Consider tr(s) = ng}xg(v)) and let S be the set of all syndromes:th
%
integer tr = mig (tr(a}} is the sequential diagnosability. Further, assume
$é

. Egaie



\ 8 . . . o . ¢ \
that gi(v}w ie {0,1), ve v, is known for all s € $: then t =g (v)-1 =
i

min{g;{v})-1 is a lower bound to sequential diagnosability t . Tighter
se r

bounds may be determined by considering the index % (v) above defined for

s
§ . B N . ’ N
each v €V, where V<V and letting t'(s) = ma§mﬁx§gv}) and tzm mln (ﬁiu;,,
. T W& Y A ' & €

For example, consider a diagnostic graph G={¥,A) consisting of & sim=-

ple circuit of n vertices (fig. 1) and, any &vp@“\%u s, the unique [1]

partition of the set V into sequences (v __,v Lree eV, b, k=2, such that
53 2 :

g{v. . v_}}ml and slv.  , v )= 0 for 1< g< k. Assuming that syndrome s

Lk~ iR Lp ig .

@arﬁlﬁmon% V¥ into v seguences and A De the number of vertices in a longest

o~

sequence, let w be that last vertex in a seguence of length A . It is
. f £ &

. = - VN . ¢ ] °
easily seen that g.{v )= v +h-2 and g.{v_} = » . The integer £’ = | 2¥n
&0 s & L3

£ - r
. e s, .. 5 & . N
-3 abtained by minimizing g (v )-l=max(g,iv (v })~1 over the set of
& & f O fQ 1 f

permissible pairs {(»,A) (that is, over the set S of syndromes), is a lower

bound to sequential diagnosability of the simple circult of n vertices.
However, since gz nE 3 is the upper bound to sequential diagnosability of
the simple circuit [6l, t' actually coincides with the sequential diagnos-
r
ability t .
r
The same Technique was used in (10] to investigate the diagnostic capa-
bilities of a class of rosaces, consisting of k circuits of length 3 and
one simple circuit of length m, where a vertex v_ is common to all circu-
its. It was proved that sequential diasgnosability of rosaces in this class
spang all values between the lower and the upper bound and the number of
arcs i3 close to the lower bound, although no graph in this class (except

i

for the simple circuit) is an optimal connection assignment.

3. A connection assignment for seguential diagnosis

Consider the class of diagnostic graphs shown in fig. 2, called the LP
graphs, consisting of a mimple circuit L of vertices VQ” V. opeseV 1 and k

-

n & & Hid
directed paths from v@ to gqﬁ where the path p,  (1<i<k) has vertices v,
i

) i

v and arcs (v_, v, _J, (v _,v _J, (v, _,.v J. Let P denote the subgraph
ig C il il oig iz 3 i
; (
whose node set is {,QT% jv‘ﬁs v,f}}U{vOi v_ 1. An LP-graphs has n=m+2k
i=1,k 11 i2 3

vertices and a=m+3Kk arcs. The sequential diagnosability of LP-graphs is
known for any k limited to the cases of m=7 and m=l0: in Dboth cases t =
r

, il Vol & T o1 - . . . .-

§n~1>x2§ and a = 3/n/21-5 L8). This implies that the sequential diagnosa-—
bility reaches the upper bound and LP-graphs with m=7 and m=10 are optimal
In the following

connection assignments for this wvalue of diagnosablility 1,1
of this section, %the technique above described will be used to evaluate a



lower bound to the sequential diagnosability of LP-graphs with arbitrary
In the following section it will be shown that the complexity of syndrome
decoding is linear in n, while it is known that the same problem is
NP-complete in the general case.

Assume any arc labeling in the path p. and denote by fog £f r, ¢!
i

?
0 i 1
B

the cardinality of a minimal fault pattern in {v,lp \% 2} which 1 CONg i
i i
gstent with the assumption voeV~F and vgaV»F; vOe F and v_ & V-F; v, € V-F and

A%

v3 e F; VOE F and VBE F, respectively. Such numbers are listed in Table 1

for all possible arc labelings t (0S5 j<7) of pi, A bar in Table 1 means
J

that all fault patterns in {v v 2} are inconsistent with the arc label-

i1’
ing under consideration and the assumed state of Vs and vy
s 8
Given a syndrome s, let gQ(va) and gﬁ(va) be the indices above defin-
-S :
ed, under the hypothesgis vOeV~F. Similarly ge(vs) and Qf{v3} denote the

game indices under the hypothesis vO € Fo. From Table 1 such indices are

easily determined as follows:

s
- =t +t_+t +t_+2t_+2t
8o (Vg)=t rtovt 4t 42 428,

b
80( 3) t2+t3+t6+t7+2t +2t

85
=t & 2t +2
q(vy) =ttt vt 420 42t

S
v )=t +t +t +t +2t +2¢
gelvy)=t +t 4t 4% 42 +2C,

B introducin k = t +t_ +t +t +t +t _+t _+t nd x=t_+t «t -t , the
J & 0 1T R Rt T g T ey BN XER TR
preceding expressions become:

s
gﬂ{v3}=k+t +t7wt0=k+x+t4+t7 2 kax

5
55(v. ) = ket +t_+f_—t k (1)
= B S - =

BolVsy 1Y% 7 x

g

A% Vo= k~ —— = e o
g4( 3 %t&+t6 tl k x+t5+t6 & Jx
-5
=kt 4+t -t -t = k-x,

gﬂg(v3} -+ O-é- 4 1 5 > ¢

. 8B 8 . . .
where ga(vg) anf gq(vg) are defined only if tle and ton, respectively.
Assume that syndrome s defines v sequences in the circuit L and Ais
' 4]

the maximum length of such sequences. By combining expressions (1) helding

b

. L s 8 . : . .
for vy in Pk and indices g@(vs) and g1(v3) of vg in the circuit Lmy the

e 8 8
indices g@(v3) and gq(va) of vertex v3 in LP are easily evaluated as

fdllaws:



3

1) v3 is the last vertex in a sequence of length A
s
ge(vg)zk-rxw v+ A —Q;g?(v3)=k~x+ v
2} v3 is the last vertex in a sequence of length %*(A;

¥

s
g@<v3)2k+x+ﬂ»+ Va2 A - @); g?(v3)3k~x+v ;
. . S
3) VS AILB not the last vertex in a sequence: gO(V3>2 kx+V gs‘;(vsl?;kwx-«'m

Let ‘t;(s) be an estimate of the maximum number of faults under which
the state of at least one unit can be diagnosed when syndrome s occurs. If

gé(vg) >t;(s){gz(v3} >~‘t;(s)}9 unit vy is diagnosed as faulty { fault-free}

. : s
in tHe hypothesis of t;(s) or less faults, the case where g,(v ) > t;{s)

3
and gf(vg) > t;(a) corresponding to the occurrence of more that t;(s)

faults. If gS(v_) < t'(s), gb
aults go(x3> < K,‘(S) gl(v3

diagnosed; however denoting by vf the last unit in a sequence of length A

) < t%{s) the state of unit Va cannot be
r 3

it is easily seen_ that in this hypothesis gg(vf)=k+2 v ~~1t:1:‘(s)~w“%-«-2 in case
1 and 3 and gé(vf)=k+2 v ~t;(s}+ A2+ 8 2> k+2 v mt;(s)+ A -2 in case 2,
where the last inequality derives from @2& In order vf to be diagnosed
as faulty in the assumption of .t;(s) or ‘less faults, must be ﬁ:;(s} <

ga(vf}wi and t;(s) is determined from the preceding expressions as t;(s) =
kev+{A-3)/2. A lower bound ‘t; to sequential diagnosability of LP graphs is
thus determined by minimizing t;(s) over the set of permissible pairs

{v,A), resulting from consideration of all syndromes. By the same
technique used in [10}, it is seen that the lower bound holding for an LP
graph consisting of k paths p, of and one circuit of length m is the
following: *

&=k +E<vf§;§”;1 - 1)/2E+i_(iﬁi?(@?‘ia)/eﬂaﬂzﬁ (2)

.1t should be noted that the bound established by expressiox;.(.?) is one
less than the sequential diagnosability of CP graphs for m=7 and m=10.
However it is seen that for all of those syndromes such that max (gé‘){‘va),a

g;{vgﬂml‘(%(pwl)/z’ﬁ, there must exist at -least one path ( v

Yor Vi1t Vit V3)
such that interchanging §vil§ Vi2> with évlg vg) yields a syndrome s8' such
s s*
~12§ -1)/2].

o (Va)’ g, (v3)) (n-1)/ |

It is alsc interesting to observe that although the sequential
diagnosability of CP-graphs cannot be determined exactly, the preceding
analysis proves that the set of CP-graphs includes sequentially diagnos—
able systems whose dliagnosability spans all values between the lower and
the upper bound, and any CP graph with n nodes and diagnosability not

that max (g



less

than tf places an upper bound tco the complexity (i.e., the number of

diagnostic connections) of sequentially diagnosable systems.

The problem of determining an upper bound to the complexity of opti-

mal segquentially diasgnosable systems with arbitrary Iv] and any permissi-
ble wvalue of t has been considered by Maheshwari and Hakimi L 31. They
have eatabllshed a bound of +t =i for t wdlagnogabﬁe systems whose diae

gnostic graph has n vertices. Since in the LP graph of Fig. 2 the number
of arcs is & = 3k+m and:

’ " 3
n=2k+m, k:ti - g( Zml mz)/eg»éggm,§{%2m+1m1}/2%§w3}/2§g

it is easily seen that the complexity of a system whose diagnosability is
no less than t 1is equal to:
r

a=nst - [(WBmT1-1)/2] - | [/ [(VBFFL-1) 2] |00 /2]

which constitutes a tighter bound to optimality.

4. Syndrome decoding

e me.

Ancther problem of interest consists in evaluating the computational

effort r@quired to actuall diagnose at least one units iven The syndro-
£
. 1

It has been proved that syndrome decoding in sequential diagnosi

NP-complete problem,igl and this implies that sequential diagnosis becomes
computationally untfactable as the size of the problem increases. However
efficient decoding algorithms may exist for special classes of diagnostic
graphs: this has been actually proved for the simple circuit of Fig. 1 g@é
and for a class of rosaces glﬁﬁb A similar result holds for the LP graphs
introduced in this paper since it is clear that the following decoding
algorithm, which derives from the preceding analysis, is O(n) in tima.
With the notations defined asbove, the decoding algorithm is as lollows:

A1)

AZ)

Determine 1if wv_ is the last element of a sequence in the circuit of

o~

length m and if such seguence has length A, and compute gé(vs}y
g?(vﬁ) using the corresponding formulae. If gOtva > tgyvo is reco~
A fol 4

gnized to be faulty in the hypothesis of st most t' faults; if

14

gi(v@})»t;g vy is diagnosed as fault-free in the same hypothesis. Else:
Denoting by vf the last vertex in a sequence of length A in the cire
cuit of length m, v _ is recognized to be faulty in the hypothesis of

£
at most t; faults.
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Abstract

The problem of determining nearly optimal connection assignments in
functionally distributed systems which are sequentially diagnosable in the
model of Preparata is reconsidered. A class of diagnostic. graphs yelding
any permissible value of sequential diagnosability is introduced and it is
shown that the number of diagnostic connections of systems in this. class
reaches the lower bound whenever this bound is known. Although syndrome
decoding in sequential diagnosis is a NP-complete problem, it is proved
that efficient diagnostic procedures exist for system in the class under
consideration. A syndrome decoding algorithm is presented.



Type | Arc labels | f f; fi
tG 6 0 0 0 0 2
tl c 0 1 - 2 o
€, 0 1 0O 11 1
€ 01 1 11 1
£, 1 0 0 10 2
‘&:5 1 0o 1 2 2 0
té 11 0 1 1 1
t7 11 1 2 1 1
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