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A description is given of a Remote Plle Access (RFA) system implemented
on computers connected via the RPCHET network and running under the
VM/370 operating system. The RFA system enables CMS users L0 access
data stored on CHMS minidisks anvwhere in the network in the same way as
for data stored locally. The system network facilities are described
briefly and some considerations are also made about the possibility of
extending the RFA system to other operating systems.

INTRODUCTION.

RPCHNET,
italian research and educational insti-
tutions, bscame operational in October,
1976 ([1}, [2), (3}, [41). At that
time, 1t was decided to implement a
Remote File Access (RFA) system for CMS
virtual machines ([{8], 1[9]), with the
main purpose of testing the RBCNET
facilities. This RFA system was
designed to enable CMS users to access
data stored on CMS minidisks anywere in
the network in the same way as for data
stored locally. The RPA system was also
designed in order to eliminate one of
the main faults of CMS, namely, the
impossibility for two CMS virtual
machines to have read-write acecess to
the same minidisk without spoiling its
contents,

The RFA system was thus designed and
implemented, and became operational by
October, 1977. It was quickly evident
that- the RFA system indeed resolved
successfully the needs of users having
to simultaneously update data stored in
a single location using programs running
on different computers. Therefore, it
was decided to investigate the possibil-

ity of implementing the RPA system on.

operating systems other than CM8. Since
the RFA system had been designed in
strict reference to CMS concepts, it was
necessary to re-define the system in a
more general sensa,

Section 3 of the present paper sontains
the description of the CM8 implementa~
tion, operational since October, 1977,
This description is given in terms of
the general RFA aystem design concepts,

a computer network connacting.

which are presented informally inmn
section 2, A formal description of the
genaral RFA system design concepts can
be found in [7]. Section 1 contains the
description of some RBCNET bagic
features, necessary in order ¢to under-
stand the rest of ¢he paper. Purther
information about RPCNET can be found in
{11, 121, {31 and (8). Section &
containg & detalled description of ths
new CM8 commands introduced by the
present implementation.

i, RPCNET ARCHITECTURE.

i

The RPCNET architecture hasg been
designed to provide a machine indepen-
dent method for communications between
Applications via logiecal channsls.

The architecture of RPCNET is structured
in three well defined layers (Figure 1):
the innermost "Common Network® layer,
which is based on the "packet store and
forward® technique, the next outer
“Interface Punctions® layer, which
supports the "logical channels®, and the
outermost layer of network "Application®
programs, which use the logical channels
to communicate with each other. The
Common Network provides the packet
switching capability by using a physical
communication medium {"Connections
Network®) together with packet transmis-
gion on a full-duplex basis, and routing
and reconfiguration facilitles
{"Communication Punctions Layer®)., The
Common Network does not guaranteée that
packets will be dellivered in the sanme
order in which they were sent, nor does

it guarantes that there will not be loss
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or duplication of packets. These charac-
teristics of the Common Network are
caused by such factors as the use of
alternative routes for packets between
nodes in cases of failure, and retran-
smission on data links when errors are
detected. The Interface Functions build
through the Common Network a "logical
channel® facility which provides error
detection of lost packets, and the
disassembly and reassembly of messages
longer than packet length. The combina-

tion of the Interface Functions layer

and the Common Network conastitutes the
Communication System. A set of direc-
tives called RNAM (REEL Network Access
Method) allows the Applications to use
the network facilities (({4], [51).

The RPCNET “logleal channel® allows
error detection when messages are lost.
A check is also made for bresakages in
tha logical channels, The most conven-=
ient error detection scheme provided by
RECNET, from the Applications viewpolnt,
is the ability of the sender to detect
that a sent message has been lost., It is
normally the sender who can most easily
recover when messages are lost.

The RPCNET logical channel allows only
ons operation to be specified at a time.
The SEND, RECEIVE, BREAK and TESTLC RNAM
directives are relevant to the RFA
system, SEND is used ¢to send a message
which will be buffered {(given sufficient
storage) at the receiving side until a
matching RECEIVE is made by the Applica-
tion there. Due to the nature of the
half duplex logical channel, it 1is
necessary to “change direction® before a
receivaer can send and a sender can
recaive, The sender is in charge of
changing directioh. A BREAK can send a
message (restricted in length ¢to fit
within a Common WNetwork packet) from an
Application which is in receive state to
one that ie¢ in send state, The break
message 18 received in an asynchronous
fashion, and no special operation of the
recaiver is necessary. The TESTLC
operation is used by an Application to
control certaln aspects of the logical
channel error detection mechanism. in
effect, it reguests that RPCNET verify
whether sent messages have arrived at
the other end of the logical channel.

When any message is sent, there are
three possible error detection options.
The first 18 "no error detection”, the
second is “definite response®, and the
third is “exception response®. A SEHND
directive lssued with “definite
regsponse® does not complete until the
related message has reached the destina-
tion network Node and the corresponding
acknowledgement 1is received, The other
two response forms allow the SEND to
complete as soon as the message leaves
the local network Node, In the case of
"excaption response”, the sending
application (the one which issued the
SEND directive) is notified asynchro-
nously upon detection of message loss.
It is elear that a SEND directive can be
issued only when the previous directive
has been completed.

othey functions of interest here are
those used for setting up and closing
down logical channels between Applica-~
tions. When an Application wants toO
connact to another, it performs a BIND
operation. An Application wishing to be
connected by a "bind request® will
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perform an INVITE operation. At any
time, either Application can perform an
UNBIND to release the loglcal channel.

2. RFA SYSTEM ARCHITECTURE.

that charac-
the

The principal requirements
terize the RFA system design, are
following:

= uger programg must be able to access
remote files in the same way as for
local ones, without having ¢to be
rewritten or recompiled;

avold conflicts between
gsame data, the

- in order to
programs8 sharing the
physical access to every resource
must be controlled at each network
Node by a single process. .

1
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In accordance with the regquirements
outlined above, the RFA system was
structured into two components (Figure
2):
- the Program Interface (RPAP), that

requests made by
and resides on

traps all access
the user processas,
the user's Host;

- the Access Controller (RPAC), that
receives the access reguests from
remote RFAPg and performs the

necessary 1/0 operations for access-
ing physical resources.

The RFAP must then convert all requests
coming from user processes into reguests

-

which are glgnificant for the RPAC.
RFAP must also map all rewmote resources
into concepts recognized by the operat-

ing system whers 1t resides.

Aceording to the RPCHNET terminology, the
RFAP with the associated user processes

at one 8ide and the BRBFAC with the
corrasponding physical resources at the
other end sare two Applications which
exchange information through logleal
channels.

Early in the RPA system design stage,

speclal care was pald to resolving the
problem of how many logical channels
should be set up between each RFAC and

RFAP pair. Since every reguest originate-

ed by an RFAP and then directed to an
RFAC reqguires the following information
transfers:

@ request transfer (from the RPAP to

the RFAC);

- data transfer (needed only for data
transfer rvequests);

- answey transfer {from the RPAC to

the RFAP):;
it was obviously concluded that the
information exchanged betwesn RFAC and
RFAP muat flow in both ways. If all

requests issued by user processes were
handled by the correseponding RFAP in a
strictly seguential wavy, the “change
direction® facility could be used and a
gingle legical channel between RFAP and

RPAC would suffics, This situation
corresponds to the VM/370 implementa-
tion, which is described in section 3.

However, in most cases an RFAP will have
to interface and then to multiplex
regquests coming €Erom more than one
process; any process ia turn can issue

requests in an asynchronous way. Conse-
guently, the sender side can never know
whether or not the change direction
indication must be sent. It is ¢thus
necessary to set up at least two simplex
logieal channels between each RFAC and
RPAP pair, oach one being in charge of
transferring information in one direc-
tion only.

It should be noted that in the discus-
sion ebove it has been assumed that when
the RFAP issues a data transfer request,
the user process has already provided
all buffers necessary for the opera-
tions; otherwise, it is advisable to set
up an additional logieal channel for the
data transfer; this solution allows also
a tranafer of data between two RFAC's
governed by an RPFAP located in a third
node {([7?), [13]1). Although this facili-







REMOTE FILE ACCESS 1IN RPCHET

ty is not present in our implementation,
the RFA system architecture can easily
accommodate it.

s was specified in section 1, SEND
. operations can be issued both in “no
response® and in ‘“definite response”
mode. Of course, if the "no response”
mode 1is chosen, the RFA system must
provide its own data flow control
protocol. In an implementation where a
single logical channel is set up between
RFAC and RFAP and the “change direction®
facility is used, SEND operations can be
issued 1in “definite response” mode,
without a notable diminishing in perfor-
mance.

The information flowing through the
logical channels that couple the RFAPs
and the RFACs can bhe classified into
five categories:

- resource reservation requests;

- file system manipulation requests
{such as erasing and renaming
files);

- data transfer requests;
- data transfers;
- answer transfers.

All requests in the first three catego-
ries are concluded by an answer transfer
which specifies whether the request has
been executed correctly by the RFAC., In
an implementation where the “change
direction® facility is wused, the answer
transfer has .also the function of
returning the "send state® to the RFAP,
thus enabling it to issue a new request.

Data transfers are caussd by data
transfer requests. All implementations
must define the type of data which can
be requested (volumes, files, recozds,
items, catalogs, index files etc.); if
no additional logical channel is set up,
data transfers must take place in the
time between the data transfer request
and the corresponding answer transfer.
Transfers of large quantities of data,
such as volumes and files, are likely to
be requested by programs that do not
provide all the: necessary buffers at the
moment of +the request; these transfers
should therefore be allowed only by
those implementations where an addition-

al logical channel can be set up for.

data transfers. In the present VM/370
implementation, only sets of records and
minidisk directories can bas transferved:
in both cases, the necessary user
buffers are always ready when the

request is issued. Since RPCNET already
provides a service for the interchange
of spool files among different network
nodes ({31, (61, {81), the RFA service
has besen designed mainly to allow
programs running in diffarent network
nodes to share the same data bases;
therefore, priority has been given to
the transfer of small amounts of data.

File system manipulation requests can be
aasily implemented only if both RFAP and
RPAC run undar the game operating
system. In the present implementation,
the operating system is always CHS,
therefore all CMS file system manipula-
tion functions {(namely, the ERASE and
RENAME functlons) have been implemented.
in a more general sltuation, the way in
which RFAP maps the remote file svstem
will determine which requests will be
allowad.

Resourece reservation reguests are needed
in order to enable the RFAC to avoid
access conflicts batween diffsrent user
processes. The RFAC must, therefore, be
able to distinguish one process from
another. Baecause of the particular
nature of the VM/370 implementation,
different user processes {(i.e. different
CMS virtual machines) always communicate
with the RFAC through different logical
channels., Thus, it is not necessary to
include particular information in the
request in order to identify the issuilng
Drocess; in other implementations,
however, other sclutions will have ©o be
found {[{71). The implementation design
must also state which rescurces can be
reserved: in the present implementation,
this is only possible for minidisks and
CM8 file identifiers., When the RFAC can
satisfy a reservation request immediate-
1y, a positive snswer is returned to the
RFAP; otherwise, there are two different
answer possibilities:

- & negative angwer is sent immediate~
ly; :

- a positive answer 1s sent when the
rescurce bacomes avallable,

Since, in an implementation using the
"change direction® facility, the second
solution would make the logical channel
unavailable for new requests until the
resource becomes avallable, at tha
present, only the first answer method
has been implemented. The implementation
of the pecond answer method will most
probably be the first extension of the
RFA system, although it will require
basic architecture modifications, e.q9.,
changing the properties of the logical
channels,







3. IMPLEMENTATION.

as most of the RPCHET Hosts are IBM 370
computers frunning under the  VM/370
operating system ({81}, it was natural
that the first RFA system implementation
should be dsveloped under the CMS8
operating system ([{%}, {161y . Some
modifications in the RFA  sgvstem archi-
tecture which has been described here
were reguired by the V¥/370 wvirtual
machine envirconment. Since a VM/370
virtual machine is a sofiwars simulation
of the IBM 370 hardware, each CMS user
has hiz own set of wvirtual peripherals
and his own file sysiten stored on
"minidisk{s}”. Thus, each virtual
machine can be considered as & different
computer and the RPAP and the RFAC can
be implemented on all the virtual
machines. Howavser, sincs CHE is
designed for a single user and is not
multiprogrammable, it may be undesirable
to have both RPAC and RPAP running on
the same virtuval machine. in fact, a
solution of this type, although feasl-
ble, may cause problems to the CMS user,
who may dislike having a public service
such as  RPAC rumnning on his oprivate
virtual machine. Therefors, in  tha
YM/CMS implementation, RPAP 18 run on
all the user CMS virtual machines, while
RFAC iz only run on particular CMS
virtual machines.

The standard CMS implementation allows a
user to enlarge or restrict the file
system available to his own operating
system by means of the ACCES8 and
RELEASE standard commands, These
commands, respsctively, add and remove
the file directory of a minidisk to and
from the active directory of the operat-
ing system. These features were thus
extended to allow a CMS user to algo use
the ACCESS command when including remote
files in his active directory. This
means that a set of remote filles is
presented to CMS as a minidisk. HMore-
over, & virtual minidisk address is
assigned ¢to the set of remote files,
since the ACCESS command uses it as a
parameter. In order to create and
destroy this assoclation, two new CMS
commande, NETATT and NETDET, have baen
implemented. The NETATT command must be
used in order to associate a minidisk
address to a, #set of flles known +to tha
RFAC, Since, in the present implementa-
tion, the RPAC is also a CMB Virtual

Machine, the set of files must aleo be a

minidisk for the RFAC.

The present implementation ls character-
ized by the following pecullarities

]
H

- aacsh APAP interfaces 2 singls user
DYOCEESs;

- 211 user reguastse are synchronous;
- data transfer requests are only

issued when the necessary uger
vuffers have been provided.

]

as siready neoted in section 2, in thi

type of environment a single logical
channel batwssn sach RFAP  and RFAC paly
using the "changs direction® facillity is

gufficlent.

Iin the CMZ implementation, however, ong
1logiesl channel is sat up for saeh
NETRPTached minidisk. Ian other words,
the BIND and UNBIND oparationg are
triggered by the NETATT and NETDET
commands raspectively. Thus, 1f a CHM8
user NETRTTaches twice the sane remote
minidisk by speeifying two different
addraesses, two logical channals are 28%
up. The RFAC will thersfore handle all
ragervation reguents for FEEGUTEESR
located on the minidisk ss coming from
two different procssses. This iz, Iin
fact, the correct beshaviour for the RFAC
necause, from the uger’s CHME viptual
maehine point of view, the two addressss
correspond to two different minidisks.

Thae BFAC meintalns resgervation tablas
for two kinds of ressuress: wminidisks
and M8 file identifiers. Minidisks
musd ba reserved ezpliecltly when thse
HETATT ocommand Ls issued, whil file
identifiers can be ressrved implicltly
or aeuplicitly, as will be explained
baleow,

Iin ths pregent implementation, tha
minidisk reservation wmode is a two
letter keyword, whaere the flrst letter
{R for Read or ¥ for Write) determines
whether the mninldisk s reguestad in
read-only or read-write mode and the
second (S for Shared or E for Exclusive)
determines whether other users may have
access to the minldisk or not. When a
minidisk is reguested in exclusive mods,
no file identifier ressrvation table is
maintained by the RFAC, Whan a minidisk
is relasased, all the file identifier
resarvations issued for it are released
LOB.

Piie identiflers can be reserved expli-
ecitly by means of the new CMS command
NETRES or impliei:ly when the first read
oy wWrite ocommand is lssued. A f£ils
identifler reserved euxplicitly must ba
released by mesns of the NETREL command;
file identifiers reserved implicitly are
released when the file s clesed. Thae

. file ideatifler reservation mode 13 a
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two letter keyword, where the first
letter (R for Read or W for Write)
determines whethar the file is requested
in read-only or read-write mode and the
gsecond (W for Write, R for Read or E for
Exclusive) determines the ways in which
other users are allowed to use the file
{reading and writing, only reading, or
not at all). Implicit reservation modes
are RW 1f the first opevation is a READ,
and WR if it is a WRITE.

In the present implementation, eight
requests can be issued by user pPrograms:

NETRES Explained above and in the next
section.

NETREL Explained above and in the next
section.

GETDIR A new copy of the NETATTached
minidisk directory is obtained.
This request i3 sent avery time
the user issues the ACCESS
command for the minidisk.

READ One or more records are read from
a file. The parameters sent to
the RFAC are the file identifier,
the record number, the number of
records that must be read and the
input buffer length. This request
causes the implicit reservatlon
of the file identifier in RW mode
if it had not already been
raserved.

WRITE One or more records are written
on a file. The parameters sent to
the RFAC are the file identifier,
the record numbsr, the number of
records that must be written and
the output buffer length. This
request cauges the implicit
regservation of the file identifi-
er in WR mode if it had not
already been reserved.

CLOSE Releases a file reserved impli-
citly.

ERASE Deletes a file from a minidisk.
The request is not executed if
another user has already reserved
the file identifier.

RENAME Alters the name of a file. The
request is not axecuted if
another user has reserved the old
and/or the new file jdentifier.

The internal protocol used in the
present implementation is gquite simple,
because requests transferred to the RFAC
consist simply in the paramster lists
needed by the corresponding CMS direc~

tives. Future implementations will
probably use the more genaral protocols,
described in {71. (M8 directives appear-
ing in the protocel are READFST, RD UP,
WRBUF, PINIS, BRASE and RENAME ([111).

4, NEW CMS COMMANDS.

This section contains the detailed
description of the four new CHMS commands
introduced by the RFA system. informa=
rien about the CMS operating system can
ke found in [2} and (10}, although this
gection is intsnded mainly for people
already familiar with CHS.

4,1, HETATT.

pemote CHMS minidisks can be added to the
virtual machine ¢ configuration by means
of the NETATT command.
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where:

ceut is the minidisk virtual
address, a8 it will be known by
the local CHS:

ceul ig8 the minidisk virtual address
aa it is defined in the direc~—
tory of vmid:

vmid ig the namne of the remote
virtual machine that has the
minidisk in guestion defined in
its eonfiguration;

is the standard RPCNET destina-
tion identifier ([3)), composed
of a node name and a host name
separated by a blank. Destid
identifies the computer where
vmid is definad. If there is no
spacification, the local
computer 18 assumed;

destid

ymid?2 is the name of the virtual
machine, defined at destid, on
which RFAC is run., If there isg







no specification, the name
HANDLER is assumed;

rsvmode is the two letter reservation
mode, explained in section 3.
If there 1is no specification,
the WS mode is assumed;

password is the 1link password of the

minidisk ([121). If there 1is
no specifiation, it 1is assumed
that the minidisk has no
password,

Usage Motes

1. The minidisk defined by the NFTATT
command can be used as a normal CMS
minidisk hy all CMS commands except
FORMAT, DDR, DISK and T™APE ({io}).

2. If the remote minidisk address is
specified in a P command, the
minidisk is not found, since the
NETATT definitions are known to (M8
only.

3. CP commands such as SYS8TFEM RESET or
IPL {[12]} are equivalent to a
NPTDET command.

4.2, NFETDET,.

Minidisks defined and reserved by means
of the MFETATT command can he released by
means of the NFTDET command.

B b et e ot 2 e e +
{ § !
! NFTDDRT I ccu !
! ! l
o e e e o e e o e +
where:

ccu is the address that was defined

by means of the MRTATT command,

Usaaqge MNotes

1. If, when the NPTHET  command is
issued, .the remote minidisk is
ACCESSed with some mode-letter, the

corresponding CMS RRLFASF function

is also performed,.

Pile identifiers can he reserved by
means of the MNPTPPS command.

o e e o e e +
! 1 !
1 MPTPRRS 1 fileid rsvmode !
1 1 1
e e e e it e e e +
where

fileid is the normal M2 file identi-

fier, consisting of a filename,
a filetyne and a filemode
separated hy hlanks (({9])-

rsvmode 1is the two letter reservation
mode, explained in section 3.

UIsage Motes

1., MPTRES is a OMS module generated in
the transient arvea ([11}): as such
it can be invoked from within a
prodgram, as many other CMS commands,

2. Mo consecutive MFTPRE from the same
user on the same file identifier are
not allowed (sse NPTRFPL),

3. ™he TPASY command is rejected if the
file identifier is already reserved
hy another user. The PENAME command
is redjected if the old and/or the
new file identifier is reserved hy
another user.

4.4, NETREL,

File identifiers, reserved bv means of
the WRTRFS command, can he released by
means of the NFTPEI, command.

e e e e o o e +
! ! i
1 NPTRET, ! fileld 1
i { !
e e e e S e e +

where:

fileid is the normal M8 file identi-
fier, consisting of a filename,
a filetype and a filemode
separated by blanks (797).
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