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Abstract

Formal methods and tools have become well established and widely applied to ensure the correctness of fundamental com-
ponents of industrial critical systems in domains like railways, avionics and automotive. In this Introduction to the special
issue, we outline a number of recent achievements concerning the use of formal methods and tools for the specification and
verification of critical systems from a variety of industrial domains. These achievements are represented by eight properly
revised and extended versions of papers that were selected from the 24th and 25th International Conference on Formal
Methods for Industrial Critical Systems (FMICS 2019 and FMICS 2020).
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1 Introduction

In industrial domains such as railways, avionics and automo-
tive, critical (software) systems must comply with stringent
dependability and safety requirements and standards. There-
fore, formal methods and tools are commonly used for
decades now when engineering such critical systems (cf.,
e.g.[1-12]), in particular in specific application domains (cf.,
e.g. [13-21]).

Formal methods are rigorous and mathematics-based
specification languages to describe (model) system behaviour
(cf.,e.g.[22-26]) that come with a precise semantics and with
tools for automated formal verification (analysis) of these
system models, based on techniques like theorem proving
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(cf. [27]) and model checking (cf. [28]), including proba-
bilistic (cf. [29]) and statistical (cf. [30]) approaches.

As in other engineering disciplines, the envisioned advan-
tage of using formal methods and tools is the expectation that
appropriate mathematical modelling and analysis contributes
to the correctness of the developed systems by eliminating
errors in the initial designs, i.e. well before implementation,
and by guaranteeing robust and fault-tolerant systems that
behave as specified even in uncertain environments.

This special issue dedicated to “Formal Methods and
Tools for Industrial Critical Systems” contains a total of
eight papers that concern properly revised and extended
versions of papers from the 24th and 25th International Con-
ference on Formal Methods for Industrial Critical Systems
(FMICS 2019 and FMICS 2020).

Based on the original reviews and the subsequent dis-
cussions among the PC members of FMICS 2019 and
FMICS 2020, the PC chairs of FMICS 2019 and FMICS 2020
invited the authors of 11 papers to submit a revised and sub-
stantially extended version of their original conference paper
to this special issue. The authors of nine papers decided to
accept this invitation and based on a thorough reviewing pro-
cess, by which each paper was reviewed by three reviewers
of which at least two had not previously reviewed the con-
ference version, the editors of this special issue decided to
reject one paper and accept eight papers for inclusion in this
special issue.
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2 FMICS

The aim of the FMICS conference series is to provide a
forum for researchers who are interested in the development
and application of formal methods in industry. In partic-
ular, FMICS brings together scientists and engineers who
are active in the area of formal methods and interested in
exchanging their experiences in the industrial usage of these
methods. FMICS also strives to promote research and devel-
opment for the improvement of formal methods and tools for
industrial applications. FMICS is the annual conference of
the ERCIM Working Group on Formal Methods for Indus-
trial Critical Systems,' and it is the key conference in the
intersection of industrial applications and Formal Methods.

FMICS 2019 was organised on 30 and 31 August 2019, in
Amsterdam, The Netherlands. FMICS 2020 was organised
on 2 and 3 September 2020, in Vienna, Austria. Both called
for contributions on the following, non-exhaustive, topics of
interest:

e Case studies and experience reports on industrial appli-
cations of formal methods, focusing on lessons learned
or identification of new research directions.

e Methods, techniques and tools to support automated
analysis, certification, debugging, descriptions, learning,
optimisation and transformation of complex, distributed,
real-time, embedded, mobile and autonomous systems.

e Verification and validation methods (model checking,
theorem proving, SAT/SMT constraint solving, abstract
interpretation, etc.) that address shortcomings of existing
methods with respect to their industrial applicability (e.g.
scalability and usability issues).

e Impact of the adoption of formal methods on the develop-
ment process and associated costs. Application of formal
methods in standardisation and industrial forums.

The proceedings of both FMICS 2019 and FMICS 2020 have
been published in Springer’s Lecture Notes in Computer Sci-
ence series (cf. [31,32]).

3 Selected papers
In the remainder of this Introduction to the special issue,
we briefly present and contextualise the contributions of the

papers that make up this special issue, followed by a brief
discussion of the overall impact of this special issue.

! https://fmics.inria.fr/.

@ Springer

3.1 Railways

Shift2Rail and its successor Europe’s Rail” are joint under-
takings aimed to increase the competitiveness of the Euro-
pean railway industry. This concerns in particular the transi-
tion to the next generation of EU signalling systems, which
will include satellite-based train positioning, moving-block
distancing and automatic driving. A further aim is to con-
tribute to the EU strategy for more sustainable and smart
mobility by funding the delivery of more flexible approaches
to planning and traffic management of rail services, which
will increase capacity and support smart and cost-efficient
rail connectivity. The railway domain is a field in which for-
mal methods and tools are traditionally applied successfully
(cf., e.g. [12]).

The paper DFT Modelling Approach for Operational Risk
Assessment of Railway Infrastructure, by Weik et al. [33], the
recipient of the FMICS 2019 Best Paper Award, describes
a fully automated approach to model railway station areas
and train routability using dynamic fault trees (DFTs). Their
approach allows for quantitatively analysing the reliability
of train operations, offering insights into the reliability of
the train station area and the criticality of wayside equip-
ment such as switches, signals or train detection systems,
with respect to the routing possibilities. For the transforma-
tions and analysis, the authors use the STORM framework.>
The authors first simplify the DFTs by rewriting, thereby,
for instance, removing redundant levels of ANDs or ORs,
and subsequently use STORM to generate a continuous-time
Markov chain (CTMC) capturing the behaviour of the DFT.
These CTMCs are then analysed for a selection of qual-
ity metrics, which are specified in Continuous Stochastic
Logic with reward extensions. To assess their approach, the
authors analyse 16 DFTs originating from four German rail-
way stations, three of which are major central stations (up
to 10 platform tracks) with multiple starting and ending
lines. The fourth railway station is of medium size (4 plat-
form tracks) but has a small freight yard. While most of the
DFTs can be analysed within seconds, some of the DFTs
with alternative routes require several minutes. Computing
all criticalities, however, can require more than 3 days if
run sequentially; the authors do note that the problem of
computing all criticalities is embarrassingly parallelisable.
According to the authors, their approach may, among others,
be useful for a comparative assessment of wayside infras-
tructure elements, so as to better understand their role and
influence on operations.

The paper Exploring the ERTMS/ETCS full moving block
specification: An experience with formal methods, by Basile
et al. [34], presents the authors’ experience with modelling

2 https://shift2rail.org/.

3 https://www.stormchecker.org/.
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and analysing scenarios that are offered by an operational
model specified in UPPAAL* of a single railway track with
multiple trains that concurrently communicate with the same
(trackside) radio block centre (RBC). The models are based
on specifications and models developed in H2020 projects
funded under the European Shift2Rail initiative of full mov-
ing block railway signalling systems that match level 3 of
the European Rail Traffic Management System (ERTMS)
standard. The authors apply statistical model checking with
UpPPAAL SMC by running a sufficient number of probabilis-
tic simulations of their system model to obtain statistical
evidence (with a predefined level of statistical confidence)
of the quantitative properties to be checked. In particular,
they verify the correctness of a function, formalised in first-
order logic, that dynamically computes the main task of the
RBC, namely continuously sending to trains their movement
authority (MA), which is essentially the maximum distance
and speed a train is allowed to travel at. The MA is based on
the traffic on the railway track and in particular on the tail of
the train ahead. The authors tune and validate the physical
behaviour of the trains according to parameters concern-
ing high-speed trains taken from the literature. Their formal
analysis shows the need for novel requirements to deal with
several corner cases concerning start-up operations, message
loss, and concurrency issues, and future research goals to
improve the formal specification and verification of real-time
systems. Finally, based on their experience, the authors dis-
cuss some barriers concerning a possible uptake of formal
methods and tools in the railway industry.

3.2 Avionics

The paper Envelopes and Waves: Safe Multivehicle Col-
lision Avoidance for Horizontal Non-deterministic Turns,
by Kouskoulas et al. [35], studies the problem of horizon-
tal terms, frequently encountered in autonomous systems
that control aircraft. The problem is motivated by aircraft
collision avoidance manoeuvres that combine vertical and
horizontal advice to ensure that multi-aircraft encounters are
safely separated. The paper first develops a formalisation of
turn-to-bearing manoeuvres, in which an aircraft turns fol-
lowing a circular arc until it reaches a certain bearing, and
then follows a straight path. The parameters that describe
paths are assumed to be non-deterministic and uncertain at
the beginning of the turn. In the next step, the authors develop
a library containing geometric properties of turn-to-bearing
trajectories, formalised and proved in the Coq proof assis-
tant.” This library provides foundations and basic building
blocks for safety analysis of horizontal turns. The paper uses
the turn-to-bearing library to formally verify a non-trivial

4 https://uppaal.org/.
> https://coq.inria.fr/.

collision timing property of such trajectories and to develop
a more general approach to quantifying the timing compu-
tations over a conflict area. The paper also provides sound
approximations for the location of a vehicle within the reach-
able area and a simple and efficient procedure for finding the
range of possible collision times between two vehicles that
are both followings turn-to-bearing kinematics.

3.3 Automotive

The advent of autonomous vehicles imposes fundamental
paradigm shifts in the automotive industry, bringing new
exciting challenges (cf., e.g. [20]).

The paper Verifiable Strategy Synthesis for Multiple
Autonomous Agents: A Scalable Approach, by Gu et al. [36],
the recipient of the FMICS 2020 Best Paper Award, addresses
two major problems associated to the autonomous opera-
tion of agents: path planning and task scheduling. The joint
automated solution to these two problems is also known as
mission plan synthesis. The paper first develops an exhaus-
tive method for synthesising mission plans based on model
checking. The authors use timed games to model the task
scheduling problem for an agent operating in an uncertain
environment. The task scheduling problem is solved using the
UPPAAL TIGA timed game synthesis. This implementation
is integrated into the TAMAA (Timed-Automata-based Mis-
sion planner for Autonomous Agents) tool. While exhaustive
and provably correct, the TAMAA solution has limited scal-
ability. Consequently, the authors propose an alternative and
lighter approach to task scheduling, which combines rein-
forcement learning with simulation-based synthesis. Instead
of symbolic state exploration, this method uses a simulation-
based synthesis algorithm based on Q-learning. It samples the
state space via random simulations and learns an intermedi-
ate solution to the task scheduling problem. An intermediary
strategy does not necessarily cover all the situations allowed
by the unpredictable environment. Hence, the synthesised
strategy is then verified using UPPAAL STRATEGO and the
learning process is repeated until a correct strategy is inferred.
Both task scheduling solutions are integrated into the mission
planning synthesis tool MALTA. The methods are evaluated
on an industrial autonomous quarry case study.

The paper Formal Modelling and Verification for Amplifi-
cation Timing Anomalies in the Superscalar TriCore Archi-
tecture, by Binder et al. [37], addresses the problem of
the worst-case timing analysis of the TriCore architecture
used in automotive applications. It is a sophisticated dual-
pipelined superscalar processor architecture that is likely
suffering from amplification timing anomalies. An ampli-
fication timing anomaly manifests itself when a local timing
variation between two executions of a program results in a
larger global timing variation. The paper adapts an existing
canonical single pipeline model, used to study amplifica-
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tion timing anomalies in time-predictable processor pipelines
to accommodate the specific TriCore features. The pipeline
model extension is not trivial—it requires both structural
modifications due to the dual pipeline, and functional adap-
tations to the TriCore architecture, including its progression
logic, store buffer and data dependencies. The amplifica-
tion timing anomalies in TriCore are then studied using a
verification procedure that uses a bounded model checking
(BMC) procedure implemented on top of a satisfiability-
modulo-theories (SMT) solver. The experiments consist of
two steps. The authors empirically validate the formal model
by testing its compliance with the pipeline description in
the documented examples. The verification procedure is then
used to detect amplification timing anomalies in the TriCore
architecture. Finally, the paper develops a procedure based
on SMT heuristics to guide the verification engine towards
obtaining multiple counterexamples that exhibit amplifica-
tion timing anomalies.

3.4 Formal methods and tools

The paper Formal Verification of OIL Component Specifi-
cations using mCRL2, by Bunte et al. [38] presents a formal
operational semantics of OIL (Open Interaction Language), a
language for modelling control software, developed at Canon
Production Printing, and a translation from OIL to mCRL2,
along with a proof of correctness. OIL, which the authors
introduce via a running example of an overheating printer,
is a language with both a textual and a graphical syntax.
An OIL specification consists of areas of different flavours
and transitions connecting these. A distinguishing feature of
OIL is that it facilitates a “constraint oriented” programming
style, which allows the programmer to focus on separate
aspects (concerns) of the program without having to take
other aspects into account. The translation of OIL to mCRL2
opens up the possibility to analyse OIL specifications using
the mCRL2 toolset.® In this way, arbitrary requirements,
phrased in the modal w-calculus, can be verified. Moreover,
the authors formalise several generic requirements, related to
the predictability and reliability of the behaviour of OIL spec-
ifications, that must be met by all OIL specifications. They
show that also these requirements can be verified using the
mCRL2 toolset. Since OIL specifications can be converted
automatically to executable code, the ability to analyse speci-
fications before they end up as code in products is expected to
significantly improve the software and product quality. The
authors report on their experience analysing two industrial,
confidential OIL specifications. Finally, the authors reflect
on their translation to mCRL2 and on some of the challenges
that still lie ahead. One aspect the authors allude to is the
fact that their translation of OIL to mCRL2 is rather mono-

6 https://www.merl2.org/.
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lithic, a more compositional translation being hampered by
the lack of shared variables in mCRL2. They observe that
this monolithic translation gives rise to complex data types
which adversely affect the effectiveness of many of the tools
of mCRL2, showing the need for either a more compositional
translation or improvements in the mCRL2 toolset to better
deal with complex data types.

The paper Temporal-Logic Query Checking over Finite
Data Streams, by Huang and Cleaveland [39] addresses the
specification mining problem, which consists in inferring
high-level properties of a black-box system from observing
its executions. In this work, system executions are finite data
streams, i.e. finite sequences of state observations, where a
state is a tuple consisting of a time index and a set of atomic
propositions that hold in that state. The target specification
language is Finite Linear Temporal Logic (Finite LTL), an
LTL variant interpreted over finite traces. The authors take
a template-based mining approach, in which the user pro-
vides a Finite LTL query—a Finite LTL specification with a
missing propositional subformula. In this case, specification
mining corresponds to solving a query for Finite LTL. Solv-
ing a Finite LTL query consists in inferring all propositional
formulas that, when substituted for the unknown variable
in the query, results in a Finite LTL specification satisfied
by all data streams in the given set. The authors adopt an
automata-based approach to solving Finite LTL queries. A
Finite LTL query is first translated to a finite query automaton
(FQA), which also contains the propositional query vari-
able. The FQA is then composed with automata derived from
the set of finite data stream and the solutions to the queries
are computed from the composite automaton. The proposed
approach is implemented and evaluated on synthetic datasets,
demonstrating the meaningfulness of the solutions and the
computational performance of the algorithm.

The final paper DivSIM, an Interactive Simulator for
LLVM Bitcode, by Rockai and Barnat [40] discusses a sim-
ulator for LLVM bitcode. This simulator, called DivSIM, is
implemented in DIVINE 4, an explicit-state model checker.’
which is based on the LLVM toolchain. The main goal of
this simulator is to make the analysis of complex, multi-
threaded (C/C++) programs more accessible. It can be used
to interactively explore traces of a program; for instance,
traces that constitute a counterexample produced by a veri-
fication effort. The simulator can step through a program’s
execution both forwards and backwards, and it provides con-
trol over thread interleaving of parallel programs. It supports
symbolic evaluation through abstraction and symbolic exe-
cution; it interprets the program, allowing the user to fix
non-deterministic choices instead of relying on the sched-
uler from the operating system to resolve choices. DivSIM
allows to make persistent snapshots of the current state, offer-

7 https://divine.fi.muni.cz/.
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ing insight into pointer relations, but also typing information
of stored values and relations between values in memory
locations. The authors evaluate their simulator on a large
number of test cases consisting of C and C++ programs,
demonstrating robustness of their tool and its ability to replay
counterexamples reported by the model checker.

4 Discussion

We have briefly presented the eight selected papers that con-
stitute this special issue. The topics addressed in these papers
cover a broad range of formal methods and tools, ranging
from fault trees and automata models to theorem proving
with Coq and model checking and synthesis with the mCRL2
and UPPAAL toolsets. Moreover, they contain applications to
critical systems from industrial domains such as railways,
avionics and automotive. For future and more effective appli-
cation in industry, the approaches described in the papers
constituting this special issue require further development
and implementation.

In the future, Weik et al. [33] would like to improve the
predictive quality of their DFT models for failure processes
and reliability assessment to extend the application area of
their methodology beyond comparative analysis of infras-
tructure components to usage for requirement-based system
design. Basile et al. [34] have distilled future research lines to
improve the formal specification and verification of real-time
systems in light of current barriers concerning their possible
uptake in the railway industry. These concern in particular
the level of abstraction, separation of concerns, deployment
and how to integrate tools like UPPAAL in the standardised
railway development process.

Kouskoulas et al. [35] plan to synthesise a safety con-
troller and develop a formalisation and proofs of correctness
for controller synthesis, which would allow them to obtain a
correct-by-construction controller implementation, and for
representing position uncertainty in the vehicles, which
would allow them to model sensor errors or unexpected vari-
ations in trajectories.

To synthesise path planning and task scheduling strategies
for multiple autonomous agents that perform better in envi-
ronments with large numbers of milestones and tasks, Gu
et al. [36] would like to improve the learning algorithm of
their method. Binder et al. [37] intend to improve their strate-
gies for deriving execution patterns that are likely to exhibit
undesired timing phenomena, known as amplification tim-
ing anomalies, by applying them on more concrete models
equipped with countermeasures that limit the occurrence of
such anomalies. They eventually would like to integrate the
result in worst-case execution time (WCET) analysers.

Bunte et al. [38] foresee that for the successful analysis of
OIL specifications with the mCRL2 toolset in practice, they

first need to hide the complexities of using mCRL2 from
the engineer, for instance, by offering push-button valida-
tion of requirements that can be expressed in a language that
is simpler than the p-calculus. To apply their query-solving
approach to a larger scope of problems, Huang and Cleave-
land [39] need to do more experimentation, including the
study of query languages that are tolerant of the noise that is
typically found in many experimental data sets. Rockai and
Barnat [40], finally, hope that the fact that DivSIM can be
combined with existing LLVM-based tools for languages like
Objective C or Rust and the simple, compact and universal
counterexample format produced by DiVM (the DIVINE vir-
tual machine) that can be loaded, simulated and analysed by
DivSIM, will foster tool interoperability, eventually result-
ing in an ecosystem of tools that use DivSIM internally and
cooperate through a common input format.
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